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Abst r act

Thi s docunent specifies new DDoS Open Threat Signaling (DOTS) signal
channel configuration paraneters that can be negoti ated between DOTS
peers to enabl e the use of Q Blockl and Q Bl ock2 Constrai ned
Application Protocol (CoAP) options. These options enable robust and
faster transmission rates for large anounts of data with | ess packet
i nterchanges as well as support for faster recovery should any of the
bl ocks get lost in transmission (especially during DDoS attacks).

Al so, this docunment defines a YANG data nodel for representing these
new DOTS signal channel configuration parameters. This nodel
augrments the DOTS signal YANG nodule ("ietf-dots-signal-channel")
defined in RFC 9132.
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I ntroduction

The Constrai ned Application Protocol (CoAP) [RFC7252], although
inspired by HTTP, was designed to use UDP instead of TCP. The
message | ayer of CoAP over UDP includes support for reliable
delivery, sinple congestion control, and flow control. The bl ock-

wi se transfer [RFC7959] introduced the CoAP Bl ockl and Bl ock2 options
to handl e data records that cannot fit in a single | P packet, to
avoid having to rely on I P fragmentation. The bl ock-wi se transfer
was further updated by [RFC8323] for use over TCP, TLS, and
WebSocket s.

The CoAP Bl ockl and Bl ock2 options work well in environments where
there are no or mninmal packet |osses. These options operate
synchronously where each individual block has to be requested and can
only ask for (or send) the next bl ock when the request for the

previ ous bl ock has conpl eted. Packet rates, and hence bl ock

transmi ssion rates, are controlled by Round-Trip Tines (RTTs).

There is a requirenent for these blocks of data to be transmtted at
hi gher rates under network conditions where there may be asymretrica
transi ent packet |oss (e.g., responses may get dropped). An exanple
is when a network is subject to a Distributed Denial of Service
(DDoS) attack and there is a need for DDoS mitigation agents relying
upon CoAP to conmunicate with each other (e.g., [RFC9244]). As a
rem nder, [RFC7959] recommends the use of Confirmable (CON) responses
to handl e potential packet |oss. However, such a reconmendati on does
not work with a "fl ooded pi pe" DDoS situation because the returning
ACK packets may not get through.

The bl ock-w se transfer specified in [ RFC7959] covers the genera
case but falls short in situations where packet loss is highly
asymmetrical. The nechanismspecified in [RFC9177] provides features
roughly sinmilar to the Bl ockl/ Bl ock2 options but al so provides
additional properties that are tailored towards the intended DDoS
Qpen Threat Signaling (DOTS) transm ssion. Concretely, [RFC9177]
primarily targets applications such as DOTS that can’'t use
Confirmabl e responses to handl e potential packet |oss and that
support application-specific mechani sms to assess whether the renote
peer is able to handl e the nmessages sent by a CoAP endpoint (e.g.,
DOTS heartbeats as di scussed in Section 4.7 of [RFC9132]).

[ RFC9177] includes guards to prevent a CoAP agent from overl oadi ng
the network by adopting an aggressive sending rate. These guards are
followed in addition to the existing CoAP congestion control as
specified in Section 4.7 of [RFC7252] (rmainly PROBING RATE). Table 1
lists the additional CoAP paraneters that are used for the guards
(Section 7.2 of [RFC9177]). Note that NONin this table refers to
Non- confi r mabl e.

| Parameter Name
[} s p—p—p—_—
| MAX_PAYLOADS



oo o e e oo +
| NON_RECEI VE_TIMEOUT | 4 s |
P o e +
| NON PROBING WAIT | between 247-248 s

o o e e aaaa +
| NON_PARTI AL_TI MEQUT | 247 s |
oo o e e oo +

Table 1: Congestion Control Paraneters

PROBI NG_RATE and ot her transm ssion parameters are negoti ated between
DOTS peers as discussed in Section 4.5.2 of [RFC9132]. Neverthel ess,
negotiating the paraneters listed in Table 1 is not supported in

[ RFC9132]. This document defines new DOTS signal channel attributes,
corresponding to the paraneters in Table 1, that are used to
custom ze the configuration of robust block transm ssion in a DOTS
cont ext .

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

Readers should be famliar with the terns and concepts defined in
[ RFC7252] and [ RFC8612] .

The terns "payl oad" and "body" are defined in [RFC7959]. The term
"payl oad" is thus used for the content of a single CoAP nessage
(i.e., asingle block being transferred), while the term "body" is
used for the entire resource representation that is being transferred
in a block-w se fashi on.

The neani ngs of the synbols in YANG tree diagrans are defined in
[ RFC8340] and [ RFC8791].

DOTS Attributes for Robust Bl ock Transm ssion

Section 7.2 of [RFC9177] defines the follow ng paraneters that are
used for congestion control purposes:

MAX_PAYLOADS: This paranmeter represents the maxi mum nunber of
payl oads that can be transmitted at any one tine.

NON_MAX RETRANSM T: This paraneter represents the maxi num nunber of
times a request for the retransm ssion of m ssing payl oads can
occur without a response fromthe renpte peer. By default,
NON_MAX RETRANSM T has the sane val ue as MAX RETRANSM T
(Section 4.8 of [RFC7252]).

NON_TI MEQUT: This paraneter represents the maxi mum period of del ay
bet ween sendi ng sets of MAX PAYLOADS payl oads for the sanme body.
NON_TI MEQUT has the sane val ue as ACK TI MEQUT (Section 4.8 of
[ RFC7252]) .

NON_TI MEQUT_RANDOM  This paraneter represents the initial actual
del ay between sending the first two MAX PAYLOADS SETs of the sane
body. It is a random duration between NON_TI MEQUT and
(NON_TI MEQUT * ACK_RANDOM_FACTOR) .

NON_RECEI VE_TI MEQUT: This paranmeter represents the nmaxinumtine to
wait for a mssing payl oad before requesting retransm ssion. By



default, NON RECEI VE _TI MEQUT has a val ue of twi ce NON_TI MEQUT

NON_PROBI NG WAI T:  This paraneter is used to limt the potential wait
needed when usi ng PROBI NG_RATE.

NON_PARTI AL_TI MEQUT: This paraneter is used for expiring partially
recei ved bodi es.

These paraneters are used together with the PROBI NG RATE paraneter,
which in CoAP indicates the average data rate that must not be
exceeded by a CoAP endpoint in sending to a peer endpoint that does
not respond. The single body of blocks will be subjected to

PROBI NG_RATE (Section 4.7 of [RFC7252]), not the individual packets.
If the wait tinme between sending bodies that are not being responded
to based on PROBI NG RATE exceeds NON PROBI NG WAIT, then the wait tine
is limted to NON_PROBI NG WAI T.

Thi s docunent augnents the "ietf-dots-signal-channel” DOTS signa
YANG nodul e defined in Section 5.3 of [RFC9132] with the foll ow ng
additional attributes that can be negotiated between DOIS peers to
enabl e robust and faster transm ssion

max- payl oads: This attribute echoes the MAX_PAYLOADS par anet er
defined in [ RFC9177].

This is an optional attribute. |If the attribute is supplied in
both "idle-config" and 'nmitigating-config’ , then it MJST convey
the same value. |If the attribute is only provided as part of

"idle-config’ (or 'mitigating-config'), then the other definition
(i.e., '"mtigating-config (or 'idle-config’)) MJST be updated to
the sanme val ue.

non-max-retransnmit: This attribute echoes the NON MAX RETRANSM T
paraneter defined in [RFCO177]. The default value of this
attribute is 'max-retransnmit’. Note that DOIS uses a default
value of '3 instead of "4 (which is used generically by CoAP for
"max-transmit’; see Section 4.5.2 of [RFC9132] and Section 4.8 of
[ RFC7252]).

This is an optional attribute.

non-timeout: This attribute, expressed in seconds, echoes the
NON_TI MEQUT paraneter defined in [RFC9177]. The default val ue of
this attribute is '"ack-timeout’.

This attribute is also used to conpute the NON_TI MEOQUT RANDOM
par aneter.

This is an optional attribute.

non-receive-tinmeout: This attribute, expressed in seconds, echoes
t he NON_RECEI VE Tl MEQUT paraneter defined in [ RFC9177]. The
default value of this attribute is twice 'non-tineout’.

This is an optional attribute.

non-probing-wait: This attribute, expressed in seconds, echoes the
NON_PROBI NG WAI T paraneter defined in [ RFC9177].

This is an optional attribute.

non-partial-timeout: This attribute, expressed in seconds, echoes
the NON_PARTI AL_TI MEQUT paraneter defined in [ RFC9177]. The
default value of this attribute is 247 seconds.

This is an optional attribute.



The tree structure of the "ietf-dots-robust-trans” nodule (Section 5)
is shown in Figure 1.

nmodul e: ietf-dots-robust-trans
augnent - structure /dots-signal :dots-signal/dots-signal : message-type

/ dot s-si gnal : si gnal -config
/dots-signal:mtigating-config:

+- - max- payl oads

| +-- (direction)?

| | +--:(server-to-client-only)

| +-- max-val ue? uint 16

| +-- mn-val ue? ui nt 16

| +-- current-val ue? uintl6

+-- non-max-retransnit

| +-- (direction)?

| | +--:(server-to-client-only)

| +-- max-val ue? uint 16

| +-- mn-val ue? ui nt 16

| +-- current-val ue? uintl6

+-- non-timeout

| +-- (direction)?

| | +--:(server-to-client-only)

| +- - max-val ue-deci mal ? deci nal 64
| +-- mn-val ue-decimal ?  deci nal 64
| +-- current-val ue-decimal ? deci nal 64
+-- non-receive-timeout

| +-- (direction)?

| | +--:(server-to-client-only)

| +- - max-val ue-deci mal ? deci nal 64
| +-- mn-val ue-decimal ?  deci nal 64
| +-- current-val ue-decimal ? deci nal 64
+-- non- probi ng-wai t

| +-- (direction)?

| | +--:(server-to-client-only)

| +- - max-val ue-deci mal ? deci nal 64
| +-- mn-val ue-decimal ?  deci nal 64
| +-- current-val ue-decimal ? deci nal 64
+-- non-partial-timeout:

+-- (direction)?

| +--:(server-to-client-only)

| +- - max-val ue-deci mal ? deci nal 64
| +-- mn-val ue-decimal ?  deci nal 64
+-- current-val ue-deci nal ? deci nal 64

augment - struct ure /dots-signal : dot s-signal/dots-signal : message-type
/ dot s-si gnal : si ghal -config
/dots-signal :idle-config:
+- - max- payl oads
| +-- (direction)?
| | +--:(server-to-client-only)
| ] +- - max-val ue? uint 16
| +-- mn-val ue? uint16
| +-- current-value? uint 16
+-- non-max-retransmt
| +-- (direction)?
| | +--:(server-to-client-only)
| ] +- - max-val ue? uint 16
| +-- mn-val ue? uint16
| +-- current-value? uint 16
+-- non-timeout
| +-- (direction)?
| | +--:(server-to-client-only)
| ] +- - max-val ue- deci mal ? deci nal 64
| +-- m n-val ue-deci mal ? deci nal 64



| +-- current-val ue-decimal ? deci nal 64
+-- non-receive-timeout

| +-- (direction)?

| | +--:(server-to-client-only)

| ] +- - max-val ue- deci mal ? deci nal 64
| +-- m n-val ue-deci mal ? deci nal 64
| +-- current-val ue-decimal ? deci nal 64
+- - non- probi ng-wai t

| +-- (direction)?

| | +--:(server-to-client-only)

| ] +- - max-val ue- deci mal ? deci nal 64
| +-- m n-val ue-deci mal ? deci nal 64
| +-- current-val ue-decimal ? deci nal 64
+-- non-partial-tineout:

+-- (direction)?

| +--:(server-to-client-only)

| +- - max-val ue- deci mal ? deci nal 64
| +-- m n-val ue-deci mal ? deci nal 64
+-- current-val ue-deci mal ? deci nal 64

Figure 1: DOTS Fast Block Transm ssion Tree Structure

These attributes are mapped to Concise Binary bject Representation
(CBOR) types as specified in Section 4 and in Section 6 of [RFC9132].

DOTS clients follow the procedure specified in Section 4.5 of

[ RFC9132] to negotiate, configure, and retrieve the DOTS signa
channel session behavior (including Q Block paraneters) with DOTS
peers.

I mpl enentation Note 1: ’'non-probing-wait’ ideally should be |eft
havi ng sone jitter and so should not be hard-coded with an
explicit value. It is suggested to use a base val ue (using

NON_TI MEQUT instead of NON TI MEOQUT_RANDOM); the jitter
(ACK_RANDOM FACTOR - 1) is then added to each tinme the value is
checked.

I mpl enentation Note 2: |If any of the signal channel session
configuration paraneters is updated, the 'non-probing-wait’ and
"non-partial-tineout’ val ues should be recal cul ated according to
the definition algorithnms provided in Section 7.2 of [RFCO177]
unl ess explicit values are provided as part of the negotiated
configuration.

An exanpl e of a PUT nessage to configure Q Block paraneters is

depicted in Figure 2. In this exanple, a non-default value is
configured for the 'max-payl oads’ attribute, while default values are
used for 'non-max-retransmt’, 'non-tinmeout’, and ’'non-receive-

timeout’ in both idle and mtigation times. G ven that ’non-probing-
wait’ and 'non-partial-tinmeout’ are not explicitly configured in this
exanple, these attributes will be conputed followi ng the algorithns
provided in Section 7.2 of [RFCO177]. The neanings of the other
attributes are detailed in Section 4.5 of [RFC9132].

Header: PUT (Code=0.03)

Uri-Path: ".well-known"

Uri-Path: "dots"

Ui-Path: "config"

Ui-Path: "sid=123"

Content-Format: "application/dots+cbor”

"ietf-dots-signal-channel:signal-config": {
"mtigating-config": {
"heartbeat-interval": {
"current-val ue": 30



}

i ssing-hb-all owed": {
"current-val ue": 15

}1
"probing-rate": {
"current-value": 15
}1
"max-retransmt": {
"current-val ue": 3
}1
"ack-timeout": {
"current-val ue-decimal ": "2.00"
}1
"ack-randomfactor": {
"current-val ue-decimal ": "1.50"
}1
"ietf-dots-robust-trans: max-payl oads": {
"current-val ue": 15
"ietf-dots-robust-trans: non-max-retransmt": {
"current-val ue": 3
}1
"ietf-dots-robust-trans: non-tineout": ({
"current-val ue-decimal ": "2.00"
"ietf-dots-robust-trans: non-receive-tineout": {
"current-val ue-decimal ": "4.00"
}
"idle-config": {
"heartbeat-interval": {
"current-value": 0
}1
"max-retransmt": {
"current-val ue": 3
}

ck-timeout": {
"current-val ue-decimal ": "2.00"

}

ck-randomfactor": ({

"current-val ue-decinmal": "1.50"

}1

"ietf-dots-robust-trans: max-payl oads": {
"current-value": 15

}1

"ietf-dots-robust-trans: non-max-retransmit": {

"current-value": 3

"ietf-dots-robust-trans: non-tineout”: ({

"current-val ue-deci mal ": "2.00"
}
"ietf-dots-robust-trans: non-receive-tineout": {
"current-val ue-decinmal ": "4.00"

}
}

}

}

Fi gure 2: Example of PUT to Convey the Configuration Paraneters

The payl oad of the nessage depicted in Figure 2 is CBOR encoded as

i ndi cated by the Content-Fornat set to "application/dots+cbor"
(Section 10.4 of [RFC9132]). However, and for the sake of better
readability, the exanple uses JSON encodi ng of YANG nodel ed data
followi ng the mapping tables in Section 4 and in Section 6 of

[ RFC9132]: use the JSON nanes and types defined in Section 4. These



conventions are inherited from[RFC9132].
YANG JSON Mappi ng Paraneters to CBOR
The YANG JSON nmapping paraneters to CBOR are listed in Table 2

Note: |nplementers must check that the mapping output provided by
their YANG to- CBOR encoding schenes is aligned with the content of
Tabl e 2.

+ + + +
| Parameter Name | | | CBOR Maj or Type

| | | & Information |
[ e —————————— L ————————— L ————— Lp—p——_————————————— Lp—p——————
| ietf-dots-robust- | | | |
| trans: max- | | | |

I I I I

| payl oads

| ietf-dots-robust- | container | 32777 | 5 map | Object
| trans:non-max- | | | | |
| retransmt | | | | |

| ietf-dots-robust- | container | 32778 | 5 map | Object
| trans:non-timeout | | | | |

| ietf-dots-robust- | container | 32779 | 5 map | nject
| trans:non- | | | | |
| receive-tineout | | | | |

| ietf-dots-robust- | container | 32780 | 5 map | Object
| trans:non- | | | | |
| probing-wait | | | | |

| ietf-dots-robust- | container | 32781 | 5 map | Object
| trans:non- | | | | |
| partial-tinmeout | | | | |

Tabl e 2: YANG JSON Mappi ng Paraneters to CBOR
DOTS Robust Bl ock Transm ssion YANG Mdul e
Thi s nodul e uses the data structure extension defined in [ RFC83791].

<CODE BEG NS> file "ietf-dots-robust-trans@023-02-28. yang"
modul e i etf-dots-robust-trans {
yang-version 1.1;
nanespace "urn:ietf:parans: xn :ns:yang:ietf-dots-robust-trans”
prefix dots-robust;

i mport ietf-dots-signal-channel {
prefix dots-signal
reference
"RFC 9132: Distributed Denial -of-Service Open Threat
Signaling (DOTS) Signal Channel Specification”;

}
import ietf-yang-structure-ext {
prefix sx;
ref erence
"RFC 8791: YANG Data Structure Extensions";
}

organi zati on

"| ETF DDoS Open Threat Signaling (DOTS) Wrking G oup";
cont act

"WG Web: <https://datatracker.ietf.org/wy/ dots/>



WG List: <mailto:dots@etf.org>

Aut hor : Mohamed Boucadai r
<mai | t o: nohamed. boucadai r @r ange. conp;

Aut hor: Jon Shal | ow
<mailto:ietf-supjps@ pshal | ow. conmp";
description
"This nodul e contai ns YANG definitions for the configuration
of parameters that can be negotiated between a DOTS client
and a DOTS server for robust block transm ssion

Copyright (c) 2023 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permitted pursuant to, and subject
to the license ternms contained in, the Revised BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9362; see the
RFC itself for full legal notices.";

revision 2023-02-28 {
description
"Initial revision.";
reference
"RFC 9362: Distributed Denial -of-Service Open Threat
Signaling (DOTS) Configuration Attributes
for Robust Bl ock Transm ssion";

}

groupi ng robust-transm ssion-attributes {
description
"A set of DOTS signal channel session configuration
paraneters that are negoti ated between DOTS agents when
maki ng use of Q Blockl and Q Bl ock2 options.";
cont ai ner max- payl oads {
description
"I ndi cates the maxi mum nunber of payl oads t hat
can be transmtted at any one tine.";
choice direction {
description
"I ndi cates the comunication direction in which the
dat a nodes can be included.";
case server-to-client-only {
description
"These data nodes appear only in a nessage sent
fromthe server to the client.";
| eaf max-val ue {
type uint 16;
description
" Maxi mum accept abl e ' max- payl oads’ val ue.";
}
| eaf min-value {
type uint 16;
description
"M ni mum accept abl e ' max- payl oads’ val ue.";

}
}
}
| eaf current-value {

type uint 16;
default "10";



description
"Current ' nmax-payl oads’ value.";
reference
"RFC 9177: Constrai ned Application Protocol (CoAP)
Bl ock- W se Transfer Options Supporting
Robust Transm ssion, Section 7.2";
}
}
contai ner non-nax-retransmt {
description
"I ndi cates the maxi mum nunber of tines a request
for the retransm ssion of m ssing payl oads can
occur without a response fromthe renote peer.";
choice direction {
description
"I ndi cates the comunication direction in which the
dat a nodes can be included.";
case server-to-client-only {
description
"These data nodes appear only in a nessage sent
fromthe server to the client.";
| eaf max-val ue {
type uint 16;
description
" Maxi mum accept abl e ' non-max-retransmt’ value.";
}

| eaf m n-val ue {
type uint 16;
description
"M ni mum acceptabl e 'non-max-retransmit’ value.";
}

}
}

| eaf current-value {
type uint 16;
default "3";
description
"Current 'non-max-retransmit’ value.";
ref erence
"RFC 9177: Constrai ned Application Protocol (CoAP)
Bl ock- W se Transfer Options Supporting
Robust Transm ssion, Section 7.2";
}
}
contai ner non-tineout {
description
"Indi cates the maxi mum peri od of del ay between
sendi ng sets of MAX PAYLOADS payl oads for the sane
body. ";
choice direction {
description
"Indi cates the conmunication direction in which the
dat a nodes can be included.";
case server-to-client-only {
description
"These data nodes appear only in a nessage sent
fromthe server to the client.";
| eaf max-val ue-deci mal {
type deci mal 64 {
fraction-digits 2;
}
units "seconds";
description
"Maxi mum " ack-timeout’ value.";
}

| eaf m n-val ue-deci mal {



type deci mal 64 {
fraction-digits 2;
}

units "seconds";
description
"M ni mum ' ack-ti neout’ value.";
}

}
}
| eaf current-val ue-deci mal {
type deci mal 64 {
fraction-digits 2;
}

units "seconds";
default "2.00";
description
"Current ’ack-timeout’ value.";
reference
"RFC 9177: Constrained Application Protocol (CoAP)
Bl ock- W se Transfer Options Supporting
Robust Transm ssion, Section 7.2";
}
}
cont ai ner non-receive-tineout {
description
"Indicates the tine to wait for a m ssing payl oad
bef ore requesting retransm ssion.";
choi ce direction {
description
"I ndi cates the comunication direction in which the
data nodes can be included.";
case server-to-client-only {
description
"These data nodes appear only in a nessage sent
fromthe server to the client.";
| eaf max-val ue-deci mal {
type deci mal 64 {
fraction-digits 2;
}
units "seconds";
description
"Maxi mum ' non-receive-tineout’ value.";
}
| eaf m n-val ue-deci mal {
type deci mal 64 {
fraction-digits 2;
}
units "seconds";
description
"M ni mum ' non-receive-tinmeout’ value.";
}
}
}

| eaf current-val ue-deci mal {
type deci mal 64 {
fraction-digits 2;
}
units "seconds";
default "4.00";
description
"Current ’'non-receive-tinmeout’ value.";
ref erence
"RFC 9177: Constrai ned Application Protocol (CoAP)
Bl ock- W se Transfer Options Supporting
Robust Transni ssion, Section 7.2";



}
cont ai ner non-probing-wait {
description
"Used to |imt the potential wait needed when
usi ng 'probing-rate .";
choi ce direction {
description
"Indi cates the comunication direction in which the
dat a nodes can be included.";
case server-to-client-only {
description
"These data nodes appear only in a nessage sent
fromthe server to the client.";
| eaf max-val ue-deci mal {
type deci mal 64 {
fraction-digits 2;
}

units "seconds";
description
"Maxi mum ' non- probi ng-wait’ val ue.";
}

| eaf m n-val ue-deci mal {
type deci mal 64 {
fraction-digits 2;
}

units "seconds";
description
"M ni mum ' non- probi ng-wai t’ val ue.";
}

}
}

| eaf current-val ue-deci mal {
type deci mal 64 {
fraction-digits 2;
}

units "seconds";
description
"Current 'non-probing-wait’ value.";
ref erence
"RFC 9177: Constrai ned Application Protocol (CoAP)
Bl ock- W se Transfer Options Supporting
Robust Transm ssion, Section 7.2";
}
}
contai ner non-partial-tineout {
description
"Used for expiring partially received bodies.";
choi ce direction {
description
"Indi cates the comunication direction in which the
dat a nodes can be included.";
case server-to-client-only {
description
"These data nodes appear only in a nessage sent
fromthe server to the client.";
| eaf max-val ue-deci mal {
type deci mal 64 {
fraction-digits 2;
}

units "seconds";
description
"Maxi mum ' non-partial -timeout’ value.";

| eaf m n-val ue-deci mal {
type deci mal 64 {
fraction-digits 2;



}

units "seconds";

descriptio

n

"M ni mum ' non-partial -tinmeout’ value.";
}
}
}
| eaf current-val ue-deci mal {
type deci mal 64 {
fraction-digits 2;
}
units "seconds";
default "247.00";
description
"Current 'non-partial-tinmeout’ value.";
ref erence
"RFC 9177: Constrai ned Application Protocol (CoAP)
Bl ock- W se Transfer Options Supporting
Robust Transm ssion, Section 7.2";
}
}
}
sX: augnent -structure "/dots-signal:dots-signal"
+ "/ dot s-si gnal : nessage-type"
+ "/ dots-signal:signal-config"
+ "/dots-signal:mtigating-config" {

description

"Indi cates DOTS configuration attributes to use for
robust transm ssion when a mitigation is active.";
uses robust-transm ssion-attributes;

}

SX:augnent -structure
+
+
+

description

"/ dot s-si gnal
"/ dot s-si gnal
"/ dot s-si gnal

dot s-signal "
nmessage-type"
si gnal - confi g"

"/dots-signal:idle-config" {

"I ndi cates DOTS configuration paraneters to use for
robust transm ssion when no nmitigation is active.";
uses robust-transm ssion-attributes;

}

}
<CODE ENDS>
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6. 1.

| ANA Consi der ati ons

Regi stry for

DOTS Si gna

Chan

nel CBOR Mappi ngs

This specification registers the follow ng paraneters in the | ANA

"DOTS Sigha

=+
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1l
+— +—— +

Channel

i etf-dots-robust-
trans: max-

payl oads

i etf-dots-robust-
trans: non- max- |
retransm t |
i etf-dots-robust-
trans: non-ti meout |

CBOR Key Val ues" registry [Key-Map].

sl ool oo =)
CBOR | Change | Specification
Maj or | Controller | Document(s) |
Type | I I
oo 4 oo ooo+4 oS- —=—=—=—==+4
5 | 1 ESG | RFC 9362 |
I I I
I I I
------- B T T i i o
5 | 1ESG | RFC 9362 |
I I I
I I I
——————— I I e e o
5 | 1ESG | RFC 9362 |



6.

8.

8.

| ietf-dots-robust- | 32779 | 5 | 1ESG | RFC 9362 |
| trans: non- I | | | |
| receive-tineout | | | | |

| ietf-dots-robust- | 32780 | 5 | I ESG | RFC 9362 |
| trans:non- | | | | |
| probing-wait | | | | |

| ietf-dots-robust- | 32781 | 5 | I ESG | RFC 9362 |

| trans:non- | | | | |
| partial-tinmeout | | | | |

Tabl e 3: DOTS Robust Bl ock Transm ssi on CBOR Mappi hgs

2. DOTS Robust Bl ock Transm ssion YANG Modul e
| ANA has registered the followng URI in the "ns" subregistry within
the "I ETF XML Regi stry" [ RFC3688]:
URI: wurn:ietf:paranms:xm:ns:yang:ietf-dots-robust-trans

Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. namespace.

| ANA has registered the foll owing YANG nodule in the "YANG Mdul e
Nanes" subregistry [RFC6020] within the "YANG Paranmeters" registry.

Nanme: ietf-dots-robust-trans

Nanmespace: urn:ietf:paranms: xnm:ns:yang:ietf-dots-robust-trans
Mai nt ai ned by | ANA? N

Prefix: dots-robust

Reference: RFC 9362

Security Considerations

The security considerations for the DOTS signal channel protocol are
di scussed in Section 11 of [RFC9132].

CoAP-speci fic security considerations are discussed in Section 11 of
[ RFCO177] .

Consistent with Section 5 of [RFC9132], the "ietf-dots-robust-trans”
modul e is not intended to be used via NETCONF/ RESTCONF. |t serves as
an abstract representation in DOTS signal channel nessages. The
"ietf-dots-robust-trans" nodul e does not introduce any new

vul nerabilities beyond those specified above.
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