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I ntroduction
Domai n Nane Regi stries nmay operate in special nodes for certain

periods of time, enabling Trademark Hol ders to protect their rights
during the introduction of a Top-Level Donain (TLD).



Along with the introduction of new generic TLDs (gTLDs), two speci al
nodes cane into effect:

* Sunrise Period: The Sunrise Period allows Tradenmark Hol ders an
advance opportunity to regi ster domai n nanes corresponding to
their marks before nanes are generally available to the public.

* Trademark dains Period: The Trademark C ains Period follows the
Sunrise Period and runs for at least the first 90 days of an
initial operating period of general registration. During the
Trademark C ains Period, anyone attenpting to register a domain
nanme matching a mark that is recorded in the | CANN Tradenark
Cl eari nghouse (TMCH) will receive a notification displaying the
rel evant mark information.

Thi s docunent describes the requirenents, the architecture, and the
interfaces between the | CANN TMCH and Dormai n Name Registries (called
"Registries" in the rest of the document), as well as between the

I CANN TMCH and Dormai n Name Registrars (called "Registrars” in the
rest of the docunent) for the provisioning and nmanagenent of donain
nanes during Sunrise and Trademark C ai ns Peri ods.

For any date and/or tinme indications, Coordinated Universal Tine
(UTC) appli es.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

XM is case sensitive. Unless stated otherwi se, XM specifications
and exanpl es provided in this document MJST be interpreted in the
character case presented in order to devel op a conform ng

i mpl ement at i on.

"tmNotice-1.0" is used as an abbreviation for

"urn:ietf:parans: xm :ns:tnmNotice-1.0". The XM. nanespace prefix
"tmNotice" is used, but inplenmentations MJUST NOT depend on it and

i nstead enpl oy a proper namespace-aware XM parser and serializer to
interpret and output the XML docunents.

Ext ensi bl e Markup Language (XM.) 1.0, as described in

[ WMBC. REC- xm -20081126], and XM. Schena notation, as described in

[ VBC. REC- xm schema- 1- 20041028] and [ WBC. REC- xm schema- 2- 20041028] ,
are used in this specification.

A ossary

In the follow ng section, the nost conmon terns are briefly
expl ai ned:

Backend Registry Operator: An entity that manages (a part of) the
technical infrastructure for a Registry Operator. The Registry
Qperator may al so be the Backend Registry Qperator.

CA: Certification Authority. See [RFC5280].

CNIS: Cainms Notice Information Service. This service provides
Trademark Clains Notices (TCNs) to Registrars.

CRC32: Cyclic Redundancy Check. This algorithmis used in the |ISO
3309 standard and in Section 8.1.1.6.2 of ITU T reconmendati on
V. 42.



CRL: Certificate Revocation List. See [RFC5280].
CSV: Comma- Separated Val ues. See [ RFC4180].

datetine: Date and tine. The date and tinme are specified follow ng
the standard specification "Date and Tine on the Internet:
Ti mestanps”. See [ RFC3339].

DN: Domain Nanme. See [ RFC8499].

DNL: Donmai n Nane Label. The DNL is an A-label or a Non-Reserved LDH
(NR-LDH) | abel. See [RFC5890].

DNL List: A list of DNLs that are covered by a PRM

DNRO D: DN Repository Cbject IDentifier. This identifier is
assigned by the Registry to each DN object that unequivocally
identifies said DN object. For exanple, if a new DN object is
created for a nane that existed in the past, the DN objects wll
have different DNRO Ds.

DNS: Donmmin Name System  See [ RFC8499].

Effective Allocation: A DN is considered effectively allocated when
the DN object for the DN has been created in the SRS of the
Regi stry and has been assigned to the effective user. A DN object
in status "pendi ngCreate" or any other status that precedes the
first tine a DN is assigned to an end user is not considered an
effective allocation. A DN object created internally by the
Regi stry for subsequent del egation to another Registrant is not
consi dered an effective allocation.

EPP. Extensible Provisioning Protocol. See [RFC8499].

FQDN:  Fully Qualified Domain Name. See [ RFC8499].

HTTP: Hypertext Transfer Protocol. See [RFC9110].

HTTPS: HITP over TLS (Transport Layer Security). See [RFC9110].

I CANN TMCH: A central repository for information to be
aut henti cated, stored, and dissem nated, pertaining to the rights
of TiMHs. The ICANN TMCH is split into two functions: TW and TMVDB
(see below). There could be several entities performng the TW
function but only one entity performng the TVDB functi on.

| CANN TMCH CA:  The Certification Authority (CA) for the | CANN TMCH.
This CA is operated by 1CANN. The public key for this CAis the
trust anchor used to validate the identity of each TMW.

IDN:  Internationalized Donain Nanme. See [RFC8499].

Lookup Key: A randomstring of up to 51 characters fromthe set [a-
zA-70-9/] to be used as the | ookup key by Registrars to obtain the
TCN using the CNIS. Lookup keys are unique and are related to one
DNL only.

LORDN: List of Registered Domain Nanes. This is the list of
effectively allocated DNs matching a DNL of a PRM Registries
will upload this list to the TMDB (during the NORDN process).

Mat ching Rul es: Sone tradenmarks entitled to inclusion in the TVDB
i nclude characters that are inperm ssible in the DNS as a DNL.
The TMW changes (using the | CANN TMCH Mat chi ng Rul es
[ Mat chi ngRul es]) certain DNS-inpernissible characters in a



trademark into DNS-perm ssi bl e equival ent characters.

NORDN: Notification of Registered Domain Nanes. This is the process
by which Registries upload their recent LORDN to the TMDB.

PGP: Pretty Good Privacy. See [RFC4880].
PKI: Public Key Infrastructure. See [RFC5280].

PRM  Pre-Registered Mark. A mark that has been pre-registered with
the | CANN TMCH.

QP Period: Qualified Launch Program Period. During this optional
period, a special process applies to DNs matching the Sunrise List
(SURL) and/or the DNL List to ensure that TMHs are inforned of a
DN mat ching their PRM

Registrant: See the definition of Registrant in [ RFC8499].
Regi strar: Donmmin Nane Registrar. See [RFC8499].

Regi stry: Donain Nanme Registry, Registry Operator. See [RFC8499].
A Registry Operator is the contracting party with I CANN for the
TLD.

SMD:  Signed Mark Data. A cryptographically signed token issued by
the TW to the TMH to be used in the Sunrise Period to apply for a
DN that nmatches a DNL of a PRM See [RFC7848]. An SMD gener at ed
by an | CANN- approved Trademark Validator (TMV) contains both the
signed token and the TMW' s PKI X certificate.

SMD File: A file containing the SMD (see above) and sonme human-
readabl e data. The latter is usually ignored in the processing of
the SMD File. See Section 6. 4.

SMD Revocation List: The SMD Revocation List is used by Registries
(and optionally by Registrars) during the Sunrise Period to ensure
that an SMD is still valid (i.e., not revoked). The SMD
Revocation List has a similar function as CRLs used in PKI.

SRS: Shared Registration System See [| CANN GTLD AGB-20120604] .

Sunrise Period: During this period, DNs matching a DNL of a PRM can
be exclusively obtained by the respective TMHs. For DNs natching
a PRM a special process applies to ensure that TMHs are i nforned
on the effective allocation of a DN matching their PRM

SURL: Sunrise List. The list of DNLs that are covered by a PRM and
are eligible for Sunrise.

TCN: Trademark Clains Notice, Clains Notice, Trademark Notice. A
Tradenmark Cl ains Notice consists of one or nore Tradenmark C ai ns
and is provided to prospective Registrants of DNs.

TCNID: Trademark Clains Notice Identifier. An element of the
Trademark Clains Notice (see above), identifying said TCN. The
Trademark Clains Notice Identifier is specified in the el enent
<tnmNotice:id>.

TLD: Top-Level Domain Nane. See [RFC8499].

TVMDB: Trademark C earinghouse Database. This serves as a dat abase
of the 1CANN TMCH to provide information to the gTLD Registries
and Registrars to support Sunrise or Trademark C ai ns services.
There is only one TMDB in the | CANN TMCH that concentrates the
informati on about the "verified" trademark records fromthe TMs.



TWMH  Trademark Hol der. The person or organi zation owning rights on
a mark.

TW: Trademark Validator, Trademark Validation organization. An
entity authorized by | CANN to authenticate and validate
registrations in the TMDB, ensuring the marks qualify as
regi stered, are court-validated marks, or are protected by statute
or treaty. This entity would al so be asked to ensure that proof
of use of marks is provided, which can be denonstrated by
furnishing a signed declaration and one speci nen of current use.

Trademar k, Mark: Marks are used to cl ai mexclusive properties of
products or services. A mark is typically a name, word, phrase,
| ogo, synbol, design, inage, or a conbination of these el enents.
For the scope of this docunent, only textual marks are rel evant.

Trademark Clains, Cains: Provides information to enhance the
under st andi ng of the trademark rights being clained by the TWVH

Trademark Clains Period: During this period, a special process
applies to DNs matching the DNL List to ensure that TMHs are
informed of a DN matching their PRM For DNs matching the DNL
Li st, Registrars show a TCN to prospective Registrants that has to
be acknow edged before effective allocation of the DN

UTC. Coordinated Universal Tinme. This is nmintained by the Bureau
I nternational des Poids et Mesures (BIPM. See [RFC3339].
4. Architecture

4.1. Sunrise Period
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Figure 1: Architecture of the Sunrise Period

Figure 1 depicts the architecture of the Sunrise Period, including
all the actors and interfaces.

4.2. Trademark Cl ains Period
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Figure 2: Architecture of the Trademark C ains Period

Figure 2 depicts the architecture of the Trademark C ains Peri od,
including all the actors and interfaces.

4. 3. I nterfaces

The subsections bel ow contain short descriptions of each interface to
provi de an overview of the architecture. Mre detail ed descriptions
of the relevant interfaces are in Section 5.

4.3.1. hv
The TMH registers a mark with a TW via the hv interface.
After successful registration of the mark, the TMW makes a Si gned

Mark Data (SMD) File available (see Section 6.4) to the TWMH to be
used during the Sunrise Period.

The specifics of the hv interface are beyond the scope of this
docunent .

4.3.2. wvd

After successful registration of the mark, the TW ensures the TNDB
inserts the corresponding DNLs and marks infornmation into the
dat abase via the vd interface.

The specifics of the vd interface are beyond the scope of this
docunent .

4.3.3. dy

During the Trademark Clainms Period, the Registry fetches the | atest
DNL List fromthe TMDB via the dy interface at regular intervals.



The protocol used on the dy interface is HITPS

This interface is not relevant during the Sunrise Period.

.3.4. tr

The Regi strant conmuni cates with the Registrar via the tr interface.

The specifics of the tr interface are beyond the scope of this
docunent .

.3.5. ry

The Regi strar comunicates with the Registry via the ry interface
The ry interfaces are typically inplenented in EPP

.3.6. dr

During the Trademark Cl ains Period, the Registrar fetches the TCN
fromthe TMDB (to be displayed to the Registrant via the tr
interface) via the dr interface. The protocol used for fetching the
TCN i s HTTPS

This interface is not relevant during the Sunrise Period.

.3.7. yd

During the Sunrise Period, the Registry notifies the TMDB via the yd
interface of all DNs effectively allocated.

During the Trademark Clainms Period, the Registry notifies the TVDB
via the yd interface of all DNs effectively allocated that matched an
entry in the DNL List that the Registry previously downl oaded during
the creation of the DN
The protocol used on the yd interface is HITPS

.3.8. dv

The TMDB notifies the TW via the dv interface of all effectively
al l ocated DNs that match a mark registered by that TW.

The specifics of the dv interface are beyond the scope of this
docunent .

.3.9. vh

The TMV notifies the TWMH via the vh interface after an effectively
al | ocated DN matches a PRM of this THM

The specifics of the vh interface are beyond the scope of this
docunent .

.3.10. s

The TMV requests to add revoked SVDs to the SMD Revocation List at
t he TNDB.

The specifics of the vs interface are beyond the scope of this
docunent .

This interface is not relevant during the Tradenmark C ains Peri od.
.3.11. sy

During the Sunrise Period, the Registry fetches the nost recent SMD



Revocation List fromthe TVMDB via the sy interface in regul ar
intervals. The protocol used on the sy interface is HITPS.

This interface is not relevant during the Trademark C ains Peri od.
4.3.12. sr

During the Sunrise Period, the Registrar may fetch the nobst recent

SMD Revocation List fromthe TMDB via the sr interface. The protocol

used on the sr interface is the same as on the sy interface (see

above), i.e., HITPS.

This interface is not relevant during the Trademark C ai ns Peri od.

4.3.13. vc

The TMV registers its public key and requests to revoke an existing
key with the I CANN TMCH CA over the vc interface.

The specifics of the vc interface are beyond the scope of this
docunent, but it involves personal comunication between the
operators of the TMW/ and the operators of the | CANN TMCH CA.
This interface is not relevant during the Trademark C ai ns Peri od.
4.3.14. cy
During the Sunrise Period, the Registry fetches the nost recent TW
CRL file fromthe ICANN TMCH- CA via the cy interface at regul ar
intervals. The TW CRL is used for validation of TMW certificates.
The protocol used on the cy interface is HITPS.
This interface is not relevant during the Tradenmark C ai ns Peri od.
4.3.15. cr
During the Sunrise Period, the Registrar optionally fetches the nost
recent TW CRL file fromthe | CANN TMCH- CA via the cr interface at
regular intervals. The TW CRL is used for validation of TW
certificates. The protocol used on the cr interface is HITPS.
This interface is not relevant during the Trademark C ai ns Peri od.
5. Process Descriptions
5.1. Bootstrapping
5.1.1. Bootstrapping for Registries
5.1.1.1. Credentials

Each Registry Operator will receive authentication credentials from
the TMDB to be used:

* during the Sunrise Period to fetch the SVMD Revocation List from
the TMDB via the sy interface (Section 4.3.11),

* during the Trademark Clains Period to fetch the DNL List fromthe
TMDB via the dy interface (Section 4.3.3), and

* during the NORDN process to notify the LORDN to the TMDB via the
yd interface (Section 4.3.7).

Note: Credentials are created per TLD and provided to the Registry
Oper at or.



5.1.1. 2. | P Addresses for Access Control

Each Registry Operator MJST provide the TMDB with all |P addresses,
which will be used to:

* fetch the SMD Revocation List via the sy interface
(Section 4.3.11),

* fetch the DNL List fromthe TMDB via the dy interface
(Section 4.3.3), and

* upload the LORDN to the TMDB via the yd interface (Section 4.3.7).
This access restriction MAY be applied by the TMDB in addition to
HTTP Basi c access authentication (see [RFC7617]). For credentials to
be used, see Section 5.1.1.1.

The TMDB MAY limt the nunber of | P addresses to be accepted per
Regi stry Operator.

5.1.1.3. | CANN TMCH Trust Anchor

Each Registry Operator MUST fetch the PKI X certificate [ RFC5280] of
the 1 CANN TMCH- CA (Trust Anchor) from <https://ca.icann.org/tnch.crt>
to be used:

* during the Sunrise Period to validate the TW certificates and the
TW CRL.

5.1.1.4. TMDB PGP Key

5.

1.

The TMDB MUST provi de each Registry Operator with the public portion
of the PGP Key used by the TMDB, which is to be used:

* during the Sunrise Period to performintegrity checking of the SMD
Revocation List fetched fromthe TMDB via the sy interface
(Section 4.3.11) and

* during the Trademark Clains Period to performintegrity checking
of the DNL List fetched fromthe TMDB via the dy interface
(Section 4.3.3).

2. Bootstrapping for Registrars

5.1.2.1. Credentials

Each | CANN- Accredited Registrar will receive authentication
credentials fromthe TVMDB to be used:

* during the Sunrise Period to (optionally) fetch the SVD Revocati on
List fromthe TMDB via the sr interface (Section 4.3.12) and

* during the Trademark Clainms Period to fetch TCNs fromthe TMDB via
the dr interface (Section 4.3.6).

5.1.2.2. 1P Addresses for Access Control

Each Registrar MJST provide the TMDB with all |P addresses, which
will be used to:

* fetch the SMD Revocation List via the sr interface
(Section 4.3.12) and

* fetch TCNs via the dr interface (Section 4.3.6).

This access restriction MAY be applied by the TMDB in addition to



HTTP Basic access authentication (for credentials to be used, see
Section 5.1.2.1).

The TMDB MAY limt the nunber of | P addresses to be accepted per
Regi strar.

5.1.2.3. [ CANN TMCH Trust Anchor

Regi strars MAY fetch the PKIX certificate of the | CANN TMCH CA (Trust
Anchor) from <https://ca.icann.org/tncth.crt> to be used:

* during the Sunrise Period to (optionally) validate the TW
certificates and TW CRL.

5.1.2.4. TNDB PGP Key

Regi strars MJST receive the public portion of the PGP Key used by
TVMDB fromthe TMDB administrator to be used:

* during the Sunrise Period to (optionally) performintegrity
checking of the SVMD Revocation List fetched fromthe TMDB via the
sr interface (Section 4.3.12).

5.2. Sunrise Period

5.2.1. Domain Nane Registration

| Registrant | | Registrar | | Registry |
I I I
| Request DN | |
| registration | |
| (with SMD) | |
[--------emaem - - >| Check DN availability |
| R R EEEE >
I I I
| | DN unavail abl e B T .
| DN unavailable |<----------cmmmon- ( DN avail abl e? )
R | NO "------cee-nnn- ’
I I | yes
| | DN avail abl e |
| | < |
I I I
| | Request DN registration |
| | (with SMD) |
| |- >
I I I
| | .
| | | DN registration validation / |
I | | SMVD val i dati on |
| | e PCEEEEEEEEEEEES |
I I I
| Registration |- - - . Error .---------ieiiaa oo .
| error || TRY AGAIN | <----- ( Validation successful? )
R || / ABORT | NO " --------mmmmmmea oo '
I
I
I
I
I
I

Figure 3: Domain Name Registration during the Sunrise Period



Figure 3 represents a synchronous DN registration workflow (usually
called first come first served)

5.2.2. Sunrise Donmain Nanme Registration by Registries

Regi stries MJST performa m ni mum set of checks for verifying each DN
registration during the Sunrise Period upon reception of a
registration request over the ry interface (Section 4.3.5). [If any
of these checks fail, the Registry MJUST abort the registration. Each
of these checks MJST be perforned before the DN is effectively

al | ocat ed.

In case of asynchronous registrations (e.g., auctions), the m ninmm
set of checks MAY be perfornmed when creating the internedi ate object
(e.g., a DN application) used for DN registration. [If the m ninmm
set of checks is perfornmed when creating the internedi ate object
(e.g., a DN application), a Registry MAY effectively allocate the DN
wi t hout perform ng the mni num set of checks again.

Perform ng the m ni mum set of checks, Registries MJST verify that:

1. an SMD has been received fromthe Registrar, along with the DN
regi stration

2. the certificate of the TW has been correctly signed by the | CANN
TMCH CA (the certificate of the TW is contained within the SMD),

3. the datetine when the validation is done is within the validity
period of the TMW certificate,

4. the certificate of the TW is not listed in the TW CRL file
specified in the CRL distribution point of the TW certificate,

5. the signature of the SMD (signed with the TW/ certificate) is
valid,

6. the datetinme when the validation is done is within the validity
peri od of the SWVMD based on <snd: not Bef ore> and <snd: not After>
el enent s,

7. the SMD has not been revoked, i.e., is not contained in the SVMD
Revocati on List, and

8. the leftnost DNL of the DN being effectively allocated matches
one of the |abel (<mark:|abel>) elenents in the SMD. For
example, if the DN "xn--ngbachtv. xn--nmgbhOf b" is being
effectively allocated, the | eftnmost DNL woul d be "xn--ngbachtv".

These procedures apply to all DN effective allocations at the second
level, as well as to all other |evels subordinate to the TLD that the
Regi stry accepts registrations for

5.2.3. TMDB Sunrise Services for Registries
5.2.3.1. SMD Revocation List

A new SMD Revocation List MJST be published by the TMDB twi ce a day,
by 00:00: 00 and 12:00: 00 UTC

Regi stries MJST refresh the |latest version of the SMD Revocation Li st
at | east once every 24 hours.

Not e: The SMD Revocation List will be the sane regardl ess of the TLD.
If a Backend Registry Operator nanages the infrastructure of severa
TLDs, the Backend Registry Operator could refresh the SMD Revocati on
Li st once every 24 hours, and the SMD Revocation List could be used



for all the TLDs managed by the Backend Regi stry Operator.

| Periodically, |
| at | east |
| every 24 hours |

Figure 4: Update of the SMD Revocation List

Fi gure 4 depicts the process of downl oading the | atest SVD Revocation
List initiated by the Registry.

5.2.3.2. TM Certificate Revocation List (CRL)

Regi stries MJST refresh their local copy of the TW CRL file at |east
once every 24 hours using the CRL distribution point specified in the
TW certificate.

Qperationally, the TW CRL file and CRL distribution point are the
same for all TWs and (at publication of this docunent) are | ocated
at <http://crl.icann.org/tnch.crl>.

Note: The TW/ CRL file will be the same regardless of the TLD. If a
Backend Regi stry Operator nanages the infrastructure of several TLDs,
the Backend Registry Operator could refresh the TW CRL file once
every 24 hours, and the TW CRL file could be used for all the TLDs
managed by the Backend Registry Qperator.

| | CANN TMCH- CA |

| Periodically, |
| at | east |
| every 24 hours |

Figure 5: Update of the TW CRL File

Figure 5 depicts the process of downl oading the latest TW CRL file
initiated by the Registry.

5.2.3.3. Notice of Registered Donmain Nanes ( NORDN)

The Regi stry MJST send a LORDN file containing DNs effectively
all ocated to the TMDB (over the yd interface; see Section 4.3.7).



The effective allocation of a DN MIUST be reported by the Registry to
the TMDB within 26 hours of the effective allocation of such DN

The Regi stry MJST create and upload a LORDN file in case there are
effective allocations in the SRS that have not been successfully
reported to the TMDB in a previous LORDN file.

Based on the tiners used by TWs and the TVDB, the RECOVMENDED
maxi mum frequency to upload LORDN files fromthe Registries to the
TMDB is every 3 hours.

It is RECOWENDED that Registries try to upload at |east two LORDN
files per day to the TMDB, with enough tinme in between, in order to
have tinme to fix problens reported in the LORDN file.

The Regi stry SHOULD upload a LORDN file only when the previous LORDN
file has been processed by the TMDB and the related LORDN Log file
has been downl oaded and processed by the Registry.

The Registry MJST upload LORDN files for DNs that are effectively
al l ocated during the Sunrise or Trademark C ains Periods (sane
applies to DNs that are effectively allocated using applications
created during the Sunrise or Trademark C ainms Periods in case of
usi ng asynchronous registrations).

The yd interface (Section 4.3.7) MJST support at |east one (1) and
MAY support up to ten (10) concurrent connections fromeach IP
address registered by a Registry Operator to access the service.

The TMDB MUST process each upl oaded LORDN file and nmake the rel ated
log file avail able for Registry download within 30 m nutes of the
finalization of the upload.

Peri odi cal ly |
upl oad LORDN |
file |

| Verify each domain nane |
| in the uploaded file |
| (within 30") |

| Check whether | /.everything fine.\ no
| | Log file | ( (i.e., no errors )---
| contains errors | \ in Log file )? /

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
>

I I
I . |
| / everything fine \ yes |
|( (i.e., no errors )----- . |
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Figure 6 depicts the process to notify the TWVH of Regi stered Domain
Nanes.

The format used for the LORDN is described in Section 6. 3.

Regi stration by Registrars

Regi strars MAY choose to performthe checks for verifying DN

bef ore sending the command to register a DN

es for Registrars

as perforned by the Registries (see Section 5.2.2)

The processes described in Sections 5.2.3.1 and 5.2.3.2 are al so
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Figure 7: Domain Name Registration during the Trademark C ains Period

Figure 7 represents a synchronous DN registration workflow (usually
called first come first served).

5.3. 2.

Trademark C ai ns Domai n Nanme Regi stration by Registries

During the Trademark C ainms Period, Registries performtwo nain
functions:

*

Regi stries MJST provide Registrars (over the ry interface; see
Section 4.3.5) the | ookup key used to retrieve the TCNs for DNs
that match the DNL List.

Regi stries MJST provide the | ookup key only when queried about a
speci fic DN

the follow ng instances, a mnimum set of checks are descri bed:

For each DN matching a DNL of a PRM Registries MJST performa
m ni mum set of checks for verifying DN registrations during the
Tradermark Cl ains Period upon reception of a registration request
over the ry interface (Section 4.3.5). |If any of these checks
fail, the Registry MIST abort the registration. Each of these
checks MJST be performed before the DN is effectively allocated.

In case of asynchronous registrations (e.g., auctions), the

m ni mum set of checks MAY be perfornmed when creating the
intermedi ate object (e.g., a DN application) used for DN effective
allocation. |If the mnimmset of checks is perforned when
creating the internmedi ate object (e.g., a DN application), a

Regi stry MAY effectively allocate the DN without perfornmng the

m ni mum set of checks again.

Perform ng the m ni mum set of checks, Registries MJST verify that:

1. The TCNID (<tmNotice:id>), expiration datetime
(<tmNotice:notAfter>), and acceptance datetime of the TCN have
been received fromthe Registrar, along with the DN
regi stration.

If the three el ements nentioned above are not provided by the
Regi strar for a DN matching a DNL of a PRM but the DNL was
inserted (or reinserted) for the first tine into the DNL List
| ess than 24 hours ago, the registration MAY continue w thout
this data, and the tests listed below are not required to be
per f or med.

2. The TCN has not expired (according to the expiration datetime
sent by the Registrar).

3. The acceptance datetine is within the wi ndow of time defined
by ICANN policy. In the gTLD round of 2012, Registrars
verified that the acceptance datetinme was | ess than or equa
to 48 hours in the past, as there were no defined | CANN
policies at that tinme. |Inplenenters should be aware that
| CANN policy nay define this value in the future.

4. The TCN Checksumis conmputed using the | eftnmost DNL of the DN
being effectively allocated, the expiration datetinme provided



by the Registrar, and the TMDB Notice Identifier extracted
fromthe TCNID provided by the Registrar. Verify that the
conmput ed TCN Checksum nmat ches the TCN Checksum present in the
TCNID. For exanple, if the DN "xn--ngbachtv. xn--ngbhOfb" is
being effectively allocated, the | eftnmost DNL woul d be "xn--
nmgbacht v".

These procedures apply to all DN registrations at the second | evel,
as well as to all other levels subordinate to the TLD that the
Regi stry accepts registrations for.

5.3.3. TMDB Trademark Clainms Services for Registries
5.3.3.1. Donmain Nane Label (DNL) List

A new DNL List MJUST be published by the TMDB twi ce a day, by 00:00: 00
and 12:00: 00 UTC.

Regi stries MJIST refresh the |latest version of the DNL List at |east
once every 24 hours.

| Periodically, |
| at | east |
| every 24 hours |

Figure 8: Update of the DNL List

Fi gure 8 depicts the process of downloading the |atest DNL Li st
initiated by the Registry.

Note: The DNL List will be the sane regardless of the TLD. If a
Backend Regi stry Operator nanages the infrastructure of several TLDs,
t he Backend Registry Operator could refresh the DNL List once every
24 hours, and the DNL List could be used for all the TLDs managed by
the Backend Regi stry Operator.

5.3.3.2. Notice of Registered Domai n Nanes ( NORDN)

The NORDN process during the Trademark Claims Period is al nbst the
same as during the Sunrise Period, as defined in Section 5.2.3.3; the
difference is that only registrations subject to a Trademark Cl aim
(i.e., at registration tine, the name appeared in the current DNL

Li st downl oaded by the Registry Qperator) are included in the LORDN.

5.3.4. Tradermark O ains Donmain Nanme Registration by Registrars

For each DN matching a DNL of a PRM Registrars MJST performthe
fol |l owi ng steps:

1. Use the | ookup key received fromthe Registry to obtain the TCN
fromthe TMDB using the dr interface (Section 4.3.6). Registrars
MUST only query for the | ookup key of a DN that is available for
regi stration.



2. Present the TCN to the Registrant, as described in Exhibit A of
[ RPM Requi renent s] .

3. Ask the Registrant for acknow edgenent, i.e., the Registrant MJST
consent with the TCN, before any further processing. (The
transm ssion of a TCNID to the Registry over the ry interface
(Section 4.3.5) inplies that the Registrant has expressed their
consent with the TCN.)

4. Performthe mnimum set of checks for verifying DN registrations.
If any of these checks fail, the Registrar MJST abort the DN
registration. Each of these checks MJST be performed before the
registration is sent to the Registry. Perform ng the m ni mum set
of checks, Registrars MJST verify the foll ow ng:

a. The datetine when the validation is done is within the TCN
validity based on the <tnNotice: not Bef ore> and
<tmNoti ce: not After> el ements

b. The leftnost DNL of the DN being effectively allocated
mat ches the | abel (<tmNotice:label>) element in the TCN. For
example, if the DN "xn--ngbachtv. xn--nmgbhOf b" is being
effectively allocated, the |l eftnmost DNL woul d be "xn--
nmgbacht v".

c. The Registrant has acknow edged (expressed their consent
with) the TCN

5. Record the date and time when the registrant acknow edged the
TCN.

6. Send the registration to the Registry (via the ry interface; see
Section 4.3.5) and include the follow ng infornation:

* TCNID (<tmNotice:id>)
* Expiration date of the TCN (<tnNotice: not After>)
* Acceptance datetime of the TCN

Currently, TCNs are generated twice a day by the TMDB. The
expiration date (<tnNotice:notAfter>) of each TCN MJST be set to a
val ue defined by I CANN policy. In the gTLD round of 2012, the TMDB
set the expiration value to 48 hours into the future, as there were
no defined I CANN policies at that time. |nplenmenters should be aware
that | CANN policy may define this value in the future.

Regi strars SHOULD i mpl enent a cache of TCNs to m nimze the nunmber of
queries sent to the TMDB. A cached TCN MUST be renoved fromthe
cache after the expiration date of the TCN, as defined by

<t mNoti ce: not Aft er >.

The TMDB MAY inplenment rate linmiting as one of the protection
mechani sms to mitigate the risk of perfornmance degradation

5.3.5. TMDB Tradenmark C ains Services for Registrars
5.3.5.1. Cainms Notice Information Service (CN S)

The TCNs are provided by the TVMDB online and are fetched by the
Regi strar via the dr interface (Section 4.3.6).

To get access to the TCNs, the Registrar needs the credentials
provided by the TMDB (Section 5.1.2.1) and the | ookup key received
fromthe Registry via the ry interface (Section 4.3.5). The dr



interface (Section 4.3.6) uses HITPS with Basic access
aut henti cati on.

The dr interface (Section 4.3.6) MAY support up to ten (10)
concurrent connections fromeach Registrar.

The URL of the dr interface (Section 4.3.6) is:
htt ps:// <t nmdb- domai n- nane>/ cni s/ <l ookupkey>. xmni

Note that the "l ookupkey" may contain slash characters ("/"). The
sl ash character is part of the URL path and MJUST NOT be escaped when
requesting the TCN

The TLS certificate (HTTPS) used on the dr interface (Section 4.3.6)
MJUST be signed by a well-know public CA. Registrars MJST performthe
certification path validation described in Section 6 of [RFC5280].
Registrars will be authenticated in the dr interface using HITP Basic
access authentication. The dr interface (Section 4.3.6) MJST support
HTTPS keep-alive and MJUST naintain the connection for up to 30

m nut es.

5.4. Qualified Launch Program (Q.P) Peri od
5.4.1. Domain Registration

During the OPTIONAL Qualified Launch Program (QLP) Period (see

[ QP-Addenduny), effective allocations of DNs to third parties could
require that Registries and Registrars provide Sunrise and/or
Trademark Clains services. |If required, Registries and Registrars
MUST provide Sunrise and/or Trademark C ai ns services, as described
in Sections 5.2 and 5. 3.

The effective allocation scenarios are as fol |l ows:

* |If the leftnmost DNL of the DN being effectively allocated (QLP
Nanme in this section) matches a DNL in the SURL and an SMD is
provi ded, then Registries MJST provide Sunrise Services (see
Section 5.2), and the DN MUST be reported in a Sunrise LORDN file
during the QP Period. For exanple, if the DN "xn--ngbachtv. xn--
mgbhOf b" is being effectively allocated, the |leftnost DNL woul d be
"xn- - mgbacht v".

* |f the QLP Nane matches a DNL in the SURL but does not match a DNL
in the DNL List and an SMD is NOT provided (see Section 2.2 of
[ QP- Addendum ), then the DN MJST be reported in a Sunrise LORDN
file using the special SMD-id "99999-99999" during the Q.P Peri od.

* |f the QLP Nane matches a DNL in the SURL and al so matches a DNL
in the DNL List and an SMD is NOT provided (see Section 2.2 of
[ QP- Addendum ), then Registries MJST provide Tradenmark C ains
services (see Section 5.3), and the DN MJST be reported in a
Trademark C ains LORDN file during the QP Peri od.

* |f the QLP Nane matches a DNL in the DNL List but does not natch a
DNL in the SURL, then Registries MJST provide Tradenmark C ains
services (see Section 5.3), and the DN MJST be reported in a
Trademark C ains LORDN file during the QP Period.

The following table lists all the effective allocation scenarios
during a QP Peri od:

B el el sl ————(——— ety ey o
| QP | QP | SMD Was | Registry | Registry |
| Nare | Nare | Provided by the | MJST Provide | MJST Report |
| Match | Match | Potenti al | Sunrise or | DN |



| inthe | in the | Registrant | Trademark | Registration |
| SURL | DNL | | Cains | in <type> |
| | List | | Services | LORDN File |
B b el e el oot 3
| Y | Y | Y | Sunrise | Sunrise |
B Fomm e e e oo o e e e e e o o e e e e o - o e e e e o - +
| Y | N | Y | Sunrise | Sunrise |
E N R o e oo - o e oo - +
| N | Y | -- | Trademark | Trademark |
| | | | dains | dains |
I p—— T I T T +
| N | N | -- | -- | -- |
E S S R R R +
| Y | Y | N (see | Trademark | Trademark |
| | | Section 2.2 of | dains | dains |
I I | [Q.P-Addenduni) | I I
I p—— T I T T +
| Y | N | N (see | -- | Sunrise |
| | | Section 2.2 of | | (using |
| | | [ QLP- Addendum) | | special SMD |
I I I I | id) I
R ppe—— S T IRy I I +

Table 1. QP Effective Allocation Scenarios

The TMDB MUST provide the follow ng services to Registries during a
QLP Peri od:

* SMD Revocation List (see Section 5.2.3.1)
*  NORDN (see Section 5.2.3.3)

* DNL List (see Section 5.3.3.1)

* Sunrise List (SURL) (see Section 5.4.2.1)

The TMDB MUST provide the follow ng services to Registrars during a
Q.P Peri od:

* SMD Revocation List (see Section 5.2.3.1)
* CN'S (see Section 5.3.5.1)
5.4.2. TNMDB QP Services for Registries
5.4.2.1. Sunrise List (SURL)

A new SURL MJUST be published by the TVMDB twi ce a day, by 00: 00: 00 and
12: 00: 00 UTC.

Regi stries offering the OPTIONAL QLP Peri od MJST refresh the | atest
version of the SURL at |east once every 24 hours.

| Periodically, |
| at | east |
| every 24 hours |
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Fi gure 9: Update of the SURL

Figure 9 depicts the process of downl oading the latest SURL initiated
by the Registry.

Note: The SURL will be the sane regardless of the TLD. |f a Backend
Regi stry Operator nmanages the infrastructure of several TLDs, the
Backend Registry Operator could refresh the SURL once every 24 hours,
and the SURL could be used for all the TLDs managed by the Backend
Regi stry Qperator.

Dat a Format Descri ptions
1. Domain Nane Label (DNL) List

This section defines the format of the list containing every DNL that
mat ches a Pre-Registered Mark (PRM. The list is maintained by the
TMDB and downl oaded by Registries in regular intervals (see

Section 5.3.3.1). The Registries use the DNL List during the
Trademark Cl ains Period to check whether a requested DN matches a DNL
of a PRM

The DNL List contains all the DNLs covered by a PRM present in the
TMDB at the datetine that the DNL List is generated.

The DNL List is contained in a CSV-fornatted file that has the
foll owi ng structure:

* first line: <version> <DNL List creation datetine>
Wher e:
0 <version>: version of the file. This field MJUST be 1.

0 <DNL List creation datetinme>: date and tine in UTC that the
DNL Li st was created.

* second line: a header line, as specified in [ RFC4180]
Wth the header nanes as foll ows:
DNL, | ookup- key, i nserti on-datetine

* One or nore lines with: <DNL>, <l ookup key>, <DNL i nsertion
dat eti ne>

Wher e:

0 <DNL>: a Domain Nanme Label covered by a PRM

0 <l ookup key>: |ookup key that the Registry MJST provide to
the Registrar. The |ookup key has the follow ng format:
<YYYY><MW<DD><vv >/ <X>/ <X>/ <X>/ <Random bi t s><Sequent i al
number >, wher e:
+ YYYY: year that the TCN was gener at ed.
+ MM zero-padded nmonth that the TCN was gener at ed.
+ DD: zero-padded day that the TCN was gener at ed.

+ wvv: version of the TCN, possible values are 00 and O1l.



+ X one hex character. This is the first, second, and
third hex character of encoding the <Random bits> in
basel6, as specified in [ RFC4648].

+ Random bits: 144 random bits encoded in base64url, as
specified in [ RFC4648] .

+ Sequential nunber: zero-padded natural nunber in the
range 0000000001 to 2147483647.

0 <DNL insertion datetine>: datetine in UTC that the DNL was
first inserted into the DNL List. The possible two val ues
of time for inserting a DNL to the DNL List are 00:00: 00 and
12: 00: 00 UTC

Exanpl e of a DNL |ist:

1, 2012- 08- 16T00: 00: 00. 0Z

DNL, | ookup-key, i nsertion-datetine

exanpl e, 2013041500/ 2/ 6/ 9/ r J1Nr DOO2vDsAzf 7EQzgj X4R0O000000001, \
2010- 07- 14T00: 00: 00. 0Z

anot her - exanpl e, 2013041500/ 6/ A/ 5/ al JAq&vI 2BCv5Pf UvuDkf 40000000002, \
2012- 08- 16T00: 00: 00. 0Z

anot her exanpl e, 2013041500/ A/ C/ 7/ r HHCAwnr WRvPY6nneCVvt ChFj 0000000003, \
2011- 08-16T12: 00: 00. 0Z

Fi gure 10: Exanple DNL Li st
To provide authentication and integrity protection, the DNL List wll
be PGP [ RFC4880] signed by the TMDB (see Section 5.1.1.4). The PGP
signature of the DNL List can be found in the simlar URl but with
extension .sig, as shown bel ow.
The URLs of the dy interface (Section 4.3.3) are:
* https://<tmdb-domai n- name>/dnl /dnl -| at est. csv
* https://<tnmdb-donmai n-nanme>/dnl/dnl -l atest.sig

6.2. SMD Revocation List

This section defines the format of the list of SMDs that have been
revoked. The list is maintained by the TMDB and downl oaded by
Regi stries (and optionally by Registrars) in regular intervals (see
Section 5.2.3.1). The SMD Revocation List is used during the Sunrise
Period to validate SMDs received. The SMD Revocation List has a
simlar function as CRLs used in PKI [RFC5280].

The SMD Revocation List contains all the revoked SMDs present in the
TVMDB at the datetine it is generated.

The SMD Revocation List is contained in a CSV-formatted file that has
the follow ng structure:

* first line: <version>, <SMD Revocation List creation datetine>
Wher e:
0 <version>: version of the file. This field MJUST be 1.

0 <SMD Revocation List creation datetine> datetine in UTC
that the SMD Revocation List was created

* second line: a header line, as specified in [ RFC4180]



Wth the header nanes as foll ows:
snd-id,insertion-datetine
* One or nore lines with: <snd-id>, <revoked SMD dat eti ne>
Wher e:
0o <snd-id>: identifier of the SVD that was revoked.
0 <revoked SMD datetine>:. revocation datetine in UTC of the
SMD. The possible two values of tine for inserting an SMD
to the SMD Revocation List are 00: 00: 00 and 12: 00: 00 UTC.
To provide integrity protection, the SVMD Revocation List is PGP
signed by the TMDB (see Section 5.1.1.4). The SMD Revocation List is
provided by the TMDB with extension .csv. The PGP signature of the
SMD Revocation List can be found in the simlar UR but with

extension .sig, as shown bel ow.

The URLs of the sr interface (Section 4.3.12) and sy interface
(Section 4.3.11) are:

* https://<tnmdb-domai n- name>/smdr | /sndrl -1 at est. csv
* https://<tndb-domai n-nane>/sndrl/sndrl-latest.sig
Exanpl e of an SMD Revocation List:
1, 2012- 08- 16T00: 00: 00. 0Z
snd-id,insertion-datetime
2-2,2012-08-15T00: 00: 00. 0Z
3-2,2012- 08- 15T00: 00: 00. 0z
1-2,2012- 08- 15T00: 00: 00. 0Z
Figure 11: Exanple SMD Revocation List
6.3. List of Registered Domain Nanmes (LORDN) File
This section defines the format of the List of Registered Domain
Nanmes (LORDN), which is maintained by each Registry and upl oaded at
| east daily to the TMDB. Every time there is a DN matching a DNL of
a PRM said DN is added to the LORDN, along with further information
related to its registration.

The URIs of the yd interface (Section 4.3.7) used to upload the LORDN
file are:

* Sunrise LORDN file:

htt ps:// <t ndb- domai n- nane>/ LORDN <TLD>/ sunri se
*  Trademark C ains LORDN file:

htt ps:// <t mdb- domai n- nane>/ LORDN/ <TLD>/ cl ai nrs
During a QLP Period, Registries MAY be required to upl oad Sunrise or
Trademark Clains LORDN files. The URIs of the yd interface used to
upl oad LORDN files during a Q.P Period are:
* Sunrise LORDN file (during Q.P Period):

htt ps:// <t ndb- domai n- nane>/ LORDN/ <TLD>/ sunri se/ gl p

* Trademark Clainms LORDN file (during a QLP Period):



htt ps:// <t mdb- domai n- nane>/ LORDN/ <TLD>/ cl ai s/ gl p

The yd interface (Section 4.3.7) returns the followi ng HTTP status
codes after an HTTP POST request nethod is received:

*

The interface provides an HTTP/ 202 status code if the interface
was able to receive the LORDN file and the syntax of the LORDN
file is correct.

The interface provides the LORDN Transaction Identifier in the
HTTP Entity-body that woul d be used by the Registry to downl oad
the LORDN Log file. The LORDN Transaction ldentifier is a zero-
padded natural nunber in the range 0000000000000000001 to
9223372036854775807

The TMDB uses the <LORDN creation datetinme> el ement of the LORDN
file as a unique client-side identifier. |If a LORDN file with the
same <LORDN creation datetine> of a previously sent LORDN file is
received by the TMDB, the LORDN Transaction ldentifier of the
previously sent LORDN file MJUST be provided to the Registry. The
TMDB MJST ignore the DN Lines present in the LORDN file if a LORDN
file with the sane <LORDN creation datetinme> was previously sent.

The HTTP Location header field contains the URI where the LORDN
Log file could be retrieved later, for exanple:

202 Accepted

Location: https://<tmdb-donai n-
nane>/ LORDN exanpl e/ sunri se/ 0000000000000000001/ resul t

The interface provides an HTTP/ 400 if the request is incorrect or
the syntax of the LORDN file is incorrect. The TMDB MJUST return a
human-r eadabl e nessage in the HTTP Entity-body regarding the
incorrect syntax of the LORDN file.

The interface provides an HITP/ 401 status code if the credentials
provi ded do not authorize the Registry Operator to upload a LORDN
file.

The TMDB MUST return an HTTP/ 404 status code when trying to upl oad
a LORDN file using the https://<tmnmdb-domai n-

nanme>/ LORDN <TLD>/ sunrise/qglp or https://<tndb-domai n-

nane>/ LORDN/ <TLD>/clains/ql p i nterface outside of a QP Period
pl us 26 hours.

The interface provides an HITP/ 500 status code if the systemis
experiencing a general failure.

For exanple, to upload the Sunrise LORDN file for TLD "exanple", the

UR

woul d be:

htt ps:// <t ndb- domai n- nanme>/ LORDN exanpl e/ sunri se

The LORDN is contained in a CSV-formatted file that has the foll ow ng
structure:

*

For Sunrise Period:

- first line: <version> <LORDN creation datetine>, <Nunber of DN
Li nes>

Wher e:

+ <version>: version of the file. This field MJST be 1.



+ <LORDN creation datetine>. date and tine in UTC that the
LORDN was creat ed.

+ <Nunber of DN Lines>: nunber of DN Lines present in the
LORDN fil e.

- second line: a header line, as specified in [ RFC4180]
Wth the header nanmes as foll ows:

roi d, domai n-nanme, SMD-i d, regi strar-id, registration-
datetine, application-datetine

- One or nore lines with: <roid>, <DN registered>, <SMD-i d>, <| ANA
Regi strar id> <datetine of registration> <datetine of
application creation>

Wher e:

+ <roid> DN Repository Object IDentifier (DNROD) in the
SRS.

+ <DN registered> DN that was effectively allocated. For
I DNs, the A-label formis used.

+ <SMD-id>: SMD ID used for registration.
+ <IANA Registrar ID> |ANA Registrar ID.

+ <datetinme of registration> date and time in UTC that the
domai n was effectively allocated.

+ OPTIONAL <datetinme of application creation> date and
time in UTC that the application was created. The
<datetine of application creation> MJST be provided in
case of a DN effective allocation based on an
asynchronous registration (e.g., when using auctions).

Exanmpl e of a Sunrise LORDN fil e:

1, 2012- 08-16T00: 00: 00. 0Z, 3

roi d, domai n-name, SMD-i d, regi strar-id, regi stration-datetine,\
application-datetime

SH8013- REP, exanpl el. gtl d, 1- 2, 9999, 2012- 08- 15T13: 20: 00. 0Z, \
2012-07-15T00: 50: 00. 0Z

EK77- REP, exanpl e2. gtld, 2-2, 9999, 2012- 08- 15T14: 00: 03. 0Z

HB800- REP, exanpl e3. gt d, 3-2, 9999, 2012- 08- 15T15: 40: 00. 0Z

Figure 12: Exanple Sunrise LORDN File
For the Trademark C ains Peri od:

- first line: <version> <LORDN creation datetinme> <Nunber of DN
Li nes>

Wher e:
+ <version>: version of the file. This field MJST be 1.

+ <LORDN creation datetine>. date and tine in UTC that the
LORDN was cr eat ed.

+ <Nunber of DN Lines>: nunber of DN Lines present in the
LORDN fil e.

- second line: a header line, as specified in [ RFC4180]



Wth the header nanes as fol |l ows:

roi d, domai n-nane, notice-id,registrar-id, registration-
datetine, ack-datetine, application-datetine

- One or nore lines with: <roid>, <DN registered>, <TCN D>, <l ANA
Regi strar id> <datetine of registration> <datetine of
acceptance of the TCN>, <datetine of application creation>

Wher e:
+ <roid> DNROD Iin the SRS

+ <DN registered>. DN that was effectively allocated. For
I DNs, the A-label formis used.

+ <TCNID>: Trademark Clainms Notice ldentifier, as specified
in <tmNotice:id>

+ <IANA Registrar ID>: | ANA Registrar |D.

+ <datetine of registration> date and time in UTC that the
domai n was effectively allocated

+ <datetinme of acceptance of the TCN>: date and tinme in UTC
that the TCN was acknow edged.

+ OPTIONAL <datetinme of application creation> date and
time in UTC that the application was created. The
<datetine of application creation> MIST be provided in
case of a DN effective allocation based on an
asynchronous regi stration (e.g., when using auctions).

For a DN matching a DNL of a PRM at the nmonent of
registration, created without the TCNID, expiration
datetine, and acceptance datetime because DNL was inserted
(or reinserted) for the first time into a DNL List |ess than
24 hours ago, the string "recent-dnl-insertion" MAY be
specified in <TCNI D> and <datetinme of acceptance of the
TCN>.

Exanpl e of a Trademark C ainms LORDN file:

1, 2012- 08- 16T00: 00: 00. 0Z, 3
roi d, donmai n- name, notice-id,registrar-id,regi stration-datetine,\
ack-datetime, application-datetime
SHB8013- REP, exanpl el. gtl d, a76716ed9223352036854775808, \
9999, 2012- 08- 15T14: 20: 00. 0Z, 2012- 08- 15T13: 20: 00. 0Z
EK77- REP, exanpl e2. gt d, a7b786ed9223372036856775808, \
9999, 2012- 08- 15T11: 20: 00. 0Z, 2012-08- 15T11: 19: 00. 0Z
HB80O0- REP, exanpl e3. gtl d, recent-dnl -i nsertion,\
9999, 2012- 08-15T13: 20: 00. 0Z, recent-dnl -i nserti on

Figure 13: Exanple Trademark Clains LORDN File
6.3.1. LORDN Log File
After reception of the LORDN file, the TMDB verifies its content for
syntactical and semantic correctness. The output of the LORDN file

verification is retrieved using the yd interface (Section 4.3.7).

The URIs of the yd interface (Section 4.3.7) used to retrieve the
LORDN Log file are:



* Sunrise LORDN Log file:

htt ps:// <t ndb- domai n- nane>/ LORDN <TLD>/ sunri se/ <l ordn-transacti on-
i dentifier>/result

* Trademark C ainms LORDN Log file:

htt ps:// <t ndb- domai n- nane>/ LORDN/ <TLD>/ cl ai s/ <l ordn-transacti on-
identifier>/result

A Regi stry Operator MJST NOT send nore than one request per mnute
per TLD to downl oad a LORDN Log file.

The yd interface (Section 4.3.7) returns the followi ng HTTP status
codes after an HTTP GET request nethod is received:

* The interface provides an HTTP/ 200 status code if the interface
was able to provide the LORDN Log file. The LORDN Log file is
contained in the HITP Entity-body.

* The interface provides an HTTP/ 204 status code if the LORDN
Transaction |ldentifier is correct but the server has not finalized
processing the LORDN file.

* The interface provides an HITP/ 400 status code if the request is
i ncorrect.

* The interface provides an HTTP/ 401 status code if the credentials
provi ded do not authorize the Registry Operator to downl oad the
LORDN Log file.

* The interface provides an HTTP/ 404 status code if the LORDN
Transaction ldentifier is incorrect.

* The interface provides an HTTP/ 500 status code if the systemis
experiencing a general failure.

For exanple, to obtain the LORDN Log file in case of a Sunrise LORDN
file with LORDN Transaction Identifier 0000000000000000001 and TLD
"exanpl e", the URI woul d be:

https:// <t mdb- domai n-
nanme>/ LORDN exanpl e/ sunri se/ 0000000000000000001/ resul t

The LORDN Log file is contained in a CSV-formatted file that has the
foll owi ng structure:

* first line: <version> <LORDN Log creation datetime>, <LORDN file
creation datetime>, <LORDN Log ldentifier>, <Status flag>, <\ar ni ng
fl ag>, <Nunber of DN Lines>

Wher e:
0 <version>: version of the file. This field MJUST be 1.

0 <LORDN Log creation datetinme>: date and tine in UTC that the
LORDN Log was created.

0 <LORDN file creation datetine> date and tine in UTC of
creation for the LORDN file that this log file is referring
to.

0 <LORDN Log Identifier>: unique identifier of the LORDN Log
provided by the TMDB. This identifier could be used by the
Regi stry Operator to unequivocally identify the LORDN Log.
The identified will be a string of a maxi mum | ength of 60



characters fromthe base64 al phabet.

0 <Status flag>: whether the LORDN file has been accepted for
processing by the TMDB. Possible values are "accepted" or
"rej ected".

0 <Warning flag> whether the LORDN Log has any warning result
codes. Possible values are "no-warni ngs" or "warnings-
present".

0 <Nunber of DN Lines>: nunber of DN effective allocations
processed in the LORDN file.

A Registry Operator is not required to process a LORDN Log with
<Status flag>="accepted" and <Warni ng fl ag>="no-war ni ngs"

* second line: a header line, as specified in [ RFC4180]
Wth the header names as foll ows:
roid, result-code
* One or nore lines with: <roid> <result code>
Wher e:
0 <roid> DNROD in the SRS
0 <result code>: result code, as described in Section 6.3.1.1

Exanmpl e of a LORDN Log file:

1, 2012- 08-16T02: 15: 00. 0Z, 2012- 08- 16T00: 00: 00. 0Z, \
0000000000000478Nzs+3VMkR8ckuUynOLmyeqTnZSbzDuf / R50n2n5QX4=, \
accept ed, no-war ni ngs, 1

roid, result-code

SH8013- REP, 2000

Figure 14: Exanple LORDN Log File
6.3.1.1. LORDN Log Result Codes

The classes of result codes (rc) are listed below. The classes in

square brackets are not used at this tine but nay cone into use at

sone later stage. The first two digits of a result code denote the
result code class, which defines the outcone at the TMDB

* ok: Success. The DN Line is accepted by the TMVMDB

* warn: Awarning is issued. The DN Line is accepted by the TVDB

* err: An error is issued. The LORDN file is rejected by the TMVDB

In cases where a DN line is processed and the error result code is

45xx or 46xx, the LORDN file MJIST be rejected by the TMDB. [If the

LORDN file is rejected, DN Lines that are syntactically valid will be

reported with a 2001 result code. A 2001 result code neans that the

DN Line is syntactically valid; however, the DN Line was not

processed because the LORDN file was rejected. Al DNs reported in a

rejected LORDN file MJST be reported again by the Registry because

none of the DN Lines present in the LORDN fil e have been processed by

t he TMDB.

LORDN Log Result Code C asses:

[ oo e e el ool 1)



| Code | d ass | Qutcone

[ oty s e fome s s s sty e p——_—
| 20xx | Success | ok |
Foommo- o m oo S +
| 35xx | [ DN Line syntax warning ] | warn
Fom e e - - o e e e e e e e B +
| 36xx | DN Line semantic warning | warn |
+o-m - - oo e e e e e e i oo oo oo R +
| 45xx | DN Line syntax error | err |
Foommo- Fom oo S +
| 46xx | DN Line semantic error | err |
Fom e e - - o e e e e e e e B +

Table 2: LORDN Log Result Code Cl asses

In Table 3, the LORDN Log result codes used by the TVDB are
descri bed.

The SMD used for registration was not valid at
the monent of registration based on the

[} ettty e —p—_———————————————————(——(—(—(—————r L
| rc | Short Description / Long Description
[ el by
| 2000 | XK
| T e N N N
| | The DN Line is successfully processed.
R S
| 2001 | OK but not processed
| IS
| | The DN Line is syntactically correct but was not
| | processed because the LORDN file was rejected.
Fom e e - - o m o e e e e e e e e e e e e e e e e e e e e e e e e ememao -
| 3601 | TCN Acceptance Date after Registration Date
| o
| | The TCN Acceptance Date in the DN Line is newer
| | than the registration date.
oo T T .
| 3602 | Duplicate DN Line
| o m o e e e e e e e e e e e e e e e e e e e e e e e e e mm o=
| | This DN Line is an exact duplicate of another DN
| | Line in the same file; the DN Line is ignored.
S T
| 3603 | DNRO D Notified Earlier
| o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e memoa-
| | The sanme DNRO D has been notified earlier; the DN
| | Line is ignored.
S .
| 3604 | TCN Checksuminvalid
| T e N N N
| | Based on the DN effective allocation, the TCNI D
| | and the expiration date of the linked TCN, the
| | TCN Checksumis invalid.
S .
| 3605 | TCN Expired
| T e N N N
| | The TCN was al ready expired (based on the
| | <tmNotice:notAfter> field of the TCN) at the
| | datetine of acknow edgenent.
S .
| 3606 | Wong TCNI D used
| T e N N N
| | The TCNID used for the registration does not
| | match the related DN
+o-m - - o
3609 | Invalid SMD used
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmm i —— ==
I
I



<snd: not Bef ore> and <snd: not After> elenents. In
case of an asynchronous registration, this refers
to the <datetime of application creation>

The DN was reported outside of the required
26- hour reporting w ndow.

SMD.

The Signed Mark Data ldentifier (SMDI D) has never
existed in the central repository.

The SMD used for registration was revoked nore
than 24 hours ago of the <datetine of
registration> |In case of an asynchronous
registration, the <datetine of application
creation> is used when validating the DN Line.

The Trademark C ainms Notice ldentifier (TCN D)
has never existed in the central repository.

The DN registration is reported as a recent-dnl -
insertion, but the (re) insertion into the DNL
occurred nore than 24 hours ago.

Regi stration Date of DN in Clains before the end
of the Sunrise Period

The registration date of the DN is before the end
of the Sunrise Period, and the DN was reported in
a Trademark Clainms LORDN file.

Regi strar has not been approved by the TMDB

The Registrar IDin the DN Line has not conpleted
Trademark Clains integration testing with the
TVDB.

Regi stration Date of DN in QLP LORDN file out of
the QP Period

The registration date of the DNin a QLP LORDN
file is outside of the QLP Period.

The TCN was not valid (based on the
<tnmNotice: notBefore> field of the TCN) at the
datetinme of acknow edgenent.

Syntax Error in DN Line

There is a syntax error in the DN Line.



| The TLD in the DN Line does not match what is |
| expected for this LORDN. |

4602 | Registrar ID Invalid |

| The Registrar IDin the DN Line is not a valid |
| | CANN- Accredited Registrar. |

|
| | The <datetime of registration>in the DN Line is |
| | in the future. |

4606 | TLD not in Sunrise or Trademark C ai ns Peri ods |

| The <datetine of registration> was reported when |
| the TLD was not in Sunrise or Trademark Cl ai ns |
| Periods. |In case of an asynchronous |
| registration, the <datetime of application |
| creation> is used when validating the DN Line. |

| The <datetine of application creation>in the DN |
| Lineis in the future. |

| Line is later than the <datetine of |

|
| | The <datetime of application creation> in the DN |
I
| | registration>. |

oo T . +
| 4609 | TCNI D wong syntax |
| o m o e e e e e e e e e e e e e e e e e e e e e e e e e mm o= +
| | The syntax of the TCNID is invalid. |
S . +
| 4610 | TCN Acceptance Date is in the future |
| T e N N N +
| | The <datetine of acceptance of the TCN> is in the |
| | future. |
+o-m - - o +
| 4611 | Label has never existed in the TVDB |
| I N NS +
| | The label in the registered DN has never existed |
| | in the TMDB. |
R S +

Table 3: LORDN Log Result Codes
6.4. Signed Mark Data (SMD) File

This section defines the format of the SVMD File. After a successful

registration of a mark, the TMW/ returns an SMD File to the TMH  The
SMD File can then be used for registration of one or nore DNs covered
by the PRM during the Sunrise Period of a TLD.

Two encapsul ati on boundaries are defined for delimting the

encapsul at ed base64-encoded SMD: "----- BEA N ENCODED SMD-----" and "
————— END ENCODED SMD-----". Only data inside the encapsul ation
boundari es MJST be used by Registries and Registrars for validation
purposes, i.e., any data outside these boundaries as well as the
boundari es thensel ves MJST be ignored for validation purposes.



The structure of the SMD File is as follows. All the elenents are
REQUI RED and MUST appear in the specified order.

1. Marks: <marks>
2. smdl D <SMD-| D>

3. U labels: <conmm separated list of U label or NR-LDH | abel s (see
[ RFC5890] ) >

4. notBefore: <begin validity>
5. notAfter: <end validity>
6. ----- BEG N ENCODED SMD- - - - -
7. <encoded SMD (see [ RFC7848]) >
8. ----- END ENCCDED SMD- - - - -
Exanpl e of an SMD file:
Mar ks: Exanpl e One
smdl D 1-2
U | abel s: exanpl e-one, exanpl eone
not Bef ore: 2011-08-16 09: 00
not After: 2012-08-16 09: 00
————— BEG N ENCODED SMD- - - - -
PD94bWhwgdmVyc2l vbj 0i M54w i Bl bri\vZd uZz0i VWRG.Tgi Pz4KPHNt ZDpzaWlu
ZVRNYXJr | Hnt bG5zOnNt ZD0i dXJuOm | dGY6c GFy YWLz Onht bDpuczpzaWluZWRN
... (base64 data elided for brevity)
dXJl Pgo8L3Nt ZDpzaWluZWRNYXJr Pgo=
————— END ENCCDED SMD- - - - -
Fi gure 15: Exanple SMD Fil e
.5. Trademark C ains Notice (TCN)

The TMDB MUST provide the TCN to Registrars in XM. format, as
speci fied bel ow

The encl osing el ement <tnNotice: notice> describes the Trademark
Notice to a given | abel.

The child el enents of the <tnmNotice: notice> el enent include:

* A <tmNotice:id> elenment that contains the unique identifier of the
Trademark Notice. This elenent contains the TCN D.

The TCNID is a string concatenation of a TCN Checksum and t he
TVMDB Notice ldentifier. The first 8 characters of the TCNID is
a TCN Checksum The rest is the TMDB Notice Identifier, which
is a zero-padded natural number in the range of
0000000000000000001 to 9223372036854775807
Exanmpl e of a TCNI D:

370d0b7c9223372036854775807
Wher e:
0 TCN Checksum=370d0b7c
o TNDB Notice ldentifier=9223372036854775807

The TCN Checksumis an 8-character-long basel6-encoded out put



of conputing the CRC32 of the string concatenation of: |abel +
uni x_tinmestanp(<tnmNotice:notAfter>) + TVDB Notice ldentifier

The TMDB MUST use the Unix time conversion of the
<tmNotice:notAfter> in UTC to cal culate the TCN Checksum  Unix
time is defined as the nunmber of seconds that have el apsed
since 1970-01-01T00: 00: 00Z, not counting | eap seconds. For
exanpl e, the conversion of 2010-08-16T09:00:00.0Z to Unix tine
is:

uni x_ti me(2010-08-16T09: 00: 00. 0Z) =1281949200

The TMDB uses the <tnNotice: |l abel > and <tnNoti ce: not After>
elements fromthe TCN along with the TMDB Notice ldentifier to
conmpute the TCN Checksum

A Registry MIST use the | eftnost DNL of the DN being
effectively allocated, the expiration datetinme of the TCN
(provided by the Registrar), and the TMDB Notice ldentifier
extracted fromthe TCNID (provided by the Registrar) to conpute
the TCN Checksum For exanple, if the DN "xn--ngbachtv. xn--
mgbhOf b" is being effectively allocated, the leftnpbst DNL woul d
be "xn--ngbachtv".

An exanpl e conputation of the TCN Checksumi s:

CRC32( exanpl e- one12819492009223372036854775807) =370d0b7c

A <trmNoti ce: not Before> el enent that contains the start of the
valid date and tine of the TCN

A <tmNotice:notAfter> elenment that contains the expiration date
and tinme of the TCN

A <tmNoti ce: | abel > el ement that contains the DNL covered by a PRM

One or nore <tnNotice:clain> elenents that contain the Trademark
Clains. The <tnNotice:clainmr el enent contains the following child
el enent s:

A <trmNoti ce: mar kNane> el enment that contains the mark text
string.

One or nore <tnmNotice: hol der> el ements that contain the
informati on of the holder of the mark. An "entitlenent"
attribute is used to identify the entitlenment of the hol der;
possi bl e val ues are: owner, assignee, or licensee. The child
el ements of <tmNotice: hol der> i ncl ude:

0 An OPTIONAL <tnNotice:nane> el enent that contains the nane
of the holder. <tnNotice:nane> MJST be specified if
<tmNotice:org> is not specified.

0 An OPTIONAL <tnNotice:org> el enent that contains the nane of
t he organi zation holder of the mark. <tnNotice:org> MJST be
specified if <tmNotice:nane> is not specified.

o0 A <tnmNotice:addr> el enent that contains the address
informati on of the holder of a nark. <tmnmNotice: addr>
contains the follow ng child el enents:

+ One, two, or three OPTIONAL <tnNotice:street> el enents
that contain the organi zation’s street address.

+ A <tnNotice:city> elenment that contains the
organi zation's city.



0

+ An OPTIONAL <tnNotice:sp> elenment that contains the
organi zation's state or province.

+ An OPTIONAL <tnNotice: pc> el ement that contains the
organi zation’s postal code.

+ A <tnNotice:cc> elenent that contains the organization’s
country code. This a two-character code from
[1S0B166-2] .

An OPTI ONAL <tnmNotice:voice> el enent that contains the
organi zation’s voi ce tel ephone nunber.

An OPTI ONAL <tmNoti ce: fax> el ement that contains the
organi zation’s facsinile tel ephone nunber.

An OPTI ONAL <tmNotice:enmnil > el enent that contains the enni
address of the hol der.

Zero or nore OPTIONAL <tnNotice: contact> elenents that contain
the informati on of the representative of the mark registration

A

"type" attribute is used to identify the type of contact;

possi bl e val ues are: owner, agent, or third party. The child
el ements of <tnNotice:contact> include:

(o]

A <trmNoti ce: nanme> el enent that contains the name of the
responsi bl e person.

An OPTI ONAL <tnmNotice:org> el ement that contains the nane of
the organi zati on of the contact.

A <tnmNoti ce: addr> el enent that contains the address
information of the contact. <tmNotice:addr> contains the
followi ng child el ements:

+ One, two, or three OPTIONAL <tnNotice:street> el enments
that contain the contact’s street address.

+ A <tnNotice:city> element that contains the contact’s
city.

+ An OPTIONAL <tnNotice:sp> el ement that contains the
contact’s state or province.

+ An OPTIONAL <tnNotice: pc> el ement that contains the
contact’s postal code.

+ A <tnNotice:cc> elenent that contains the contact’s
country code. This a two-character code from
[1SO3166- 2] .

A <trmNoti ce:voice> elenment that contains the contact’s voice
t el ephone nunber.

An OPTI ONAL <tmNotice:fax> el enent that contains the
contact’s facsim |l e tel ephone nunber.

A <trmNotice:emil> el enment that contains the contact’s enmil
addr ess.

A <tmNotice:jurDesc> el enent that contains the nane (in
English) of the jurisdiction where the mark is protected. A
jurCC attribute contains the two-character code of the
jurisdiction where the mark was registered. This is a two-
character code from|[W PO, ST3].



- Zero or nobre OPTIONAL <tnmNotice:classDesc> el enents that
contain the description (in English) of the N ce
Classification, as defined in [WPO NI CE-CLASSES]. A classNum
attribute contains the class nunber.

- A <tmNoti ce: goodsAndServi ces> el ement that contains the ful
description of the goods and services nentioned in the mark
regi strati on docunent.

- An OPTI ONAL <t nNotice: not Exact Mat ch> el enent signals that the
claimnotice was added to the TCN based on rules (e.g.,
[A ains50]) other than exact match (defined in
[ Mat chi ngRul es]). <tnNotice: not Exact Mat ch> cont ai ns one or
nmore of the follow ng:

0 An OPTIONAL <tnNotice:udrp> el enment that signals that the
claimnotice was added because of a previously abused nane
included in a Uniform Domai n- Name Di sput e- Resol uti on Policy
(UDRP) case. <tnNotice: udrp> contai ns:

+ A <tnNotice:caseNo> el enment that contains the UDRP case
nunber used to validate the previously abused narne.

+ A <tnNotice: udrpProvider> el ement that contains the nane
of the UDRP provider

0 An OPTIONAL <tnNotice:court> elenent that signals that the
claimnotice was added because of a previously abused nane
included in a court’s resolution. <tmNotice:court> contains:

+ A <tmNotice:ref Nun> el enment that contains the reference
nunber of the court’s resolution used to validate the
previ ously abused nane.

+ A <tmNotice:cc> el ement that contains the two-character
code from [l SO3166-2] of the jurisdiction of the court.

+ A <tmNotice: courtNane> el enment that contains the name of
the court.

Exanpl e of a <tnNotice: notice> object:

<?xm version="1.0" encodi ng="UTF-8""?>
<t mNot i ce: noti ce
xm ns:tmNotice="urn:ietf:params: xm :ns:tnNotice-1.0">
<tmNoti ce: i d>370d0b7c9223372036854775807</t mNot i ce: i d>
<t mNot i ce: not Bef or e>2010- 08- 14T09: 00: 00. 0Z</t nNot i ce: not Bef or e>
<t mNot i ce: not Aft er >2010- 08- 16T09: 00: 00. 0Z</t nNot i ce: not Aft er >
<t mNot i ce: | abel >exanpl e- one</tnmNot i ce: | abel >
<t mNoti ce: cl ai nmp
<t nNot i ce: mar kNanme>Exanpl e One</t nlNoti ce: mar kNanme>
<tnmNoti ce: hol der entitl enment="owner">
<t mNot i ce: or g>Exanpl e I nc. </tmNoti ce: or g>
<t mNot i ce: addr >
<tnmNotice: street>123 Exanple Dr.</tnmNotice: street>
<tmNoti ce: street>Suite 100</tnNotice: street>
<tnmNotice:city>Reston</tmNotice:city>
<tmNot i ce: sp>VA</t mNot i ce: sp>
<t mNoti ce: pc>20190</t mNot i ce: pc>
<t mNot i ce: cc>US</t mNot i ce: cc>
</tmNot i ce: addr >
</tnmNoti ce: hol der >
<t mNot i ce: contact type="owner">
<t mNot i ce: nane>Joe Doe</tnNoti ce: name>
<t mNot i ce: or g>Exanpl e I nc. </tmNoti ce: or g>



<t mNot i ce: addr >
<tnmNotice: street>123 Exanple Dr.</tnmNotice: street>
<tmNoti ce: street>Suite 100</tnNoti ce: street>
<tnmNotice:city>Reston</tmNotice:city>
<t mNot i ce: sp>VA</t mNot i ce: sp>
<t mNoti ce: pc>20190</t mNot i ce: pc>
<t mNot i ce: cc>US</t mNot i ce: cc>
</tmNot i ce: addr >
<t mNoti ce: voi ce x="4321">+1. 7035555555</t m\ot i ce: voi ce>
<t mNot i ce: enui | >j doe@xanpl e. conx/tnMNot i ce: emai | >
</tm\oti ce: cont act >
<tmNoti ce: j urDesc jur CC="US">USA</tnNoti ce: j ur Desc>
<tnmNot i ce: cl assDesc cl assNune" 35" >
Adverti sing; business managenent; business adninistration
</tmNoti ce: cl assDesc>
<tnmNot i ce: cl assDesc cl assNune" 36" >
I nsurance; financial affairs; nonetary affairs; real estate.
</tnmNoti ce: cl assDesc>
<t mNot i ce: goodsAndSer vi ces>
Bar dus popul orum circundabit se cum capti osus popul um
Smert popul orum circundabit se cum capti osus popul um
</t mN\ot i ce: goodsAndSer vi ces>
</tm\oti ce: cl ai n»
<t mNot i ce: cl ai >
<t mNot i ce: mar kNanme>Exanpl e- One</t nlNot i ce: mar kName>
<t mNoti ce: hol der entitl ement ="owner">
<tnmNoti ce: org>Exanple S.A. de C V.</tmNoti ce: org>
<t mNot i ce: addr >
<tnNotice: street >Cal | e conoci da #343</tnNoti ce: street >
<tmNot i ce: ci t y>Conoci da</tmNoti ce: city>
<tmNot i ce: sp>SP</t mNot i ce: sp>
<t nNot i ce: pc>82140</t mNoti ce: pc>
<t mNoti ce: cc>BR</t m\oti ce: cc>
</t m\ot i ce: addr >
</t m\ot i ce: hol der >
<t mNoti ce: j urDesc j ur CC="BR"'>BRAZI L</tmNot i ce: j ur Desc>
<t mNot i ce: goodsAndSer vi ces>
Bar dus popul orum ci rcundabit se cum capti osus popul um
Smert popul orum circundabit se cum capti osus popul um
</t mN\ot i ce: goodsAndSer vi ces>
</tm\oti ce: cl ai n»
<t mNot i ce: cl ai >
<t mNot i ce: mar kNanme>One</t nNot i ce: mar kName>
<t mNoti ce: hol der entitl ement ="owner">
<t nNot i ce: org>One Corporati on</tmNoti ce: org>
<t mNot i ce: addr >
<tnmNotice:street>Cra calle</tnNotice: street>
<tmNotice:city>Ora ciudad</tmNotice:city>
<tmNot i ce: sp>OTI</t mNot i ce: sp>
<t nmNot i ce: pc>383742</tmNot i ce: pc>
<t mNoti ce: cc>CR</t m\oti ce: cc>
</t m\ot i ce: addr >
</t m\ot i ce: hol der >
<tmNoti ce: j urDesc j ur CC="CR'>COSTA RI CA</tnmNoti ce:j ur Desc>
<t mNot i ce: goodsAndSer vi ces>
Bar dus popul orum ci rcundabit se cum capti osus popul um
Smert popul orum circundabit se cum capti osus popul um
</t mN\ot i ce: goodsAndSer vi ces>
<t mNot i ce: not Exact Mat ch>
<t mNot i ce: court>
<t mNot i ce: ref Numr234235</t nNot i ce: r ef Nune
<t mNoti ce: cc>CR</t m\oti ce: cc>
<t nNot i ce: court Nane>Suprene Court of Spain</tmNotice: court Nanme>
</tm\oti ce: court >
</t m\ot i ce: not Exact Mat ch>
</tnmNoti ce: cl ai n>



<t mNot i ce: cl ai >
<t mMNot i ce: mar kName>0One | nc</tm\oti ce: mar kNane>
<t mNoti ce: hol der entitl ement="owner">
<tnmNoti ce: org>One SA de Cv</tmNoti ce: org>
<t mNot i ce: addr >
<tmNotice:street>La calle</tnNotice: street>
<tmNotice:city>La ciudad</tmNotice:city>
<t mNot i ce: sp>CD</t mNot i ce: sp>
<t nNot i ce: pc>34323</t mNoti ce: pc>
<t mNoti ce: cc>AR</t mNoti ce: cc>
</tm\oti ce: addr >
</tnmNoti ce: hol der >
<tnmNoti ce: jurDesc jurCC="AR'>ARGENTI NA</t nNot i ce: j ur Desc>
<t nNot i ce: goodsAndSer vi ces>
Bar dus popul orum ci rcundabit se cum capti osus popul um
Smert popul orum circundabit se cum capti osus popul um
</t m\ot i ce: goodsAndSer vi ces>
<t mNot i ce: not Exact Mat ch>
<t mNot i ce: udr p>
<t mMNot i ce: caseNo>D2003- 0499</t mNot i ce: caseNo>
<t nNot i ce: udr pProvi der >W PO</ t nNot i ce: udr pPr ovi der >
</t mNot i ce: udr p>
</t m\ot i ce: not Exact Mat ch>
</tnmNoti ce: cl ai n>
</tm\oti ce: notice>

Figure 16: Exanple <tmNotice:notice> hject

For the formal syntax of the TCN, please refer to Section 7.1

6.6. Sunrise List (SURL)
This section defines the format of the list containing every DNL that
matches a PRMeligible for Sunrise. The list is maintained by the
TMDB and downl oaded by Registries in regular intervals (see
Section 5.4.2.1). The Registries use the Sunrise List during the QP
Period to check whether a requested DN matches a DNL of a PRM
eligible for Sunrise.

The Sunrise List contains all the DNLs covered by a PRMeligible for
Sunrise that are present in the TVMDB at the datetinme it is generated.

The Sunrise List is contained in a CSV-formatted file that has the
foll owi ng structure:

* first |ine: <version> <Sunrise List creation datetine>
Wher e:
0o <version>: version of the file. This field MJUST be 1.

0 <Sunrise List creation datetine> date and tinme in UTC that
the Sunrise List was created.

* second line: a header line, as specified in [ RFC4180]
Wth the header nanes as foll ows:
DNL, i nsertion-datetine

* One or nore lines with: <DNL>, <DNL insertion datetime>
Wher e:

0 <DNL>: a Donmin Nanme Label covered by a PRMeligible for
Sunri se.



0 <DNL insertion datetinme>: datetime in UTC that the DNL was
first inserted into the Sunrise List. The possible two
val ues of time for inserting a DNL to the Sunrise List are
00: 00: 00 and 12:00: 00 UTC

Exampl e of a Sunrise List:

1, 2012- 08- 16T00: 00: 00. 0Z

DNL, i nsertion-datetine

exanpl e, 2010- 07- 14T00: 00: 00. 0z

anot her - exanpl e, 2012- 08- 16T00: 00: 00. 0Z
anot her exanpl e, 2011- 08-16T12: 00: 00. 0Z

Figure 17: Exanple Sunrise List

To provide authentication and integrity protection, the Sunrise List
will be PGP signed by the TVMDB (see Section 5.1.1.4). The PGP
signature of the Sunrise List can be found in the simlar UR but
with extension .sig, as shown bel ow.

The URLs of the dy interface (Section 4.3.3) are:
* https://<tndb-domai n-name>/dnl /surl -1 atest. csv
* https://<tnmdb-domai n-nanme>/dnl/surl-latest.sig
7. Formal Syntax
7.1. Trademark Cl ains Notice (TCN)
The schema presented here is for a Trademark Cl ains Noti ce.

The CODE BEA NS and CODE ENDS tags are not part of the schemm; they
are used to note the begi nning and endi ng of the schema for UR
regi stration purposes.

<CODE BEG NS>
<?xm version="1.0" encodi ng="UTF-8""?>
<schema t ar get Nanmespace="urn:ietf:parans: xm : ns:tnNotice-1.0"
xm ns:tmmNotice="urn:ietf:params: xm :ns:tnNotice-1.0"
xm ns: mark="urn:ietf:params: xm:ns: mark-1. 0"
xm ns="http://ww. w3. or g/ 2001/ XM_Schema"
el ement For mDef aul t =" qual i fi ed">

<annot at i on>
<docunent ati on>
Schema for representing a Trademark Cl ai m Noti ce.
</ docunent ati on>
</ annot ati on>
<i nport nanespace="urn:ietf:parans: xnm :ns: mark-1.0"/>
<el enent nanme="notice" type="tnNotice: noticeType"/>
<conpl exType nane="hol der Type" >
<sequence>
<el enent nanme="nane" type="token" m nCccurs="0"/>
<el enent nane="org" type="token" m nCccurs="0"/>
<el enent nane="addr" type="tnNotice: addr Type"/>
<el enent nane="voi ce" type="nark: el64Type" m nCccurs="0"/>
<el enent name="fax" type="mark: el64Type" ni nCccurs="0"/>
<el enent name="enmi | " type="mark: m nTokenType" m nCccurs="0"/>
</ sequence>
<attribute name="entitlenent" type="nmark:entitlenmentType"/>
</ conpl exType>
<conpl exType nane="noti ceType">
<sequence>
<el enent name="id" type="tmNotice:idType"/>



<el enent name="not Bef ore" type="dateTi ne"/>
<el enment nanme="not After" type="dateTi nme"/>
<el enent nane="I| abel " type="nark: | abel Type"/>
<el enent nanme="claim' type="tnmNotice: cl ai nType" m nCccurs="0"
maxQccur s="unbounded"/ >
</ sequence>
</ conpl exType>
<conpl exType nane="cl ai nifype" >
<sequence>
<el ement nane="nar kNanme" type="token"/>
<el enent name="hol der" type="tnNoti ce: hol der Type"
maxQccur s="unbounded"/ >
<el enent nanme="contact” type="tnNoti ce: cont act Type"
m nCccur s="0" maxCQccur s="unbounded"/ >
<el enent nanme="j urDesc" type="tnNotice:|jurDescType"/>
<el enent nane="cl assDesc" type="tnNotice: cl assDescType"
m nCccur s="0" maxCccur s="unbounded"/ >
<el enent nanme="goodsAndServi ces" type="token"/>
<el enent name="not Exact Mat ch" type="t m\oti ce: noExact Mat chType"
m nCccurs="0"/>
</ sequence>
</ conpl exType>
<conpl exType nane="j ur DescType" >
<si npl eCont ent >
<ext ensi on base="token">
<attribute name="jurCC' type="mark: ccType" use="required"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>
<conpl exType nane="cl assDescType" >
<si npl eCont ent >
<ext ensi on base="t oken">
<attribute name="cl assNunm' type="integer" use="required"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>
<conpl exType nane="noExact Mat chType" >
<choi ce maxCccur s="unbounded" >
<el enent nane="udrp" type="tnNotice: udrpType"/>
<el enent nanme="court" type="tmNotice: court Type"/>
</ choi ce>
</ conpl exType>
<conpl exType nanme="udr pType" >
<sequence>
<el enent nanme="caseNo" type="token"/>
<el ement nane="udr pProvi der" type="token"/>
</ sequence>
</ conpl exType>
<conpl exType nane="court Type" >
<sequence>
<el enent nane="ref Nuni' type="t oken"/>
<el enent nanme="cc" type="nmark: ccType"/>
<el enent name="regi on" type="token" ni nQccurs="0"
maxQccur s="unbounded"/ >
<el enent nanme="court Nane" type="token"/>
</ sequence>
</ conpl exType>
<conpl exType nane="addr Type" >
<sequence>
<el enent nanme="street" type="token" m nCccurs="1"
maxCOccur s="3"/ >
<el enent nanme="city" type="token"/>
<el enent nane="sp" type="token" m nCccurs="0"/>
<el enent nanme="pc" type="mark: pcType" m nCccurs="0"/>
<el enent nanme="cc" type="mark: ccType"/>
</ sequence>



</ conpl exType>
<conpl exType nane="cont act Type" >
<sequence>
<el ement nane="nane" type="token"/>
<el enent nanme="org" type="token" m nCccurs="0"/>
<el enent nanme="addr" type="tnNotice: addr Type"/>
<el enent nanme="voi ce" type="mark: el64Type"/>
<el enent nane="fax" type="mark: el64Type" m nCccurs="0"/>
<el enent nane="enmi | " type="mark: m nTokenType"/>
</ sequence>
<attribute name="type" type="mark:contact TypeType"/>
</ conpl exType>
<si nmpl eType nanme="i dType" >
<restriction base="token">
<pattern value="[a-fA-F0-9]{8}\d{1, 19}"/>
</restriction>
</ si npl eType>
</ schema>
<CODE ENDS>

| ANA Consi der ati ons

The code point assigned in support of this docurment is taken fromthe
wong point in the registration tree. Unfortunately, the code point
has al ready been deployed in the field without foll owing the proper
registration review process. The designated experts for the registry
have considered the issues that correcting this action would cause
for depl oyed inplementati ons and have consented to the continued use
of the code point.

Thi s docunent uses URNs to describe XML nanmespaces and XM. schenas
conformng to a registry nmechani smdescribed in [ RFC3688]. | ANA has
registered two URI assignnents as follows.

Trademar k C ai ns Noti ce nanespace:

URI: wurn:ietf:params:xm:ns:tm\otice-1.0
Regi strant Contact: |ETF <iesg@etf.org> and | CANN
<gl obal support @ cann. or g>
XM.:  None. Namespace URIs do not represent an XM. specification
Note: Note that this assignnent is nade fromthe wong point in the
tree in order to be consistent with depl oyed i npl enentati ons.

Trademark C ains Notice XM schenn:

URI: urn:ietf:parans: xm :schema:tm\otice-1.0

Regi strant Contact: |ETF <iesg@etf.org> and | CANN
<gl obal support @ cann. or g>

XM.:  See Section 7.1 of RFC 9361.

Note: Note that this assignnent is nmade fromthe wong point in the
tree in order to be consistent with depl oyed inpl enentati ons.

Security Considerations

Thi s specification uses HITP Basic Authentication to provide a sinple
application-layer authentication service. HITPS is used in al
interfaces in order to protect agai nst nost comon attacks. In
addition, the client identifier is tied to a set of |IP addresses that
are allowed to connect to the interfaces described in this docunent,
providing an extra security neasure.

The TMDB MUST provide credentials to the appropriate Registries and
Regi strars

The TMDB MUST require the use of strong passwords by Registries and
Regi strars.



The TMDB, Registries, and Registrars MJST use the best practices
described in [ RFC9325] or its successors.

Privacy Considerations

This specification defines the interfaces to support the

[ RPM Requirenments]. Legal docunents govern the interactions between
the different parties, and such | egal docunents nust ensure that
privacy-sensitive and/ or personal data receives the required
protection.
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