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I ntroduction

In situ Operations, Administration, and M ntenance (1 CAM ([ RFC9197]
[ RFC9326]) defines data fields that record QAMinformation within the
packet while the packet traverses a particular network domain, called
an "1 OAM Domai n". | OAM can conpl erent or replace ot her OAM

mechani snms, such as | CVP or other types of probe packets.

As specified in [ RFC9197], within the | OAM Donai n, the | OAM data may
be updated by network nodes that the packet traverses. The device
that adds an | OAM header to the packet is called an "I QAM

encapsul ati ng node". In contrast, the device that renobves an | OAM
header is referred to as an "1 OQAM decapsul ati ng node". Nodes within
the domain that are aware of | OAM data and that read, wite, and/or
process | OAM data are called "IOAMtransit nodes". | QAM

encapsul ati ng or decapsul ati ng nodes can al so serve as |OAM transit
nodes at the sane tine. |OAM encapsul ating or decapsul ati ng nodes
are also referred to as | OAM Donai n "edge devi ces”, which can be
hosts or network devices. [RFC9197] defines four |1 QOAM option types,
and [ RFC9326] introduces a new | OAM option type called the "Direct
Export (DEX) Option-Type", which is different fromthe other four

| OAM option types defined in [RFC9197] regarding how to collect the
operational and telemetry information defined in [ RFC9197].

As specified in [ RFC9197], IOAMis focused on "linmited donai ns" as
defined in [RFC8799]. In a limted domain, a control entity that has
control over every | OAM device may be deployed. |If that’'s the case,
the control entity can provision both the explicit transport path and
the 1 OAM header applied to the data packet at every | OAM

encapsul ati ng node.

In a case when a control entity that has control over every | OAM
device is not deployed in the | OAM Dorai n, the | OAM encapsul ati ng
node needs to discover the enabled | OAM capabilities at the | CAM
transit and decapsul ati ng nodes: for exanple, what types of | OAM
tracing data can be added or exported by the transit nodes al ong the
transport path of the data packet I1OAMis applied to. The | OAM
encapsul ati ng node can then add the correct | OAM header to the data
packet according to the discovered | OAM capabilities. Specifically,
the 1 OAM encapsul ati ng node first identifies the types and | engths of
| OAM options included in the |OAM data fields according to the

di scovered | OAM capabilities. Then the | OAM encapsul ati ng node can
add the | OAM header to the data packet based on the identified types
and | engths of 10OAM options included in the |OAM data fields. The

| OAM encapsul ati ng node nay use NETCONF/ YANG or | GP to discover these
| OAM capabilities. However, NETCONF/ YANG or | GP has sone
limtations:

*  When NETCONF/ YANG is used in this scenario, each | OAM
encapsul ati ng node (including the host when it takes the role of
an | OAM encapsul ati ng node) needs to inplement a NETCONF dient,
and each 1OQAM transit and | OAM decapsul ati ng node (including the
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host when it takes the role of an | OAM decapsul ati ng node) needs
to inplement a NETCONF Server, so conplexity can be an issue.
Furt hernore, each | OAM encapsul ati ng node needs to establish a
NETCONF Connection with each 1OAMtransit and | OAM decapsul ati ng
node, so scalability can be an issue.

* When IGP is used in this scenario, the | G® and | OAM Domai ns don’t
al ways have the sane coverage. For exanple, when the | OAM
encapsul ati ng node or the | OAM decapsul ating node is a host, the
availability can be an issue. Furthernore, it mght be too
challenging to reflect enabled | OAM capabilities at the | OAM
transit and | OAM decapsul ati ng node if these are controlled by a
| ocal policy depending on the identity of the | OAM encapsul ating
node.

Thi s docunent specifies formats and objects that can be used in the
ext ensi on of echo request/reply nmechanisns used in | Pv6 (including
Segment Routing over |IPv6 (SRv6) data plane), MPLS (including Segnent
Routing over MPLS (SR-MPLS) data plane), Service Function Chain
(SFC), and Bit Index Explicit Replication (BIER) environnents, which
can be used within the | OAM Donai n, allowi ng the | OAM encapsul ati ng
node to di scover the enabled | OAM capabilities of each | OAM transit
and | OAM decapsul ati ng node.

The foll owi ng docunents contain references to the echo request/reply
mechani sns used in I Pv6 (including SRv6), MPLS (including SR MPLS)
SFC, and BI ER environnents:

* "Internet Control Message Protocol (ICWPv6) for the Internet
Protocol Version 6 (IPv6) Specification" [RFC4443]

* "] Pv6 Node Information Queries" [RFC4620]
* "Extended |ICMP to Support Milti-Part Messages" [ RFC4884]
* "PROBE: A Utility for Probing Interfaces" [RFC8335]

* "Detecting Miultiprotocol Label Switched (MPLS) Data-Pl ane
Fai | ures" [ RFC8029]

* "Active OAM for Service Function Chaining (SFC" [OAM for-SFC|
* "BIER Ping and Trace" [BIER-PING

It is expected that the specification of the instantiation of each of
these extensions will be done in the formof an RFC jointly designed
by the working group that devel ops or naintains the echo request/
reply protocol and the |IETF | P Performance Measurenment (IPPM Wbrking
G oup.

In this docurment, note that the echo request/reply nmechani smused in
| Pv6 does not nean | CVPv6 Echo Request/Reply [ RFC4443] but does nean
| Pv6 Node Information Query/Reply [RFC4620].

Fate sharing is a comon requirement for all kinds of active QAM
packets, including echo requests. In this docunent, that nmeans an
echo request is required to traverse the path of an | OAM data packet.
Thi s requirenent can be achieved by, e.g., applying the sane explicit
pat h or ECWMP processing to both echo request and | OAM dat a packets.
Specifically, the sane ECMP processing can be applied to both echo
request and | OAM dat a packets, by popul ating the sane val ue or val ues
in any ECVMP affecting fields of the packets.

Conventi ons

Requi renment s Language



2.

3.

3.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.
2. Abbreviations

BIER Bit Index Explicit Replication

BGP: Border Gateway Protocol

DEX: Direct Export

ECMP:  Equal - Cost Multipath

E2E: Edge to Edge

ICMP: Internet Control Message Protoco

IGP. Interior Gateway Protoco

ICAM  In situ Operations, Adnministration, and M ntenance

LSP: Label Swi tched Path

MPLS: Ml tiprotocol Label Switching

MIU:  Maxi num Transmi ssion Unit

NETCONF:  Network Configuration Protoco

NTP: Network Tine Protocol

OAM  (Operations, Adm nistration, and Mi ntenance

PCEP: Path Conputation El enment Conmuni cation Protocol

PCSI X:  Portabl e Operating System Interface

POT:  Proof of Transit

PTP: Precision Tine Protoco

SoP: Size of POT

SR-MPLS: Segment Routing over MPLS

SRv6: Segnent Routing over |Pv6

SFC. Service Function Chain

TTL: Time to Live (this is also the Hop Linmit field in the |IPv6
header)

TSF: TimeStanp For nat
| OAM Capabilities Formats
1. 10AM Capabilities Query Container

For echo requests, the | OAM Capabilities Query uses a container that
has the follow ng format:

0 1 2 3
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Figure 1: | OAM Capabilities Query Container of an Echo Request

When this container is present in the echo request sent by an | OAM
encapsul ati ng node, the | OAM encapsul ati ng node requests that the
receiving node reply with its enabled | OAM capabilities. |If there is
no | OAM capability to be reported by the receiving node, then this
cont ai ner MJST be ignored by the receiving node. This means the
recei ving node MJST send an echo reply w thout |1 QAM capabilities or
no echo reply, in the light of whether the echo request includes
containers other than the | OAM Capabilities Query Container. A list
of | OAM Nanespace-1Ds (one or nore Nanespace-|Ds) MJST be included in
this container in the echo request; if present, the Default-
Nanespace-| D 0x0000 MUST be placed at the beginning of the list of

| OAM Nanespace-|1 Ds. The | OAM encapsul ati ng node requests only the
enabl ed | OAM capabilities that match one of the Nanespace-| Ds.

I ncl usi on of the Default-Nanmespace-1D 0x0000 elicits replies only for
capabilities that are configured with the Default-Nanmespace-I|D
0x0000. The Namespace-1D has the sanme definition as what's specified
in Section 4.3 of [RFC9197].

The 1 OAM Capabilities Query Contai ner has a contai ner header that is
used to identify the type and, optionally, the Iength of the

cont ai ner payload. The container payload (List of | OAM Nanespace-
IDs) is zero-padded to align with a 4-octet boundary. Since the

Def aul t - Nanespace-1 D 0x0000 i s nandated to appear first in the list,
any ot her occurrences of 0x0000 MUST be di sregarded.

The I ength, structure, and definition of the | OAM Capabilities Query
Cont ai ner Header depend on the specific deployment environment.

3.2. 1 0AM Capabilities Response Contai ner

For echo replies, the | OAM Capabilities Response uses a contai ner
that has the follow ng fornmat:

0 1 2 3

01234567890123456789012345678901
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| OAM Capabiliti es Response Contai ner Header
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Figure 2: | OAM Capabiliti es Response Container for an Echo Reply
When this container is present in the echo reply sent by an | OAM
transit node or | OAM decapsul ati ng node, the 1 OAM function is enabl ed
at this node, and this container contains the enabl ed | OAM
capabilities of the sender. A list of |10OAM capabilities objects (one

or nore objects) that contains the enabled | OAM capabilities MJST be
included in this container of the echo reply unless the sender



encounters an error (e.g., no matched Nanespace-I1D).

The |1 OAM Capabiliti es Response Contai ner has a contai ner header that
is used to identify the type and, optionally, the length of the
cont ai ner payload. The contai ner header MJST be defined such that it
falls on a 4-octet boundary.

The length, structure, and definition of the | OAM Capabilities
Response Cont ai ner Header depends on the specific depl oynent
envi ronnent.

Based on the |OAM data fields defined in [ RFC9197] and [ RFC9326], siXx
types of objects are defined in this docunent. The sanme type of

obj ect MAY be present in the | OAM Capabilities Response Contai ner
nmore than once, only if listed with a different Nanespace-|D.

Sinmlar to the container, each object has an object header that is
used to identify the type and | ength of the object payload. The
obj ect payl oad MJST be defined such that it falls on a 4-octet
boundary.

The I ength, structure, and definition of the object header depends on
the specific depl oynent environnent.

.2.1. 1OAM Pre-allocated Tracing Capabilities Object

0 1 2 3
01234567890123456789012345678901
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| OAM Pre-al |l ocated Tracing Capabilities Object Header
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Figure 3: | OAM Pre-allocated Tracing Capabilities Object

VWhen the 1 OAM Pre-all ocated Tracing Capabilities Cbject is present in
the 1 OAM Capabi lities Response Container, the sending node is an | OAM
transit node, and the 1 OAM pre-all ocated tracing function is enabled
at this |OAMtransit node.

The | OAM Trace-Type field has the same definition as what’'s specified
in Section 4.4 of [RFC9197].

The Reserved field MJST be zeroed on transm ssion and i gnored on
receipt.

The Wflag indicates whether Ingress_if_id is in short or wde
format. The Whbit is set if the Ingress_if_id is in wde format.
The Whbit is clear if the Ingress_if idis in short fornat.

The Nanespace-I1D field has the same definition as what’'s specified in
Section 4.3 of [RFC9197]. It MIST be one of the Nanespace-IDs listed
in the | OAM Capabilities Query Object of the echo request.

The Ingress_ MU field has 16 bits and specifies the MIU (in octets)
of the ingress interface fromwhich the sendi ng node received the
echo request.

The Ingress_if_id field has 16 bits (in short format) or 32 bits (in



wi de format) and specifies the identifier of the ingress interface
fromwhi ch the sending node received the echo request. |If the Whit
is cleared, the Ingress _if id field has 16 bits; then the 16 bits
following the Ingress_if_id field are reserved for future use, MJST
be set to zero, and MUST be ignored when non-zero.

.2.2. 1 OAM Increnental Tracing Capabilities bject
0 1 2 3
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Figure 4: 1 0AM Increnmental Tracing Capabilities hject

When the 1 0AM I ncrenental Tracing Capabilities Cbject is present in
the 1 OAM Capabi lities Response Container, the sending node is an | OAM
transit node, and the 10OAMincrenental tracing function is enabled at
this IOAM transit node.

The | OAM Trace-Type field has the same definition as what’'s specified
in Section 4.4 of [RFC9197].

The Reserved field MJST be zeroed on transm ssion and i gnored on
receipt.

The Wflag indicates whether Ingress_if_id is in short or wde
format. The Whbit is set if the Ingress_if_id is in wde format.
The Whbit is clear if the Ingress_if idis in short fornmat.

The Nanespace-I1D field has the same definition as what's specified in
Section 4.3 of [RFC9197]. It MIST be one of the Nanespace-IDs listed
in the | OAM Capabilities Query Object of the echo request.

The Ingress_ MU field has 16 bits and specifies the MIU (in octets)
of the ingress interface fromwhich the sendi ng node received the
echo request.

The Ingress_if_id field has 16 bits (in short format) or 32 bits (in
wi de format) and specifies the identifier of the ingress interface
fromwhich the sending node received the echo request. |f the Whit
is cleared, the Ingress _if id field has 16 bits; then the 16 bits
following the Ingress_if_id field are reserved for future use, MJST
be set to zero, and MUST be ignored when non-zero.

.2.3. 1 OAM Proof of Transit Capabilities Object

0 1 2 3

01234567890123456789012345678901

B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i
| OAM Proof of Transit Capabilities Object Header
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Figure 5: | OAM Proof of Transit Capabilities bject
When the | OAM Proof of Transit Capabilities Object is present in the
| OAM Capabiliti es Response Container, the sending node is an | OAM

transit node and the | OAM Proof of Transit function is enabl ed at
this |OAM transit node.

The Nanespace-ID field has the same definition as what’'s specified in
Section 4.3 of [RFC9197]. It MJIST be one of the Nanespace-IDs listed
in the | OAM Capabilities Query Object of the echo request.

The | CAM POT- Type field has the same definition as what’s specified
in Section 4.5 of [RFC9197].

The SoP (Size of POT) field has two bits that indicate the size of
"Pkt1 D' and "Cumul ative" data, which are specified in Section 4.5 of
[ RFC9197]. This document defines SoP as foll ows:

0b00: 64-bit "PktlID' and 64-bit "Cunul ative" data

0b01~0b11l: reserved for future standardi zation

The Reserved field MJST be zeroed on transm ssion and i gnored on
receipt.

.2.4. | OAM Edge-to-Edge Capabilities Object
0 1 2 3
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| OAM Edge-t o- Edge Capabiliti es Object Header
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Figure 6: | OAM Edge-to- Edge Capabilities Object

When t he | OAM Edge-t 0- Edge Capabilities Object is present in the | OAM

Capabi liti es Response Container, the sending node is an | OAM

decapsul ati ng node and | OAM edge-to-edge function is enabled at this

| OAM decapsul ati ng node.

The Nanespace-I1D field has the same definition as what's specified in

Section 4.3 of [RFC9197]. It MJIST be one of the Nanespace-IDs listed

in the | OAM Capabilities Query Object of the echo request.

The | OAM E2E- Type field has the sanme definition as what's specified
in Section 4.6 of [RFC9197].

The TSF field specifies the tinestanp format used by the sending
node. Aligned with three possible timestanp formats specified in
Section 5 of [RFC9197], this docunent defines TSF as foll ows:
0b00: PTP truncated tinmestanp format

Ob01: NTP 64-bit timestanp format

0b10: POSI X-based tinmestanp fornmat

Ob1l: Reserved for future standardi zati on

The Reserved field MJST be zeroed on transm ssion and i gnored on



receipt.
3.2.5. | OAM DEX Capabilities Ohject
0 1 2 3
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| OAM DEX Capabilities Object Header
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Figure 7: | OAM DEX Capabilities nject

VWhen the 1 OAM DEX Capabilities Cbject is present in the | OQAM

Capabi liti es Response Container, the sending node is an |OAM transit
node and the 10OAM direct exporting function is enabled at this | OAM
transit node.

The | OAM Trace-Type field has the same definition as what’'s specified
in Section 3.2 of [RFC9326].

The Nanespace-ID field has the same definition as what's specified in
Section 4.3 of [RFC9197]. It MJIST be one of the Nanespace-IDs listed
in the | OAM Capabilities Query Object of the echo request.

The Reserved field MJST be zeroed on transm ssion and ignored on
receipt.

3.2.6. | OAM End- of - Donai n Obj ect

0 1 2 3
01234567890123456789012345678901
e i S T S S T T S i S S S S

| OAM End- of - Domai n Obj ect Header
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Fi gure 8: | OAM End- of - Domai n Obj ect

When the | OAM End- of - Dormmai n Cbject is present in the | QAM

Capabi liti es Response Container, the sending node is an | OAM

decapsul ati ng node. Unless the | OAM Edge-t o- Edge Capabilities Object
is present, which also indicates that the sending node is an | OAM
decapsul ati ng node, the | OAM End- of - Donai n Obj ect MJST be present in
the 1 OAM Capabi liti es Response Contai ner sent by an | OAM

decapsul ati ng node. When the | OAM edge-to-edge function is enabl ed
at the |1 OAM decapsul ati ng node, including only the | QAM Edge-t o- Edge
Capabilities nject, not the | OAM End- of -Domain Object, is
RECOMVENDED.

The Nanespace-I1D field has the same definition as what's specified in
Section 4.3 of [RFC9197]. It MJIST be one of the Nanespace-IDs listed
in the | OAM Capabilities Query Cont ai ner.

Reserved field MJST be zeroed on transm ssion and i gnhored on receipt.

4. Operational CGuide
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Once the | OAM encapsul ating node is triggered to di scover the enabled
| OAM capabilities of each IOAMtransit and | OAM decapsul ati ng node,
the |1 OAM encapsul ati ng node will send echo requests that include the
| OAM Capabilities Query Container as follows:

* First, with TTL equal to 1 to reach the cl osest node (which may or
may not be an |OAM transit node).

* Then, with TTL equal to 2 to reach the second-nearest node (which
al so may or nmay not be an |OAM transit node).

* Then, further increasing by 1 the TTL every time the | GAM
encapsul ati ng node sends a new echo request, until the | OAM
encapsul ati ng node receives an echo reply sent by the | OAM
decapsul ati ng node (which contains the | OAM Capabilities Response
Cont ai ner including the | OAM Edge-t o- Edge Capabilities hject or
t he | OAM End- of - Domai n (bj ect) .

As a result, the echo requests sent by the | OAM encapsul ati ng node
will reach all nodes one by one along the transport path of | OAM data
packet .

Alternatively, if the | OAM encapsul ati ng node knows precisely all the
ICAM transit and | OAM decapsul ati ng nodes beforehand, once the | QAM
encapsul ating node is triggered to di scover the enabled | CAM
capabilities, it can send an echo request to each |OAMtransit and

| OAM decapsul ati ng node directly, w thout TTL expiration.

The |1 OAM encapsul ati ng node may be triggered by the device

adm ni strator, the network nanagement system the network controller,
or data traffic. The specific triggering nmechanisnms are outside the
scope of this docunent.

Each IOAM transit and | OAM decapsul ati ng node that receives an echo
request containing the |1 OAM Capabilities Query Container will send an
echo reply to the | OAM encapsul ati ng node. For the echo reply, there
is an | OAM Capabilities Response Container containing one or nore

oj ects. The | OAM Capabilities Query Container of the echo request
woul d be ignored by the receiving node unaware of | QAM

Note that the mechani smdefined in this docunent applies to all Kkinds
of | OAM option types, whether the four types of | QAM options defined
in [RFCO197] or the DEX type of |1 OQAM option defined in [ RFC9326].
Specifically, when applied to the | OAM DEX option, the mechani sm

all ows the | OAM encapsul ati ng node to di scover whi ch nodes al ong the
transport path support | OAM direct exporting and which trace data
types are supported to be directly exported at these nodes.

I ANA Consi derations
| ANA has created a registry naned "In Situ OAM (1 OAM) Capabilities".
This registry includes the foll ow ng subregistries:
* | OAM SoP Capability
* | OAM TSF Capability
The subsequent subsections detail the registries herein contained.
Consi dering the Containers/(bjects defined in this docunment that
woul d be carried in different types of Echo Request/Reply nessages,
such as ICMPv6 or LSP Ping, it is intended that the registries for

Cont ai ner/ OGbj ect Type woul d be requested in subsequent docunents.

| OAM SoP Capability Registry



This registry defines four codepoints for the | OAM SoP Capability
field for identifying the size of "PktlID' and "Cunul ative" data as
expl ained in Section 4.5 of [RFC9197].

A new entry in this registry requires the follow ng fields:

* SoP (Size of POT): a 2-bit binary field as defined in
Section 3.2.3.

* Description: a terse description of the nmeaning of this SoP val ue.

The registry initially contains the foll ow ng val ue:

[ bl s sy
| SoP | Description |
| Ob0OO | 64-bit "PktID' and 64-bit "Curul ative" data |
R oo e m e e e e e e e e e e e e e e e e e e e e e e e +

Table 1: SoP and Description

Ob01 - Obl1l are avail able for assignment via the | ETF Revi ew process
as per [RFC8126].

5.2. |1 OAM TSF Capability Registry
This registry defines four codepoints for the | OAM TSF Capability
field for identifying the timestanp format as explained in Section 5
of [ RFC9197].

A new entry in this registry requires the follow ng fields:

* TSF (TimeStanp Format): a 2-bit binary field as defined in
Section 3.2.4.

* Description: a terse description of the meaning of this TSF val ue.

The registry initially contains the foll owi ng val ues:

| TSF | Description |
[ gttty e p—p—p—p—_—(—(——(—(—(———(——(———————r
| Ob00 | PTP Truncated Timestanp Format |
T O S +
| ObO1 | NTP 64-bit Tinmestanp Format |
oo e +
| Ob10 | POCSI X-based Ti nestanp For mat |
R o e e e e e e e e e e e o m o +

Table 2: TSF and Description

Ob11 is available for assignhment via the | ETF Revi ew process as per
[ RFC8126] .

6. Security Considerations

Overall, the security needs for | QAM capabilities query mechani sns
used in different environments are sinlar.

To avoid potential Denial-of-Service (DoS) attacks, it is RECOMVENDED
that inplenmentations apply rate-limting to incom ng echo requests
and replies.

To protect against unauthorized sources using echo request nessages
to obtain | OAM Capabilities information, inplementations MJST provide
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a means of checking the source addresses of echo request nmessages
agai nst an access list before accepting the nessage.

A depl oyment MUST ensure that border-filtering drops inbound echo
requests with an | OAM Capabilities Contai ner Header from outside of
the domain and that drops outbound echo requests or replies with | OAM
Capabi lities Headers |eaving the domain.

A depl oynent MUST support the configuration option to enable or

di sable the | OAM Capabilities Discovery feature defined in this
docunent. By default, the | OAM Capabilities Di scovery feature MJST
be di sabl ed.

The integrity protection on | OAM Capabilities information carried in
echo reply nessages can be achieved by the underlying transport. For
exanple, if the environnment is an | Pv6 network, the | P Authentication
Header [RFC4302] or |P Encapsul ating Security Payl oad Header

[ RFC4303] can be used.

The collected | OAM Capabilities information by queries nmay be
considered confidential. An inplenentation can use secure underlying
transport of echo requests or replies to provide privacy protection
For exanple, if the environment is an | Pv6 network, confidentiality
can be achi eved by using the | P Encapsul ating Security Payl oad Header
[ RFC4303] .

An inplenentation can also directly secure the data carried in echo
requests and replies if needed, the specific mechani smon howto
secure the data is beyond the scope of this docunent.

An i nmpl enentation can al so check whether the fields in received echo
requests and replies strictly conformto the specifications, e.g.,
whet her the list of | OAM Namespace-1Ds includes duplicate entries and
whet her the received Nanespace-ID is an operator-assi gned or | ANA-
assi gned one, once a check fails, an exception event indicating the
checked field should be reported to the nmanagenent.

Except for what’'s described above, the security issues discussed in
[ RFC9197] provi de good gui dance on inplenentation of this
speci fication.

Ref er ences
1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www.rfc-editor.org/info/rfc2119>

[ RFC8126] Cotton, M, Leiba, B., and T. Narten, "QGuidelines for
Witing an | ANA Consi derations Section in RFCs", BCP 26,
RFC 8126, DO 10.17487/ RFC8126, June 2017,
<https://www.rfc-editor.org/info/rfc8126>

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>

[ RFC9197] Brockners, F., Ed., Bhandari, S., Ed., and T. M zrahi
Ed., "Data Fields for In Situ Operations, Adm nistration,
and Mui ntenance (1OCAM ", RFC 9197, DO 10.17487/ RFC9197,
May 2022, <https://ww.rfc-editor.org/info/rfc9197>

[ RFC9326] Song, H., Gafni, B., Brockners, F., Bhandari, S., and T.
M zrahi, "In Situ Operations, Adm nistration, and



Mai nt enance (1 CAM) Direct Exporting”, RFC 9326,
DO 10.17487/ RFC9326, Novenber 2022,
<https://www. rfc-editor.org/info/rfc9326>.

7.2. Informative References

[ Bl ER- Pl NG

Nai nar, N. K, Pignataro, C, Akiya, N., Zheng, L., Chen,
M, and G Mrsky, "BIER Ping and Trace", Wrk in
Progress, Internet-Draft, draft-ietf-bier-ping-08, 6 March
2023, <https://datatracker.ietf.org/doc/htm/draft-ietf-

bi er - pi ng- 08>.

[ OAM f or - SFC]

[ RFC4302]

[ RFC4303]

[ RFC4443]

[ RFC4620]

[ RFCA884]

[ RFC3029]

[ RFC8335]

[ RFC8799]

Mrsky, G, Meng, W, Ao, T., Khasnabish, B., Leung, K,
and G Mshra, "Active OAMfor Service Function Chaining
(SFO ", Work in Progress, Internet-Draft, draft-ietf-sfc-
mul ti-layer-oam 23, 23 March 2023,
<https://datatracker.ietf.org/doc/htm/draft-ietf-sfc-
mul ti-Iayer-oam 23>,

Kent, S., "IP Authentication Header", RFC 4302,
DO 10.17487/ RFC4302, Decenber 2005,
<https://ww.rfc-editor.org/info/rfc4302>.

Kent, S., "IP Encapsul ating Security Payl oad (ESP)",
RFC 4303, DO 10. 17487/ RFC4303, December 2005,
<https://www. rfc-editor.org/info/rfc4303>.

Conta, A., Deering, S., and M Qupta, Ed., "Internet
Control Message Protocol (1CWPv6) for the Internet
Prot ocol Version 6 (IPv6) Specification", STD 89,
RFC 4443, DO 10. 17487/ RFC4443, March 2006,
<https://www. rfc-editor.org/info/rfc4443>.

Crawford, M and B. Haberman, Ed., "IPv6 Node Information
Queries", RFC 4620, DO 10.17487/ RFC4620, August 2006,
<https://ww.rfc-editor.org/info/rfc4620>.

Bonica, R, Gan, D., Tappan, D., and C. Pignataro,
"Extended I CVP to Support Milti-Part Messages", RFC 4884,
DO 10.17487/ RFCA884, April 2007,
<https://www.rfc-editor.org/info/rfc4884>.

Konpella, K, Swallow, G, Pignataro, C., Ed., Kumar, N.,
Aldrin, S., and M Chen, "Detecting Miltiprotocol Label
Swi tched (MPLS) Data-Pl ane Fail ures", RFC 8029,

DA 10.17487/ RFC8029, March 2017,
<https://www.rfc-editor.org/info/rfc8029>.

Boni ca, R, Thomas, R, Linkova, J., Lenart, C., and M
Boucadair, "PROBE: A Uility for Probing Interfaces"”,
RFC 8335, DO 10. 17487/ RFC8335, February 2018,
<https://ww.rfc-editor.org/info/rfc8335>.

Carpenter, B. and B. Liu, "Limted Donai ns and I nternet
Protocol s", RFC 8799, DO 10.17487/RFC8799, July 2020,
<https://www. rfc-editor.org/info/rfc8799>.

Acknowl edgenent s

The authors would like to acknow edge Ti anran Zhou, Dhruv Dhody,
Frank Brockners, Cheng Li, Gyan M shra, Marcus |hlar, Mrtin Duke,

Chris Lonvi

ck, ric Wncke, Alvaro Retana, Paul Wuters, Roman

Danyliw, Lars Eggert, Warren Kumari, John Scudder, Robert WIton,

Eri k Kline,

Zaheduzzanman Sarker, Mirray Kucherawy, and Donal d



East| ake 3rd for their careful review and hel pful conments.

The authors appreciate the f2f discussion with Frank Brockners on
this docunent.

The authors would like to acknow edge Tomry Pauly and lan Swett for
their good suggesti on and gui dance.

Aut hors’ Addr esses

Xiao M n

ZTE Cor p.

Nanj i ng

Chi na

Phone: +86 25 88013062
Email : xiao.m n2@te.comcn

G eg Mrsky

Ericsson

United States of America
Emai | : gregimrsky@nuil.com

Lei Bo

Chi na Tel ecom

Bei jing

Chi na

Phone: +86 10 50902903

Emai |l : | ei bo@hi nat el ecom cn



