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Abstract

Thi s docunent describes how to extend the Path Conputation El enent
Conmruni cati on Protocol (PCEP) association nmechani smintroduced by RFC
8697 to further associate sets of Label Switched Paths (LSPs) with a
hi gher-1evel structure such as a Virtual Network (VN) requested by a
customer or application. This extended associati on mechani smcan be
used to facilitate control of a VN using the PCE architecture.
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I ntroduction

The Path Conputation El enent Communi cation Protocol (PCEP) provides
mechani sms for Path Conputation Elements (PCEs) to perform path
computations in response to requests fromPath Conputation Cients
(PCCs) [ RFC5440].

[ RFC8051] describes general considerations for a stateful PCE

depl oynent and exanmines its applicability and benefits as well as its
chall enges and limitations through a nunmber of use cases. [RFC8231]
describes a set of extensions to PCEP to provide stateful control

For its conputations, a stateful PCE has access to not only the
information carried by the network’s Interior Gateway Protocol (IGP)
but also the set of active paths and their reserved resources. The
additional state allows the PCE to conpute constrained paths while
consi dering individual Label Switched Paths (LSPs) and their

i nteractions.

[ RFC8281] describes the setup, maintenance, and teardown of PCE-
initiated LSPs under the stateful PCE nodel.

[ RFC8697] introduces a generic nechanismto create a groupi ng of
LSPs. This grouping can then be used to define associ ati ons between
sets of LSPs or between a set of LSPs and a set of attributes.

[ RFC8453] introduces a franmework for Abstraction and Control of TE
Net wor ks (ACTN) and describes various VN operations initiated by a
customer or application. A VNis a customer view of the TE network.
Dependi ng on the agreement between client and provider, various VN
operations and VN views are possible.

[ RFC8637] exam nes the PCE and ACTN architectures and descri bes how
the PCE architecture is applicable to ACTN. [RFC6805] and [ RFC8751]
describe a hierarchy of stateful PCEs with the parent PCE

coordi nating multi-domain path conputation functions between child
PCEs, thus making it the base for PCE applicability for ACTN. As

[ RFC8751] explains, in the context of ACTN, the child PCE is
identified with the Provisioning Network Controller (PNC), and the
parent PCE is identified with the Multi-Domain Service Coordinator
(MDSCO) .

In this context, there is a need to associate a set of LSPs with a VN
"construct"” to facilitate VN operations in the PCE architecture.

This association allows a PCE to identify which LSPs belong to a
certain VN. The PCE could then use this association to optinize all
LSPs belonging to the VN at once. The PCE could further take VN
specific actions on the LSPs, such as rel axing constraints, taking
policy actions, setting default behavior, etc.

Thi s docunent specifies a PCEP extension to associate a set of LSPs
based on their VN

Ter m nol ogy



Thi s docunent uses term nol ogy from [ RFC4655], [RFC5440], [RFC6805],
[ RFC8231], and [ RFC8453].

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Qperation Overview

As per [RFCB8697], LSPs are associated with other LSPs with which they
interact by adding themto a conmpbn associ ati on group

An associ ation group based on VN is useful for various optinzations
that shoul d be applied by considering all the LSPs in the
association. This includes, but is not limted to, the foll ow ng:

Pat h Conputation: Wen conputing a path for an LSP, it is useful to
anal yze the inpact of this LSP on the other LSPs bel onging to the
sane VN. The aimwould be to optim ze all LSPs belonging to the
VN rather than a single LSP. Also, the optimzation criteria
(such as mnimzing the | oad of the nost |oaded |ink (ML)

[ RFC5541]) could be applied for all the LSPs belonging to the VN
identified by the VN associ ation

Path Reoptim zation: The PCE would like to use advanced path
comput ation algorithnms and optim zation techniques that consider
all the LSPs belonging to a VN and optimnmize themall together
during the path reoptim zation.

In this docurment, we define a new association group called the "VN
Associ ation Group (VNAG". This grouping is used to define the
associ ation between a set of LSPs and a VN.

The ASSOCI ATI ON obj ect contains a field to identify the type of
association, and this docunent defines a new Associ ation Type val ue
of 7 to indicate that the association is a "VN Association". The
Association lIdentifier in the ASSOCI ATI ON object is the VNAG
Identifier and is handled in the same way as the generic Association
Identifier defined in [ RFC8697].

In this docurment, "VNAG object"” refers to an ASSCCI ATI ON object with
the Association Type set to "VN Association" (7).

Local policies on the PCE define the conputational and optim zation
behavi or for the LSPs in the VNN An LSP MJUST NOT belong to nore than
one VNAG If an inplenentation encounters nore than one VNAG obj ect
in a PCEP nessage, it MJST process the first occurrence, and it MJST
i gnore the others.

[ RFC8697] specifies the nechani sm by which a PCEP speaker can
adverti se which Association Types it supports. This is done using
the ASSCC- Type-List TLV carried within an OPEN object. A PCEP
speaker MJST include the VN Association Type (7) in the ASSCOC Type-
Li st TLV before using the VNAG object in a PCEP nessage. As per

[ RFC8697], if the inplenmentation does not support the VN Association
Type, it will return a PCErr nmessage with Error-Type=26 (Association
Error) and Error-val ue=1 (Association Type is not supported).

The Association lIdentifiers (VNAG IDs) for this Association Type are
dynanmic in nature and created by the parent PCE (MDSC) based on the
VN operations for the LSPs belonging to the same VN. Qperator
configuration of VNAG IDs is not supported, so there is no need for
an Operator-configured Association Range to be set. Thus, the VN



Associ ation Type (7) MJST NOT be present in the Operator-configured
Associ ation Range TLV if that TLV is present in the OPEN object. |If
an i npl ementation encounters the VN Association Type (7) in an
Oper at or-confi gured Associ ati on Range TLV, it MJST ignore the

associ ated Start-Assoc-1D and Range val ues.

This association is useful in a PCEP session between a parent PCE
(MDSC) and a child PCE (PNC). Wen conputing the path, the child PCE
(PNC) refers to the VN association in the request fromthe parent PCE
(MDSC) and maps the VN to the associated LSPs and network resources.
From the perspective of the parent PCE, it receives a VN creation
request fromits customer, with the VN uniquely identified by the
associ ation paranmeters (Section 6.1.4 of [RFC8697]) in the VNAG or
the Virtual Network Identifier encoded in the VI RTUAL- NETWORK- TLV.
This VN may conprise multiple LSPs in the network in a single domain
or across multiple domains. The parent PCE sends a PClnitiate
message with this association information in the VNAG object. This
in effect binds an LSP that is to be instantiated at the child PCE
with the VN. The VN association informati on MUST be included as a
part of the first PCRpt nessage. Figure 1 shows an exanple of a
typical VN operation using PCEP. It is worth noting that in a nulti-
domain scenario, the different domains are controlled by different
child PCEs. |In order to set up the cross-domain tunnel, multiple
segnments need to be stitched by the border nodes in each domain that
receive the instruction fromtheir child PCE (PNC).
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MDSC -> parent PCE
PNC -> child PCE
MPI  -> PCEP

Figure 1: Example of VN Operations in H PCE (Hierarchical PCE)
Architecture

Whenever changes occur with the instantiated LSP in a domai n network,
the domain child PCE reports the changes using a PCRpt nessage in

whi ch the VNAG object indicates the relationship between the LSP and
the VN



VWhenever an update occurs with VNs in the parent PCE (due to the
custoner’s request), the parent PCE sends a PCUpd nessage to inform
each affected child PCE of this change.

Ext ensi ons to PCEP
The VNAG uses the generic ASSCOCI ATI ON obj ect [ RFC8697].

Thi s docunent defines one new nandatory TLV called the "VI RTUAL-
NETWORK- TLV'. Optionally, the new TLV can be jointly used with the
exi sting VENDOR- | NFORVATI ON- TLV specified in [RFC7470] as descri bed
bel ow

VI RTUAL- NETWORK- TLV:  Used to communi cate the Virtual Network
Identifier.

VENDOR- | NFORMATI ON- TLV:  Used to conmuni cate arbitrary vendor-
speci fic behavioral information, as described in [RFC7470].

The format of the VI RTUAL- NETWORK-TLV is as foll ows.

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Type=65 | Length |
el i I e i it T e e e e i i T o S e e S e T R R
I I
/1 Virtual Network ldentifier /1

B i aT T e e o S o S S S I T et sl o ST S S S S S S
Figure 2: Format of the VI RTUAL- NETWORK- TLV
Type (16 bits): 65

Length (16 bits): Indicates the length of the value portion of the
TLV in octets and MJST be greater than 0. The TLV MJST be zero-
padded so that the TLV is 4-octet aligned.

Virtual Network Identifier (variable): A synbolic name for the VN
that uniquely identifies the VN. It SHOULD be a string of
printable ASCI| [RFC0020] characters (i.e., 0x20 to Ox7E), wi thout
a NULL termnator. The Virtual Network Identifier is a human-
readabl e string that identifies a VN It can be specified with
the association information, which may be conveyed in a VENDOR-
| NFORMATI ON- TLV.  An i npl enent ati on uses the Virtual Network
Identifier to maintain a mapping to the VNAG and the LSPs
associated with the VN The Virtual Network Identifier MAY be
specified by the custoner, set via an operator policy, or auto-
generated by the PCEP speaker.

The VI RTUAL- NETWORK- TLV MJUST be included in VNAG object. |f a PCEP
speaker receives the VNAG object without the VI RTUAL- NETWORK- TLV, it
MUST send a PCErr nessage with Error-Type=6 (Mandatory Object

m ssing) and Error-val ue=18 (VI RTUAL- NETWORK- TLV ni ssing) and cl ose
t he session.

The format of VENDOR- | NFORMATI ON-TLV is defined in [ RFC7470].

If a PCEP speaker receives a VNAG object with a TLV that violates the
rules specified in this docunent, the PCEP speaker MJST send a PCErr
message with Error-Type=10 (Reception of an invalid object) and
Error-val ue=11 (Mal fornmed object) and MJUST cl ose the PCEP session.

Security Considerations
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The security considerations described in [ RFC5440], [RFC8231], and
[ RFC8281] apply to the extensions defined in this docunent as well.

Thi s docunent introduces the VN Association Type (7) for the

ASSCCI ATI ON obj ect. Additional security considerations related to
LSP associations due to a malicious PCEP speaker are described in

[ RFC8697] and apply to the VN Association Type. Hence, securing the
PCEP session using Transport Layer Security (TLS) [RFC8253] is
RECOMVENDED.

I ANA Consi derations
ASSCCI ATI ON hj ect Type | ndi cat or
| ANA has assigned the follow ng new value in the "ASSCCI ATI ON Type

Fi el d* subregistry within the "Path Conputation El enent Protocol
(PCEP) Nunbers" registry:

B el s el
| Value | Nane | Reference |
=4 ————————————————{———————————+
| 7 | VN Association | RFC 9358 |
+----- - S I A ] I +

Table 1
PCEP TLV Type | ndi cat or
I ANA has assigned the foll owing new value in the "PCEP TLV Type

I ndi cators" subregistry within the "Path Conmputation El emrent Protocol
(PCEP) Nunbers" registry:

=4 - ——————————{———————————+
| Value | Nane | Reference |
[ ool ool oo o}
| 65 | VI RTUAL- NETWORK- TLV | RFC 9358 |
+------- B F--- - - - +
Table 2
PCEP Error

| ANA has all ocated the followi ng new error value in the "PCEP- ERROR
oj ect Error Types and Val ues" subregistry within the "Path
Conput ati on El enent Protocol (PCEP) Nunbers" registry:

[ oo s sl oo sl e oo U

| Error-Type | Meaning | Error-value | Reference |

[ e s e el s s s e el s ety

| 6 | Mandatory | 18: VI RTUAL- | RFC 9358 |

| | Object missing | NETWORK-TLV m ssing | |

I I I Feom e e e e e e e - - I +
Tabl e 3

Manageabi |l ity Consi derations
Control of Function and Policy

An operator MJST be allowed to mark LSPs that belong to the same VN
This could al so be done automatically based on the VN configuration.

I nformati on and Dat a Model s

The PCEP YANG nodul e [ PCE- PCEP- YANG shoul d support the association
bet ween LSPs i ncluding VN associ ati on.



.3. Liveness Detection and Mnitoring

Mechani sns defined in this docunent do not inply any new |iveness
detection and nonitoring requirenents in addition to those already
listed in [ RFC5440].

.4. Verification of Correct Operations

Mechani sns defined in this docunent do not inply any new operation
verification requirements in addition to those already listed in

[ RFC5440] .

.5. Requirenents on O her Protocols

Mechani sns defined in this docunent do not inply any new requirenents
on ot her protocols.

.6. Impact on Network Operations

[ RFC8637] describes the network operations when PCE is used for VN

operati ons.

Section 3 further specifies the operations when VN

associ ati ons are used.
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