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Abst ract
There are depl oynents where the Layer 3 (L3) interface on which OSPF

operates is a Layer 2 (L2) interface bundle. Existing OSPF
adverti senents only support advertising link attributes of the L3

interface. |If entities external to OSPF wish to control traffic
flows on the individual physical links that conprise the L2 interface
bundle, link attribute information for the bundl e nenbers is
required.

Thi s docunent defines the protocol extensions for OSPF to advertise
the link attributes of L2 bundle nmenbers. The document al so

specifies the advertisenent of these OSPF extensions via the Border
Gat eway Protocol - Link State (BGP-LS) and thereby updates RFC 9085.
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I nt roduction

There are depl oynents where the L3 interface on which an OSPF

adj acency is established is a L2 interface bundle, for instance, a

Li nk Aggregation G oup (LAG [I|EEE802.1AX]. This reduces the nunber
of adjacencies that need to be maintained by the OSPF protocol in
cases where there are parallel |inks between the neighbors. Entities
external to OSPF such as Path Conputation El enments (PCEs) [RFC4655]
may wish to control traffic flows on individual L2 nenber |inks of
the underlying bundle interface (e.g., LAG. To do so, link
attribute information for individual bundle nenbers is required. The
prot ocol extensions defined in this docunment provide the neans to
advertise this information.

Thi s docunment defines sub-TLVs to advertise link attribute
informati on for each of the L2 bundl e nenbers that conprise the L3
interface on which OSPF operates. Similar capabilities were
introduced for 1S-1S in [RFC3668].

[ RFC8665] and [ RFC8666] i ntroduced the Adjacency Segnent Identifier
(Adj-SID) link attribute for OSPFv2 and OSPFv3, respectively, which
can be used as an instruction to forward traffic over a specific link
[ RFC8402]. This document enabl es the advertisenent of the Adj-SIDs
usi ng the sane Adj-SID sub-TLV at the granularity |evel of each L2
bundl e nenber link so that traffic my be steered over that specific
nmenber i nk.

Note that the advertisements at the L2 bundl e menber link |eve
defined in this docunent are intended to be provided to entities
external to OSPF and do not alter or change the OSPF route
computation. The following items are intentionally not defined in
and are outside the scope of this docunent:

* What link attributes will be advertised. This is determ ned by
the needs of the external entities.

* A mnimmor default set of |ink attributes.
* How these attributes are configured.
*  How the advertisenents are used.

* \What inpact the use of these advertisements may have on traffic
flow in the network

* How the advertisenments are passed to external entities.

BGP Link State (BGP-LS) [RFC7752] was extended for the adverti senent
of L2 bundle nmenbers and their attributes in [ RFC9085], which covered
only I1S-1S. This docunent updates [ RFC9085] by specifying the
advertisenent from OSPF (refer to Section 3).

.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here



2.

L2 Bundl e Menber Attri butes

A new L2 Bundl e Menber Attributes sub-TLV is introduced to advertise
L2 bundl e menber attributes in both GSPFv2 and OSPFv3. |In the case
of OSPFv2, this sub-TLV is an optional sub-TLV of the OSPFv2 Extended
Link TLV that is used to describe |link attributes via the OSPFv2

Ext ended Link Opaque LSA (Link State Advertisenent) [RFC/684]. In
the case of OSPFv3, this sub-TLV is an optional sub-TLV of the

Rout er-Li nk TLV of the OSPFv3 E- Router-LSA [ RFC8362] .

When the OSPF adj acency is associated with an L2 bundle interface,
this sub-TLV is used to advertise the underlying L2 bundl e nmemnber
links along with their respective link attributes. The inclusion of
this information inplies that the identified link is a nenber of the
L2 bundl e associated with an OGSPF L3 |link and that the menber link is
operationally up. Therefore, advertisenents of nenber |inks MJUST NOT
be done when the nenber |ink becones operationally down or is no

| onger a nmenber of the identified L2 bundle.

The advertisenent of the L2 Bundl e Menber Attributes sub-TLV may be
asymmetric for an OSPF |ink, depending on the underlying L2
connectivity, i.e., advertised by the router on only one end.

The L2 Bundl e Menmber Attributes sub-TLV has the followi ng format:

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| Type | Length |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| L2 Bundl e Menber Descri ptor |
B T S i T s i i e e SEI S
| Menber Link Attribute sub-TLVs (vari able) /1
I S i o T s S S S e s s T

Figure 1: L2 Bundl e Menber Attributes Sub-TLV For nmat
Wher e:
Type: 24 for OSPFv2 and 29 for OSPFv3

Length: The total length (in octets) of the value portion of the TLV
i ncludi ng nested sub-TLVs.

L2 Bundl e Menmber Descriptor: A 4-octet link-local identifier for the
menber link. This identifier is described as "link l|oca
identifier" in [ RFC4202] and used as "Local Interface ID" in
[ RFC8510] .

Link attributes for L2 bundl e nenber |inks are advertised as sub-TLVs
of the L2 Bundl e Menber Attributes sub-TLV.

In the case of OSPFv2, the L2 Bundle Menber Attributes sub-TLV shares
the sub-TLV space of the Extended Link TLV, and the sub-TLVs of the
Ext ended Link TLV MAY be used to describe the attributes of the
menber link. Table 1 lists sub-TLVs and their applicability for L2
bundl e nenber links. The sub-TLVs that are not applicable MJST NOT
be used as sub-TLVs for the L2 Bundl e Menber Attributes sub-TLV.
Speci fications that introduce new sub-TLVs of the Extended Link TLV
MUST indicate their applicability to the L2 Bundl e Menmber Attributes
sub-TLV. Typically, attributes that have L3 semantics woul d not be
applicable, but L2 attributes would apply. An inplenentation MJST

i gnore any sub-TLVs received that are not applicable in the context
of the L2 Bundl e Menber Attributes sub-TLV.



| Value | Description

+:::::::+::::::::::::::::::::::::::::::::::::::L:::::::::::::::+
| 1 | SID Label | N |
Fomm o - o m m e e e e e e e e e e e e eaao o o +
| 2 | Adj-SID | Y |
N o m e e e e e e e e e e e e e e e e e e o o m e e e oo - +
| 3 | LAN Adj - SI D/ Label | Y |
AR, o e e e e e e e e e e m e ao- - S +
| 4 | Network-to-Router Metric | N |
Fomm o - o m m e e e e e e e e e e e e eaao o o +
| 5 | RTM Capability | N |
N o m e e e e e e e e e e e e e e e e e e o o m e e e oo - +
| 6 | OSPFv2 Link MSD | N |
AR, o e e e e e e e e e e m e ao- - S +
| 7 | Graceful -Li nk- Shut down | N |
Fomm o - o m m e e e e e e e e e e e e eaao o o +
| 8 | Renote | Pv4 Address | N |
N o m e e e e e e e e e e e e e e e e e e o o m e e e oo - +
| 9 | Local/Renote Interface ID | N |
AR, o e e e e e e e e e e m e ao- - S +
| 10 | Application-Specific Link Attributes | Y |
Fomm o - o m m e e e e e e e e e e e e eaao o o +
| 11 | Shared Risk Link G oup | Y |
N o m e e e e e e e e e e e e e e e e e e o o m e e e oo - +
| 12 | Unidirectional Link Delay | Y |
AR, o e e e e e e e e e e m e ao- - S +
| 13 | Mn/Max Unidirectional Link Delay | Y |
Fomm o - o m m e e e e e e e e e e e e eaao o o +
| 14 | Unidirectional Delay Variation | Y |
N o m e e e e e e e e e e e e e e e e e e o o m e e e oo - +
| 15 | Unidirectional Link Loss | Y |
AR, o e e e e e e e e e e m e ao- - S +
| 16 | Unidirectional Residual Bandw dth | Y |
Fomm o - o m m e e e e e e e e e e e e eaao o o +
| 17 | Unidirectional Avail able Bandwi dth | Y |
N o m e e e e e e e e e e e e e e e e e e o o m e e e oo - +
| 18 | Unidirectional Utilized Bandw dth | Y |
AR, o e e e e e e e e e e m e ao- - S +
| 19 | Administrative Goup | Y |
Fomm o - o m m e e e e e e e e e e e e eaao o o +
| 20 | Extended Adm nistrative G oup | Y |
N o m e e e e e e e e e e e e e e e e e e o o m e e e oo - +
| 22 | TE Metric | Y |
AR, o e e e e e e e e e e m e ao- - S +
| 23 | Maxi mum Li nk Bandwi dt h | Y |
Fomm o - o m m e e e e e e e e e e e e eaao o o +
| 24 | L2 Bundl e Menmber Attributes | N |
N o m e e e e e e e e e e e e e e e e e e o o m e e e oo - +

Table 1. Applicability of OSPFv2 Link Attribute Sub-TLVs for
L2 Bundl e Menbers

Applicability:

Y: Thi s sub-TLV MAY appear in the L2 Bundle Menber Attributes sub-
TLV.

N: Thi s sub- TLV MJUST NOT appear in the L2 Bundl e Menber Attributes
sub- TLV.

In the case of OSPFv3, the L2 Bundle Menber Attributes sub-TLV shares
the sub-TLV space of the Router-Link TLV, and the sub-TLVs of the
Rout er - Li nk TLV MAY be used to describe the attributes of the nmenber
link. Table 2 lists sub-TLVs that are applicable to the Router-Link
TLV and their applicability for L2 bundl e nenber |inks. The sub-TLVs
that are not applicable MIUST NOT be used as sub-TLVs for the L2



Bundl e Menber Attributes sub-TLV. Specifications that introduce new
sub-TLVs of the Router-Link TLV MJST indicate their applicability to
the L2 Bundl e Menber Attributes sub-TLV. An inplenentati on MIST

i gnore any sub-TLVs received that are not applicable in the context
of the L2 Bundle Menmber Attributes sub-TLV.

[ ety e ——_——————————————_——————————————— Ll —_—_——(————
| Value | Description | Applicability |
[ el s ey ey o
| 1 | | Pv6- Forwardi ng- Addr ess | X |
Fommma - YT I IRy +
| 2 | | Pv4-Forwardi ng- Addr ess | X |
R, T T +
| 3 | Route-Tag | X |
S D . S I +
| 4 | Prefix SID I X I
Fommma - YT I IRy +
| 5 | Adj-SID | Y |
R, T T +
| 6 | LAN Adj-SID | Y |
S D . S I +
| 7 | SID Label | N I
Fommma - YT I IRy +
| 8 | G aceful -Li nk- Shut down | N |
R, T T +
| 9 | OSPFv3 Link MSD | N |
S D . S I +
| 11 | Application-Specific Link Attributes | Y |
Fommma - e I IRy +
| 12 | Shared Ri sk Link G oup | Y |
R, T T +
| 13 | Unidirectional Link Del ay | Y |
S D . S I +
| 14 | Mn/Max Unidirectional Link Delay | Y |
Fommma - R YT I IRy +
| 15 | Unidirectional Delay Variation | Y |
R, T T +
| 16 | Unidirectional Link Loss | Y |
S D . S I +
| 17 | Unidirectional Residual Bandw dth | Y |
Fommma - YT I IRy +
| 18 | Unidirectional Avail abl e Bandwi dth | Y |
R, T T +
| 19 | Unidirectional Utilized Bandw dth | Y |
S D . S I +
| 20 | Administrative Goup | Y |
Fommma - R YT I IRy +
| 21 | Extended Adm nistrative G oup | Y |
R, T T +
| 22 | TE Metric | Y |
S D . S I +
| 23 | Maxi mum Li nk Bandwi dt h | Y |
Fommma - YT I IRy +
| 24 | Local Interface |Pv6 Address | N |
R, T T +
| 25 | Renote Interface | Pv6 Address | N |
S D . S I +
| 26 | Flexible AlgorithmPrefix Metric (FAPM | X |
Fommma - R YT I IRy +
| 27 | Prefix Source OSPF Router-ID | X |
R, T T +
| 28 | Prefix Source Router Address | X |
S D . S I +
| 29 | L2 Bundle Menber Attributes | N |
Fommma - YT I IRy +
| 33 | OSPF Flexible Al gorithm ASBR Metric | X |



Table 2: Applicability of OSPFv3 Link Attribute Sub-TLVs for L2
Bundl e Menbers

Applicability:

Y: This sub-TLV MAY appear in the L2 Bundle Menber Attributes sub-
TLV.

N: Thi s sub- TLV MJUST NOT appear in the L2 Bundl e Menber Attributes
sub- TLV.

X: This is not a sub-TLV of the Router-Link TLV; it MJST NOT appear
in the L2 Bundl e Menber Attributes sub-TLV.

BGP- LS Adverti sement

The BGP-LS extensions for the advertisement of L2 bundl e menbers and
their attributes were specified in [RFCO085]. Using the OSPF L2

Bundl e Menber Attributes sub-TLV defined in this docunment, the L2
bundl e nenber information can now be advertised from GSPF i nto BGP-LS
on the sane lines as discussed for IS-1Sin Section 2.2.3 of

[ RFCO085] .

| ANA Consi der ati ons

| ANA has all ocated the followi ng code point in the "OSPFv2 Extended
Li nk TLV Sub-TLVsS" subregistry under the "Open Shortest Path First v2
(OSPFv2) Parameters" registry:

Val ue: 24
Designation: L2 Bundle Menber Attributes

| ANA has all ocated the followi ng code point in the "OSPFv3 Ext ended-
LSA Sub- TLVS" subregistry under the "Open Shortest Path First v3
(OSPFv3) Parameters" registry:

Val ue: 29
Description: L2 Bundle Menber Attributes

I ANA has al so introduced a colum titled "L2BM in the "OSPFv2
Ext ended Link TLV Sub-TLVs" registry. The "L2BM' col um i ndicates
applicability to the L2 Bundle Attributes Menber sub-TLV. The
initial allocations (Y/N) for this colum are indicated in Table 1.
The foll owi ng expl anatory note has been added to the registry:

The "L2BM' colum indicates applicability to the L2 Bundle
Attributes Menber sub-TLV. The options for the "L2BM' col umm are:

I

|

| Y - This sub-TLV MAY appear in the L2 Bundl e Menber Attributes
| sub-TLV.

|

| N - This sub-TLV MUST NOT appear in the L2 Bundl e Menber

| Attributes sub-TLV.

Similarly, IANA has introduced a colum titled "L2BM in the "OSPFv3
Ext ended- LSA Sub- TLVs" registry. The "L2BM' col um i ndicates
applicability to the L2 Bundle Attributes Menber sub-TLV. The
initial allocations (YN X) for this colum are indicated in Table 2.
The foll owi ng expl anatory note has been added to the registry:

| The "L2BM' colum indicates applicability to the L2 Bundle
| Attributes Menber sub-TLV. The options for the "L2BM col um are:
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Y - This sub-TLV MAY appear in the L2 Bundl e Menber Attributes
sub- TLV.

Attri butes sub-TLV.

|
I
I
| N - This sub-TLV MJST NOT appear in the L2 Bundl e Menber
I
| X - This is not a sub-TLV of the Router-Link TLV; it MJST NOT

| appear in the L2 Bundl e Menber Attributes sub-TLV.

Future allocations in these two registries are required to indicate
the applicability of the introduced sub-TLV to the L2 Bundl e Menber
Attributes sub-TLV. |ANA has added this docunent as a reference for
both registries.

Oper ational Considerations

| mpl enent ati ons MJUST NOT enabl e the advertisement of L2 bundl e nmenber
links and their attributes in OSPF LSAs by default and MJST provide a
configuration option to enable their advertisement on specific |links.

[ RFC9129] specifies the base YANG data nodel for OSPF. The required
configuration and operational elenents for this feature are expected
to be introduced as augnmentation to this base YANG data nodel for
CSPF.

Security Considerations

The OSPF protocol has supported the advertisenment of link attribute
information, including link identifiers, for many years. The
advertisenents defined in this docunent are identical to the existing
adverti senents defined in [ RFC3630], [RFC4203], [RFC5329], [RFC7471],
[ RFC8665], and [ RFC8666], but they are associated with L2 |inks that
are part of a bundle interface on which the OSPF protocol operates.
Therefore, the security considerations of these docunments are
applicable, and there are no new security issues introduced by the
extensions in this docunent.

As always, if the protocol is used in an environment where

unaut hori zed access to the physical Iinks on which OSPF packets are
sent occurs, then attacks are possible. The use of authentication as
defined in [ RFC5709], [RFC7474], [RFC4552], and [RFC7166] is
reconmmended for preventing such attacks.
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