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Abstract

Thi s docunent specifies the extensions to OSPF that enable an OSPF
router to signal the requirenent for a Bidirectional Forwarding
Detection (BFD) session prior to adjacency formation. Link-Loca
Signaling (LLS) is used to advertise the requirement for strict-node
BFD session establishnent for an OSPF adjacency. |f both OSPF

nei ghbors advertise BFD strict-node, adjacency formation will be

bl ocked until a BFD session has been successfully established.

Thi s docunent updates RFC 2328 by augnenting the OSPF nei ghbor state
machi ne with a check for BFD session up before progression fromlnit
to 2-Way state when operating in OSPF BFD strict-node
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I nt roduction

Bi di rectional Forwarding Detection (BFD) [ RFC5880] enables routers to
moni tor data plane connectivity and to detect faults in the

bi directional path between them BFD is |everaged by routing
protocols |ike OSPFv2 [ RFC2328] and OSPFv3 [ RFC5340] to detect
connectivity failures for established adjacencies faster than the
OSPF Hell o dead timer detection and to trigger rerouting of traffic
around the failure. The use of BFD for nonitoring routing protoco
adj acencies is described in [ RFC5882].

When BFD monitoring is enabled for OSPF adj acencies by the network
operator, the BFD session is bootstrapped based on the nei ghbor
address information di scovered by the exchange of OSPF Hel |l o packets.
Faults in the bidirectional forwarding detected via BFD then result
in the CSPF adj acency being brought down. A degraded or poor-quality

link may result in intermittent packet drops. |In such scenarios,
i npl ementations prior to the extensions specified in this docunent
may still get an OSPF adj acency established over such a |ink;

however, given the nore aggressive nonitoring intervals supported by
BFD, a BFD session may not get established and/or may flap. The
traffic forwarded over such a |ink woul d experience packet drops, and
the failure of the BFD session establishment will not enabl e fast
routi ng convergence. OSPF adjacency flaps may occur over such |inks
when OSPF brings up the adjacency only for it to be brought down
agai n by BFD,

To avoid the routing churn associated with these scenarios, it would
be beneficial not to allow OSPF to establish an adjacency until a BFD
session is successfully established and has stabilized. However,
this would preclude the OSPF operation in an environment where not

all OSPF routers support BFD and have it enabled on the link. A
solution is to block OSPF adjacency establishnent until a BFD session
is established as | ong as both nei ghbors advertise such a
requirenent. Such a node of OSPF BFD usage is referred to as
"strict-nmode". Strict-node introduces signaling support in OSPF to
achi eve the bl ocking of adjacency formation until BFD session
establ i shnent occurs, as described in Section 4.1 of [ RFC5882].

Thi s docunent specifies the OSPF protocol extensions using Link-Loca
Signaling (LLS) [RFC5613] for a router to indicate to its nei ghbor
the willingness to require BFD strict-nmode for OSPF adj acency
establishnent (refer to Section 2). It also introduces an extension
to OSPFv3 LLS of the interface |Pv4 address (refer to Section 3) to
be used for the BFD session setup when OSPFv3 is used for an | Pv4
Address Family (AF) instance.

Thi s docunent updates [ RFC2328] by augnenting the OSPF nei ghbor state
machine with a check for BFD session up before progression fromlnit
to 2-Way state when operating in OSPF BFD strict-node

The extensions and procedures for OSPF BFD strict-node al so apply for
adj acency over virtual links using BFD multi-hop [ RFC5883]
pr ocedures.



A simlar functionality for 1S-1Sis specified in [ RFC6213].
1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2. LLS B-Bit Flag

Thi s docunent defines the B-bit in the LLS Type 1 Extended Options
and Flags. This bit is defined for the LLS block that is included in
Hel | o and Dat abase Description (DD) packets. The B-bit indicates
that BFD is enabled on the link and that the router requests OSPF BFD
strict-nmode. Section 7 describes the position of the B-bit.

A router MJST include the LLS block with the B-bit set in the LLS
Type 1 Extended Options and Flags in its Hello and DD packets when
OSPF BFD strict-node is enabled on the Iink

3. Local Interface |IPv4 Address TLV

The Local Interface IPv4d Address TLV is an LLS TLV defined for OSPFv3
| Pv4 AF instance [ RFC5838] protocol operation as described in
Section 4. 1.

It has the follow ng format:

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type | Lengt h |
B i s T T i i o S o T Ji I
| Local Interface |Pv4 Address |
e L o i e S  th o i R S

wher e:
Type: 21
Length: 4 octets

Local Interface |IPv4 Address: The primary |Pv4 address of the loca
interface.

4. Procedures

A router supporting OSPF BFD strict-node advertises this capability
through its Hell o packets as described in Section 2. Wen a router
supporting OSPF BFD strict-node di scovers a new nei ghbor router that
al so supports OSPF BFD strict-node, it will establish a BFD session
with that neighbor first before bringing up the OSPF adj acency as
described further in this section.

Thi s docunent updates the OSPF nei ghbor state machi ne as described in
[ RFC2328]. Specifically, the operations related to the Init state
are nodified as described bel ow when OSPF BFD strict-node is used:

Init (wthout OSPF BFD strict-node):
In this state, a Hello packet has recently been received fromthe
nei ghbor. However, bidirectional communication has not yet been
established with the neighbor (i.e., the router itself did not



appear in the neighbor’s Hell o packet). Al neighbors in this
state (or higher) are listed in the Hello packets sent fromthe
associ ated interface.

Init (wWith OSPF BFD strict-node):

In this state, a Hell o packet has recently been received fromthe
nei ghbor. However, bidirectional conmunication has not yet been
established with the neighbor (i.e., the router itself did not
appear in the neighbor’s Hell o packet). BFD session establishnent
with the neighbor is requested if it’s not already conpleted
(e.g., in the event of transition from2-Way state). Neighbors in
Init state or higher will be listed in Hell o packets associ ated
with the interface if they either have a correspondi ng BFD sessi on
establi shed or have not advertised OSPF BFD strict-node in the LLS

Type 1 Extended Options and Flags advertised in the Hello packet.

When the neighbor state transitions to Down state, the renoval of the
BFD session associated with that neighbor is requested by OSPF
subsequent BFD session establishnent is simlarly requested by OSPF
upon transitioning into Init state. This may result in BFD session
del etion and creation, respectively, when OSPF is the only client
interested in the BFD session with the nei ghbor address.

An i mpl enentati on MJUST NOT wait for BFD session establishment in Init
state unl ess OSPF BFD strict-node is enabled by the operator on the
interface and the specific neighbor indicates OSPF BFD strict-node
capability via the LLS Type 1 Extended Options and Fl ags adverti sed
in the Hello packet. When BFD is enabl ed, but OSPF BFD strict-node
has not been signal ed by both nei ghbors, an inplenentati on SHOULD
start BFD session establishnent only in 2-WAy or greater state. This
makes it possible for an OSPF router to support BFD operation in both
strict-mode and normal nmode across different interfaces or even
across different neighbors on the sane nmulti-access interface.

Once the OSPF state machi ne has nmoved beyond the Init state, any
change in the B-bit advertised in subsequent Hell o packets MJST NOT
result in any trigger in either the OSPF adjacency or the BFD session
managenent (i.e., the B-bit is considered only when in Init state).

Di sabling BFD (or OSPF BFD strict-node) on an OSPF interface woul d
result in it not setting the B-bit in the LLS Type 1 Extended Options
and Fl ags advertised in subsequent Hello packets. Disabling OSPF BFD
strict-nmode has no effect on BFD operations and would not result in
the bringing down of any established BFD sessions. Disabling BFD
woul d result in the BFD session being brought down due to Adm nDown
State (described in Section 3.2 of [RFC5882]); hence, it would not
bri ng down the OSPF adj acency.

When BFD i s enabled on an interface over which we already have an

exi sting OSPF adjacency, it would result in the router setting the
B-bit in its subsequent Hello packets and the initiation of BFD
session establishnent to the neighbor. |If the adjacency is already
up (i.e., inits termnal state of Full or 2-VWAy with routers that
are not designated routers on a nulti-access interface) with a

nei ghbor that al so supports OSPF BFD strict-node, then an

i npl ement ati on SHOULD NOT bring this adjacency down into the Init
state to avoid disruption to routing operations and i nstead use the
OSPF BFD strict-node wait only after a transition to Init state.
However, if the adjacency is not up, then an inplenentati on MAY bring
such an adj acency down so it can use the OSPF BFD strict-node for its
adj acency establishnent.

.1. OSPFv3 | Pv4 AF Specifics
Support for multiple AFs in OSPFv3 [ RFC5838] requires the use of an

I Pv6 |ink-l1ocal address as the source address for Hell o packets, even
when form ng adj acencies for | Pv4 AF instances. |n nost depl oynents



of OSPFv3 IPv4 AFs, it is required that BFD is used to nonitor and
verify I Pv4d data plane connectivity between the routers on the |ink;
hence, the BFD session is set up using |IPv4 nei ghbor addresses. The
| Pv4 nei ghbor address on the interface is learned only later in the
adj acency formation process when the neighbor’s Link-LSA (Link State
Advertisement) is received. This results in the setup of the BFD

| Pv4 session either after the adjacency is established or later in
the adjacency formati on sequence.

To operate in OSPF BFD strict-node, it is necessary for an OSPF
router to learn its neighbor’'s IPv4 |ink address during the Init
state of adjacency formation (ideally, when it receives the first
Hell o). The use of the Local Interface |IPv4 Address TLV (as defined
in Section 3) in the LLS bl ock advertised in OSPFv3 Hell o packets for
| Pv4 AF instances nakes this possible. |Inplenmentations that support
OSPF BFD strict-mde for OSPFv3 | Pv4 AF instances MJST include the
Local Interface IPv4 Address TLV in the LLS bl ock advertised in their
Hel | o packets whenever the B-bit is also set in the LLS Type 1

Ext ended Options and Flags. A receiver MJST ignore the B-bit (i.e.,
not operate in strict-node for BFD) when the Local Interface |Pv4
Address TLV is not present in OSPFv3 Hell o nessages for OSPFv3 | Pv4
AF instances.

4.2. Gaceful Restart Considerations

An i npl enentati on needs to handl e scenari os where both gracefu
restart (GR) and the OSPF BFD strict-node are depl oyed together. The
graceful restart aspects related to process restart scenarios

di scussed in Section 3.3 of [RFC5882] also apply with OSPF BFD
strict-nmode. Additionally, since the OSPF adjacency formation is

del ayed until the BFD session establishment in OSPF BFD stri ct-node,
the resultant delay in adjacency formation may affect or break the
GR-based recovery. In such cases, it is RECOWENDED that the GR
timers are set such that they provide sufficient time to allow for
normal BFD session establishnent del ays.

5. Operations and Managenent Consi derations

An i npl enentati on SHOULD report the BFD session status along with the
OSPF I nit adjacency state when OSPF BFD strict-node is enabled and
support | oggi ng operations on nei ghbor state transitions that include
the BFD events. This allows an operator to detect scenarios where an
OSPF adj acency may be stuck waiting for BFD session establishnent.

In network depl oynents with noisy or degraded links with intermttent
packet | oss, BFD sessions may flap, resulting in OSPF adjacency
flaps. In turn, this may cause routing churn. The use of OSPF BFD
strict-nmode al ong with mechani sms such as hol d-down (a delay in
bringing up the initial OSPF adjacency follow ng BFD session
establ i shnent) and/or danpening (a delay in bringing up the OSPF

adj acency following failure detected by BFD) nay hel p reduce the
frequency of adjacency flaps and therefore reduce the associ ated
routing churn. The details of these mechani snms are outside the scope
of this docunent.

[ RFC9129] specifies the base OSPF YANG nodule. The required
configuration and operational elenments for this feature are expected
to be introduced as augnmentation to this base OSPF YANG nodul e.

6. Backward Conpatibility

An i npl enent ati on MJUST support OSPF adj acency formation and
operations with a neighbor router that does not advertise the OSPF
BFD strict-node capability: both when that nei ghbor router does not
support BFD and when it does support BFD but does not signal the OSPF
BFD strict-nmode as described in this docunent. |nplenentations MAY
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provide a local configuration option to force BFD operation only in
OSPF BFD strict-node (i.e, adjacency will not come up unless BFD

session is established). |In this case, an OSPF adjacency with a
nei ghbor that does not support OSPF BFD strict-node woul d not be
establ i shed successfully. Inplenentations MAY provide a | oca

configuration option to enable BFD wi thout the OSPF BFD stri ct-node,
which results in the router not advertising the B-bit and BFD
operation being perforned in the sane way as prior to this

speci fication.

The signaling specified in this docunent happens at a |ink-Ioca

| evel between routers on that link. A router that does not support
this specification would ignore the B-bit in the LLS bl ock advertised
in Hello packets fromits neighbors and continue to establish BFD
sessions (if enabled) wi thout del aying the OSPF adjacency fornation.
Since a router that does not support this specification would not
have set the B-bit in the LLS block advertised in its own Hello
packets, its neighbor routers supporting this specification would not
use OSPF BFD strict-node with such OSPF routers. As a result, the
behavi or woul d be the sane as without this specification. Therefore,
there are no backward conpatibility issues or inplenmentation

consi derations beyond what is specified herein.

| ANA Consi der ati ons

Thi s specification nmakes the foll owi ng updates under the "Open
Shortest Path First (OSPF) Link Local Signaling (LLS) - Type/Length/
Val ue ldentifiers (TLV)" paraneters

* In the "LLS Type 1 Extended Options and Fl ags" registry, the B-bit
has been assigned the bit position 0x00000010.

* |In the "Link Local Signaling TLV ldentifiers (LLS Types)"
registry, the Type 21 has been assigned to the Local Interface
| Pv4 Address TLV.

Security Considerations

The security considerations for "OSPF Link-Local Signaling" [RFC5613]
al so apply to the extension described in this docunent.

I nappropriate use of the B-bit in the LLS block of an OSPF Hello
message coul d prevent an OSPF adj acency fromformng or lead to the
failure of detecting bidirectional forwarding failures. |If
authentication is being used in the OSPF routing domain [ RFC5709]

[ RFC7474], then the Cryptographic Authentication TLV [ RFC5613] MJST
al so be used to protect the contents of the LLS bl ock
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