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Abst r act

Power Line Conmunication (PLC), nanely using electric power |ines for

i ndoor and out door communi cations, has been widely applied to support
Advanced Metering Infrastructure (AM), especially smart meters for

electricity. The existing electricity infrastructure facilitates the
expansi on of PLC depl oynents due to its potential advantages in terns

of cost and conveni ence. Moreover, a wide variety of accessible
devi ces raises the potential demand of |1Pv6 for future applications.
Thi s docunent describes how | Pv6 packets are transported over
constrai ned PLC networks, such as those described in ITUT G 9903,

| EEE 1901.1, and | EEE 1901. 2.
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I nt roduction

The idea of using power lines for both electricity supply and

communi cati on can be traced back to the begi nning of the |ast

century. Using the existing power grid to transmt mnessages, Power

Li ne Comuni cation (PLC) is a good candidate for supporting various
service scenarios such as in houses and offices, in trains and
vehicles, in smart grids, and in Advanced Metering Infrastructure
(AM) [SCENA]. The data-acquisition devices in these scenarios share
common features such as fixed position, large quantity of nodes, |ow
data rate, and | ow power consunpti on.

Al t hough PLC technol ogy has evol ved over several decades, it has not
been fully adapted for |Pv6-based constrai ned networks. The

resour ce-constrai ned scenarios related to the Internet of Things
(l1oT) lie in the |low voltage PLC networks with nost applications in
the area of AM, vehicle-to-grid comrunications, in-home energy
managenent, and smart street lighting. [Pv6 is inportant for PLC
networ ks, due to its | arge address space and efficient address

aut oconfigurati on.

Thi s docunment provides a brief overview of PLC technol ogies. Sone of
them have LLN (Low Power and Lossy Network) characteristics, i.e.,
limted power consunption, menory, and processing resources. This
docunent specifies the transm ssion of |Pv6 packets over those
constrai ned PLC networks. The general approach is to adapt el enents
of the 6LoWPAN (I Pv6 over Low Power Wrel ess Personal Area Network)
and 6l o (I Pv6 over Networks of Resource-constrai ned Nodes)

speci fications, such as those described in [RFC4944], [RFC6282],

[ RFC6775], and [ RFC8505], to constrained PLC networks.

Requi renents Notation and Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses the follow ng acronyns and ternmninol ogi es:

6BBR. 6LoWPAN Backbone Rout er



6LBR: 6LOWPAN Border Router

6l 0o: | Pv6 over Networks of Resource-constrai ned Nodes
6LOWPAN: | Pv6 over Low Power Wrel ess Personal Area Network
6LR  6LOWPAN Rout er

AM : Advanced Metering Infrastructure

BBPLC: Broadband Power Line Commruni cation
Coordinator: A device capable of relaying nessages
DAD: Duplicate Address Detection

EU : Extended Unique ldentifier

IID: Interface Identifier

LLN: Low Power and Lossy Network

MIU:  Maxi mum Tr ansmi ssion Unit

NBPLC: Narrowband Power Line Communication

PAN:  Personal Area Network

PANC: PAN Coordinator, a coordinator that also acts as the primary
controller of a PAN

PLC. Power Line Comrunication

PLC device: An entity that follow the PLC standards and inpl enments
the protocol stack described in this docunent

RA:  Router Advertisenent
RPL: Routing Protocol for Low Power and Lossy Networks

Bel ow i s a mapping table of the term nol ogy between [| EEE_1901. 2],
[ EEE_1901.1], [ITU-T_G 9903], and this docunent.

[ ey ety e ————(———(—— gy ————————
| I1EEE 1901.2 | IEEE 1901.1 | |ITU-T G 9903 | This docunent |
[ ool e s s el s
| PAN Coordinator | Central | PAN | PAN |
| | Coordinator | Coordinator | Coordinator |
I i T i i i I i I +
| Coor di nat or | Pr oxy | Full-Function | Coordinator |
| | Coordi nator | Devi ce | |
I i IR I i I I T I I T +
| Devi ce | Station | PAN Device | PLC Device |
I e I T F-- - - - - - S I S I +

Tabl e 1. Term nol ogy Mappi ng between PLC St andards
Overvi ew of PLC

PLC technol ogy enabl es conveni ent two-way communi cations for hone
users and utility conpanies to nonitor and control electrically
connected devices such as electricity nmeters and street lights. PLC
can al so be used in smart honme scenarios, such as the control of

i ndoor lights and switches. Due to the large range of conmmunication
frequencies, PLCis generally classified into two categories:
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Narr owband PLC (NBPLC) for automation of sensors (which have a | ow
frequency band and | ow power cost) and Broadband PLC (BBPLC) for hone
and i ndustry networking applications.

Various standards have been addressed on the Media Access Control
(MAC) and Physical (PHY) |ayers. For exanple, standards for BBPLC
(1.8-250 MHz) include IEEE 1901 and I TU-T G hn, and standards for
NBPLC (3-500 kHz) include ITUT G 9902 (G hnem, ITUT G 9903
(G3-PLO) [ITU-T_G 9903], ITUT G 9904 (PRIME), |EEE 1901.2 (a

combi nation of G3-PLC and PRIME PLC) [|EEE 1901.2], and | EEE 1901.2a
(an anmendnment to | EEE 1901.2) [|EEE 1901. 2a].

| EEE 1901.1 [I EEE 1901.1], a PLC standard that is ained at the nedium
frequency band of |less than 12 MHz, was published by the | EEE
standard for Smart Gid Powerline Conmunication Wrking Goup (SGPLC
WG). | EEE 1901.1 bal ances the needs for bandw dth versus

conmuni cation range and is thus a promising option for 6lo

appl i cations.

This specification is focused on | EEE 1901.1, |EEE 1901.2, and ITU-T
G. 9903.

Prot ocol Stack

The protocol stack for 1Pv6 over PLCis illustrated in Figure 1. The
PLC MAC and PLC PHY | ayers correspond to the | ayers described in | EEE
1901. 1, IEEE 1901.2, or ITUT G 9903. The 6l o adaptation |ayer for
PLCis illustrated in Section 4. For multihop tree and nesh

topol ogies, a routing protocol is likely to be necessary. The routes
can be built in mesh-under node at Layer 2 or in route-over node at
Layer 3, as explained in Sections 3.4 and 4. 4.

. +
| Application Layer |
T T T +
| Transport Layer |
oo e m e e e e e e e e e e e e e e e e e ma o - +
I I
| | Pv6 Layer |
I I
T T +
| Adapt ati on Layer for |IPv6 over PLC |
oo e m e e e e e e e e e e e e e e e e e ma o - +
| PLC MAC Layer |
. +
| PLC PHY Layer |
T T +

Figure 1: PLC Protocol Stack
Addr essi ng Modes

Each PLC device has a globally unique |ong address of 48 bits

[ EEE_1901.1] or 64 bits [IEEE 1901.2] [ITU-T_G 9903] and a short
address of 12 bits [IEEE 1901.1] or 16 bits [I EEE 1901. 2]

[ITU-T _G9903]. The long address is set by the manufacturer
according to the | EEE EU -48 MAC address or the | EEE EUl - 64 address.
Each PLC device joins the network by using the | ong address and
communi cates with other devices by using the short address after
joining the network. Short addresses can be assigned during the
onboar di ng process, by the PANC or the JRC (join registrar/
coordinator) in CoJP (Constrained Join Protocol) [RFC9031].

Maxi mum Transm ssi on Unit

The Maxi mum Transni ssion Unit (MIU) of the MAC | ayer determ nes
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whet her fragmentation and reassenbly are needed at the adaptation
| ayer of IPv6 over PLC. |Pv6 requires an MIU of 1280 octets or

greater; thus, for a MAC layer with an MU lower than this Iimt,
fragnmentation and reassenbly at the adaptation |ayer are required.

The | EEE 1901.1 MAC supports upper-layer packets up to 2031 octets.
The | EEE 1901.2 MAC | ayer supports an MIU of 1576 octets (the
original value of 1280 bytes was updated in 2015 [| EEE 1901. 2a]).
Though these two technol ogi es can support |Pv6 originally wthout
fragmentation and reassenbly, it is possible to configure a smaller
MIU in a hi gh-noi se communi cati on environment. Thus, the 6lo
functions, including header compression, fragnentation, and
reassenbly, are still applicable and useful

The MIU for ITUT G 9903 is 400 octets, which is insufficient for
supporting IPv6’s MIU. For this reason, fragnentation and reassenbly
are required for G 9903-based networks to carry | Pv6.

4. Routing Protoco
Routing protocols suitable for use in PLC networks include:

* RPL (Routing Protocol for Low Power and Lossy Networks) [RFC6550]
is a Layer 3 routing protocol. AODV-RPL [ ACDV-RPL] updates RPL to
i nclude reactive, point-to-point, and asynmetric routing. |EEE
1901. 2 specifies Information Elements (1 Es) with MAC | ayer
metrics, which can be provided to a Layer 3 routing protocol for
parent sel ection.

* | EEE 1901.1 supports the mesh-under routing scheme. Each PLC node
mai ntains a routing table, in which each route entry conprises the
short addresses of the destination and the related next hop. The
route entries are built during the network establishnent via a
pai r of association request/confirmati on nessages. The route
entries can be changed via a pair of proxy change request/
confirmation messages. These association and proxy change
messages nust be approved by the central coordinator (PANC in this
docunent).

*  LOADng (Lightweight On-demand Ad hoc Di stance vector routing
protocol, Next Generation) is a reactive protocol operating at
Layer 2 or Layer 3. Currently, LOADng is supported in ITUT
G 9903 [ITU-T_G 9903], and the IEEE 1901.2 standard refers to
ITUT G 9903 for LOAD based networks.

| Pv6 over PLC

A PLC node di stingui shes between an | Pv6 PDU and a non-1Pv6 PDU based
on the equivalent of an Ethertype in a Layer 2 PLC PDU. [RFC7973]
defines an Ethertype of "AOED' for LoOoWPAN encapsul ation, and this
information can be carried in the |E field in the MAC header of
[1EEE_1901.2] or [ITUT_G 9903]. And regarding [|EEE 1901.1], the IP
packet type has been defined with the correspondi ng MAC Servi ce Data
Unit (MSDU) type value 49. And the 4-bit Internet Protocol version
nunber in the | P header helps to distinguish between an | Pv4 PDU and
an | Pv6 PDU

6LOWPAN and 6l o standards, as described in [ RFC4944], [RFC6282],

[ RFC6775], and [ RFC8505], provide useful functionality, including
I'ink-1ocal |Pv6 addresses, statel ess address autoconfiguration,

nei ghbor di scovery, header conpression, fragnentation, and

reassenbly. However, due to the different characteristics of the PLC
medi a, the 6LoWPAN adaptation layer, as it is, cannot perfectly
fulfill the requirenments of PLC environments. These considerations
suggest the need for a dedicated adaptation layer for PLC, which is
detailed in the foll owi ng subsecti ons.
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St at el ess Address Autoconfiguration

To obtain an IPv6 Interface ldentifier (11D, a PLC device perforns
statel ess address autoconfiguration [ RFC4944]. The autoconfiguration
can be based on either a long or short link-1ayer address.

The 11D can be based on the device's 48-bit MAC address or its EU -64
identifier [EU-64]. A 48-bit MAC address MUST first be extended to
a 64-bit 11D by inserting OXFFFE at the fourth and fifth octets as
specified in [RFC2464]. The IPv6 IIDis derived fromthe 64-bit 11D
by inverting the UL (Universal/Local) bit [ RFC4291].

For I EEE 1901.2 and ITU-T G 9903, a 48-bit "pseudo-address" is forned
by the 16-bit PAN ID, 16 zero bits, and the 16-bit short address as
fol | ows:

16 _bit PAN: 0000: 16 _bit short address

Then, the 64-bit 11D MIST be derived by inserting the 16-bit OxFFFE
into as foll ows:

16_bit _PAN: OOFF: FEOO: 16_bit _short _address

For the 12-bit short addresses used by | EEE 1901.1, the 48-bit
pseudo-address is fornmed by a 24-bit NI D (Network ldentifier,
YYYYYY), 12 zero bits, and a 12-bit TEl (Term nal Equi prent
Identifier, XXX) as follows:

YYYY: YYOO0: OXXX

The 64-bit |1 D MJST be derived by inserting the 16-bit OXFFFE into
this 48-bit pseudo-address as foll ows:

YYYY: YYFF: FEOO: OXXX

As investigated in [RFC7136], aside fromthe nethod discussed in

[ RFC4291], other I|I1D-generation nmethods defined by the | ETF do not

i nply any additional senmantics for the Universal/Local (WL) bit (bit
6) and the Individual/Goup bit (bit 7). Therefore, these two bits
are not reliable indicators. Thus, when using an |1 D derived by a
short address, the operators of the PLC network can choose whet her or
not to conply with the original nmeaning of these two bits. |If they
choose to conmply with the original neaning, these two bits MJST both
be set to zero, since the IID derived fromthe short address is not
global. In order to avoid any anbiguity in the derived IID, these
two bits MUST NOT be a valid part of the PANID (for |IEEE 1901.2 and
ITUT G9903) or NID (for I EEE 1901.1). For exanple, the PAN ID or
NI D nmust al ways be chosen so that the two bits are zeros or the high
six bits in PANID or NID are left shifted by two bits. |f they
choose not to conply with the original neaning, the operator nust be
aware that these two bits are not reliable indicators, and the IID
cannot be transformed back into a short |ink-layer address via a
reverse operation of the nechani sm presented above. However, the
short address can still be obtained via the Unicast Address Mapping
mechani sm descri bed in Section 4. 3.

For privacy reasons, the |ID derived fromthe MAC address (with
paddi ng and bit clanpi ng) SHOULD only be used for |ink-1ocal address
configuration. A PLC host SHOULD use the I1D derived fromthe short
link-1ayer address to configure |Pv6 addresses used for communication
with the public network; otherw se, the host’s MAC address is
exposed. As per [RFC8065], when short addresses are used on PLC
links, a shared secret key or version nunber fromthe Authoritative
Border Router Option [RFC6775] can be used to inprove the entropy of
the hash input. Thus, the generated |1 D can be spread out to the



full range of the |1 D address space whil e statel ess address
conpression is still allowed. By default, the hash al gorithm SHOULD
be SHA256, using the version nunber, the PANID or NID, and the short
address as the input argunents, and the 256-bit hash output is
truncated into the 11D by taking the high 64 bits.

4. 2. | Pv6 Link-Local Address

The 1 Pv6 |ink-local address [RFC4291] for a PLC interface is fornmed
by appending the |1 D, as defined above, to the prefix FE80::/64 (see
Fi gure 2).

10 bits 54 bits 64 bits

Figure 2: IPv6 Link-Local Address for a PLC Interface
4.3. Unicast Address Mapping

The address-resol ution procedure for mapping | Pv6 uni cast addresses
into PLC link-1ayer addresses follows the general description in
Section 7.2 of [RFC4861]. [RFC6775] inproves this procedure by

el imnating usage of multicast NS (Neighbor Solicitation). The
resolution is realized by the NCEs (neighbor cache entries) created
during the address registration at the routers. [RFC8505] further

i mproves the registration procedure by enabling multiple LLNs to form
an | Pv6 subnet and by inserting a link-1ocal address registration to
better serve proxy registration of new devices.

4.3.1. Unicast Address Mapping for | EEE 1901.1

The Source Link-Layer Address and Target Link-Layer Address options
for EEE _1901.1 used in the NS and Nei ghbor Advertisenent (NA) have
the follow ng form

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Type | Lengt h=1 | NI D :
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
:NID (continued)| Padding (all zeros) | TE

B T S i T s i i e e SEI S
Fi gure 3: Unicast Address Mapping for | EEE 1901.1
Option fields:

Type: 1 for Source Link-Layer Address and 2 for Target Link-Layer
Addr ess.

Length: The length of this option (including Type and Length fi el ds)
inunits of 8 octets. The value of this fieldis 1 for the 12-bit
| EEE 1901.1 PLC short addresses.

NID:  24-bit Network ldentifier

Paddi ng: 12 zero bits

TEl: 12-bit Term nal Equipnent ldentifier

4.3.2. Unicast Address Mpping for | EEE 1901.2 and I TU- T G 9903

The Source Link-Layer Address and Target Link-Layer Address options
for IEEE 1901.2 and ITU-T G 9903 used in the NS and NA have the



followi ng form

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Type | Lengt h=1 | PAN | D |
B i s T T i i o S o T Ji I
| Paddi ng (all zeros) | Short Address |

i i i T i I S i e s o o i i
Figure 4: Unicast Address Mapping for | EEE 1901. 2
Option fields:

Type: 1 for Source Link-Layer Address and 2 for Target Link-Layer
Addr ess.

Length: The length of this option (including Type and Length fi el ds)
inunits of 8 octets. The value of this fieldis 1 for the 16-bit
| EEE 1901. 2 PLC short addresses.

PAN I D: 16-bit PAN I Dentifier

Paddi ng: 16 zero bits

Short Address: 16-bit short address
.4. Neighbor Discovery

Nei ghbor di scovery procedures for 6LOWPAN networks are described in
[ RFC6775] and [ RFC8505]. These optim zations support the

regi stration of sleeping hosts. Although PLC devices are
electrically powered, sleeping node SHOULD still be used for power
savi ng.

For 1 Pv6 prefix dissenination, Router Solicitations (RSs) and Router
Advertisements (RAs) MAY be used as per [RFC6775]. |If the PLC
networ k uses route-over node, the IPv6 prefix MAY be di ssem nated by
the Layer 3 routing protocol, such as RPL, which may include the
prefix in the DI O (DODAG I nformati on (hject) nessage. As per

[ RFC9010], it is possible to have PLC devices configured as RPL-
unawar e | eaves, which do not participate in RPL at all, along with
RPL- aware PLC devices. 1In this case, the prefix dissem nati on SHOULD
use the RS/ RA nessages.

For dissemnination of context infornmation, RAs MJST be used as per

[ RFC6775]. The 6LOWPAN context option (6CO MJST be included in the
RA to dissem nate the Context |IDs used for prefix and/or address
compr essi on.

For address registration in route-over node, a PLC device MJST
register its addresses by sending a unicast link-local NS to the 6LR
If the registered address is link local, the 6LR SHOULD NOT further
register it to the registrar (6LBR or 6BBR). O herw se, the address
MJST be registered via an ARO (Address Registration Option) or EARO
(Ext ended Address Registration Option) included in the DAR (Duplicate
Addr ess Request) [RFC6775] or EDAR (Extended Duplicate Address
Request) [RFC8505] nessages. For PLC devices conpliant with

[ RFC8505], the 'R flag in the EARO MIST be set when sending NSs in
order to extract the status information in the replied NAs fromthe
6LR If DHCPv6 is used to assign addresses or the | Pv6 address is
derived fromthe unique long or short |ink-layer address, Duplicate
Address Detection (DAD) SHOULD NOT be utilized. Oherw se, DAD MJST
be perforned at the 6LBR (as per [ RFC6775]) or proxied by the routing
registrar (as per [RFC8505]). The registration status is fed back
via the DAC (Duplicate Address Confirmation) or EDAC (Extended



Duplicate Address Confirmati on) message fromthe 6LBR and the NA from
the 6LR  Section 6 of [RFC8505] shows how devices that only behave
as specified in [RFC6775] can work with devices that have been
updat ed per [ RFC8505].

For address registration in mesh-under node, since all the PLC
devices are link-local neighbors to the 6LBR, DAR/ DAC or EDAR/ EDAC
messages are not required. A PLC device MJST register its addresses
by sending a unicast NS nessage with an ARO or EARO. The
registration status is fed back via the NA nessage fromthe 6LBR

.5.  Header Conpression

| Pv6 header conpression in PLC is based on [RFC6282] (which updates

[ RFC4944]). |[RFC6282] specifies the conpression format for |Pv6
datagrans on top of |EEE 802.15.4; therefore, this format is used for
conmpression of |1 Pv6 datagrans within PLC MAC franes. For situations
when the PLC MAC MIU cannot support the 1280-octet |Pv6 packet, the
headers MJST be conpressed according to the encoding formats
specified in [RFC6282], including the D spatch Header, the
LOAPAN | PHC, and the conpression residue carried inline.

For | EEE 1901.2 and ITU T G 9903, the |IP header conpression foll ows
the instruction in [ RFC6282]. However, additional adaptation MJST be
considered for IEEE 1901.1 since it has a short address of 12 bits
instead of 16 bits. The only nodification is the semantics of the
"Source Address Mdde" and the "Destination Address Mde" when set as
"10" in Section 3.1 of [RFC6282], which is illustrated as follows.

SAM Source Address Mde:
If SAC=0: Stateless conpression

10: 16 bits. The first 112 bits of the address are elided. The
value of the first 64 bits is the link-local prefix padded with
zeros. The following 64 bits are 0000: 00ff: fe00: OXXX, where
OXXX are the 16 bits carried inline, in which the first 4 bits
are zero.

If SAC=1: Stateful context-based conpression

10: 16 bits. The address is derived using context information and
the 16 bits carried inline. Bits covered by context
informati on are always used. Any IID bits not covered by
context information are taken directly fromtheir correspondi ng
bits in the mappi ng between the 16-bit short address and the
|1 D as provided by 0000: 00f f: fe00: OXXX, where OXXX are the 16
bits carried inline, in which the first 4 bits are zero. Any
remaining bits are zero

DAM Destination Address Mdde:
If M=O and DAC=0: Statel ess conpression

10: 16 bits. The first 112 bits of the address are elided. The
value of the first 64 bits is the link-local prefix padded with
zeros. The following 64 bits are 0000: 00ff: fe00: OXXX, where
OXXX are the 16 bits carried inline, in which the first 4 bits
are zero.

If M=O and DAC=1: Stateful context-based conpression

10: 16 bits. The address is derived using context information and
the 16 bits carried inline. Bits covered by context
informati on are always used. Any IID bits not covered by
context information are taken directly fromtheir correspondi ng



bits in the mappi ng between the 16-bit short address and the
11D as provided by 0000: 00f f: fe00: 0XXX, where OXXX are the 16
bits carried inline, in which the first 4 bits are zero. Any
remaining bits are zero

4.6. Fragnmentation and Reassenbly

The constrai ned PLC MAC | ayer provides the functions of fragmentation
and reassenbly. However, fragnentation and reassenbly are stil
required at the adaptation layer if the MAC | ayer cannot support the
nm ni mum MIU dermanded by |1 Pv6, which is 1280 octets.

In I EEE 1901.1 and | EEE 1901.2, the MAC | ayer supports payl oads as
big as 2031 octets and 1576 octets, respectively. However, when the
channel condition is noisy, smaller packets have a higher
transm ssi on success rate, and the operator can choose to configure
smal ler MIU at the MAC layer. If the configured MU is snaller than
1280 octets, the fragnentati on and reassenbly defined in [ RFC4944]
MJST be used.

In ITUT G 9903, the naxi mum MAC payl oad size is fixed to 400 octets,
so to cope with the required MIU of 1280 octets by |Pv6,
fragmentation and reassenbly at the 6l o adaptation |ayer MJST be
provi ded as specified in [ RFC4944].

[ RFC4944] uses a 16-bit datagramtag to identify the fragnents of the
sanme | P packet. [RFC4963] specifies that at high data rates, the
16-bit IP identification field is not |arge enough to prevent
frequent incorrectly assenbled IP fragments. For constrained PLC
the data rate is much |lower than the situation nmentioned in

[ RFC4963]; thus, the 16-bit tag is sufficient to assenble the
fragments correctly.

5. Internet Connectivity Scenarios and Topol ogi es

The PLC network nmodel can be sinplified to two kinds of network

devi ces: PAN Coordi nator (PANC) and PLC device. The PANC is the
primary coordi nator of the PLC subnet and can be seen as a primary
node; PLC devices are typically PLC neters and sensors. The address
registration and DAD features can al so be depl oyed on the PANC, for
exanmpl e, the 6LBR [ RFC6775] or the routing registrar [ RFC8505]. |Pv6
over PLC networks are built as tree, nesh, or star topol ogies
according to the use cases. Cenerally, each PLC network has one
PANC. In sone cases, the PLC network can have alternate coordinators
to replace the PANC when the PANC | eaves the network for some reason
Note that the PLC topologies in this section are based on | ogica

connectivity, not physical links. The term"PLC subnet" refers to a
multilink subnet, in which the PLC devices share the sane address
prefi x.

The star topology is common in current PLC scenarios. |n single-hop

star topol ogi es, comruni cation at the link |ayer only takes pl ace
between a PLC device and a PANC. The PANC typically collects data
(e.g., a neter reading) fromthe PLC devices and then concentrates
and upl oads the data through Ethernet or cellular networks (see
Figure 5). The collected data is transnmitted by the smart neters
through PLC, aggregated by a concentrator, and sent to the utility
and then to a Meter Data Managenent System for data storage,
analysis, and billing. This topology has been widely applied in the
depl oynent of smart meters, especially in apartment buil di ngs.

PLC Devi ce PLC Devi ce
\ / R



PLC Device ------ PANC ===========+ | nt er net

/ \ Fome e -
PLC Devi ce PLC Devi ce

PLC subnet (IPv6 over PLC)
Figure 5: PLC Star Network Connected to the Internet

A tree topology is useful when the distance between a device A and
the PANC is beyond the PLC-allowed Iimt and there is another device
B in between able to comunicate with both sides. Device Bin this
case acts as both a PLC device and a Coordinator. For this scenario,
the link-layer conmunications take place between device A and device
B, and between device B and PANC. An exanple of a PLC tree network
is depicted in Figure 6. This topology can be applied in smart
street lighting, where the |ights adjust the brightness to reduce
energy consunption while sensors are deployed on the street lights to
provide information such as light intensity, tenperature, and
humidity. The data-transmnission distance in the street |ighting
scenario is normal ly above several kilonmeters; thus, a PLC tree
network is required. A nore sophisticated AM network may al so be
constructed into the tree topology that is depicted in [RFC8036]. A
tree topology is suitable for AM scenarios that require |arge
coverage but |ow density, e.g., the deploynment of snmart neters in
rural areas. RPL is suitable for maintenance of a tree topology in
which there is no need for conmmunication directly between PAN

devi ces.

PLC Devi ce
\ R
PLC Device A \ /
\ \ +
\ \
PLC Devi ce B -- PANC ===========+ | nter net
/ /
/ / +
PLC Devi ce---PLC Device / \
/ o

PLC Devi ce---PLC Device

PLC subnet (IPv6 over PLC)
Figure 6: PLC Tree Network Connected to the Internet

Mesh networking in PLC has nmany potential applications and has been
studied for several years. By connecting all nodes with their

nei ghbors in conmuni cation range (see Figure 7), a nesh topol ogy
dramatical | y enhances the conmuni cation efficiency and thus expands
the size of PLC networks. A sinple use case is the smart hone
scenari o where the ONVOFF state of air conditioning is controlled by
the state of honme lights (ONV OFF) and doors (OPEN CLOSE). AODV-RPL
[ AODV- RPL] enabl es direct comuni cati on between PLC devices, w thout
being obliged to transmit frames through the PANC, which is a
requirenent often cited for the AM infrastructure

PLC Devi ce---PLC Device
I\ I\ e
/ \ / \ /
/ \ / \ +
/ \ \ |
PLC Devi ce--PLC Devi ce---PANC ===========+ | nt er net



\ / \ / o
PLC Devi ce---PLC Device

PLC subnet (IPv6 over PLC)
Figure 7: PLC Mesh Network Connected to the Internet
Operations and Manageability Considerations

Constrai ned PLC networks are not nanaged in the sane way as
enterprise networks or carrier networks. Constrai ned PLC networks,
like the other 10T networks, are designed to be self-organized and
sel f-managed. The software or firnware is flashed into the devices
bef ore depl oyment by the vendor or operator. And during the

depl oynent process, the devices are bootstrapped, and no extra
configuration is needed to get the devices connected to each other
Once a device becones offline, it goes back to the bootstrapping
stage and tries to rejoin the network. The onboarding status of the
devi ces and the topol ogy of the PLC network can be visualized via the
PANC. The recently forned 10OTOPS W in the |ETF ainms to identify the
requirenents in |IoT network managenment, and operational practices

wi Il be published. Developers and operators of PLC networks shoul d
be able to | earn operational experiences fromthis W&

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

Due to the high accessibility of power grids, PLC night be
susceptible to eavesdropping within its comuni cati on coverage, e.g.,
one apartnent tenant may have the chance to nonitor the other smart
meters in the sane apartnent building. Link-layer security

mechani snms, such as payl oad encryption and device authentication, are
designed in the PLC technol ogi es nmentioned in this docunent.
Additionally, an on-path nmalicious PLC device could eavesdrop or

modi fy packets sent through it if appropriate confidentiality and
integrity mechani snms are not inplemented

Mal i ci ous PLC devices could paral yze the whole network via DoS
attacks, e.g., keep joining and | eaving the network frequently or
sendi ng rmulticast routing nmessages containing fake netrics. A device
may al so inadvertently join a wong or even malicious network,
exposing its data to malicious users. Wen conmunicating with a

devi ce outside the PLC network, the traffic has to go through the
PANC. Thus, the PANC nust be a trusted entity. Mreover, the PLC
network must prevent malicious devices fromjoining the network.

Thus, nutual authentication of a PLC network and a new device is
inmportant, and it can be conducted during the onboardi ng process of
the new device. Methods include protocols such as the TLS/ DTLS
Profile [ RFC7925] (exchanging pre-installed certificates over DILS)
the Constrained Join Protocol (CoJP) [RFC9031] (which uses pre-shared
keys), and Zero-Touch Secure Join [ZEROTOQUCH (an |oT version of the
Boot st rappi ng Renote Secure Key Infrastructure (BRSKI), which uses an
Initial Device Identifier (IDevlD) and a Manufacturer Authorized
Signing Authority (MASA) service to facilitate authentication). It
is also possible to use Extensi ble Authentication Protocol (EAP)

met hods such as the one defined in [ RFC9140] via transports |ike
Protocol for Carrying Authentication for Network Access (PANA)

[ RFC5191]. No specific nechanismis specified by this docunent, as
an appropriate mechanismw || depend upon depl oynent circunstances.
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In sone cases, the PLC devices can be deployed in uncontrolled
pl aces, where the devices may be accessed physically and be
conprom sed via key extraction. The conpronised device nay be stil

able to join in the network since its credentials are still valid.
When group-shared symetric keys are used in the network, the
consequence i s even nore severe, i.e., the whole network or a |l arge

part of the network is at risk. Thus, in scenarios where physica
attacks are considered to be relatively highly possible, per-device
credentials SHOULD be used. Mbreover, additional end-to-end security
services are conplenentary to the network-side security nechani sns,

e.g., if a device is conprom sed and has joined in the network, and
then it clainms itself as the PANC and tries to nmake the rest of the
devices join its network. In this situation, the real PANC can send

an alarmto the operator to acknow edge the risk. Qher behavi or-
anal ysi s nechani sns can be depl oyed to recognize the malicious PLC
devi ces by inspecting the packets and the data.

| P addresses nmay be used to track devices on the Internet; such
devices can often in turn be linked to individuals and their
activities. Depending on the application and the actual use pattern,
this may be undesirable. To inpede tracking, globally unique and
non- changi ng characteristics of |P addresses should be avoided, e.g.,
by frequently changing the global prefix and avoidi ng uni que |ink-

| ayer derived IIDs in addresses. [RFC8065] discusses the privacy
threats when an 1D is generated w thout sufficient entropy,
including correlation of activities over tinme, |ocation tracking,
device-specific vulnerability exploitation, and address scanning.
And an effective way to deal with these threats is to have enough
entropy in the 11D conpared to the link lifetine. Consider a PLC
network with 1024 devices and a link lifetine is 8 years, according
to the formula in [ RFC3065], an entropy of 40 bits is sufficient.
Paddi ng the short address (12 or 16 bits) to generate the 11D of a
routable I Pv6 address in the public network nmay be vul nerable to dea
wi th address scans. Thus, as suggested in Section 4.1, a hash
function can be used to generate a 64-bit |1 D. Wen the version
nunber of the PLC network is changed, the | Pv6 addresses can be
changed as well. Oher schemes such as limted | ease period in
DHCPv6 [ RFCB8415], Cryptographically Generated Addresses (CGAs)

[ RFC3972], Tenporary Address Extensions [ RFC8981], Hash-Based
Addresses (HBAs) [RFC5535], or semantically opaque addresses

[ RFC7217] SHOULD be used to enhance the 1D privacy.
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