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I ntroduction

Thi s docunent defines a Managenent Infornmation Base (M B) nodul e for
use with network nmanagenent protocols in the Internet community. |IP
Traffic Flow Security (1P-TFS) extensions, as defined in [RFC9347],
are enhancenents to an | Psec tunnel Security Association (SA) to
provide inproved traffic confidentiality.

The obj ects defined here are the sane as [ RFC9348], with the
exception that only operational or state data is supported. By
maki ng operational data accessible via SNWP, existing network
managenent systems can nonitor IP-TFS. This data is listed in the
MB tree in Section 4.1. This nodul e uses the YANG data nodel as a
reference point for nanaged objects. Note that an | ETF M B nodel for
| Psec was never standardized; however, the structures here could be
adapted to existing proprietary MB inplenentations where SNVP is
used to manage networks.

1. The Internet-Standard Managenent Franmework

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Framework, please refer to Section 7 of
[ RFC3410] .

Managed objects are accessed via a virtual information store, terned
the Managerment Infornmation Base or MB. M B objects are generally
accessed t hrough the Sinple Network Managerment Protocol (SNWVP).
ojects in the MB are defined using the nechanisns defined in the
Structure of Managenment Information (SM). This neno specifies a MB
modul e that is conpliant to the SMv2, which is described in STD 58,

[ RFC2578], STD 58, [RFC2579] and STD 58, [RFC2580].

Term nol ogy and Concepts

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Overvi ew

Thi s docunent defines the MB for access to operational paraneters of
IP Traffic Flow Security (IP-TFS). |IP-TFS, defined in [ RFC9347],
configures a Security Association for tunnel node |IPsec with
characteristics that inprove traffic confidentiality and reduce
bandwi dth efficiency | oss.

Thi s docunent is based on the concepts and nmanagenent nodel defined
in [RFC9348]. This docunent assunes famliarity with the |IPsec
concepts described in [ RFC4301], |IP-TFS as described in [ RFC9347],
and the | P-TFS managenent nodel described in [ RFC9348].

Thi s docunent specifies an extensible operational nodel for |P-TFS.
It reuses the nmanagenent nodel defined in [RFC9348]. It allows SNW
systens to read operational objects (which include configured

obj ects) from | P-TFS.

Management bj ects
1. MB Tree

The following is the MB registration tree diagramfor the I P-TFS
ext ensi ons.



# | P- TRAFFI C- FLOM SECURI TY-M B regi stration tree

ptfsM B(1.3.6.1.2.1.500)

+--i pt f sM BObj ect s( 1)

+--iptfsGoup(l)
| +--iptfsConfigTable(l)

+--iptfsConfigTabl eEntry(1) [iptfsConfigSal ndex]

+--iptfslnnerStatsTabl e(
+--iptfslnnerStatsTab

+--iptfsQuterStatsGoup(4)
+--iptfsQuterStatsTabl g(
+--iptfsQuterStatsTab

1)
| eEntry(1) [iptfslnnerSal ndex]

|
| +-- --- Integer32 i pt fsConfigSal ndex(1)
| +-- r-n TruthVal ue congesti onControl (2)
| +-- r-n TruthVal ue usePat hM uDi scovery(3)
| +-- r-n Unsi gnedShort out er Packet Si ze( 4)
| +-- r-n Count er BasedGauge64 | 2Fi xedRat e(5)
| +-- r-n Count er BasedGauge64 | 3Fi xedRat e( 6)
| +-- r-n TruthVal ue dont Fragment (7)
| +-- r-n NanoSeconds maxAggr egat i onTi me( 8)
| +-- r-n Unsi gnedShort wi ndowSi ze(9)
| +-- r-n Trut hVal ue sendl medi at el y(10)
| +-- r-n NanoSeconds | ost Packet Ti nerl nterval (11)
+--i psecSt at sG oup(2)
| +--ipsecStatsTabl e(1)
| +--ipsecStatsTabl eEntry(1) [i psecSal ndex]
| +-- --- Integer32 ipsecSal ndex(1)
| +-- r-n Counter64 txPkts(2)
| +-- r-n Counter64 txCctets(3)
| +-- r-n Counter64 txDropPkts(4)
| +-- r-n Counter64 rxPkts(5)
| +-- r-n Counter64 rxCctets(6)
| +-- r-n Counter64 rxDropPkts(7)
+--iptfslnnerStatsGoup(3)
|
| +-- --- Integer32 iptfslnnerSal ndex(1)

| +-- r-n Counter64 txlnnerPkts(2)

| +-- r-n Counter64 txlnnerCctets(3)

| +-- r-n Counter64 rxlnnerPkts(4)

| +-- r-n Counter64 rxlnnerCctets(5)

| +-- r-n Counter64 rxlnconpl etel nnerPkt s(6)

1)
| eEntry(1) [iptfsQuterSal ndex]

+-- --- Integer32 iptfsQuterSal ndex(1)
+-- r-n Counter64 txExtraPadPkts(2)
+-- r-n Counter64 txExtraPadCctets(3)
+-- r-n Counter64 txAl | PadPkts(4)

+-- r-n Counter64 txAl | PadCctets(5)
+-- r-n Counter64 rxExtraPadPkts(6)
+-- r-n Counter64 rxExtraPadCctets(7)
+-- r-n Counter64 rxAl | PadPkt s(8)

+-- r-n Counter64 rxAl | PadCct et s(9)
+-- r-n Counter64 rxErroredPkts(10)
+-- r-n Counter64 rxM ssedPkts(11)

+- - i pt f sSM BConf or mance( 2)

+- -1 pt f sM BConf or mances( 1)
| +--iptfsM BConpliance(1)
+--iptfsM BG oups(2)

+--i ptfsM BConf Group(1)

+--i psecSt at sConf Group(2)
+--iptfslnnerStatsConf G oup(3)
+- -1 ptfsQuterStatsConfGoup(4)
4.2. SNWP
The following is the MB for IP-TFS. The congestion control
algorithmin [RFC5348] is referenced in the MB text.



<CCDE BEG@ NS> file "iptfs-mb.mb"

| P- TRAFFI G- FLOW SECURI TY-M B DEFINITIONS ::= BEG N
| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE,

I nt eger 32, Unsigned32, Counter64, mb-2
FROM SNMWPv2- SM

Count er BasedGauge64
FROM HCNUM TC

MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWPv 2- CONF

TEXTUAL- CONVENTI ON,

Trut hVal ue
FROM SNVPv2- TC;

i ptfsM B MODULE- | DENTI TY
LAST- UPDATED "202301310000Z"
ORGANI ZATI ON "I ETF | Psecrre Wor ki ng G- oup”
CONTACT- | NFO

Aut hor: Don Fedyk
<mai | t o: df edyk@ abn. net >

Author: Eric Kinzie
<mai | t 0: eki nzi e@ abn. net >"

DESCRI PTI ON
"This nodul e defines the configuration and operati onal
state for managing the IP Traffic Flow Security
functionality (RFC 9349).

Copyright (c) 2023 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stri bution and use in source and binary forns,
with or without nodification, is permtted pursuant
to, and subject to the license terns contained in,
the Sinplified BSD License set forth in Section 4.c
of the IETF Trust’'s Legal Provisions Relating to | ETF
Docurents (https://trustee.ietf.org/license-info).

This version of this SNMP M B nodule is part of RFC 9349;
see the RFC itself for full legal notices."

REVI SI ON "202301310000Z"

DESCRI PTI ON
"Initial revision. Derived fromthe | P-TFS YANG
Dat a Model . "

o= { mb-2 246}

-- Textual Conventions

Unsi gnedShort ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON "xs: unsi gnedShort ™"
SYNTAX Unsi gned32 (0 .. 65535)
NanoSeconds ::= TEXTUAL- CONVENTI ON

DI SPLAY-H NT "d-6"
STATUS current



DESCRI PTI ON
"Represents the tinme unit val ue in nanoseconds."
SYNTAX I nt eger 32

hj ects, Notifications & Conformances

i ptfsM BObj ects OBJECT | DENTI FI ER
:={ iptfsMB 1}

i pt fsM BConf or mance OBJECT | DENTI FI ER
= { iptfsMB 2}

I P-TFS M B nj ect G oups

i ptfsGoup OBJECT | DENTI FI ER
i={ iptfsMBObjects 1}

i psecSt at sG oup OBJECT | DENTI FI ER
= { iptfsMBjects 2}

i ptfslnnerStatsG oup OBJECT | DENTI FI ER
:={ iptfsMBbjects 3}

i ptfsQuterStatsG oup OBIJECT | DENTI FI ER
= { iptfsMBjects 4}

i ptfsConfigTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pt f sConfi gTabl eEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The table containing configuration information for
I P-TFS. "

c:={ iptfsGoup 1}

i ptfsConfigTabl eEntry OBJECT- TYPE

SYNTAX | pt f sConfi gTabl eEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (conceptual row) containing the information on
a particular IP-TFS SA. "

I NDEX { iptfsConfigSal ndex }

:={ iptfsConfigTable 1}

I ptfsConfigTabl eEntry ::= SEQUENCE {
i pt fsConfi gSal ndex I nt eger 32,
-- identifier information
congesti onContr ol Trut hval ue,
usePat hM uDi scovery Trut hVal ue,
out er Packet Si ze Unsi gnedShort ,
| 2Fi xedRat e Count er BasedGauge64,
| 3Fi xedRat e Count er BasedGauge64,
dont Fr agnent Trut hval ue,
maxAggr egat i onTi e NanoSeconds,
Wi ndowSi ze Unsi gnedShort ,
sendl rmedi atel y Trut hVal ue,
| ost Packet Ti ner | nt erval NanoSeconds
}
i ptfsConfigSal ndex OBJECT- TYPE
SYNTAX Integer32 (1..16777215)

MAX- ACCESS not-accessi bl e
STATUS current



DESCRI PTI ON
"A uni que val ue, greater than zero, for each SA
It is recomended that val ues are assigned contiguously,
starting from 1.

The value for each entry nmust remain constant at |east
fromone re-initialization of an entity’ s network nanagenent
systemto the next re-initialization."

;= { iptfsConfigTableEntry 1 }

congesti onControl OBJECT- TYPE

SYNTAX Tr ut hVval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"When set to true, the default, this enables the
congestion control on-the-wre exchange of data that is
required by congestion control algorithms, as defined by
RFC 5348. Wen set to false, |IP-TFS sends fi xed-sized
packets over an | P-TFS tunnel at a constant rate."

;= { iptfsConfigTabl eEntry 2 }

usePat hM uDi scovery OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Packet size is either auto-discovered or nanually
configured. |f usePathM ubi scovery is true, the system
utilizes path-mu to determ ne the maxi mum | P- TFS packet
size. If the packet size is explicitly configured,
then it will only be adjusted downward if use-path-ntu
is set."

o= { iptfsConfigTabl eEntry 3 }

out er Packet Si ze OBJECT- TYPE

SYNTAX Unsi gnedShor t
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"On transm ssion, the size of the outer encapsul ating
tunnel packet (i.e., the I P packet contai ning
Encapsul ating Security Payl oad)."

;= { iptfsConfigTabl eEntry 4 }

| 2Fi xedRat e OBJECT- TYPE

SYNTAX Count er BasedGauge64
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The I P-TFS bit rate may be specified as a layer 2 wire
rate. On transnission, the target bandwidth/bit rate in
bits per second (bps) for the IP-TFS tunnel. This rate is

the nonminal timng for the fixed-size packet. |If
congestion control is enabled, the rate nmay be adjusted
down. "

;= { iptfsConfigTabl eEntry 5 }

| 3Fi xedRat e OCBJECT- TYPE

SYNTAX Count er BasedGauge64
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The I P-TFS bit rate may be specified as a | ayer 3 packet
rate. On transnission, the target bandwidth/bit rate in
bps for the IP-TFS tunnel. This rate is the nomnal timng



for the fixed-size packet. |If congestion control is
enabl ed, the rate may be adjusted down."
::={ iptfsConfigTabl eEntry 6 }

dont Fragment OBJECT- TYPE

SYNTAX Tr ut hVval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"On transnission, disable packet fragnentation across

consecutive | P-TFS tunnel packets; inner packets |arger

than what can be transmitted in outer packets wll be
dr opped. "
;= { iptfsConfigTabl eEntry 7 }

maxAggr egat i onTi mre OBJECT- TYPE

SYNTAX NanoSeconds
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"On transm ssion, the nmaxi num aggregation tinme is the
maxi mum | ength of time a received i nner packet can be

held prior to transmission in the |P-TFS tunnel. |nner
packets that would be held |l onger than this tine, based

on the current tunnel configuration, will be dropped
rat her than be queued for transnission."
;= { iptfsConfigTabl eEntry 8 }

wi ndowSi ze OBJECT- TYPE

SYNTAX Unsi gnedShor t
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"On reception, the maxi mum nunber of out - of -order
packets that will be reordered by an | P-TFS receiver

whil e performng the reordering operation. The value 0O

di sabl es any reordering.”
;= { iptfsConfigTabl eEntry 9 }

sendl mmedi at el y OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"On reception, send inner packets as soon as possi bl e;
not wait for |ost or misordered outer packets.
Selecting this option reduces the inner (user) packet

del ay but can amplify out-of-order delivery of the inner
packet streamin the presence of packet aggregation and

any reordering."
.= { iptfsConfigTabl eEntry 10 }

| ost Packet Ti mer | nterval OBJECT- TYPE

SYNTAX NanoSeconds
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"On reception, this interval defines the length of tine
an | P-TFS receiver will wait for a nissing packet before

considering it lost. If not using send-imredi ately,
then each | ost packet will delay inner (user) packets

until this timer expires. Setting this value too |ow can

i npact reordering and reassenbly."
o= { iptfsConfigTableEntry 11 }

i psecSt at sTabl e OBJECT- TYPE



SYNTAX
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

SEQUENCE OF | psecStatsTabl eEntry

"The tabl e containing basic statistics on |Psec.”

:={ ipsecStatsGoup 1}

i psecSt at sTabl eEntry OBJECT- TYPE
| psecSt at sTabl eEntry

SYNTAX
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry (conceptual

a particular IKE SA. "
I NDEX
:={ ipsecStatsTable 1 }

{ ipsecSal ndex }

row) containing the information on

| psecSt at sTabl eEntry :: = SEQUENCE ({
i psecSal ndex I nt eger 32,
packet statistics infornmation

t xPkt s Count er 64,
txCctets Count er 64,
t xDr opPkt s Count er 64,
r xPkts Count er 64,
rxCctets Count er 64,
r xDr opPkt s Count er 64

}

i psecSal ndex OBJECT- TYPE
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

not - accessi bl e
current

"A uni que val ue, greater than
It is recomended that val ues
starting from 1.

The val ue for each entry nust
fromone re-initialization of

systemto the next re-initiali
::={ ipsecStatsTabl eEntry 1 }

t xPkt s OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS

Count er 64
read-only
current

DESCRI PTI ON
"Qut bound Packet count.™

.= { ipsecStatsTabl eEntry 2 }

txCctets OBIJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS

Count er 64
read-only
current

DESCRI PTI ON
"Qut bound Packet bytes."

.= { ipsecStatsTabl eEntry 3 }

t xDr opPkt s OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS

DESCRI PTI ON

Count er 64
read-only
current

Integer32 (1..16777215)

zero, for each SA
are assi gned contiguously,

remai n constant at |east
an entity’s network managenent
zation."

"Qut bound dropped packets count."



::={ ipsecStatsTabl eEntry 4 }

rxPkt s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"1 nbound Packet count."”
::={ ipsecStatsTabl eEntry 5 }

rxCctets OBIJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"I nbound Packet bytes."
c:={ ipsecStatsTabl eEntry 6 }

r xDr opPkt s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"I nbound dropped packets."
2= { ipsecStatsTabl eEntry 7 }

i ptfslnnerStatsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF I ptfslnnerStatsSaEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The table containing information on | P-TFS
i nner packets."
c:={ iptfslinnerStatsGoup 1}

i ptfslnnerStatsTabl eEntry OBJECT- TYPE

}

SYNTAX I ptfslnnerStatsSaEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry containing the information on
a particular IP-TFS SA. "

I NDEX { iptfslnnerSal ndex }

;= { iptfslinnerStatsTable 1 }

I ptfsinnerStatsSaEntry ::= SEQUENCE {
i ptfslnnerSal ndex I nt eger 32,
t xI nner Pkt s Count er 64,
t Xl nnerCctets Count er 64,
rxI nner Pkt s Count er 64,
rxl nnerCctets Count er 64,
rxI nconpl et el nner Pkt s Count er 64
i ptfslnnerSal ndex OBJECT- TYPE

SYNTAX I nteger32 (1..16777215)

MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A uni que val ue, greater than zero, for each SA
It is recomended that val ues are assigned contiguously,
starting from 1.

The value for each entry nmust remain constant at |east
fromone re-initialization of an entity’ s network nanagenent



systemto the next re-initialization.”
;= { iptfslnnerStatsTabl eEntry 1 }

t xI nner Pkt s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of IP-TFS inner packets sent. This count
i s whol e packets only. A fragnented packet counts as
one packet."

c:={ iptfslnnerStatsTabl eEntry 2 }

txlI nnerCctets OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total number of IP-TFS inner octets sent. This is
i nner packet octets only. This does not count padding."
;= { iptfslnnerStatsTabl eEntry 3 }

rxl nner Pkt s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of |IP-TFS inner packets received."
:={ iptfslnnerStatsTabl eEntry 4 }

rxl nnerCctets OBIECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of | P-TFS inner octets received. This does
not include paddi ng or overhead."

;= { iptfslnnerStatsTabl eEntry 5 }

rxI nconpl et el nner Pkt s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of IP-TFS inner packets that were
inconplete. Usually, this is due to fragnents not
received. Al so, this my be due to nisordering or
errors in received outer packets."
:={ iptfslnnerStatsTabl eEntry 6 }

i ptfsQuterStatsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF IptfsQuterStatsSaEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The table containing information on IP-TFS. "
:={ iptfsQuterStatsGoup 1}

i ptfsQuterStatsTabl eEntry OBJECT- TYPE

SYNTAX I ptfsQuterStatsSaEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry containing the information on
a particular IP-TFS SA. "

I NDEX { iptfsQuterSal ndex }



{ iptfsQuterStatsTable 1 }

I ptfsQuterStatsSaEntry ::= SEQUENCE {
i pt fsQut er Sal ndex I nt eger 32,
- iptfs packet statistics information
t xExt r aPadPkt s Count er 64
t xExt raPadCct et s Count er 64,
t XAl | PadPkt s Count er 64,
t XAl | PadCct et s Count er 64,
r XxExt r aPadPkt s Count er 64
r xExt raPadCct et s Count er 64,
r xAl | PadPkt s Count er 64
r XAl | PadCct et s Count er 64,
r XErr or edPkt s Count er 64,
rxM ssedPkt s Count er 64

i pt fsQuter Sal ndex OBJECT- TYPE

SYNTAX

MAX- ACCESS

STATUS

DESCRI PTI ON
"A uni que val ue, greater than
It is recommended that val ues
starting from 1.

not - accessi bl e
current

The val ue for each entry nust
fromone re-initialization of
systemto the next
{ iptfsQuterStatsTabl eEntry

t xExt r aPadPkt s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of transmtted outer
i ncl uded sone paddi ng."

t xExt r aPadCct et
SYNTAX
MAX- ACCESS
STATUS

s OBJECT- TYPE
Count er 64
read-only
current

DESCRI PTI ON

"Tot al
out er

t XAl | PadPkt s OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS

Count er 64
read-only
current

DESCRI PTI ON

"Tot al
al |

t XAl | PadCct et s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Tot al

Integer32 (1..16777215)

zero, for each SA.
are assigned contiguously,

remai n constant at | east
an entity’s network managenent

re-initialization."

1}

| P-TFS packets that

{ iptfsQuterStatsTabl eEntry 2 }

nunber of transmitted octets of paddi ng added to
| P-TFS packets with data.”
{ iptfsQuterStatsTabl eEntry 3 }

nunber of transmitted | P-TFS packets that were
padding with no inner packet data."
{ iptfsQuterStatsTabl eEntry 4 }

nunber transmtted octets of padding added to



| P-TFS packets with no inner packet data.”
:={ iptfsQuterStatsTabl eEntry 5 }

r xExt raPadPkt s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of received outer |P-TFS packets that
i ncl uded sone paddi ng."

c:={ iptfsQuterStatsTabl eEntry 6 }

r xExt raPadCct et s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of received octets of padding added to
outer | P-TFS packets with data."”

c:={ iptfsQuterStatsTabl eEntry 7 }

r xAl | PadPkt s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of received | P-TFS packets that were all
padding with no inner packet data."

:={ iptfsQuterStatsTabl eEntry 8 }

rxAl | PadCct et s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber received octets of padding added to
| P-TFS packets with no inner packet data.”

c:={ iptfsQuterStatsTabl eEntry 9 }

rXErroredPkts OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of |IP-TFS outer packets dropped due to
errors.”

c:={ iptfsCuterStatsTabl eEntry 10 }

rxM ssedPkts OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of IP-TFS outer packets nissing indicated
by a m ssing sequence nunber."

c:={ iptfsQuterStatsTabl eEntry 11 }

I ptfs Mddul e Conpliance

i pt f sM BConf or mances OBJECT | DENTI FI ER

.= { iptfsMBConformance 1 }

i ptf sM BG oups OBJECT | DENTI FI ER

::={ iptfsM BConformance 2 }



i ptf sM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The compliance statement for entities that
i mpl ement the IP-TFS MB."
MODULE -- this nodul e
MANDATORY- GROUPS {
i pt f sM BConf G oup,
i psecSt at sConf G oup,
i ptfslnnerStatsConfG oup,
i ptfsQuterStatsConf G oup

}
::={ iptfsM BConformances 1 }

-- MB Goups (Units of Confornance)

i pt fsM BConf G- oup OBJECT- GROUP
OBJECTS {

congesti onControl,
usePat hM uDi scovery,
out er Packet Si ze ,
| 2Fi xedRat e
| 3Fi xedRat e
dont Fragnent ,
maxAggr egat i onTi e,
W ndowSi ze,
sendl rmedi at el v,
| ost Packet Ti mer | nt er val

}

STATUS current

DESCRI PTI ON
"A collection of objects providing per SA |IP-TFS
configuration.”

c:={ iptfsMBGoups 1}

i psecSt at sConf G oup OBJECT- GROUP
OBJECTS {
t xPkt s,
txCctets,
t xDr opPkt s,
rxPkts,
rxCctets,
r xDr opPkt s

}

STATUS current

DESCRI PTI ON
"A collection of objects providing per SA basic
statistics.”

i={ iptfsMBGoups 2}

i ptfslnnerStatsConfGoup OBJECT- GROUP
OBJECTS {
t xI nner Pkt s,
t xl nnerCctets,
r x| nner Pkt s,
rxl nnerCct et s,
rxI nconpl et el nner Pkt s

}

STATUS current

DESCRI PTI ON
"A col lection of objects providing per SA |IP-TFS
i nner packet statistics."



= { iptfsMBGoups 3}

i ptfsQuterStatsConf G oup OBJECT- GROUP
OBJECTS {
t xExt r aPadPkt s,
t xExtr aPadCct et s,
t XAl | PadPkt s,
t XAl | PadCct et s,
r xExt r aPadPkt s,
r xExt raPadCct et s,
r xAl | PadPkt s,
r xAl | PadCct et s,
r XErr or edPkt s,
rxM ssedPkt s

}

STATUS current

DESCRI PTI ON
"A collection of objects providing per SA |IP-TFS
out er packet statistics.”

:={ iptfsMBGoups 4 }

END
<CODE ENDS>

I ANA Consi derations
The M B nodule in this docunent uses the foll ow ng | ANA-assi ghed

OBJECT | DENTI FI ER val ue, recorded in the "SM Network Managenment MGMI
Codes Internet-standard MB" registry:

B ety s ey sty

| Decimal | Name | Description |

F e e oo e

| 246 | iptfsMB | |P-TRAFFI C-FLON SECURI TY-M B |

I R i I e +
Table 1

Security Considerations

The M B specified in this docunent can read the operational behavior
of IP Traffic Flow Security. For the inplications regarding wite
configuration, consult [RFC9347], which defines the functionality.

There are no managenent objects defined in this MB nodul e that have
a MAX- ACCESS cl ause of read-wite and/or read-create. So, if this
M B nodule is inplemented correctly, then there is no risk that an
intruder can alter or create any nanagenment objects of this MB
nmodul e via direct SNVMP SET operations.

Sone of the objects in this MB nodul e may be considered sensitive or
vul nerabl e in sone network environnents. This includes | NDEX objects
with a MAX- ACCESS of not-accessible, and any indices from other
modul es exposed via AUGVENTS. It is thus inportant to control even
GET and/or NOTIFY access to these objects and possibly to even
encrypt the values of these objects when sending them over the
network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

* iptfsinnerStatsTable and iptfsQuterStatsTable: Access to IP inner
and outer Traffic Flow Security statistics can provide infornmation
that IP Traffic Fl ow Security obscures, such as the true activity
of the flows using IP Traffic Flow Security.

SNWP versions prior to SNMPv3 did not include adequate security.



7.

7.

Even if the network itself is secure (for exanple by using IPsec),
there is no control as to who on the secure network is allowed to
access and CGET (read) the objects in this M B nodul e.

| mpl enent ati ons SHOULD provi de the security features described by the
SNWPv3 framework (see [RFC3410]), and inplenentations claimng
compliance to the SNMPv3 standard MJST include full support for

aut hentication and privacy via the User-based Security Mdel (USM

[ RFC3414] with the AES cipher algorithm[RFC3826]. |Inplenentations
MAY al so provi de support for the Transport Security Mdel (TSM

[ RFC5591] in conbination with a secure transport such as SSH

[ RFC5592] or TLS/ DTLS [ RFC6353].

Further, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customner/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nmodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them
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