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I nt roducti on

Thi s docunent defines a YANG nodul e [ RFC7950] for the managenent of
the IP Traffic Flow Security (IP-TFS) extensions defined in

[ RFC9347]. | P-TFS provi des enhancenents to an | Psec tunnel Security
Associ ation (SA) to provide inproved traffic confidentiality.

Traffic confidentiality reduces the ability of traffic analysis to
determine identity and correl ate observable traffic patterns. [|P-TFS
offers efficiency when aggregating traffic in fixed-size |IPsec tunne
packets.

The YANG data npbdel in this docunent confornms to the Network
Managenent Datastore Architecture (NVDA) defined in [ RFC8342].

The published YANG nodul es for | Psec are defined in [RFCO061]. This
docunent uses these nobdels as a general |Psec nodel that is augnented
for IP-TFS. The nodels in [ RFC9061] provide for both an | KE and an

| KE- 1 ess nodel .

Overvi ew

Thi s docunent defines configuration and operational paraneters of IP
Traffic Flow Security (IP-TFS). |P-TFS, defined in [ RFC9347],
defines a security association for tunnel node |Psec with
characteristics that inprove traffic confidentiality and reduce
bandwi dth efficiency | oss. These docunents assune familiarity with
the I Psec concepts described in [ RFC4301].

| P-TFS uses tunnel node to inprove confidentiality by hiding inner

packet identifiable information, packet size, and packet tinming. |P-
TFS provides a general capability allow ng aggregation of nultiple
packets in uni formsize outer tunnel |Psec packets. It maintains the
out er packet size by utilizing conbinations of aggregating, padding,
and fragmenting inner packets to fill out the |IPsec outer tunne
packet. Padding is used to fill the packet when no data is avail able
to send.

Thi s docunent specifies an extensible configuration nodel for |P-TFS
This version utilizes the capabilities of IP-TFS to configure fixed-
size | P-TFS packets that are transmitted at a constant rate. This
nmodel is structured to allow for different types of operation through
future augnentati on.

The | P-TFS YANG nodul e augnments the | Psec YANG nodul e from [ RFC9061] .
| P-TFS makes use of |Psec tunnel node and adds a small nunber of
configuration itens to | Psec tunnel node. As defined in [RFC9347],
any SA configured to use |IP-TFS supports only |IP-TFS packets, i.e.,
no mixed | Psec nodes.

The behavior for IP-TFS is controlled by the source. The self-
describing format of an IP-TFS packet allows a sending side to adjust
the packet size and tim ng independently fromany receiver. Both
directions are al so independent, e.g., |IP-TFS nay be run only in one
direction. This means that counters, which are created here for both
directions, may be 0 or not updated in the case of an SA that uses
IP-TFS only in on direction.

Cases where | P-TFS statistics are active for one direction
*  SA one direction - | P-TFS enabl ed

* SA both directions - IP-TFS only enabled in one direction



Case where | P-TFS statistics are active for both directions
* SA both directions - |P-TFS enable for both directions
The | P-TFS nodel supports |P-TFS configuration and operational data.

Thi s YANG nodul e supports configuration of fixed-size and fixed-rate
packets, as well as elenents that nmay be augmented to support future
configuration. The protocol specification [ RFC9347] goes beyond this
simple, fixed node of operation by defining a general format for any
type of scheme. |In this docunent, the outer |Psec packets can be
sent with fixed or variable size (wthout padding). The
configuration allows the fixed packet size to be determ ned by the
path MIU. The fixed packet size can also be configured if a val ue

| ower than the path MIU i s desired.

O her configuration itens include:

Congestion Control
A congestion control setting to allow I P-TFS to reduce the packet
rate when congestion is detected.

Fi xed- Rat e Confi guration
The | P-TFS tunnel rate can be configured by taking into account
either layer 2 overhead or |ayer 3 overhead. Layer 3 overhead is
the IP data rate, and | ayer 2 overhead is the rate of bits on the
link. The combination of packet size and rate determ nes the
nom nal maxi mum bandwi dt h and the transm ssion interval when
fixed-size packets are used

User Packet Fragnmentation Control:
Wil e fragmentation is recommended for inproved efficiency, a
configuration is provided if users wish to observe the effect of
no fragnentation on their data flows.

The YANG operational data allows the readout of the configured
paraneters, as well as the per-SA statistics and error counters for

I P-TFS. Per-SA | Psec packet statistics are provided as a feature,
and per-SA | P-TFS-specific statistics are provided as anot her
feature. Both sets of statistics augnent the | Psec YANG nodul es with
counters that allow observation of |P-TFS packet efficiency.

| Psec YANG managenent objects are set in [RFC9061]. | P-TFS YANG
augnents the IKE and the I KE-1ess nodels. 1n these nodels, the
Security Policy database entry and Security Association entry for an
| Psec tunnel can be augnented with IP-TFS. In addition, this nodel
uses YANG types defined in [ RFC6991].

3.  YANG Managenent
3.1. YANG Tree

The following is the YANG tree di agram [ RFC38340] for the IP-TFS
ext ensi ons.

nmodul e: ietf-ipsec-iptfs
augnment /nsfike:ipsec-ike/nsfike:conn-entry/nsfike: spd
/ nsfike: spd-entry/nsfike:ipsec-policy-config
/ nsfi ke: processi ng-i nfo/ nsfike:ipsec-sa-cfqg:
+--rwtraffic-flowsecurity
+--rw congestion-control ? bool ean
+--rw packet-si ze
| +--rw use-path-ntu-discovery? bool ean
| +--rw outer-packet-size? uintl16
+--rw (tunnel -rate)?



+--:(l2-fixed-rate)

|

| | +--rwl2-fixed-rate? yang: gauge64
|  +--:(I3-fixed-rate)

| +--rw | 3-fixed-rate? yang: gauge64
+--rw dont - fragnent ? bool ean
+--rw max- aggregati on-ti me? deci nal 64
+--rw w ndow si ze? uint 16

+--rw send-i mredi atel y? bool ean

+--rw | ost-packet-tiner-interval ? deci nal 64
augrment /nsfike:ipsec-ike/nsfike:conn-entry/nsfike:child-sa-info:
+--ro traffic-flow security
+--ro0 congestion-control ? bool ean
+--ro0 packet-size
| +--ro use-path-ntu-discovery? bool ean
| +--ro outer-packet-size? uintl6
+--ro0 (tunnel-rate)?
| +--:(l2-fixed-rate)

| +--ro |2-fixed-rate? yang: gauge64
| +--:(I3-fixed-rate)
| +--ro | 3-fixed-rate? yang: gauge64
+--ro dont-fragnment? bool ean
+--1r0 max-aggregation-tinme? deci nal 64
+--ro0 w ndow si ze? uintl16
+--ro send-inmredi atel y? bool ean

+--ro | ost-packet-tiner-interval ? deci nal 64
augnment /nsfikel s:ipsec-ikel ess/ nsfikel s:spd/ nsfikels:spd-entry
I nsfikels:ipsec-policy-config/nsfikels:processing-info
I nsfikels:ipsec-sa-cfqg:
+--rwtraffic-flowsecurity

+--rw congestion-control ? bool ean

+--rw packet -si ze

| +--rw use-path-ntu-discovery? bool ean

| +--rw outer-packet-size? uintl6

+--rw (tunnel -rate)?

| +--:(l2-fixed-rate)

| +--rwl2-fixed-rate? yang: gauge64
| +--:(I3-fixed-rate)
| +--rw | 3-fixed-rate? yang: gauge64
+--rw dont-fragnment ? bool ean
+--rw max- aggr egation-time? deci nmal 64
+--rw wi ndow- si ze? ui nt 16
+--rw send-i mredi atel y? bool ean

+--rw | ost-packet-tiner-interval ? deci nal 64
augnment /nsfikel s:ipsec-ikel ess/ nsfikel s:sad/ nsfikels:sad-entry:
+--ro traffic-flowsecurity
+--ro0 congestion-control ? bool ean
+--ro0 packet-size
| +--ro use-path-ntu-discovery? bool ean
| +--ro outer-packet-size? uint 16
+--ro0 (tunnel-rate)?
|  +--:(l2-fixed-rate)

| | +--ro l2-fixed-rate? yang: gauge64
| +--:(13-fixed-rate)

| +--ro | 3-fixed-rate? yang: gauge64
+--ro dont-fragnment? bool ean
+--1r0 max-aggregation-tinme? deci nal 64
+--ro wi ndow size? ui nt 16

+--ro0 send-imredi atel y? bool ean

+--ro |l ost-packet-tiner-interval ? deci nal 64
augrment /nsfike:ipsec-ike/nsfike:conn-entry/nsfike: child-sa-info:
+--ro0 ipsec-stats {ipsec-stats}?

| +--ro tx-pkts? yang: count er 64
| +--ro tx-octets? yang: count er 64
| +--ro tx-drop-pkts? yang: count er 64
|  +--ro rx-pkts? yang: count er 64
I

+--ro rx-octets? yang: count er 64



| +--ro rx-drop-pkts? yang: count er 64
+--ro iptfs-inner-pkt-stats {iptfs-stats}?

+--ro rx-inconpl et e-pkts? yang: count er 64

|  +--ro tx-pkts? yang: count er 64

| +--ro tx-octets? yang: count er 64

|  +--ro rx-pkts? yang: count er 64

| +--ro rx-octets? yang: count er 64

|

+--ro iptfs-outer-pkt-stats {iptfs-stats}?
+--ro tx-all-pad-pkts? yang: count er 64
+--ro tx-all-pad-octets? yang: count er 64
+--ro tx-extra-pad-pkts? yang: count er 64
+--ro tx-extra-pad-octets? yang: count er 64
+--ro rx-all-pad-pkts? yang: count er 64
+--ro0 rx-all-pad-octets? yang: count er 64
+--r0 rx-extra-pad- pkts? yang: count er 64
+--r0 rx-extra-pad-octets? yang: count er 64
+--r0 rx-errored-pkts? yang: count er 64
+--ro0 rx-m ssed- pkts? yang: count er 64

augrment /nsfikel s:ipsec-ikel ess/ nsfikel s: sad/ nsfikel s: sad-entry:
+--ro0 ipsec-stats {ipsec-stats}?

+--ro0 tx-pkts? yang: count er 64
+--ro tx-octets? yang: count er 64
+--ro0 tx-drop-pkts? yang: count er 64
+--ro0 rx-pkts? yang: count er 64
+--ro rx-octets? yang: count er 64

+--r0 rx-drop-pkts? yang: count er 64

+— - -Il- - - - -
1

ro iptfs-inner-pkt-stats {iptfs-stats}?
+--ro0 tx-pkts? yang: count er 64
+--ro tx-octets? yang: count er 64
+--ro0 rx-pkts? yang: count er 64
+--ro rx-octets? yang: count er 64
+--ro0 rx-inconpl ete-pkts? yang: count er 64
--ro iptfs-outer-pkt-stats {iptfs-stats}?
+--ro tx-all-pad-pkts? yang: count er 64
+--ro tx-all-pad-octets? yang: count er 64
+--ro tx-extra-pad-pkts? yang: count er 64
+--ro0 tx-extra-pad-octets? yang: count er 64
+--ro0 rx-all-pad-pkts? yang: count er 64
+--ro0 rx-all-pad-octets? yang: count er 64
+--ro0 rx-extra-pad- pkts? yang: count er 64
+--ro0 rx-extra-pad-octets? yang: count er 64
+--ro0 rx-errored-pkts? yang: count er 64
+--1r0 rx-m ssed- pkts? yang: count er 64

3.2.  YANG Modul e

The following is the YANG nodul e for managi ng the | P-TFS ext ensi ons.
The nodel contains references to [ RFC9347] and [ RFC5348].

<CODE BEG NS> file "ietf-ipsec-iptfs@023-01-31.yang"
nmodul e ietf-ipsec-iptfs {
yang-version 1.1;
nanespace "urn:ietf:paranms: xm :ns:yang:ietf-ipsec-iptfs"”;
prefix iptfs;

inmport ietf-i2nsf-ike {
prefix nsfike;
ref erence
"RFC 9061: A YANG Data Model for |IPsec Flow Protection Based on
Sof t war e- Defi ned Networking (SDN), Section 5.2";
}
inmport ietf-i2nsf-ikeless {
prefix nsfikels;
ref erence
"RFC 9061: A YANG Data Model for |IPsec Flow Protection Based on
Sof t war e- Defi ned Networking (SDN), Section 5.3";



}
import ietf-yang-types {
prefi x yang;
ref erence
"RFC 6991: Commobn YANG Data Types";

}

organi zati on
"I ETF | PSECVE Wor ki ng Group (| PSECVE) "

cont act
"WG Web: <https://datatracker.ietf.org/wy/ipsecne/>
W5 List: <mailto:ipsecnmre@etf.org>

Aut hor: Don Fedyk
<mai | t 0: df edyk@ abn. net >

Aut hor: Christian Hopps
<mai | t o: chopps@hopps. or g>";

description
"This nodul e defines the configuration and operational state for
managing the |P Traffic Flow Security functionality (RFC 9348).

Copyright (c) 2023 | ETF Trust and the persons identified as
aut hors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Revised BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9348; see
the RFC itself for full legal notices.";

revision 2023-01-31 {
description
"I'nitial revision";
ref erence
"RFC 9348: A YANG Data Model for IP Traffic Flow Security";

}

feature ipsec-stats {
description
"This feature indicates the device supports
per-SA | Psec statistics.";

}

feature iptfs-stats {
description
"This feature indicates the device supports
per-SA IP Traffic Flow Security statistics.";

}

/* ____________________ */
/* groupi ngs */
/* ____________________ */

groupi ng i psec-tx-stat-grouping {
description
"l Psec outbound statistics";
| eaf tx-pkts {
type yang: count er 64;
config fal se;
description



"Qut bound Packet count"”;
}
| eaf tx-octets {
type yang: count er 64;
config fal se;
description
"Qut bound Packet bytes";

}
| eaf tx-drop-pkts {
t ype yang: count er 64;
config fal se;
description
"Qut bound dropped packets count”;
}

}

groupi ng i psec-rx-stat-grouping {
description
"I Psec i nbound statistics";
| eaf rx-pkts {
type yang: count er 64;
config fal se;
description
"1 nbound Packet count";
}

| eaf rx-octets {
type yang: count er 64;
config fal se;
description
"I nbound Packet bytes";

}
| eaf rx-drop-pkts {
type yang: count er 64;
config fal se;
description
"I nbound dropped packets count"”;
}

}

groupi ng iptfs-inner-tx-stat-grouping {
description
"1 P-TFS out bound i nner packet statistics";
| eaf tx-pkts {
type yang: count er 64;
config fal se;
description
"Total nunber of IP-TFS inner packets sent. This
count is whole packets only. A fragmented packet
counts as one packet.";
ref erence
"RFC 9347: Aggregation and Fragnmentation Mde for
Encapsul ating Security Payload (ESP) and Its Use for
IP Traffic Flow Security (IP-TFS)";

| eaf tx-octets {
type yang: count er 64;
config fal se;
description
"Total number of IP-TFS inner octets sent. This is
i nner packet octets only. It does not count padding.";
ref erence
"RFC 9347: Aggregation and Fragnentation Mde for
Encapsul ating Security Payload (ESP) and Its Use for
IP Traffic Flow Security (IP-TFS)";



grouping iptfs-outer-tx-stat-grouping {
description
"I P-TFS out bound i nner packet statistics";
| eaf tx-all-pad-pkts {
type yang: count er 64;
config fal se;
description
"Total nunber of transmitted |P-TFS packets that
were all padding with no i nner packet data.";
reference
"RFC 9347: Aggregation and Fragmentation Mde for
Encapsul ating Security Payload (ESP) and Its Use for
IP Traffic Flow Security (IP-TFS), Section 2.2.3";

| eaf tx-all-pad-octets {
type yang: count er 64;
config fal se;
description
"Total nunber transmtted octets of padding added to
| P-TFS packets with no inner packet data.";
ref erence
"RFC 9347: Aggregation and Fragnmentation Mde for
Encapsul ating Security Payload (ESP) and Its Use for
IP Traffic Flow Security (IP-TFS), Section 2.2.3";

| eaf tx-extra-pad-pkts {
t ype yang: count er 64;
config fal se;
description
"Total nunber of transmitted outer |P-TFS packets
that included sone padding.";
ref erence
"RFC 9347: Aggregation and Fragnmentation Mde for
Encapsul ating Security Payload (ESP) and Its Use for
IP Traffic Flow Security (IP-TFS), Section 2.2.3.1";

| eaf tx-extra-pad-octets {
type yang: count er 64;
config fal se;
description
"Total nunber of transmtted octets of paddi ng added
to outer I P-TFS packets with data.";
ref erence
"RFC 9347: Aggregation and Fragnmentation Mde for
Encapsul ating Security Payload (ESP) and Its Use for
IP Traffic Flow Security (I1P-TFS), Section 2.2.3.1";
}
}

grouping iptfs-inner-rx-stat-grouping {
description
"I P-TFS i nner packet inbound statistics";
| eaf rx-pkts {
type yang: count er 64;
config fal se;
description
"Total number of |P-TFS inner packets received.";
reference
"RFC 9347: Aggregation and Fragmentation Mde for
Encapsul ating Security Payload (ESP) and Its Use for
IP Traffic Flow Security (IP-TFS), Section 2.2";
}
| eaf rx-octets {
type yang: count er 64;
config fal se;



description

"Total nunber of IP-TFS inner octets received. |t does
not include padding or overhead.";
ref erence

"RFC 9347: Aggregation and Fragmentation Mde for
Encapsul ating Security Payload (ESP) and Its Use for
IP Traffic Flow Security (IP-TFS), Section 2.2";
}
| eaf rx-inconplete-pkts {
t ype yang: count er 64;
config fal se;
description
"Total nunber of IP-TFS inner packets that were
inconplete. Usually this is due to fragnents that are
not received. Also, this may be due to misordering or
errors in received outer packets.";
reference
"RFC 9347: Aggregation and Fragmentation Mde for
Encapsul ating Security Payload (ESP) and Its Use for
IP Traffic Flow Security (IP-TFS)";
}
}

grouping iptfs-outer-rx-stat-grouping {
description
"I P-TFS out er packet inbound statistics";
| eaf rx-all-pad-pkts {
t ype yang: count er 64;
config fal se;
description
"Total nunber of received | P-TFS packets that were
all padding with no inner packet data.";
ref erence
"RFC 9347: Aggregation and Fragnmentation Mde for
Encapsul ating Security Payload (ESP) and Its Use for
IP Traffic Flow Security (IP-TFS), Section 2.2.3";

| eaf rx-all-pad-octets {
type yang: count er 64;
config fal se;
description
"Total nunber of received octets of padding added to
| P-TFS packets with no inner packet data.”;
ref erence
"RFC 9347: Aggregation and Fragnmentation Mde for
Encapsul ating Security Payload (ESP) and Its Use for
IP Traffic Flow Security (IP-TFS), Section 2.2.3";
}
| eaf rx-extra-pad-pkts {
type yang: count er 64;
config fal se;
description
"Total nunber of received outer |P-TFS packets that
i ncl uded sonme padding.";
ref erence
"RFC 9347: Aggregation and Fragnentation Mde for
Encapsul ating Security Payload (ESP) and Its Use for
IP Traffic Flow Security (IP-TFS), Section 2.2.3.1";
}
| eaf rx-extra-pad-octets {
type yang: count er 64;
config fal se;
description
"Total nunber of received octets of padding added to
outer | P-TFS packets with data.";
ref erence



"RFC 9347: Aggregation and Fragmentation Mde for
Encapsul ating Security Payload (ESP) and Its Use for
IP Traffic Flow Security (IP-TFS), Section 2.2.3.1";
}
| eaf rx-errored-pkts {
type yang: count er 64;
config fal se;
description
"Total nunber of |IP-TFS outer packets dropped due to
errors.”;
reference
"RFC 9347: Aggregation and Fragmentation Mde for
Encapsul ating Security Payload (ESP) and Its Use for
IP Traffic Flow Security (IP-TFS)";
}
| eaf rx-m ssed-pkts {
type yang: count er 64;
config fal se;
description
"Total nunber of |IP-TFS outer packets nissing,
i ndi cated by a nissing sequence nunber.";
ref erence
"RFC 9347: Aggregation and Fragnmentation Mde for
Encapsul ating Security Payload (ESP) and Its Use for
IP Traffic Flow Security (IP-TFS)";
}
}

grouping iptfs-config {
description
"This is the grouping for IP-TFS configuration.";
container traffic-flowsecurity {
description
"Configure the IPsec TFS in the Security
Associ ati on Dat abase (SAD).";
| eaf congestion-control {
type bool ean;
default "true";
description
"When set to true, the default, this enables the
congestion control on-the-wire exchange of data that is
required by congestion control algorithms, as defined by
RFC 5348. Wen set to false, |IP-TFS sends fixed-size
packets over an |IP-TFS tunnel at a constant rate.";
ref erence
"RFC 9347: Aggregation and Fragnmentation Mde for
Encapsul ating Security Payload (ESP) and Its Use for
IP Traffic Flow Security (IP-TFS), Section 2.4.2;
RFC 5348: TCP Friendly Rate Control (TFRC): Protoco
Speci fication";
}
cont ai ner packet-size {
description
"Packet size is either auto-discovered or manually
configured.";
| eaf use-path-ntu-discovery {
type bool ean;
default "true";
description
"Utilize path MIU di scovery to determ ne maxi mum
| P-TFS packet size. |If the packet size is explicitly
configured, then it will only be adjusted downward i f
use- pat h-nt u-di scovery is set.";
ref erence
"RFC 9347: Aggregation and Fragmentation Mde for
Encapsul ating Security Payload (ESP) and Its Use for



IP Traffic Flow Security (IP-TFS), Section 4.2";

}
| eaf outer-packet-size {
type uint 16;
units "bytes";
description
"On transm ssion, the size of the outer encapsul ating
tunnel packet (i.e., the I P packet containing
Encapsul ating Security Payload (ESP)).";
reference
"RFC 9347: Aggregation and Fragnmentation Mde for
Encapsul ating Security Payload (ESP) and Its Use for
IP Traffic Flow Security (IP-TFS), Section 4.2";
}

choi ce tunnel-rate {
description
"The TFS bit rate may be specified at layer 2 wire
rate or |layer 3 packet rate.";
|l eaf |2-fixed-rate {
type yang: gauge64;
units "bits/second";
description
"On transm ssion, target bandwi dth/bit rate in
bits/second for IP-TFS tunnel. This fixed rate is the
nomnal timng for the fixed-size packet. |If
congestion control is enabled, the rate may be
adj usted down (or up if unset).";
reference
"RFC 9347: Aggregation and Fragmentation Mde for
Encapsul ating Security Payload (ESP) and Its Use for
IP Traffic Flow Security (IP-TFS), Section 4.1";

|l eaf |3-fixed-rate {
type yang: gaugeb4;
units "bits/second”;
description
"On transm ssion, target bandwi dth/bit rate in
bits/second for IP-TFS tunnel. This fixed rate is the
nominal timng for the fixed-size packet. |If
congestion control is enabled, the rate may be
adj usted down (or up if unset).";
ref erence
"RFC 9347: Aggregation and Fragnentation Mde for
Encapsul ating Security Payload (ESP) and Its Use for
IP Traffic Flow Security (IP-TFS), Section 4.1";
}

| eaf dont-fragment {
type bool ean;
default "false";
description
"On transni ssion, disable packet fragnentation across
consecutive | P-TFS tunnel packets; inner packets |arger
than what can be transmtted in outer packets wll be
dropped. ";
reference
"RFC 9347: Aggregation and Fragnmentation Mde for
Encapsul ating Security Payload (ESP) and Its Use for

IP Traffic Flow Security (I P-TFS), Section 2.2.4 and
6.1.4";

}
| eaf max-aggregation-tine {
type deci mal 64 {
fraction-digits 6;

}



units "mlliseconds”;
description
"On transni ssion, maxi num aggregation tine is the
maxi mum | ength of time a received i nner packet can be
held prior to transmission in the |P-TFS tunnel. |nner
packets that would be held |longer than this tine, based
on the current tunnel configuration, will be dropped
rat her than be queued for transm ssion. Maximum
aggregation tine is configurable in nmilliseconds or
fractional nmilliseconds down to 1 nanosecond.";

| eaf wi ndow- si ze {
type uint16 {
range "0..65535";
}
description
"On reception, the maxi mum nunber of out - of -order
packets that will be reordered by an | P-TFS receiver
whil e performng the reordering operation. The value 0O
di sabl es any reordering."”;
ref erence
"RFC 9347: Aggregation and Fragnmentation Mde for
Encapsul ating Security Payload (ESP) and Its Use for
IP Traffic Flow Security (IP-TFS), Section 2.2.3";

| eaf send-imediately {
type bool ean;
default "false";
description
"On reception, send inner packets as soon as possible; do
not wait for |ost or msordered outer packets.
Selecting this option reduces the inner (user) packet
del ay but can anplify out-of-order delivery of the
i nner packet streamin the presence of packet
aggregation and any reordering.";
ref erence
"RFC 9347: Aggregation and Fragmentation Mde for
Encapsul ating Security Payload (ESP) and Its Use for
IP Traffic Flow Security (IP-TFS), Section 2.5";

| eaf | ost-packet-tinmer-interval {
type deci mal 64 {
fraction-digits 6;

units "mlliseconds";
description
"On reception, this interval defines the length of tine
an | P-TFS receiver will wait for a missing packet before
considering it lost. If not using send-inmrediately,
then each | ost packet will delay inner (user) packets
until this timer expires. Setting this value too |ow
can inpact reordering and reassenbly. The value is
configurable in nilliseconds or fractional nilliseconds
down to 1 nanosecond.";
ref erence
"RFC 9347: Aggregation and Fragnentation Mde for
Encapsul ating Security Payload (ESP) and Its Use for
IP Traffic Flow Security (IP-TFS), Section 2.2.3";

}
}
}

/*
* | P-TFS i ke configuration
*/



augrment "/ nsfike:ipsec-ike/nsfike:conn-entry/nsfike:spd/™

+ "nsfike:spd-entry/"
+ "nsfike:ipsec-policy-config/"
+ "nsfike: processing-info/"
+ "nsfike:ipsec-sa-cfg" {

description

"I P-TFS configuration for this policy.";
uses iptfs-config;

}

augrment "/ nsfike:ipsec-ike/nsfike:conn-entry/"
+ "nsfike:child-sa-info" {
description
"I P-TFS configured on this SA ";
uses iptfs-config {
refine "traffic-flowsecurity" {
config fal se;
}

}
}

/*
* | P-TFS i kel ess configuration
*/

augrment "/ nsfikels:ipsec-ikel ess/nsfikels:spd/"

+ "nsfikel s:spd-entry/"
+ "nsfikels:ipsec-policy-config/"
+ "nsfikel s: processing-info/"
+ "nsfikel s:ipsec-sa-cfg" {

description

"I P-TFS configuration for this policy.";
uses iptfs-config;

}

augrment "/ nsfikel s:ipsec-ikel ess/ nsfikels:sad/"
+ "nsfikel s:sad-entry" {
description
"I P-TFS configured on this SA ";
uses iptfs-config {
refine "traffic-flowsecurity" {
config fal se;
}

}
}

/*
* packet counters
*/

augnment "/ nsfike:ipsec-ike/nsfike:conn-entry/"
+ "nsfike:child-sa-info" {
description
"Per-SA counters",;
contai ner ipsec-stats {
if-feature "ipsec-stats";
config fal se;
description
"I Psec per-SA packet counters.
tx = outbound, rx = inbound";
uses i psec-tx-stat-grouping;
uses i psec-rx-stat-grouping;
}
contai ner iptfs-inner-pkt-stats {
if-feature "iptfs-stats”;
config fal se;
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description
"I P-TFS per-SA i nner packet counters.
tx = outbound, rx = inbound";
uses i ptfs-inner-tx-stat-grouping;
uses i ptfs-inner-rx-stat-grouping;
}
container iptfs-outer-pkt-stats {
if-feature "iptfs-stats”;
config fal se;
description
"I P-TFS per-SA outer packets counters.
tx = outbound, rx = inbound";
uses i ptfs-outer-tx-stat-grouping;
uses i ptfs-outer-rx-stat-grouping;
}
}

/*
* packet counters
*/

augrment "/ nsfikels:ipsec-ikel ess/nsfikels:sad/"
+ "nsfikel s:sad-entry" {
description
"Per-SA counters",;
container ipsec-stats {
if-feature "ipsec-stats";
config fal se;
description
"l Psec per-SA packet counters.
tx = outbound, rx = inbound";
uses i psec-tx-stat-grouping;
uses i psec-rx-stat-grouping;
}
contai ner iptfs-inner-pkt-stats {
if-feature "iptfs-stats”;
config fal se;
description
"I P-TFS per-SA i nner packet counters.
tx = outbound, rx = inbound";
uses iptfs-inner-tx-stat-grouping;
uses i ptfs-inner-rx-stat-grouping;
}
container iptfs-outer-pkt-stats {
if-feature "iptfs-stats";
config fal se;
description
"I P-TFS per-SA outer packets counters.
tx = outbound, rx = inbound";
uses i ptfs-outer-tx-stat-grouping;
uses i ptfs-outer-rx-stat-grouping;
}
}

}
<CODE ENDS>
| ANA Consi der ati ons
Updates to the | ETF XM. Registry

Per this docunent, |ANA has registered a URI in the "IETF
Regi stry" [ RFC3688] as foll ows.

URI: wurn:ietf:paranms:xm:ns:yang:ietf-ipsec-iptfs
Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. nanespace

XML



4.2. Updates to the YANG Modul e Nanes Registry

Per this docunent, | ANA has regi stered one YANG nodul e in the "YANG
Modul e Nanmes" registry [ RFC6020] as fol |l ows.

Nane: ietf-ipsec-iptfs

Nanmespace: urn:ietf:params:xm:ns:yang:ietf-ipsec-iptfs
Prefix: iptfs

Ref erence: RFC 9348

5. Security Considerations

The YANG nodul e specified in this docunent defines a schema for data
that is designed to be accessed via network nmanagenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl ement secure
transport is Secure Shell (SSH) [RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFCB8446] .

The Network Configuration Access Control Mdel (NACM [RFC8341]

provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
witable/creatable/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative
effect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

..Itraffic-flowsecurity: Enabling IP-TFS is controlled by setting
the entries under traffic-flowsecurity in IKE or | KE-1ess npdel s.
IP-TFS is set either to be congestion sensitive or a fixed rate by
setting paraneters in this subtree

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

..liptfs-inner-pkt-stats and ../iptfs-outer-pkt-stats: Access to |P-
TFS statistics can provide information that |P-TFS obscures, such
as the true activity of the flows using I P-TFS
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Appendi x A.  Exanpl es

The foll owi ng exanpl es show configuration and operational data for

the I KE-less and | KE cases using XM. and JSON. Al so, the operational

statistics for the |KE-1ess case is illustrated.

A. 1. Exanple XML Configuration



This exanple illustrates configuration for IP-TFS in the |IKE-|ess
case. Note that, since this augnents the |Psec | KE-l1ess schenma, only
a mniml |KE-|ess configuration to satisfy the schema has been
popul at ed.

<i:ipsec-ikel ess

xm ns:i="urn:ietf:parans: xm :ns:yang:ietf-i2nsf-ikel ess”
xmns:tfs="urn:ietf:parans: xn :ns:yang:ietf-ipsec-iptfs">
<i:spd>

<i:spd-entry>
<i : name>prot ect-policy-1</i: name>
<i :direction>out bound</i:direction>
<i :ipsec-policy-config>
<i:traffic-selector>
<i:local-prefix>192.0.2.0/16</i:local -prefix>
<i:renote-prefix>198.51. 100. 0/ 16</i : renvot e- prefi x>
</i:traffic-selector>
<i : processi ng-i nf o>
<i:action>protect</i:action>
<i:ipsec-sa-cfg>
<tfs:traffic-flow security>
<tfs:congestion-control >true</tfs:congestion-control >
<t fs: packet-size>
<t fs:use-pat h- m u-di scovery
>true</tfs:use-path-ntu-di scovery>
</tfs:packet-size>
<tfs:|2-fixed-rate>1000000000</tfs:|2-fixed-rate>
<t fs: max- aggregation-tine
>0. 1</t f s: max- aggregati on-ti ne>
<tfs:w ndow si ze>5</tfs:w ndow si ze>
<tfs:send-i medi at el y>fal se</tfs:send-i medi atel y>
<tfs:|ost-packet-tinmer-interva
>0. 2</tfs:lost-packet-tiner-interval >
</[tfs:traffic-flowsecurity>
</i:ipsec-sa-cfg>
</i:processing-info>
</i:ipsec-policy-config>
</i:spd-entry>
</i:spd>
</i:ipsec-ikel ess>

Figure 1: Exanple I P-TFS XM. Configuration
A.2. Exanple XML Operational Data
This exanple illustrates operational data for IP-TFS in the | KE-|ess
case. Note that, since this augnents the | Psec | KE-1ess scherma only,
a mniml |KE-|less configuration to satisfy the schema has been

popul at ed.

<i:ipsec-ikel ess

xmns:i="urn:ietf:parans: xm :ns:yang:ietf-i2nsf-ikel ess"
xmns:tfs="urn:ietf:parans: xm :ns:yang:ietf-ipsec-iptfs">
<i :sad>

<i:sad-entry>
<i : name>sad- 1</i : name>
<i:ipsec-sa-config>
<i:spi>l</i:spi>
<i:traffic-selector>
<i:local -prefix>2001:db8:1::/48</i:|ocal -prefix>
<i:renote-prefix>2001: db8: 2: :/48</i:renvote-prefix>
</i:traffic-selector>
</i:ipsec-sa-config>
<tfs:traffic-fl owsecurity>
<tfs:congestion-control >true</tfs:congestion-control >
<t fs: packet -si ze>



A 3.

</
<t
<t
<t
<t
<t

</tf
</i:sa
</i:sad>
</i:ipsec-

<tfs:use-pat h- mt u-di scovery
>true</tfs:use-path-ntu-di scovery>

tfs: packet-size>

fs:l12-fixed-rate>1000000000</tfs:|2-fixed-rate>

fs: max-aggregation-ti ne>0. 100</tfs: max- aggregati on-ti ne>

fs:w ndow si ze>0</tfs:w ndow si ze>

fs:send-i medi atel y>true</tfs:send-i medi at el y>
fs:lost-packet-tinmer-interva

>0. 200</tfs: | ost-packet-tinmer-interval >
s:traffic-flowsecurity>

d-entry>

i kel ess>

Figure 2: Exanple IP-TFS XM. Operational Data

Exanpl e JSON Confi guration

This exanple illustrates configuration data for IP-TFS in the IKE
case. Note that, since this augnents the |Psec | KE schema, only a
m nimal | KE configuration to satisfy the schema has been popul at ed.

"ietf-i2nsf-ike:ipsec-ike": {
"ietf-i2nsf-ike:conn-entry": [

{
"nane": "ny-peer-connection",
"i ke-sa-encr-alg": |
.
"id': 1,

"al gorithmtype": 12,
"key-length": 128

}
1,
"local": {

"l ocal - pad-entry-nane": "local -1"
},
"remote": {

"renot e- pad-entry-nane": "renote-1"
1

"ietf-i2nsf-ike:spd": {
"spd-entry": |

"nanme": "protect-policy-1",
"i psec-policy-config": {
"traffic-selector": {
"l ocal -prefix": "192.0.2.0/16",

"renmote-prefix": "198.51.100. 0/ 16"

}

rocessing-info": {
"action": "protect",
"i psec-sa-cfg": {

"ietf-ipsec-iptfs:traffic-flowsecurity":

"congestion-control": true,

"l 2-fixed-rate": "1000000000",

"packet -si ze": {

"use- pat h-nt u-di scovery": true

3

"max-aggregation-tine": "0.1",

"wi ndow- si ze": 1,
"send-i medi atel y": fal se,
"| ost - packet-timer-interval”

"0.2"

{



Figure 3: Exanple I P-TFS JSON Configuration
A 4. Exanpl e JSON Operational Data

This exanple illustrates operational data for IP-TFS in the | KE case.
Note that, since this augnments the IPsec IKE tree, only a mniml |KE
configuration to satisfy the schema has been popul at ed.

{
"ietf-i2nsf-ike:ipsec-ike": {
"ietf-i2nsf-ike:conn-entry”: [

{
"nanme": "ny-peer-connection",
"i ke-sa-encr-alg": |
{
"id"r 1,
"al gorithmtype": 12,
"key-length": 128
}
1,
"local": {
"l ocal - pad-entry-nane": "local -1"
},
"remote": {
"renot e- pad-entry-nane": "renote-1"
1
"ietf-i2nsf-ike:child-sa-info": {
"ietf-ipsec-iptfs:traffic-flowsecurity": {
"congestion-control": true,
"l 2-fixed-rate": "1000000000",
"packet -si ze": {
"use- pat h-nt u-di scovery": true
},
"max-aggregation-tine": "0.1",
"w ndow- si ze": 5,
"send-i mredi atel y": fal se,
"| ost - packet-tinmer-interval": "0.2"
}
}
}

Fi gure 4: Example | P-TFS JSON Operational Data
A.5. Example JSON Operational Statistics

Thi s exanpl e shows the JSON fornmatted statistics for IP-TFS. Note a
unidirectional IP-TFS transmit side is illustrated, with arbitrary
nunbers for transmt.

"ietf-i2nsf-ikeless:ipsec-ikeless": {
"sad": {
"sad-entry": |

{

nanme": "sad-1",



"i psec-sa-config": {
"spi "1,
"traffic-selector": {
"l ocal -prefix": "192.0.2.1/16",
"renmote-prefix": "198.51.100.0/ 16"

}

ietf-ipsec-iptfs:traffic-flowsecurity": {
"W ndow- si ze": 5,

"send-i medi atel y": fal se,

"| ost - packet-timer-interval": "0.2"

ietf-ipsec-iptfs:ipsec-stats”: {
"t x-pkts": "300",

"tx-octets": "80000",

"t x-drop-pkts": "2",

"rx-pkts": "0",

"rx-octets": "0",
"rx-drop-pkts": "O"

etf-ipsec-iptfs:iptfs-inner-pkt-stats": {
"t x-pkts": "250",

"tx-octets": "75000",

"rx-pkts": "0",

"rx-octets": "0",

"rx-inconpl ete-pkts": "0"

etf-ipsec-iptfs:iptfs-outer-pkt-stats": {
"tx-all-pad-pkts": "40",
"tx-all-pad-octets": "40000",

"t x-extra-pad- pkts": "200",

"t x-extra-pad-octets": "30000",
"rx-all-pad-pkts": "0",

"rx-all-pad-octets": "0",
"rx-extra-pad-pkts": "0",
"rx-extra-pad-octets": "0",
"rx-errored-pkts": "0",
"rx-m ssed-pkts": "0O"

}

i psec-sa-state": {

"sa-lifetime-current": {
"time": 80000,
"bytes": "400606",
"packets": 1000,
"idle": 5

Figure 5: Exanple IP-TFS JSON Statistics
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