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Traffic Flow Security (IP-TFS) by adding Traffic Flow Confidentiality
(TFC) to encrypted | P-encapsul ated traffic. TFC is provided by
obscuring the size and frequency of IP traffic using a fixed-size,
constant-send-rate | Psec tunnel. The solution allows for congestion
control, as well as nonconstant send-rate usage.
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I ntroduction

Traffic anal ysis [ RFC4301] [AppCrypt] is the act of extracting

i nformati on about data being sent through a network. VWile directly
obscuring the data with encryption [ RFC4303], the patterns in the
message traffic may expose information due to variations in its shape
and timng [ RFC8546] [AppCrypt]. Hiding the size and frequency of
traffic is referred to as Traffic Flow Confidentiality (TFC), per

[ RFC4303] .

[ RFC4303] provides for TFC by all owing padding to be added to
encrypted | P packets and allowing for transm ssion of all-pad packets
(indicated using protocol 59). This nmethod has the major limtation
that it can significantly underutilize the avail abl e bandwi dt h.

Thi s docunent defines an aggregati on and fragnentati on (AGGFRAG node
for ESP, as well as ESP's use for IP Traffic Flow Security (IP-TFS)
This solution provides for full TFC w thout the aforenentioned
bandwidth Iimtation. This is acconplished by using a constant-send-
rate | Psec [RFC4303] tunnel with fixed-size encapsul ati ng packets;
however, these fixed-size packets can contain partial, whole, or
multiple I P packets to maxi m ze the bandwi dth of the tunnel. A



nonconstant send rate is allowed, but the confidentiality properties
of its use are outside the scope of this docunent.

For a conparison of the overhead of IP-TFS with the TFC sol ution
prescribed in [ RFC4303], see Appendix C

Additionally, IP-TFS provides for operating fairly wthin congested
networks [ RFC2914]. This is inportant for when the I P-TFS user is
not in full control of the donmmin through which the I P-TFS tunne
path flows.

The nechani sns, such as the AGGFRAG node, defined in this docunent
are generic with the intent of allow ng for non-TFS uses, but such
uses are outside the scope of this docunent.

1.1. Ternminology & Concepts

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent assumes familiarity with | P security concepts,
including TFC, as described in [ RFC4301].

2. The AGGFRAG Tunne

As nmentioned in Section 1, the AGGFRAG npde utilizes an | Psec

[ RFC4303] tunnel as its transport. For the purpose of |IP-TFS, fixed-
si ze encapsul ati ng packets are sent at a constant rate on the AGG-RAG
t unnel

The primary input to the tunnel algorithmis the requested bandw dth
to be used by the tunnel. Two values are then required to provide
for this bandwi dth use: the fixed size of the encapsul ati ng packets
and the rate at which to send them

The fixed packet size MAY either be specified nmanually or be

determ ned through other nethods, such as the Packetization Layer MU
Di scovery (PLMIUD) [RRFC4821] [RFC8899] or Path MIU Di scovery (PMIuD)
[ RFC1191] [RFC8201]. PMIUD is known to have issues, so PLMIUD is
consi dered the nmore robust option. For PLMIUD, congestion contro

payl oads can be used as in-band probes (see Section 6.1.2 and

[ RFC8899] ).

G ven the encapsul ati ng packet size and the requested bandwi dth to be
used, the correspondi ng packet send rate can be cal cul ated. The
packet send rate is the requested bandwi dth to be used, which is then
di vided by the size of the encapsul ati ng packet.

The egress (receiving) side of the AGGFRAG tunnel MJUST allow for and
expect the ingress (sending) side of the AGGFRAG tunnel to vary the
size and rate of sent encapsul ati ng packets, unless constrained by
ot her policy.

2.1. Tunnel Content

As previously mentioned, one issue with the TFC paddi ng solution in
[ RFC4303] is the | arge amount of wasted bandwi dth, as only one IP
packet can be sent per encapsul ating packet. In order to maxim ze
bandwi dth, | P-TFS breaks this one-to-one association by introducing
an AGGFRAG node for ESP

The AGGFRAG node aggregates and fragments the inner IP traffic flow
into encapsul ating | Psec tunnel packets. For IP-TFS, the |IPsec



encapsul ati ng tunnel packets are a fixed size. Padding is only added
to the tunnel packets if there is no data available to be sent at the
time of tunnel packet transm ssion or if fragnentati on has been

di sabl ed by the receiver.

This is acconplished using a new Encapsul ati ng Security Payl oad (ESP)
[ RFC4303] Next Header field val ue AGGFRAG PAYLOAD (Section 6.1).

O her non-1P-TFS uses of this AGGFRAG node have been suggested, such
as increased performance through packet aggregation, as well as
handl i ng MIU i ssues using fragnentation. These uses are not defined
here but are also not restricted by this docunent.

2.2. Payl oad Content
The AGGFRAG PAYLQAD payl oad content defined in this docunment consists
of a 4- or 24-octet header, followed by either a partial data bl ock,
a full data block, or nultiple partial or full data bl ocks. The

followi ng diagramillustrates this payload within the ESP packet.
See Section 6.1 for the exact formats of the AGGFRAG PAYLOAD payl oad.
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Figure 1: Layout of an AGGFRAG Mbde | Psec Packet

The Bl ockOFfset value is either zero or sone offset into or past the
end of the DataBl ocks dat a.

If the BlockOffset value is zero, it nmeans that the DataBl ocks data
begins with a new data bl ock.

Conversely, if the BlockOfset value is non-zero, it points to the
start of the new data bl ock, and the initial DataBlocks data bel ongs
to the data block that is still being reassenbl ed.

If the Bl ockOffset points past the end of the DataBl ocks data, then
the next data block occurs in a subsequent encapsul ati ng packet.

Havi ng the Bl ockOff set al ways point at the next avail able data bl ock
all ows for recovering the next inner packet in the presence of outer
encapsul ati ng packet | oss.

An exanpl e AGGFRAG node packet flow can be found in Appendix A

2.2.1. DataBl ocks

| Type | rest of |Pv4, I1Pv6, or pad...

Fi gure 2: Layout of a Data Bl ock



A data block is defined by a 4-bit type code, followed by the data

bl ock data. The type val ues have been carefully chosen to coincide
with the I Pv4/1Pv6 version field values so that no per-data bl ock
type overhead is required to encapsul ate an | P packet. Likew se, the
I ength of the data block is extracted fromthe encapsul ated | Pv4’'s
Total Length or IPv6's Payl oad Length fields.

.2.2. End Paddi ng

Since a data block’s type is identified inits first 4 bits, the only
time padding is required is when there is no data to encapsul ate.
For this end padding, a Pad Data Bl ock is used.

.2.3. Fragnmentation, Sequence Nunmbers, and Al |l -Pad Payl oads

In order for a receiver to reassenble fragnmented i nner packets, the
sender MJST send the inner packet fragnments back to back in the

| ogi cal outer packet stream (i.e., using consecutive ESP sequence
nunbers). However, the sender is allowed to insert "all-pad"

payl oads (i.e., payloads with a Bl ockOffset of zero and a single pad
data block ) in between the packets carrying the inner packet
fragment payl oads. This interleaving of all-pad payloads allows the
sender to al ways send a tunnel packet, regardl ess of the
encapsul ati on conput ati onal requirenents.

When a receiver is reassenbling an inner packet, and it receives an
"all -pad" payload, it increnents the expected sequence nunber that
the next inner packet fragnent is expected to arrive in.

G ven the above, the receiver will need to handl e out-of -order
arrival of outer ESP packets prior to reassenbly processing. ESP

al ready provides for optionally detecting replay attacks. Detecting
replay attacks normally utilizes a window nmethod. A simlar
sequence- nunber - based sliding wi ndow can be used to correct
reordering of the outer packet stream Receiving a |larger (newer)
sequence nunber packet advances the wi ndow, and if any ol der ESP
packets whose sequence nunbers the wi ndow has passed by are received,
then the packets are dropped. A good choice for the size of this

wi ndow depends on the anmount of misordering the user is experiencing;
however, a value of 3 has been suggested as a default when no nore

i nformed choi ce exists.

As the anount of msordering that may be present is hard to predict,
the wi ndow si ze SHOULD be configurable by the user. |Inplenentations
MAY al so dynani cal |y adjust the reordering wi ndow based on actua

m sordering seen in arriving packets.

Pl ease note, when | P-TFS sends a continuous stream of packets, there
is no requirement for an explicit |ost packet timer; however, using a
| ost packet tinmer is RECOWENDED. |[|f an inplenentation does not use
a | ost packet timer and only considers an outer packet |ost when the
reorder wi ndow noves by it, the inner traffic can be delayed by up to
the reorder w ndow size tinmes the per-packet send rate. This del ay
could be significant for slower send rates or when |arger reorder

wi ndow sizes are in use. As the |ost packet tinmer affects the del ay
of inner packet delivery, an inplenentation or user could choose to
set it proportionate to the tunnel rate.

Whi | e ESP guarantees an increasi ng sequence number with subsequently
sent packets, it does not actually require the sequence nunbers to be
gener ated consecutively (e.g., sending only even-nunbered sequence
nunbers would be allowed, as |ong as they are always increasing).
Gaps in the sequence nunbers will not work for this docunent, so the
sequence numnber stream MJST increase nonotonically by 1 for each
subsequent packet.



When using the AGGFRAG PAYLOAD in conjunction with replay detection,
t he wi ndow size for both MAY be reduced to the snaller of the two
wi ndow sizes. This is because packets outside of the snaller w ndow

but inside the larger window would still be dropped by the nechani sm
with the smaller wi ndow size. However, there is also no requirenent
to nake these values the sanme. Indeed, in sone cases, such as slow
tunnel s where a very small or zero reorder w ndow size is
appropriate, the user nmay still want a large replay detection w ndow

to log replayed packets. Additionally, large replay wi ndows can be
implemented with very little overhead, conpared to |arge reorder
Wi ndows.

Finally, as sequence nunbers are reset when sw tching Security

Associ ations (SAs) (e.g., when rekeying a Child SA), senders MJST NOT
send initial fragnents of an inner packet using one SA and subsequent
fragments in a different SA

| A note on BlockOfset values: Senders MJST encode the

| BlockOrfset consistently with the i mediately precedi ng non-

| all-pad payl oad packet. Specifically, if the inmediately

| preceding non-all-pad payl oad packet ended with a Pad Data

| Block, this BlockOffset MIST be zero, as Pad Data Bl ocks are

| never fragmented. The Bl ockOffset MJUST be consistent with the
| remaining size inplied by the length field fromthe fragnmented
| inner packet.

2.2.3.1. Optional Extra Paddi ng

When the tunnel bandwidth is not being fully utilized, a sender MAY
pad out the current encapsul ating packet in order to deliver an inner
packet unfragmented in the follow ng outer packet. The benefit would
be to avoid inner packet fragnentation in the presence of a bursty
offered load (non-bursty traffic will naturally not fragnent).
Senders MAY al so choose to allow for a minimum fragnent size to be
configured (e.g., as a percentage of the AGG-RAG PAYLOAD payl oad
size) to avoid fragnentation at the cost of tunnel bandw dth. The
costs with these nethods are conplexity and an added del ay of inner
traffic. The main advantage to avoiding fragnentation is to mnimze
i nner packet loss in the presence of outer packet |oss. Wwen this is
wort hwhile (e.g., how much | oss and what type of loss is required,
given different inner traffic shapes and utilization, for this to
make sense) and what values to use for the all owabl e/added del ay may
be worth researching but is outside the scope of this docunent.

Wi | e use of padding to avoid fragnentation does not i npact
interoperability, if padding is used inappropriately, it can reduce
the effective throughput of a tunnel. Senders inplenmenting either of
the above approaches will need to take care to not reduce the
effective capacity, and overall utility, of the tunnel through the
overuse of padding.

2.2.4. Enpty Payl oad

To support reporting of congestion control information (described

| ater) using a non- AGGFRAG PAYLOAD-enabled SA, it is allowed to send
an AGGFRAG PAYLOAD payl oad with no data bl ocks (i.e., the ESP payl oad
length is equal to the AGG-FRAG PAYLOAD header |ength). This specia
payl oad is called an enpty payl oad.

Currently, this situation is only applicable in use cases without
I nternet Key Exchange Protocol Version 2 (1KEv2).

2.2.5. | P Header Val ue Mapping

[ RFC4301] provides sonme direction on when and how to map vari ous
val ues froman inner |IP header to the outer encapsul ati ng header,



nanely the Don’t Fragment (DF) bit [RFC0791], the Differentiated
Services (DS) field [ RFC2474], and the Explicit Congestion
Notification (ECN) field [RFC3168]. Unlike in [ RFC4301], the AGGFRAG

nmode may, and often will, be encapsulating nore than one | P packet
per ESP packet. To deal with this, these mappings are restricted
further.

2.2.5.1. DF Bit

The AGGFRAG node never maps the inner DF bit, as it is unrelated to
the AGGFRAG tunnel functionality; the AGG-RAG npode never needs to I P
fragment the inner packets, and the inner packets will not affect the
fragmentation of the outer encapsul ati on packets.

2.2.5.2. ECN Val ue

The ECN val ue need not be mapped, as any congestion related to the
constant-send-rate | P-TFS tunnel is unrelated (by design) to the
inner traffic flow The sender MAY still set the ECN val ue of inner
packets based on the nornmal ECN specification [ RFC3168] [ RFC4301]

[ RFC6040] .

2.2.5.3. DS Field

By default, the DS field SHOULD NOT be copi ed, although a sender MAY
choose to allow for configuration to override this behavior. A
sender SHOULD al so allow the DS value to be set by configuration.

2.2.6. |Pv4 Tine To Live (TTL), IPv6 Hop Limt, and | CVP Messages

How to nodify the inner packet |IPv4 TTL [RFCO791] or IPv6 Hop Limt
[ RFC8200] is specified in [ RFC4301].

[ RFC4301] specifies howto apply policy to authenticated and

unaut henticated | CMP error packets (e.g., Destination Unreachabl e)
arriving at or being forwarded through the endpoint, in particular,
whet her to process, ignore, or forward said packets. Wth the one
exception that this docunent does not change the handling of these
packets, they should be handl ed as specified in [ RFC4301].

The one way in which an AGGFRAG tunnel differs in |ICMP error packet
mechanics is with PMIU. Wien fragmentation is enabl ed on the AGGFRAG
tunnel, then no ICWP "Too Big" errors need to be generated for
arriving ingress traffic, as the arriving inner packets will be
natural ly fragnmented by the AGG-RAG encapsul ati on

O herwi se, when fragnentati on has been di sabl ed on the AGGFRAG
tunnel, then the treatment of arriving inner traffic exactly maps to
that of a non- AGGFRAG ESP tunnel. Explicitly, IPv4 with DF set and
| Pv6 packets that cannot fit in its own outer packet payload wll
generate the appropriate |ICVWP "Too Big" error, as described in

[ RFC4301], and | Pv4 packets without DF set will be IP fragmented, as
described in [ RFC4301] .

Packets egressing the tunnel continue to be handled as specified in
[ RFC4301] .

Al'l other aspects of PMIU and the handling of |CMP "Too Bi g" nessages
(i.e., with regards to the outer AGGFRAG ESP tunnel packet size) also
remai n unchanged from [ RFC4301].

2.2.7. Effective MU of the Tunne
Unlike in [ RFC4301], there is normally no effective MIU (EMIU) on an

AGGFRAG tunnel, as all |P packet sizes are properly transmtted
wi thout requiring IP fragmentation prior to tunnel ingress. That



said, a sender MAY allow for explicitly configuring an MU for the
t unnel

If fragmentation has been disabled on the AGGFRAG tunnel, then the
tunnel 's EMIU and behaviors are the sane as normal | Psec tunnels
[ RFC4301] .

2.3. Exclusive SA Use

Thi s docunent does not specify nixed use of an AGGFRAG PAYLOAD-
enabled SA. A sender MUST only send AGGFRAG PAYLCOAD payl oads over an
SA configured for AGGFRAG node

2.4. Modes of Operation

Just as with normal | Psec/ ESP SAs, AGGE-RAG SAs are unidirectional
Bi directional |IP-TFS functionality is achieved by setting up 2
AGGFRAG SAs, one in either direction

An AGGFRAG tunnel used for |IP-TFS can operate in 2 nodes, a non-
congestion-controll ed nbde and congestion-control |l ed node.

2.4.1. Non-Congestion-Controlled Mde

In the non-congestion-controlled node, | P-TFS sends fixed-size
packets over an AGGFRAG tunnel at a constant rate. The packet send
rate is constant and is not automatically adjusted, regardl ess of any
networ k congestion (e.g., packet |oss).

For simlar reasons as given in [RFC7510], the non-congesti on-
controll ed node MIST only be used where the user has ful

adm nistrative control over any path the tunnel will take and MJST
NOT be used if this is not the case. This is required so the user
can guarantee the bandwi dth and al so be sure as to not be negatively
af fecting network congestion [RFC2914]. 1In this case, packet |o0ss
shoul d be reported to the admnistrator (e.g., via syslog, YANG
notification, SNMP traps, etc.) so that any failures due to a | ack of
bandwi dth can be corrected. The use of circuit breakers is also
RECOMVENDED (Section 2.4.2.1).

Users that choose the non-congestion-controlled node need to
understand that this mode will send packets at a constant rate,
utilizing a constant, fixed bandwi dth, and will not adjust based on
congestion. Thus, if they do not guarantee the bandw dth required by
the tunnel, the tunnel’s operation, as well as the rest of their
networ k, may be negatively inpacted.

One expected use case for the non-congestion-controlled node is to
guarantee the full tunnel bandwidth is available and preferred over
other non-tunnel traffic. |In fact, a typical site-to-site use case
m ght have all of the user traffic utilizing the | P-TFS tunnel

The non-congestion-controlled node is also appropriate if ESP over
TCP is in use [ RFC9329]. However, the use of TCP is considered a
fall back-only solution for IPsec; it is highly not preferred. This
is also one of the reasons that TCP was not chosen as the
encapsul ati on for | P-TFS i nstead of AGG-RAG

2.4.2. Congestion-Controlled Mde

Wth the congestion-controlled node, |P-TFS adapts to network
congestion by |owering the packet send rate to accommpdate the
congestion, as well as raising the rate when congesti on subsi des.
Since overhead is per packet, by allow ng for naxinal fixed-size
packets and varying the send rate, transport overhead is mnim zed.



The output of the congestion control algorithmw Il adjust the rate
at which the ingress sends packets. While this docunent does not
require a specific congestion control algorithm best current
practi ce RECOMWENDS that the algorithmconformto [ RFC5348].
Congestion control principles are docunented in [ RFC2914] as wel | .
There is an example in [RFC4342] of the algorithmin [ RFC5348], which
mat ches the requirenments of IP-TFS (i.e., designed for fixed-size
packets and send rate varied based on congestion).

The required inputs for the TCP-friendly rate control algorithm
described in [RFC5348] are the receiver’s loss event rate and the
sender’s estimated round-trip tine (RTT). These values are provided
by I P-TFS using the congestion information header fields described in
Section 3. In particular, these values are sufficient to inplenent
the al gorithm described in [ RFC5348].

At a mnimm the congestion informtion MJST be sent, fromthe
receiver and fromthe sender, at |east once per RTT. Prior to
establishing an RTT, the information SHOULD be sent constantly from
the sender and the receiver so that an RTT estinmate can be
established. Not receiving this information over nmultiple
consecutive RTT intervals should be considered a congestion event
that causes the sender to adjust its sending rate |ower. For
exanple, this is called the "no feedback tineout" in [ RFC4342], and
it is equal to 4 RTT intervals. Wen a "no feedback tinmeout"” has
occurred, the sending rate is halved, as per [RFC4342].

An i npl enent ati on MAY choose to al ways include the congestion
information in its AGGFRAG payl oad header if it is sending it on an
| P-TFS-enabl ed SA. Since IP-TFS normally will operate with a | arge
packet size, the congestion information should represent a snal
portion of the available tunnel bandwidth. An inplenmentation
choosing to always send the data MAY al so choose to only update the
LossEvent Rate and RTT header field values it sends every RTT through

When choosing a congestion control algorithm (or a selection of

al gorithms), note that IP-TFS is not providing for reliable delivery
of IP traffic, and so per-packet acknow edgenents (ACKs) are not
required and are not provided.

It is worth noting that the variable send rate of a congestion-
control |l ed AGGFRAG tunnel is not private; however, this send rate is
bei ng driven by network congestion, and as |ong as the encapsul at ed
(inner) traffic flow shape and tinmng are not directly affecting the
(outer) network congestion, the variations in the tunnel rate wll
not weaken the provided inner traffic flow confidentiality.

2.4.2.1. Circuit Breakers

In addition to congestion control, inplenentations that support the
non- congesti on-control node SHOULD i npl emrent circuit breakers

[ RFC8084] as a recovery nmethod of last resort. Wen circuit breakers
are enabl ed, an inplenentati on SHOULD al so enabl e congestion contro
reports so that circuit breakers have information to act on

The pseudow re congestion considerations [ RFC7893] are equally
applicable to the nechani sns defined in this docunment, notably the
text on inelastic traffic.

One exanple of a sinple, slowtrip circuit breaker that an

i mpl ementati on may provide would utilize 2 values: the anmount of
persistent loss rate required to trip the circuit breaker and the
required length of tinme this persistent |oss rate nust be seen to
trip the circuit breaker. These 2 value are required configurations
fromthe user. Wen the circuit breaker is tripped, the tunne
traffic is disabled and an appropriate | og message or ot her



managenent type alarmis triggered, indicating operation intervention
is required

.5.  Summary of Receiver Processing
An AGGFRAG enabl ed SA receiver has a few tasks to perform

The recei ver MAY process incom ng AGGFRAG PAYLOAD payl oads as soon as
they arrive, as nmuch as it can, i.e., if the incom ng AGGFRAG PAYLOAD
packet contains conplete inner packet(s), the receiver should extract
and transnmit themimrediately. For partial packets, the receiver
needs to keep the partial packets in the nenory until they fall out
fromthe reordering wi ndow or until the mssing parts of the packets
are received, in which case, it will reassenble and transmit them

I f the AGGFRAG PAYLOAD payl oad contains multiple packets, they SHOULD
be sent out in the order they are in the AGG-FRAG PAYLOAD (i.e., keep
the original order they were received on the other end). The cost of
using this method is that an anplification of out-of-order delivery
of inner packets can occur due to inner packet aggregation

I nstead of the nethod described in the previous paragraph, the

recei ver MAY reorder out-of-order AGG-RAG PAYLOAD payl oads received
i nto in-sequence-order AGG-RAG PAYLOAD payl oads (Section 2.2.3), and
only after it has an in-order AGG-RAG PAYLQAD payl oad stream woul d
the receiver transmt the inner packets. Using this nethod will
ensure the inner packets are sent in order. The cost of this nethod
is that a | ost packet will cause a delay of up to the |ost packet
timer interval (or the full reorder window if no |ost packet timer is
used). Additionally, there can be extra burstiness in the output
stream This burstiness can happen when a | ost packet is dropped
fromthe reorder wi ndow, and the remaini ng outer packets in the
reorder wi ndow are inmedi ately processed and sent out back to back

Additionally, if congestion control is enabled, the receiver sends
congestion control data (Section 6.1.2) back to the sender, as
described in Sections 2.4.2 and 3.

Finally, a note on receiving incorrect Bl ockOffset values: To account
for m sbehavi ng senders, a receiver SHOULD gracefully handl e the case
where the Bl ockOf fset of consecutive packets, and/or the inner packet
they share, do not agree. |t MAY drop the inner packet or one or
bot h of the outer packets.

Congestion Information

In order to support the congestion-controlled node, the sender needs
to know the |l oss event rate and to approximate the RTT [RFC5348]. In
order to obtain these values, the receiver sends congestion contro
information on its SA back to the sender. Thus, to support
congestion control, the receiver MIST have a paired SA back to the
sender (this is always the case when the tunnel was created using

I KEv2). |If the SA back to the sender is a non- AGGFRAG_PAYLCAD-
enabl ed SA, then an AGGFRAG PAYLQAD enpty payl oad (i.e., header only)
is used to convey the information

In order to calculate a | oss event rate conpatible with [ RFC5348],
the receiver needs to have an RTT estimate. Thus, the sender

communi cates this estimate in the RTT header field. On startup, this
value will be zero, as no RIT estimate is yet known.

In order for the sender to estimate its RIT val ue, the sender places

a tinestanp value in the Tval header field. On first receipt of this
TVal , the receiver records the new TVval value, along with the tine it
arrived locally. Subsequent receipt of the same Tval MJST NOT update
the recorded tine.



When the receiver sends its congestion control header, it places this
| at est recorded Tval in the TEcho header field, along with 2 del ay
val ues: Echo Delay and Transmit Delay. The Echo Delay value is the
time delta fromthe recorded arrival time of TVal and the current
clock in mcroseconds. The second value, Transmit Delay, is the
receiver’s current transm ssion delay on the tunnel (i.e., the
average time between sending packets on its half of the AGGFRAG
tunnel ).

When the sender receives back its TVal in the TEcho header field, it
calculates 2 RTT estimates. The first is the actual delay found by
subtracting the TEcho value fromits current clock and then
subtracting the Echo Delay as well. The second RTT estimate is found
by adding the received Transnit Del ay header value to the sender’s
own transnission delay (i.e., the average tinme between sending
packets on its half of the AGGFRAG tunnel). The larger of these 2
RTT estimates SHOULD be used as the RTT val ue.

The two RTT estimates are required to handl e different conbinations
of faster or slower tunnel packet paths with faster or slower fixed
tunnel rates. Choosing the larger of the two val ues guarantees that
the RTT is never considered faster than the aggregate transni ssion
del ay based on the IP-TFS send rate (the second estinmate), as well as
never being considered faster than the actual RTT al ong the tunne
packet path (the first estimte).

The receiver also cal cul ates, and comunicates in the LossEvent Rate
header field, the |oss event rate for use by the sender. This is
slightly different from[RFC4342], which periodically sends all the
|l oss interval data back to the sender so that it can do the
calculation. See Appendix B for a suggested way to cal cul ate the

| oss event rate value. Initially, this value will be zero
(indicating no loss) until enough data has been collected by the
receiver to update it.

.1. ECN Support

In addition to normal packet |oss information, the AGGFRAG node
supports use of the ECN bits in the encapsul ating | P header [RFC3168]
for identifying congestion. |If ECN use is enabled and a packet
arrives at the egress (receiving) side with the Congestion
Experienced (CE) value set, then the receiver considers that packet
as being dropped, although it does not drop it. The receiver MJST
set the E bit in any AGGFRAG PAYLOAD payl oad header containing a
LossEvent Rate val ue derived froma CE val ue bei ng consi dered.

I n [ RFC6040], which updates [RFC3168] and [ RFC4301], behaviors for
mar ki ng the outer ECN field value based on the ECN field of the inner
packet are defined. As the AGG-RAG node may have multiple inner
packets present in a single outer packet, and there is no obvious
correct way to map these nultiple values to the single outer packet
ECN field value, the tunnel ingress endpoint SHOULD operate in the
"conpatibility" node, rather than the "default" node from [ RFC6040].
In particular, this means that the ingress (sending) endpoint of the
tunnel always sets the newy constructed outer encapsul ati ng packet
header ECN field to Not-ECT [ RFC6040].

Configuration of AGGFRAG Tunnels for |P-TFS

IP-TFS is neant to be deployable with a mninmal anount of
configuration. Al IP-TFS-specific configuration should be specified
at the unidirectional tunnel ingress (sending) side. It is intended
that non-1KEv2 operation is supported, at least, with |local static
configuration.

YANG and M B docunents have been defined for IP-TFS in [ RFC9348] and



[ RFC9349] .
4.1. Bandwi dth

Bandwi dth is a local configuration option. For the non-congestion-
controll ed node, the bandwi dth SHOULD be configured. For the
congestion-controll ed node, the bandw dth can be configured or the
congestion control algorithmdiscovers and uses the nmaxi num bandw dt h
avai l abl e. No standardi zed configuration nethod is required.

4.2. Fixed Packet Size

The fixed packet size to be used for the tunnel encapsul ati on packets
MAY be configured manually or can be automatically determ ned using
ot her nethods, such as PLMIUD [ RFC4821] [ RFC8899] or PMIUD [ RFC1191]

[ RFC8201]. As PMIUD i s known to have issues, PLMIUD i s considered
the nore robust option. No standardized configuration nmethod is
required.

4.3. Congestion Contro

Congestion control is a local configuration option. No standardized
configuration nethod is required.

5. | KEv2
5.1. USE _AGGFRAG Notification Message

As nentioned previously, AGG-RAG tunnels utilize ESP payl oads of type
AGGFRAG_PAYLOAD.

When using | KEv2, a new "USE AGGFRAG' notification nmessage enabl es
the AGGFRAG PAYLOAD payload on a Child SA pair. The nmethod used is
simlar to how USE TRANSPORT MODE is negotiated, as described in

[ RFC7296] .

To request use of the AGGFRAG PAYLQAD payl oad on the Child SA pair,
the initiator includes the USE AGGFRAG notification in an SA payl oad
requesting a new Child SA (either during the initial |KE AUTH or
during CREATE CHI LD SA exchanges). |f the request is accepted, then
the response MUST al so include a notification of type USE_AGGFRAG

If the responder declines the request, the Child SA will be

est abli shed w t hout AGGFRAG PAYLOAD payl oad use enabled. |If this is
unacceptable to the initiator, the initiator MIST delete the Child
SA.

As the use of the AGGFRAG PAYLOAD payload is currently only defined
for non-transport-node tunnels, the USE_AGGFRAG notification MJST NOT
be conbined with the USE TRANSPORT notification

The USE _AGGFRAG notification contains a 1-octet payload of flags that
specify requirements fromthe sender of the notification. If any
requi renent flags are not understood or cannot be supported by the
receiver, then the receiver SHOULD NOT enabl e use of AGG-FRAG PAYLOAD
(either by not responding with the USE_AGG-RAG notification or, in
the case of the initiator, by deleting the Child SAif the now

est abl i shed non- AGGFRAG PAYLOAD using SA i s unacceptabl e).

The notification type and payload flag values are defined in
Section 6.1.4.

6. Packet and Data Formats
The packet and data formats defined bel ow are generic with the intent

of allowing for non-1P-TFS uses, but such uses are outside the scope
of this docunent.
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1. AGGFRAG PAYLQAD Payl oad
ESP Next Header val ue: 144

An AGGFRAG payload is identified by the ESP Next Header val ue
AGGFRAG _PAYLOAD, which has the value 144, which has been reserved in
the I P protocol nunbers space. The first octet of the payl oad

i ndi cates the format of the remaining payl oad dat a.

01234567
B i I B i e e
| Sub-type |
I T I i R e e i o =

Fi gure 3. AGGFRAG PAYLOAD Payl oad For mat

Sub- t ype:
An 8-bit value indicating the payl oad fornmat.

Thi s docunent defines 2 payl oad sub-types. These payload fornats are
defined in the foll ow ng sections.

1.1. Non-Congestion-Control AGGFRAG PAYLOAD Payl oad For mat

The non-congesti on-control AGGFRAG PAYLOAD payl oad consists of a
4-octet header, followed by a variabl e anpbunt of DataBl ocks data, as
shown bel ow.

1 2 3
01234567890123456789012345678901
e i S T S S T T S i S S S S

|  Sub-Type (0) | Reserved | Bl ockOr f set |
I S i o T s S S S e s s T
| Dat aBl ocks ...

R e T e e R o o
Fi gure 4: Non-Congestion-Control Payl oad Format
Sub-t ype:
An octet indicating the payload format. For this non-congestion-

control format, the value is O.

Reserved:
An octet set to O on generation and ignored on receipt.

Bl ockOF f set :
A 16-bit unsigned integer counting the nunber of octets of
Dat aBl ocks data before the start of a new data block. |If the

start of a new data block occurs in a subsequent payl oad, the

Bl ockOrfset will point past the end of the DataBl ocks data. In
this case, all the DataBl ocks data belongs to the current data

bl ock bei ng assenbl ed. When the Bl ockOf fset extends into
subsequent payl oads, it continues to only count DataBl ocks data
(i.e., it does not count subsequent packets of the non-DataBl ocks
data, such as header octets).

Dat aBl ocks:
Vari abl e nunber of octets that begins with the start of a data
bl ock or the continuation of a previous data bl ock, foll owed by
zero or nore additional data bl ocks.

1.2. Congestion Control AGGFRAG PAYLOAD Payl oad For mat

The congestion control AGG-RAG PAYLOAD payl oad consists of a 24-octet
header, followed by a variable amunt of DataBl ocks data, as shown



bel ow.

1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Sub-type (1) | Reserved |P|E Bl ockOF f set |
B i s T T i i o S o T Ji I
| LossEvent Rat e |
e L o i e S  th o i R S

| RTT |  Echo Delay ..

i e e R e o o e O i Sl S SR S S
Echo Del ay | Transmt Del ay |

B i s T T i i o S o T Ji I

| TVal |

e L o i e S  th o i R S

| TEcho |

i e e R e o o e i ol S N B S

| Dat aBl ocks ..

S in T S S e

Fi gure 5: Congestion Control Payl oad For mat
Sub- t ype:
An octet indicating the payload format. For this congestion

control format, the value is 1.

Reserved:
A 6-bit field set to O on generation and ignored on receipt.

P:
A 1-bit value that, if set, indicates that PLMIUD probing is in
progress. This information can be used to avoid treating m ssing
packets as | oss events by the congestion control algorithm when
runni ng the PLMIUD probe al gorithm

E:
A 1-bit value that, if set, indicates that Congestion Experienced
(CE) ECN bits were received and used in deriving the reported
LossEvent Rat e.

Bl ockOf f set :
The sane val ue as the non-congestion-controll ed payl oad format
val ue.

LossEvent Rat e:
A 32-bit value specifying the inverse of the current |oss event
rate, as calculated by the receiver. A value of zero indicates no
loss. Oherwise, the loss event rate is 1/LossEvent Rate.

RTT:
A 22-bit value specifying the sender’s current RTT estinate in
nm croseconds. The value MAY be zero prior to the sender having
cal cul ated an RTT estinmate. The val ue SHOULD be set to zero on
non- AGGFRAG _PAYLQAD- enabl ed SAs. If the RTT is equal to or |arger
than Ox3FFFFF, the value MJST be set to Ox3FFFFF.

Echo Del ay:
A 21-bit value specifying the delay in mcroseconds incurred
between the receiver first receiving the TVal value, which it is
sendi ng back in TEcho. |If the delay is equal to or larger than
Ox1FFFFF, the value MJST be set to Ox1FFFFF.

Transmt Del ay:
A 21-bit value specifying the transmi ssion delay in mcroseconds.
This is the fixed (or average) delay on the receiver between it
sendi ng packets on the IP-TFS tunnel. |If the delay is equal to or



| arger than Ox1FFFFF, the value MJST be set to Ox1FFFFF

TVal :
An opaque, 32-bit value that will be echoed back by the receiver
in later packets in the TEcho field, along with an Echo Del ay
val ue of how | ong that echo took

TEcho
The opaque, 32-bit value froma received packet’s TVal field. The
received TVal is placed in TEcho, along with an Echo Del ay val ue
i ndicating how long it has been since receiving the TVval val ue.

Dat aBl ocks:
Vari abl e nunber of octets that begins with the start of a data
bl ock or the continuation of a previous data block, foll owed by
zero or nore additional data blocks. For the special case of
sendi ng congestion control information on a non-I1P-TFS-enabl ed SA,
this field MUST be enpty (i.e., be zero octets |ong).

6.1.3. Data Bl ocks

1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Type | IPv4, 1Pv6, or pad..
e i e e s sl sl st ST S S

Fi gure 6: Data Bl ock Fornmat

Type:
A 4-bit field where 0x0 identifies a Pad Data Bl ock, 0x4 indicates
an | Pv4 data bl ock, and 0x6 indicates an | Pv6 data bl ock.

6.1.3.1. |Pv4 Data Bl ock

1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Ox4 | IHL | TypeOrService | Total Length |
I S i o T s S S S e s s T
| Rest of the inner packet
i T S I S S I S

Figure 7: I Pv4 Data Bl ock Format

These values are the actual values within the encapsul ated |Pv4
header. In other words, the start of this data block is the start of
the encapsul ated | P packet.

Type:
A 4-bit value of 0x4 indicating IPv4 (i.e., first nibble of the
| Pv4 packet).

Tot al Lengt h:
The 16-bit unsigned integer "Total Length" field of the |IPv4 inner
packet .

6.1.3.2. | Pv6 Data Bl ock

1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Ox6 | TrafficCass | Fl owLabel |
I S i o T s S S S e s s T

| Payl oadLengt h | Rest of the inner packet
B T S I T i in T (T I S S T S S
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7.

Figure 8: I Pv6 Data Bl ock Format

These val ues are the actual values within the encapsul ated | Pv6
header. |In other words, the start of this data block is the start of
the encapsul ated | P packet.

Type:
A 4-bit value of O0x6 indicating IPv6 (i.e., first nibble of the
| Pv6 packet).

Payl oadLengt h:
The 16-bit unsigned integer "Payload Length" field of the inner
| Pv6 i nner packet.

1.3.3. Pad Data Bl ock

1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S

| Ox0 | Padding ..
T ok i NI TN ST TR TR

Figure 9: Pad Data Bl ock Fornmat

Type:
A 4-bit value of 0x0 indicating a paddi ng data bl ock.

Paddi ng:
Extends to end of the encapsul ati ng packet.

1.4. |1KEv2 USE AGGFRAG Notification Message

As discussed in Section 5.1, a notification message USE_AGGFRAG i s
used to negotiate use of the ESP AGGFRAG PAYLQAD Next Header val ue.

The USE_AGGFRAG Notificati on Message State Type is 16442

The notification payload contains 1 octet of requirenent flags.
There are currently 2 requirement flags defined. This may be revised
by | ater specifications.

R
|0]0jojojojolqo
S

Fi gure 10: USE_AGG-RAG Requi rement Fl ags

0:
6 bits - Reserved MJST be zero on send, unless defined by |ater
speci fications.

C
Congestion Control bit. |If set, then the sender is requiring that
congestion control information MJST be returned to it
periodically, as defined in Section 3.

D:
Don’t Fragnment bit. |If set, it indicates the sender of the notify
message does not support receiving packet fragnents (i.e., inner

packets MJST be sent using a single Data Block). This value only
applies to what the sender is capable of receiving; the sender NAY
still send packet fragnents unless simlarly restricted by the
receiver in its USE AGGFRAG notification

| ANA Consi der ati ons



7.1. ESP Next Header Val ue

| ANA has all ocated an | P protocol nunber fromthe "Protocol Nunbers -
Assi gned Internet Protocol Nunbers" registry as follows.

Decimal : 144

Keyword: AGGFRAG

Protocol : AGGFRAG encapsul ati on payl oad for ESP
Ref erence: RFC 9347

7.2. AGGFRAG_PAYLQAD Sub- Types
| ANA has created a registry called "AGGRAG PAYLOAD Sub- Types" under
a new category naned "ESP AGGFRAG PAYLOAD'. The registration policy
for this registry is "Expert Review' [RFC8126] [RFC7120].
Nane: AGGFRAG PAYLQOAD Sub- Types
Description: AGGFRAG PAYLOAD Payl oad Formats
Ref erence: RFC 9347

This initial content for this registry is as foll ows:

| Sub-Type | Nane | Reference |
[} bbby e st e e pj—r o
| O | Non-Congestion-Control Format | RFC 9347 |
S o m e e e e e e aaao o Fom e oo +
| 1 | Congestion Control Format | RFC 9347 |
Fomm e e e oo o mm e e e e e e e e e e e memmao-- o m e e e - +
| 3-255 | Reserved | |
N oo e e e e e e e e oo oo M +

Tabl e 1. AGG-RAG PAYLQOAD Sub- Types
7.3. USE_AGGFRAG Notify Message Status Type

I ANA has all ocated a status type USE AGGFRAG fromthe "I KEv2 Notify
Message Types - Status Types" registry.

Deci mal : 16442
Name: USE_AGGFRAG
Ref er ence: RFC 9347

8. Security Considerations

Thi s docunent describes an aggregation and fragmentati on nmechanismto
efficiently inplenment TFC for IP traffic. This approach is expected
to reduce the efficacy of traffic analysis on | Psec comunicati on.

O her than the additional security afforded by using this mechani sm
IP-TFS utilizes the security protocols [ RFC4303] and [ RFC7296], and
so their security considerations apply to |P-TFS as wel|.

As noted in Section 3.1, the ECN bits are not protected by |IPsec and
thus may constitute a covert channel. For this reason, ECN use
SHOULD NOT be enabl ed by default.

As noted previously in Section 2.4.2, for TFC to be maintained, the
encapsul ated traffic flow should not be affecting network congestion
in a predictable way, and if it would be, then non-congestion-
control |l ed node use shoul d be considered instead.
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Bel ow, an exanple inner |IP packet flow within the encapsul ating
tunnel packet streamis shown. Notice how encapsul ated | P packets
can start and end anywhere, and nore than one or |ess than one may
occur in a single encapsul ating packet.



Ofset: O O fset: 100 O fset: 2000 O fset: 600
[ ESP1L (1404) ][ ESP2 (1404) ][ ESP3 (1404) ][ ESP4 (1404) ]
[--750--][--750--]1[60][-240-][--3000---------------------- ][ pad]

Figure 11: Inner and Quter Packet Fl ow

Each outer encapsul ating ESP space is a fixed size of 1404 octets,
the first 4 octets of which contain the AGG-RAG header. The
encapsul ated | P packet flow (lengths include the | P header and
payl oad) is as follows: a 750-octet packet, a 750-octet packet, a
60-octet packet, a 240-octet packet, and a 3000-octet packet.

The Bl ockOffset values in the 4 AGGFRAG payl oad headers for this
packet flow would thus be: 0, 100, 2000, and 600, respectively. The
first encapsul ating packet (ESPl1) has a zero Bl ockOffset, which
points at the |IP data block i mediately followi ng the AGG-RAG header
The foll owi ng packet’s (ESP2) Bl ockOffset points inward 100 octets to
the start of the 60-octet data block. The third encapsul ati ng packet
(ESP3) contains the middle portion of the 3000-octet data block, so
the of fset points past its end and into the fourth encapsul ating
packet. The fourth packet’'s (ESP4) offset is 600, pointing at the
paddi ng that follows the conpletion of the continued 3000-oct et
packet .

Appendi x B. A Send and Loss Event Rate Cal cul ation

The current best practice indicates that congestion control SHOULD be
done in a TCP-friendly way. A TCP-friendly congestion contro
algorithmis described in [RFC5348]. For this IP-TFS use case (as
with [ RFC4342]), the (fixed) packet size is used as the segment size
for the algorithm The main fornula in the algorithmfor the send
rate is then as foll ows:

R* (sqrt(2*p/3) + 12*sqrt(3*p/8)*p*(1+32*p"2))

X is the send rate in packets per second, Ris the RIT estimte, and
p is the loss event rate (the inverse of which is provided by the
receiver).

In addition, the algorithmin [RFC5348] al so uses an X recv val ue
(the receiver’s receive rate). For IP-TFS, one MAY set this val ue
according to the sender’s current tunnel send rate (X)

The | P-TFS receiver, having the RTT estinmate fromthe sender, can use
the sane nmethod as described in [ RFC5348] and [ RFC4342] to collect
the loss intervals and cal culate the | oss event rate val ue using the
wei ght ed average as indicated. The receiver comunicates the inverse
of this value back to the sender in the AGGFRAG PAYLQAD payl oad
header field LossEvent Rate.

The | P-TFS sender now has both the R and p val ues and can cal cul ate
the correct sending rate. |If follow ng [ RFC5348], the sender should
al so use the slow start nmechani sm described therein when the |IP-TFS
SA is first established.

Appendi x C. Conparisons of |P-TFS

C.1. Comparing Overhead
For conparing overhead, the overhead of ESP for both nornmal and
AGGFRAG tunnel packets must be cal cul ated, and so an al gorithm for

encryption and authentication nust be chosen. For the data bel ow,
AES- CCM 256 was sel ected. This leads to an | P+tESP over head of 54.



54 =20 (IP) + 8 (ESPH + 2 (ESPF) + 8 (1V) + 16 (ICV)

Additionally, for IP-TFS, non-congestion-control AGGFRAG PAYLOAD
headers were chosen, which adds 4 octets, for a total overhead of 58.

1. | P-TES Over head

For conparison, the overhead of an AGGFRAG payload is 58 octets per
outer packet. Therefore, the octet overhead per inner packet is 58
di vided by the nunber of outer packets required (fractions allowed).
The overhead as a percentage of inner packet size is a constant based
on the Quter MIU si ze.

OH = 58 / Quter Payload Size / Inner Packet Size
OH % of | nner Packet Size = 100 * OH/ Inner Packet Size
™H % of I nner Packet Size = 5800 / Quter Payload Size

B el e oo ool e oo 1)
| Type | IP-TFS | IP-TFS | IP-TFS |
R gl el gl et
| MTU | 576 | 1500 | 9000 |
el e pe gt e pe e pet Chjes o peje gt o
| PSize | 518 | 1442 | 8942 |
B el e oo ool e oo 1)
| 40 | 11.20% | 4.02% | 0.65% |
+------- +-------- +-------- +-------- +
| 576 | 11.20%| 4.02% | 0.65% |
Fommmmn R R R +
| 1500 | 11.20% | 4.02% | 0.65% |
+------- +-------- +-------- +-------- +
| 9000 | 11.20% | 4.02% | 0.65% |
+------- +-------- +-------- +-------- +

Table 2: | P-TFS Overhead as
Percent age of |nner Packet Size

.2. ESP with Paddi ng Over head

The overhead per inner packet for constant-send-rate-padded ESP
(i.e., original IPsec TFC) is 36 octets plus any paddi ng, unless
fragmentation is required.

VWhen fragmentation of the inner packet is required to fit in the
outer |Psec packet, overhead is the nunber of outer packets required
to carry the fragnented i nner packet tines both the inner |IP Overhead
(20) and the outer packet overhead (54) minus the initial inner IP
Overhead plus any required tail padding in the | ast encapsul ation
packet. The required tail padding is the nunber of required packets
times the difference of the Quter Payload Size and the I P Overhead

m nus the Inner Payload Size. So:

| P Packet Size - |P Overhead
MIU - | Psec Over head

I nner Payl oad Size
Qut er Payl oad Size

I nner Payl oad Size

NFO = - - mmmmm i m e
Qut er Payload Size - | P Overhead
NF = CEl LI NG NFO)
OH = NF * (I P Overhead + I Psec Overhead)
- I P Overhead
+ NF * (Quter Payload Size - | P Overhead)
- Inner Payl oad Size
OH = NF * (I Psec Overhead + Quter Payl oad Size)



- (I'P Overhead + Inner Payl oad Size)

H = NF * (I Psec Overhead + Quter Payl oad Size)
- Inner Packet Size

C.2. Overhead Conpari son

The foll owi ng tables collect the overhead val ues for some common L3
MIU sizes in order to conpare them The first table is the nunber of
octets of overhead for a given L3 MIU-sized packet. The second table
is the percentage of overhead in the sane MIU si zed packet.

B el ety el e emsfemsfemefy ety femfemsfefems e el
| Type | ESP+Pad | ESP+Pad | ESP+Pad | IP-TFS | IP-TFS | IP-TFS |
B ity Sty pp—p—t—(—(—r——— ey pljfppfepe—pely pljjjp——(—(— e jj—t—t—t—
| L3 MIU| 576 | 1500 | 9000 | 576 | 1500 | 9000 |
B e e e gy s oo e ey e e g
| PSize | 522 | 1446 | 8946 | 518 | 1442 | 8942 |
B el ety el e emsfemsfemefy ety femfemsfefems e el
| 40 | 482 | 1406 | 8906 | 4.5 | 1.6 | 0.3 |
F---- - - - L L L F---- - - - F---- - - - F---- - - - +
| 128 | 394 | 1318 | 8818 | 14.3 | 5.1 | 0.8 |
F---- - - F--- - - - - F--- - - - - F--- - - - - F---- - - F---- - - F---- - - +
| 256 | 266 | 1190 | 8690 | 28.7 | 10.3 | 1.7 |
I I I I I I I +
| 518 | 4 | 928 | 8428 | 58.0 | 20.8 | 3.4 |
F---- - - - L L L F---- - - - F---- - - - F---- - - - +
| 576 | 576 | 870 | 8370 | 64.5 | 23.2 | 3.7 |
F---- - - F--- - - - - F--- - - - - F--- - - - - F---- - - F---- - - F---- - - +
| 1442 | 286 | 4 | 7504 | 161.5 | 58.0 | 9.4 |
I I I I I I I +
| 1500 | 228 | 1500 | 7446 | 168.0 | 60.3 | 9.7 |
F---- - - - L L L F---- - - - F---- - - - F---- - - - +
| 8942 | 1426 | 1558 | 4 | 1001.2 | 359.7 | 58.0 |
F---- - - F--- - - - - F--- - - - - F--- - - - - F---- - - F---- - - F---- - - +
| 9000 | 1368 | 1500 | 9000 | 1007.7 | 362.0 | 58.4 |
I I I I I I I +
Tabl e 3: Overhead Conparison in Cctets
B el oo el oo oo e ooy s e e g
| Type | ESP+Pad | ESP+Pad | ESP+Pad | IP-TFS | IP-TFS | IP-TFS |
B et e ey ey oot femfemsfemfems e el
| MIU | 576 | 1500 | 9000 | 576 | 1500 | 9000 |
B ity ety Sttt pljj—p——(—(—r—r—— ey pljjjpp—t—tm— bfejj—j—t—t——
| PSize | 522 | 1446 | 8946 | 518 | 1442 | 8942 |
B el oo el oo oo e ooy s e e g
| 40 | 1205.0% | 3515.0% | 22265.0% | 11.20% | 4.02% | 0.65% |
I I I I I I I +
| 128 | 307.8% | 1029.7%| 6889.1% | 11.20%| 4.02% | 0.65% |
F------- L L I F---- - - - F---- - - - F---- - - - +
| 256 | 103.9% | 464.8% | 3394.5% | 11.20% | 4.02% | 0.65% |
F---- - F--- - - - - F--- - - - - I F---- - - F---- - - F---- - - +
| 518 | 0.8% | 179.2% | 1627.0% | 11.20% | 4.02% | 0.65% |
I I I I I I I +
| 576 | 100.0% | 151.0% | 1453.1% | 11.20%| 4.02% | 0.65% |
F------- L L I F---- - - - F---- - - - F---- - - - +
| 1442 | 19.8% | 0.3% | 520.4% | 11.20%| 4.02% | 0.65% |
F---- - F--- - - - - F--- - - - - I F---- - - F---- - - F---- - - +
| 1500 | 15.2% | 100.0% | 496.4% | 11.20% | 4.02% | 0.65% |
I I I I I I I +
| 8942 | 15.9% | 17.4% | 0.0% | 11.20%]| 4.02% | 0.65% |
F------- L L I F---- - - - F---- - - - F---- - - - +
| 9000 | 15.2% | 16.7% | 100.0% | 11.20% | 4.02% | 0.65% |
F---- - F--- - - - - F--- - - - - I F---- - - F---- - - F---- - - +
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| nner

Tabl e 4: Overhead as Percentage of

Conparing Avail abl e Bandwi dth

C 3.

Anot her way to conmpare the two solutions is to | ook at the anount of

avai | abl e bandwi dt h each sol ution provi des.

The foll owi ng sections

For the

normal (unencrypted)

consi der and compare the percentage of avail abl e bandwi dt h.
ESP val ues are included.

sake of providing a well-understood baseli ne,

Et her net and nor nal

Et her net

1.

C 3.

t he per - packet

over head of Ethernet

In order to cal cul ate the avail abl e bandw dt h

overhead is calculated first.

is 14+4

The t ot al

for a
the mni mum payl oad is 46 octets.

and inter-packet gap),

start,

Addi tionally,

octets of header and Cyclic Redundancy Check (CRC) plus an additiona
of 38 octets.

20 octets of framing (preanble,

t ot al

[ ettty ety ety ———gy ———— ————r l————" f—p———— Cjpp—p———r

| Si ze|

ESP

R b e e e e S e e e

| MIU |

| PTFS | Enet

| PTFS |

E+P| E+P| IPTFS |

E+ P|

1514 | 9014 | 590 | 1514 | 9014 | any | any |

590
el oo e el e oo e el e fum e e = e pus e Cjesfpufes e pe e pep

| OH

92 92 96 96 96 38 74

92

[ ettty ety ety ———gy ———— ————r l————" f—p———— Cjpp—p———r

| 40

| 84 | 114 |

40

42

47

| 1538 | 9038

614

&

| 128 |

| 1538 | 9038 | 151 | 136 | 129 | 166 | 202

614

S

| 256 |

| 1538 | 9038 | 303 | 273 | 258 | 294 | 330 |

614

R

| 518 |

| 1538 | 9038 | 614 | 552 | 523 | 574 | 610 |

614

&

| 576 |

| 1538 | 9038 | 682 | 614 | 582 | 614 | 650 |

1228

S

| 1442]

1534 |

| 1538 | 9038 | 1709 | 1538 | 1457 | 1498 |

1842

R

| 1500]

1574 |

| 3076 | 9038 | 1777 | 1599 | 1516 | 1538

1842

&

| 8942]

9034 |

9038 | 8998 |

9038 | 10599 | 9537

10766 |

11052 |

S

| 9000

9074 |

18076 | 10667 | 9599 | 9096 | 9038

10766 |

11052 |

R

Packet

Table 5: L2 Cctets Per

R el ety gy gty ey ety e ———— iy ety o}

| Si ze|

Enet | ESP
| |

| PTFS |

| PTFS |

| 1PTFS |
I

E +
P

[ ettty Sty ————— p———— —————— p————— Llp—p————— Lp—p————— Lp—p—————

| MIU |

E+P| E+
| P

any

any

| 1514 | 9014

590

| 1514 | 9014 |

590

b bl oo el e e el oo pem oo el e e et e et b pues s pe oo et o}

| OH

92 92 96 96 96 38 74

92

[ el ool oo ool ool ool s b oo ool e pen e

| 40

| 0.8M | 0.1M| 26.4M| 29.3M| 30.9M| 14.9M| 11.0M |

2.0M

e

| 128 |

| 9.2M | 9.7M | 7.5M | 6.2M |

8. 2M

| 0.8M | 0.1M |

2.0M

o S

| 256 |

| 4.6M | 4.8M | 4.3M | 3.8M |

4. 1M

| 0.8M | 0.1M |

2. OM

g S a8

| 518 |

| 2.3M | 2.4M | 2.2M | 2.1M |

2.0M

| 0.8M | 0.1M |

2.0M

e

| 576 |

| 220M | 2.1M | 2.0M | 1.9M |

1.8M

| 0.8M | 0.1M |

1.0M

o S

| 1442]

| 812K | 857K | 844K | 824K

731K

| 812K | 138K |

678K

g S a8



| 1500] 678K | 406K | 138K | 703K | 781K | 824K | 812K | 794K

el Sty g pn S peget b pjefe e peje s pel S femj e p gty Cj e pje e peeg b poje e pep
|Sizel]E+ P|E+ P |E+ P |IP-TFS|IP-TFS| IP-TFS | Enet | ESP |
[ el oo fefn oo fefn e oo oo fefen e oo e e ool oo ool oo oo -}
| MTU | 590 | 1514 |9014 |590 |1514 | 9014 | any | any |
B ety ety Sty Sty ety Sty ety Clemsfemfeme el el o
|OH |92 | 92 | 92 | 96 | 96 | 96 | 38 | 74 |
el Sty g pn S peget b pjefe e peje s pel S femj e p gty Cj e pje e peeg b poje e pep
|40 |6.51% | 2. 60% | 0. 44% | 84. 36% 93. 76% 98.94% | 47.62% | 35.09% |
I +------ +------ +------ +------ I I I +
| 128 | 20. 859% 8.32% | 1. 42% | 84. 36% 93. 76% 98.94% | 77.11% | 63.37% |
L I +------ +------ +------ +------ I I I +
| 256 | 41. 69% 16. 649 2. 83% | 84. 369 93. 7694 98.94% | 87.07% | 77.58% |
F--- - - - - +------ +------ +------ +------ L L L +
| 518 | 84. 369 33. 689 5. 73% | 84. 3694 93. 7694 98.94% | 93.17% | 87.50% |
I +------ +------ +------ +------ I I I +
| 576 | 46. 919 37. 45% 6. 37% | 84. 36% 93. 76% 98.94% | 93.81% | 88.62% |
L I +------ +------ +------ +------ I I I +
| 1442| 78. 289% 93. 769 15. 95% 84. 3694 93. 7694 98.94% | 97.43% | 95.12% |
F--- - - - - +------ +------ +------ +------ L L L +
| 1500| 81. 439 48. 769 16. 60% 84. 3694 93. 7694 98.94% | 97.53% | 95.30% |
I +------ +------ +------ +------ I I I +
| 8942| 80. 919% 83. 06% 98. 94% 84. 36% 93. 76% 98.94% | 99.58% | 99.18% |
L I +------ +------ +------ +------ I I I +
| 9000| 81. 439% 83. 609 49. 79% 84. 369 93. 7694 98.94% | 99.58% | 99.18% |
F--- - - - - +------ +------ +------ +------ L L L +

Tabl e 7: Percentage of Bandw dth on 10G Et her net

A sonetinmes unexpected result of using an AGGFRAG tunnel (or any
packet aggregating tunnel) is that, for snmall- to nmediumsized
packets, the available bandwidth is actually greater than plain

Et hernet. This is due to the reduction in Ethernet fram ng overhead.
This increased bandwidth is paid for with an increase in |atency.
This latency is the tine to send the unrelated octets in the outer
tunnel frame. The following table illustrates the |atency for sone
common val ues on a 10G Ethernet link. The table al so includes

| at ency introduced by padding if using ESP with paddi ng.



Tabl e 8: Added Lat ency

Notice that the latency values are very sinilar between the two
sol utions; however, whereas |P-TFS provides for constant high
bandwi dth, in some cases even exceeding plain Ethernet, ESP with
paddi ng often greatly reduces avail abl e bandw dt h.
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