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Abstract

The organi zational separation between operators of TLS and DTLS
endpoints and the certification authority can create limtations.

For exanple, the lifetine of certificates, how they nay be used, and
the algorithms they support are ultimtely determni ned by the
Certification Authority (CA). This document describes a nmechanismto
overcone sone of these linmtations by enabling operators to del egate
their own credentials for use in TLS and DTLS wi thout breaking
conpatibility with peers that do not support this specification
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I nt roducti on

Server operators often deploy (D)TLS termination to act as the server
for inbound TLS connections. These termination services can be in

| ocations such as renpte data centers or Content Delivery Networks
(CDNs) where it may be difficult to detect conpronises of private key
mat eri al corresponding to TLS certificates. Short-lived certificates
may be used to limt the exposure of keys in these cases.

However, short-lived certificates need to be renewed nore frequently
than long-lived certificates. |If an external Certification Authority
(CA) is unable to issue a certificate in tine to replace a depl oyed
certificate, the server would no longer be able to present a valid
certificate to clients. Wth short-lived certificates, there is a
smal l er window of time to renew a certificate and therefore a higher
risk that an outage at a CA will negatively affect the uptine of the
TLS-fronted service

Typically, a (D) TLS server uses a certificate provided by sonme entity
other than the operator of the server (a CA) [ RFC3446] [ RFC5280].
Thi s organi zati onal separation nmakes the (D) TLS server operator
dependent on the CA for sone aspects of its operations. For exanple:

* \Whenever the server operator wants to deploy a new certificate, it
has to interact with the CA

* The CA might only issue credentials containing certain types of
public keys, which can Iimt the set of (D)TLS signature schenes
usabl e by the server operator

To reduce the dependency on external CAs, this docunent specifies a
limted del egati on mechanismthat allows a (D) TLS peer to issue its
own credentials within the scope of a certificate issued by an
external CA. These credentials only enable the recipient of the
del egation to terninate connections for nanes that the CA has

aut horized. Furthernore, this mechanismallows the server to use
nmodern signature algorithnms such as Ed25519 [ RFC8032] even if their
CA does not support them

Thi s docunent refers to the certificate issued by the CA as a
"certificate", or "delegation certificate", and the one issued by the
operator as a "del egated credential" or "DC'.

Conventi ons and Ter m nol ogy



The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Solution Overview

A del egated credential (DC) is a digitally signed data structure with
two semantic fields: a validity interval and a public key (along with
its associated signature algorithn). The signature on the del egated
credential indicates a delegation fromthe certificate that is issued
to the peer. The private key used to sign a credential corresponds
to the public key of the peer’s X 509 end-entity certificate

[ RFC5280]. Figure 1 shows the intended depl oyment architecture.

dient Fr ont - End Back- End
| | <--DC distribution->
|----ClientHello--->| |
| <---ServerHello----| |
| <---Certificate----| |
| <---CertVerify----- | |
| c. |

Legend:

Client: (D)TLS client

Front-End: (D) TLS server (could be a TLS-term nation service |like a CDN)
Back- End: Service with access to a private key

Figure 1: Del egated Credentials Depl oynment Architecture

A (D) TLS handshake t hat uses del egated credentials differs froma
standard handshake in a few i nportant ways:

* The initiating peer provides an extension in its CientHello or
CertificateRequest that indicates support for this nechani sm

* The peer sending the Certificate nmessage provides both the
certificate chain termnating in its certificate and the del egated
credenti al .

* The initiator uses information fromthe peer’s certificate to
verify the del egated credential and that the peer is asserting an
expected identity, determ ning an authentication result for the
peer.

* Peers accepting the del egated credential use it as the certificate
key for the (D) TLS handshake.

As detailed in Section 4, the del egated credential is
cryptographically bound to the end-entity certificate with which the
credential may be used. This docunment specifies the use of del egated
credentials in (D TLS 1.3 or later; their use in prior versions of
the protocol is not allowed.

Del egated credentials allow a peer to terminate (D) TLS connections on
behal f of the certificate owner. |If a credential is stolen, thereis
no nechanismfor revoking it w thout revoking the certificate itself.
To limt exposure in case of the conpronise of a del egated
credential’s private key, del egated credentials have a maxi num
validity period. |In the absence of an application profile standard
speci fying otherwi se, the maxinumvalidity period is set to 7 days.
Peers MJST NOT issue credentials with a validity period | onger than
the maximumvalidity period or that extends beyond the validity
period of the delegation certificate. This nmechanismis described in
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3.

detail in Section 4.1.

It was noted in [ XPROT] that certificates in use by servers that
support outdated protocols such as SSLv2 can be used to forge
signatures for certificates that contain the keyEnci phernent KeyUsage
([ RFC5280], Section 4.2.1.3). 1In order to reduce the risk of cross-
protocol attacks on certificates that are not intended to be used

wi th DC-capabl e TLS stacks, we define a new Del egati onUsage extension
to X. 509 that pernits use of delegated credentials. (See

Section 4.2.)

1. Rati onal e

Del egated credentials present a better alternative than other
del egati on nechanisns |ike proxy certificates [ RFC3820] for severa
reasons:

* There is no change needed to certificate validation at the PKl
| ayer.

*  X. 509 semantics are very rich. This can cause uni ntended
consequences if a service owner creates a proxy certificate where
the properties differ fromthe leaf certificate. Proxy
certificates can be useful in controlled environments, but remain
a risk in scenarios where the additional flexibility they provide
is not necessary. For this reason, delegated credentials have
very restricted semantics that should not conflict with X 509
semanti cs.

* Proxy certificates rely on the certificate path building process
to establish a binding between the proxy certificate and the end-
entity certificate. Since the certificate path building process
is not cryptographically protected, it is possible that a proxy
certificate coul d be bound to another certificate with the sane
public key, with different X 509 paraneters. Del egated
credentials, which rely on a cryptographic binding between the
entire certificate and the del egated credential, cannot.

* Each del egated credential is bound to a specific signature
algorithmfor use in the (D) TLS handshake ([ RFC8446],
Section 4.2.3). This prevents them from bei ng used wi th other,
per haps uni ntended, signature algorithnms. The signature al gorithm
bound to the del egated credential can be chosen independently of
the set of signature algorithns supported by the end-entity
certificate.

2. Related Wrk

Many of the use cases for delegated credentials can al so be addressed
usi ng purely server-side nechanisns that do not require changes to
client behavior (e.g., a PKCS#11 interface or a renote signing
mechani sm [ KEYLESS] being one exanple). These mechani sms, however,

i ncur per-transaction |atency, since the front-end server has to
interact with a back-end server that holds a private key. The
mechani sm proposed in this docunment allows the del egation to be done
offline, with no per-transaction |atency. The figure bel ow conpares
the nessage flows for these two nechanisns with (D) TLS 1.3 [ RFC8446]

[ RFC9147] .

Renot e key signing:

dient Fr ont - End Back- End

| ----CientHello--->| |
| <---ServerHello----| |
| <---Certificate----| |
| | <---renote sign---->
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<---CertVerify----- | |

egated Credenti al :

ent Fr ont - End Back- End
| <--DC distribution->
----ClientHello--->| |
<---ServerHello----| |
<---Certificate----| |
<---CertVerify----- | |
- |

Legend:

ai

ent: (D)TLS client

Front-End: (D) TLS server (could be a TLS-term nation service |like a CDN)
Back- End: Service with access to a private key

These two nechani sns can be conpl enentary. A server could use

del egated credentials for clients that support them while using a
server-side nechanismto support legacy clients. Both nmechani sns
require a trusted rel ati onship between the front-end and back-end --
the del egated credential can be used in place of a certificate
private key.

The use of short-lived certificates with autonated certificate

i ssuance, e.g., with the Autonmated Certificate Managenent Environment
(ACME) [ RFC8555], reduces the risk of key conpronise but has severa
limtations. Specifically, it introduces an operationally critica
dependency on an external party (the CA). It also limts the types
of algorithns supported for (D)TLS authentication to those the CAis
willing to issue a certificate for. Nonetheless, existing autonated
i ssuance APlIs |ike ACME nmay be useful for provisioning del egated
credenti al s.

Del egated Credential s

Wi le X. 509 forbids end-entity certificates frombeing used as

i ssuers for other certificates, it is valid to use themto issue
ot her signed objects as long as the certificate contains the

di gital Si gnature KeyUsage ([ RFC5280], Section 4.2.1.3). (A
certificates compatible with TLS 1.3 are required to contain the
digital Signature KeyUsage.) This docunent defines a new signed
obj ect format that encodes only the semantics that are needed for
this application. The Credential has the follow ng structure:

struct {
uint32 valid_tine;
Si gnat ureSchenme dc_cert _verify_al gorithm
opaque ASN1_subj ect Publ i cKeyl nf o<1..2724-1>;
} Credential;

valid_tinme: Time, in seconds relative to the del egation
certificate’ s notBefore value, after which the del egated
credential is no longer valid. By default, unless set to an
alternative value by an application profile (see Section 3),
endpoints will reject delegated credentials that expire nore than
7 days fromthe current time (as described in Section 4.1.3).

dc_cert _verify_algorithm The signature algorithmof the Credential
key pair, where the type SignatureSchene is as defined in
[ RFC8446]. This is expected to be the sane as the sender’s
CertificateVerify.algorithm (as described in Section 4.1.3).
When using RSA, the public key MJUST NOT use the rsaEncryption O D.
As aresult, the following algorithnms are not allowed for use with



del egated credential s: rsa_pss_rsae_sha256, rsa_pss_rsae_sha384,
and rsa_pss_rsae_sha512.

ASNL1 subj ect Publ i cKeyl nfo: The Credential’s public key, a DER
encoded [ X. 690] Subj ect PublicKeylnfo as defined in [ RFC5280].

The Del egat edCredential has the follow ng structure:

struct {
Credential cred;
Si gnhat ureSchene al gorithm
opaque signature<l..2716-1>;
} Del egat edCredenti al ;

cred: The Credential structure as previously defined.

algorithm The signature algorithmused to create
Del egat edCr edenti al . si gnat ure.

signature: The delegation, a signature that binds the credential to
the end-entity certificate's public key as specified below The
signature schene is specified by Del egat edCredenti al . al gorithm

The signature of the Del egatedCredential is conputed over the
concat enation of:

1. An octet streamthat consists of octet 32 (0x20) repeated 64
times.

2. The non-null term nated context string "TLS, server del egated
credential s" for server authentication and "TLS, client del egated
credentials" for client authentication

3. A single octet 0x00, which serves as the separator

4. The DER-encoded X. 509 end-entity certificate used to sign the
Del egat edCr edenti al .

5. Del egat edCredenti al . cred.
6. Del egatedCredential.al gorithm

The signature is conputed by using the private key of the peer’s end-
entity certificate, with the algorithmindicated by
Del egat edCredenti al . al gorithm

The signature effectively binds the credential to the paraneters of
the handshake in which it is used. |In particular, it ensures that
credentials are only used with the certificate and signature

al gorithm chosen by the del egator

The code changes required in order to create and verify del egated
credentials, and the inplenmentation conplexity this entails, are
| ocalized to the (D) TLS stack. This has the advantage of avoi di ng
changes to the often-delicate security-critical PKI code
.1. dient and Server Behavi or
Thi s docunent defines the follow ng (D) TLS extensi on code point.
enum {
déiegated_credential(34),

(65535)
} Ext ensi onType,;
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1.1. Server Authentication

Aclient that is willing to use del egated credentials in a connection
SHALL send a "del egated _credential" extension in its dientHello.

The body of the extension consists of a SignatureScheneList (defined
in [ RFC8446]):

struct {
Si gnat ur eSchenme supported_signature_al gorithns<2..2"16-2>;
} SignatureScheneli st;

If the client receives a del egated credential without having
i ndi cated support in its CientHello, then the client MJST abort the
handshake wi th an "unexpected nessage" alert.

If the extension is present, the server MAY send a del egat ed
credential; if the extension is not present, the server MJUST NOT send
a del egated credential. Wen a (D) TLS version negotiated is |ess
than 1.3, the server MJST ignore this extension. An exanple of when
a server could choose not to send a del egated credential is when the
Si gnatureSchenes |isted only contain signature schenes for which a
correspondi ng del egated credential does not exist or are otherw se
unsui tabl e for the connection

The server MJIST send the del egated credential as an extension in the
CertificateEntry of its end-entity certificate; the client MJUST NOT
use del egated credentials sent as extensions to any ot her
certificate, and SHOULD i gnore them but MAY abort the handshake with

an "illegal _paranmeter" alert. |f the server sends nultiple del egated
credentials extensions in a single CertificateEntry, the client MJST
abort the handshake with an "illegal parameter” alert.

The algorithmfield MUST be of a type advertised by the client in the
"signature_al gorithns" extension of the CientHell o nessage, and the
dc_cert _verify_ algorithmfield MJST be of a type advertised by the
client in the SignatureSchenelList; otherw se, the credential is
considered not valid. Cdients that receive non-valid del egated
credentials MIUST term nate the connection with an "illegal paraneter"”
alert.

1.2. dient Authentication

A server that supports this specification SHALL send a

"del egated credential" extension in the CertificateRequest nessage
when requesting client authentication. The body of the extension
consists of a SignatureSchemeList. |f the server receives a

del egated credential wi thout having indicated support inits
CertificateRequest, then the server MJST abort with an

"unexpect ed_nessage" alert.

If the extension is present, the client MAY send a del egat ed
credential; if the extension is not present, the client MJUST NOT send
a del egated credential. Wen a (D) TLS version negotiated is |ess
than 1.3, the client MJST ignore this extension

The client MJUST send the del egated credential as an extension in the
CertificateEntry of its end-entity certificate; the server MUST NOT
use del egated credentials sent as extensions to any other
certificate, and SHOULD i gnore them but MAY abort the handshake with
an "illegal _paranmeter” alert. |If the client sends nultiple del egated
credentials extensions in a single CertificateEntry, the server MJST
abort the handshake with an "illegal paraneter” alert.

The algorithmfield MIST be of a type advertised by the server in the
"signature_al gorithns" extension of the CertificateRequest nessage,
and the dc_cert _verify_ algorithmfield MIST be of a type advertised



by the server in the SignatureSchemneList; otherw se, the credenti al
is considered not valid. Servers that receive non-valid del egated
credentials MJUST term nate the connection with an "illegal paraneter"”
alert.

.1.3. Validating a Del egated Credenti al

On receiving a delegated credential and certificate chain, the peer
validates the certificate chain and matches the end-entity
certificate to the peer’'s expected identity in the sane way that it

i s done when del egated credentials are not in use. It then perforns
the follow ng checks with expiry time set to the del egation
certificate’ s notBefore val ue plus

Del egat edCredential .cred.valid_ tine:

1. Verify that the current time is within the validity interval of
the credential. This is done by asserting that the current tine
does not exceed the expiry time. (The start time of the
credential is inmplicitly validated as part of certificate
val i dation.)

2. Verify that the delegated credential’s remaining validity period
is no nore than the nmaximumvalidity period. This is done by
asserting that the expiry time does not exceed the current tine
plus the maxi mumvalidity period (7 days by default) and that the
expiry tine is less than the certificate' s expiry_ tine.

3. Verify that dc_cert_verify_algorithm matches the schenme indicated
in the peer’s CertificateVerify message and that the algorithmis
all owed for use with del egated credenti al s.

4. Verify that the end-entity certificate satisfies the conditions
described in Section 4. 2.

5. Use the public key in the peer’'s end-entity certificate to verify
the signature of the credential using the algorithmindicated by
Del egat edCredenti al . al gorithm

If one or nore of these checks fail, then the delegated credential is
deened not valid. dients and servers that receive non-valid

del egated credentials MJST term nate the connection with an

"illegal _paranmeter" alert.

If successful, the participant receiving the Certificate nessage uses
the public key in Del egatedCredential.cred to verify the signhature in
the peer’s CertificateVerify nessage.

.2. Certificate Requirements

Thi s docunent defines a new X 509 extension, DelegationUsage, to be
used in the certificate when the certificate permts the usage of
del egated credentials. Wat follows is the ASN.1 [ X 680] for the
Del egati onUsage certificate extension.

ext - del egati onUsage EXTENSION ::= {

SYNTAX Del egati onUsage | DENTI FI ED BY i d- pe- del egati onUsage
}
Del egati onUsage ::= NULL

i d- pe-del egati onUsage OBJECT | DENTIFIER :: =
{ iso(1l) identified-organization(3) dod(6) internet(1)
private(4) enterprise(l) id-cloudflare(44363) 44 }

The extension MJUST be nmarked non-critical. (See Section 4.2 of
[ RFC5280].) An endpoint MJST NOT accept a del egated credentia



unl ess the peer’s end-entity certificate satisfies the follow ng
criteria:

* |t has the Del egati onUsage extension

* 1t has the digital Sighature KeyUsage (see the KeyUsage extension
defined in [ RFC5280]).

A new extensi on was chosen instead of adding a new Ext ended Key Usage
(EKU) to be conpatible with deployed (D) TLS and PKlI software stacks
without requiring CAs to issue new intermediate certificates.

Oper ational Considerations

The operational considerations docunented in this section should be
taken into consideration when using del egated credential s.

.1. dient dock Skew

One of the risks of deploying a short-lived credential system based
on absolute tine is client clock skew. If a client’s clock is
sufficiently ahead of or behind the server’s clock, then clients wll
reject delegated credentials that are valid fromthe server’s
perspective. Cock skew also affects the validity of the origina
certificates. The lifetinme of the del egated credential should be set
taking clock skew into account. Cock skew may affect a del egated
credential at the beginning and end of its validity periods, which
shoul d al so be taken into account.

| ANA Consi der ati ons

Thi s docunent registers the "del egated credential" extension in the
"TLS Extensi onType Val ues" registry. The "del egated credential"”
ext ensi on has been assigned the ExtensionType value 34. The | ANA
registry lists this extension as "Recomended" (i.e., "Y") and
indicates that it may appear in the CientHello (CH),
CertificateRequest (CR), or Certificate (CT) nmessages in (D TLS 1.3
[ RFC8446] [RFC9147]. Additionally, the "DTLS-Only" colum is
assigned the value "N'.

Thi s docunent al so defines an ASN. 1 nmodul e for the Del egati onUsage
certificate extension in Appendix A. |1ANA has registered val ue 95
for "id-nod-del egated-credential-extn" in the "SM Security for PKIX
Modul e Identifier" (1.3.6.1.5.5.7.0) registry. An OD for the

Del egati onUsage certificate extension is not needed, as it is already
assigned to the extension fromdoudflare’s | ANA Private Enterprise
Nunber (PEN) arc.

Security Considerations

The security considerations docunented in this section should be
taken into consideration when using del egated credentials.

.1. Security of Delegated Credential’s Private Key

Del egated credentials limt the exposure of the private key used in a
(D) TLS connection by limting its validity period. An attacker who
conprom ses the private key of a del egated credential cannot create
new del egated credentials, but they can inpersonate the conpronised
party in new TLS connections until the del egated credential expires.

Thus, del egated credentials should not be used to send a del egation
to an untrusted party. Rather, they are neant to be used between
parties that have sone trust relationship with each other. The
secrecy of the delegated credential’s private key is thus inportant,
and access control nechani sns SHOULD be used to protect it, including



file systemcontrols, physical security, or hardware security
nodul es.

.2. Re-use of Delegated Credentials in Miltiple Contexts

It is not possible to use the same del egated credential for both
client and server authentication because issuing parties conpute the
correspondi ng signature using a context string unique to the intended
role (client or server).

7.3. Revocation of Delegated Credentials

Del egat ed credentials do not provide any additional formof early
revocation. Since it is short-lived, the expiry of the del egated
credential revokes the credential. Revocation of the |long-term
private key that signs the delegated credential (fromthe end-entity
certificate) also inplicitly revokes the del egated credenti al

.4. Interactions with Session Resunption

If a peer decides to cache the certificate chain and re-validate it
when resum ng a connection, they SHOULD al so cache the associ at ed

del egated credential and re-validate it. Failing to do so may result
in resum ng connections for which the del egated credential has
expired.

.5.  Privacy Considerations

Del egated credentials can be valid for 7 days (by default), and it is
much easier for a service to create del egated credentials than a
certificate signed by a CA. A service could determne the client
time and cl ock skew by creating several delegated credentials with
different expiry tinestanps and observing which credentials the
client accepts. Since client tine can be unique to a particular
client, privacy-sensitive clients who do not trust the service, such
as browsers in incognito node, mght not want to advertise support
for delegated credentials, or might limt the nunber of probes that a
server can perform

.6. The Inpact of Signature Forgery Attacks

Del egated credentials are only used in (D) TLS 1.3 connecti ons.
However, the certificate that signs a del egated credential may be
used in other contexts such as (D)TLS 1.2. Using a certificate in
mul tiple contexts opens up a potential cross-protocol attack agai nst
del egated credentials in (D) TLS 1. 3.

When (D) TLS 1.2 servers support RSA key exchange, they may be

vul nerable to attacks that allow forging an RSA signature over an
arbitrary nessage [BLEI]. The TLS 1.2 specification describes a
strategy for preventing these attacks that requires carefu

i mpl ementation of timng-resistant counterneasures. (See

Section 7.4.7.1 of [RFC5246].)

Experi ence shows that, in practice, server inplementations may fai

to fully stop these attacks due to the conplexity of this mtigation
[ROBOT]. For (D)TLS 1.2 servers that support RSA key exchange using
a DC-enabl ed end-entity certificate, a hypothetical signature forgery
attack would all ow forging a signhature over a del egated credenti al
The forged del egated credential could then be used by the attacker as
the equivalent of an on-path attacker, valid for a maxi num of 7 days
(if the default valid tine is used).

Server operators should therefore minimze the risk of using DC
enabl ed end-entity certificates where a signature forgery oracle my
be present. |If possible, server operators may choose to use DC



enabl ed certificates only for signing credentials and not for serving
non-DC (D) TLS traffic. Furthernore, server operators nay use
elliptic curve certificates for DC-enabled traffic, while using RSA
certificates without the Del egati onUsage certificate extension for
non-DC traffic; this conpletely prevents such attacks.

Not e t hat

if a signature can be forged over an arbitrary credential,

the attacker can choose any value for the valid tine field. Repeated
signature forgeries therefore allow the attacker to create nultiple
del egated credentials that can cover the entire validity period of
the certificate. Tenporary exposure of the key or a signing oracle
may allow the attacker to inpersonate a server for the lifetinme of
the certificate.
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Appendi x A, ASN. 1 Modul e

The following ASN. 1 nodul e provides the conplete definition of the
Del egati onUsage certificate extension. The ASN. 1 nodul e makes
imports from [ RFC5912].

Del egat edCr edenti al Extn
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- del egat ed- credenti al -extn(95) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

-- EXPORT ALL
I MPORTS

EXTENSI ON
FROM PKI X- CommonTypes-2009 -- From RFC 5912
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmd(0)
i d- nod- pki xCommron-02(57) } ;

-- AD
id-cloudfl are OBJECT | DENTI FIER :: =

{ iso(1l) identified-organization(3) dod(6) internet(1l) private(4)
enterprise(l) 44363 }



-- EXTENSI ON

ext - del egati onUsage EXTENSION :: =
{ SYNTAX Del egati onUsage
| DENTI FI ED BY i d- pe-del egati onUsage }

i d- pe-del egati onUsage OBJECT IDENTIFIER ::= { id-cloudflare 44 }
Del egati onUsage ::= NULL
END

Appendi x B. Exanple Certificate

The following is an example of a delegation certificate that
satisfies the requirenents described in Section 4.2 (i.e., uses the
Del egati onUsage extension and has the digital Si gnature KeyUsage).

————— BEG N CERTI FI CATE- - - - -

M | FRj CCBMugAW BAgl Q@DGev B+l Y0o/ CecHFSJ6YNnTAKBggghkj OPQQDAz BMMXB W
CQYDVQQGEWI VUz EVMBMGALUEChMVRA naUN cnQgSWbj MSYwJ AYDVQQDEX 1EaWlp
Q@VydCBFQOUMyU2V] dXJI | FNI cnZl ci BDQTAeFwWOXOTAzM YwWiVDAWMVDBaFw0y MI'Az
Mz AxM AwivDBaMGox Cz AJBgNVBAYTAI VTVRMAVEQYDVQQ EwpDYWkpZmBybm hVRYw
FAYDVQRHEWL TYWIgRnJhbriNpc 2 Nv MRk wFwYDVQRKEXBDbG91Z2GZs YXJI LCBIbmivu
MRMAEQYDVQRDEWPT Yz Jr ZG0u Y29t MFkwEWYHKoZI zj 0CAQYI KoZl zj 0DAQc DQQAE
d4azl 83BwWOf cPgf oei ZpZZnwGuxj Bj v++wzE0zAj 8vNi UKKxONBQ GNLn+x| WUpL
I wadj RNLr LmVim2gb9GgdKOCA28wggNr MB8 GALUdI wQYMBaAFKOd5h/ 52 | PwG7o
kcuVpdox4gqf MBOGAL1UdDgQWBBSS cb7f S3f UFAyB91f RewoDPt gt Jj Aj BgNVHREE
HDAaggpr YzJr Z&uY29t ggwgLnt j Mt kbS5j b20wDg YDVROPAQH BAQDAge AMBOG
Al UdJ QQWWBQGCCs GAQUFBwWIVBBggr BgEFBQc DA] BpBgNVHRBEY] BgMC6gLKAghi ho
dHRWO 8vY3JsMy5kaWipY2VydC5j b20vc3N YS1I Y2M ZzEuY3JsMC6gLKAghi ho
dHRWG 8vY3JsNC5kaWlpY2VydC5j b20vce3N YS1l Y2M ZzEuY3Js MEWGALUdI ARF
MEMMNWYJ Y1 ZI AYb9b AEBMCowKAY! KwYBBQUHAgEWHGhOdHBz O 8vd3d3LnRpZ2| |

ZXJO0LnmN\v b S9DUFMVCAYGZ4EMAQ CVHs GCCs GAQUFBWEBBG3Wh TAKBggr BgEFBQcw
AYYYaHROcDovL29j c3AuZd naVWNl cnQuY29t MEUGCCs GAQUFBz AChj | odHRwWG 8v
Y2Fj ZXJ0cy5kaWipY2VydC5j b20vRA naUN cnRFQONTZWNLcmVTZXJ 2ZXJ DQS5j

cnQMDAYDVROTAQH BAI wADAPBgkr BgEEAYLaSywEAgUAM | Bf g YKKWYBBAHWEQ E
AgSCAWMIEggFgAW)AdgC72d+8H4pxt ZOUI 5egknt HOFeVCqt S6BqQ ntRj h7RhQAA
AWrbhYJ5AAAEAWBHVEUCI G F g+hSThRL2nmB8H0awo DR8CpnEHNKFONI 6nL5y YL/ |

Al EAxwebGs/ T6EsOYar PzoQIr VZgk+sHH/ t +j r Sr KA5TDj cAdgCHdb/ nWKz4j EQZ
X73zbvoW UdWAvIKt WDBt Or / Xq CDDWAAAWTE h YNg AAAEAWBHMEUC! QD9 ONABKGL6
bxDKf gl | eHIVWB0i W eRs88VvgJyf Ag/ aFDgl gQ OsdSF9XOy 1f oqgeODTDVR FEXuw
0JROAGZWKoNt JzMAdgBEI GUusO7Or 8RABYI o/ i j A2uaCvt j LMo 0zOWN baBgAAA
AWrbh YHgAAAEAWBHVEUC! QC4vualn3Bqgt hEqpA/ VBTcsNwvt AwpCuac2l hJ9wx6X
/ Al gb+000k28JQo9TMoP4vzJ3BD3HXWENc2Zi zbq7nmk UQYMACgYI KoZl zj OEAMVD
aQAwWZgl xAJsX7d0SuA8ddf / m71 W Nf s3MX JyGkEezMJ X1t 6sRs05250SS12L pXe
muGalFE2Zgl x AL+CDUF5pz 7mhr AEI j QLMyl pF9t HA0dJ Qv YZZ@BW2 3¢ Mz SKkDf vl t

y5S4Rf WHI | Pj bw==

————— END CERTI FI CATE- - - - -
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