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I ntroduction

The Alternate-Mrking Method, as described in [RFC9341], is
applicable to a point-to-point path. The extension proposed in this
docunent applies to the nost general case of a multipoint-to-

mul ti point path and enabl es flexi ble and adaptive perfornmance
measurenents in a nmanaged networKk.

The Al ternate-Mrking nethodol ogy consists of splitting the packet
flowinto marking blocks, and the nonitoring paraneters are the
packet counters and the timestanps for each marking period. In sone
applications of the Alternate-Mrking Method, a |ot of flows and
nodes are to be nonitored. Miltipoint Alternate Marking ains to
reduce these val ues and nekes the performance nonitoring nore
flexible in case a detailed analysis is not needed. For instance, by
consi dering n neasurenment points and mnonitored fl ows, the order of
magni t ude of the packet counters for each time interval is n*nf2 (1
per color). The nunber of measurement points and nonitored flows may
vary and depends on the portion of the network we are nonitoring
(core network, netro network, access network, etc.) and the
granularity (for each service, each custonmer, etc.). So if both n
and m are high values, the packet counters increase a |ot, and

Mul tipoint Alternate Marking offers a tool to control these

par ameters

The approach presented in this docunent is applied only to unicast
flows and not to nulticast. Broadcast, Unknown Unicast, and
Multicast (BUM traffic is not considered here, because traffic
replication is not covered by the Miltipoint Alternate-Marking

Met hod. Furthernore, it can be applicable to anycast flows, and
Equal - Cost Multipath (ECMP) paths can also be easily nonitored with
this techni que.

[ RFC9341] applies to point-to-point unicast flows and BUMtraffic.
For BUMtraffic, the basic method of [RFC9341] can be easily applied
link by link; therefore, the nulticast flow tree distribution can be
split into separate unicast point-to-point |inks.

Thi s docunent and its Clustered Alternate-Mrking Method applies to
mul ti point-to-multipoint unicast flows, anycast, and ECMP fl ows.
Therefore, the Alternate-Mrking Method can be extended to any kind



of multipoint-to-nultipoint paths, and the network-clustering
approach presented in this docunent is the formalization of howto
i mpl ement this property and allow a flexible and optini zed
performance neasurenent support for network nanagenent in every

si tuati on.

Wthout network clustering, it is possible to apply Alternate Marking
only for all the network or per single flow Instead, with network
clustering, it is possible to partition the network into clusters at
different levels in order to provide the needed degree of detail. In
sone circunstances, it is possible to nonitor a nultipoint network by
moni toring the network clusters, w thout examning in depth. 1n case
of problens (packet loss is nmeasured or the delay is too high), the
filtering criteria could be enhanced in order to performa detail ed
anal ysis by using a different conbination of clusters up to a per-

fl ow neasurenment as described in [ RFCO9341].

This approach fits very well with the C osed-Loop Network and

Sof t war e- Defi ned Network (SDN) paradi gm where the SDN orchestrator
and the SDN controllers are the brains of the network and can manage
flow control to the switches and routers and, in the sane way, can
calibrate the performance neasurenents dependi ng on the desired
accuracy. An SDN controller application can orchestrate how
accurately the network performance nonitoring is set up by applying
the Multipoint Alternate Marking as described in this docunent.

It is inportant to underline that, as an extension of [RFC9341], this
i s a methodol ogy docunent, so the mechanismthat can be used to
transmt the counters and the tinestanps is out of scope here.

Thi s docunent assumes that the bl ocks are created according to a
fixed tinmer as per [RFC9341]. Switching after a fixed nunber of
packets is possible, but it is out of scope here.

Note that the fragnented packets’ case can be managed with the
Al t er nat e- Mar ki ng met hodol ogy, and the same gui dance provided in
Section 6 of [RFC9341] also applies in the case of Miltipoint
Al ternate MarKking.

1.1. Sunmary of Changes from RFC 8889
Thi s docunent defines the Miltipoint Alternate-Mrking Method,
addressi ng anbi guities and overtaking its experinental phase in the
original specification [ RFC8889].
The rel evant changes are:

* Added the recomrendati ons about the different deploynents in case
one or two flag bits are available for marking (Section 9).

* Changed the structure to inprove readability.

* Renoved the wordi ng about the experinentation of the nethod and
consi derations that no | onger apply.

* Revised the description of detail ed aspects of the nethodol ogy,
e.g., synchronization and tin ng.

It is inportant to note that all the changes are totally backward
compatible with [ RFC8889], and no new additional techni que has been
i ntroduced in this docunent conpared to [ RFC3889].

1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and



"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Ter mi nol ogy

The use of the basic terns are identical to those found in Alternate
Marking [ RFC9341]. It is to be renenbered that [RFC9341] is valid
for point-to-point unicast flows and BUMtraffic.

The inportant new terns are expl ai ned bel ow

Mul tipoint Alternate Marking: Extension to [RFC9341], valid for
mul tipoint-to-multipoint unicast flows, anycast, and ECMP fl ows.
It can also be referred to as "Clustered Alternate Marking"

FIl ow definition: The concept of flowis generalized in this
docunent. The identification fields are selected w thout any
constraints and, in general, the flow can be a mnultipoint-to-
mul tipoint flow, as a result of aggregate point-to-point flows.

Monitoring network: ldentified with the nodes of the network that
are the measurement points (MPs) and the links that are the
connecti ons between MPs. The nonitoring network graph depends on
the flow definition, so it can represent a specific flow or the
entire network topology as aggregate of all the flows. Each node
of the nonitoring network cannot be both a source and a
destination of the flow

Cluster: Snmallest identifiable non-trivial subnetwork of the entire
moni toring network graph that still satisfies the condition that
the nunber of packets that go in is the sane as the nunber that go
out. A cluster partition algorithm such as that found in
Section 5.1, can be applied to split the nonitoring network into
clusters.

Mul tipoint metrics: Packet |oss, delay, and delay variation are
extended to the case of nmultipoint flows. It is possible to
conpute these netrics on the basis of nultipoint paths in order to
associ ate the neasurenents to a cluster, a conbination of
clusters, or the entire nonitored network. For delay and del ay
variation, it is also possible to define the netrics on a single-
packet basis, and it means that the nultipoint path is used to
easily coupl e packets between input and output nodes of a
mul ti poi nt path.

The next section highlights the correlation with the terns used in
[ RFC5644] .

.1. Correlation with RFC 5644

[RFC5644] is limted to active neasurenments using a single source
packet or stream |Its scope is also linmted to observations of
correspondi ng packets along the path (spatial netric) and at one or
nmore destinations (one-to-group) al ong the path.

I nstead, the scope of this neno is to define nultiparty nmetrics for
passive and hybrid nmeasurenments in a group-to-group topology with
mul ti pl e sources and destinati ons.

[ RFC5644] introduces netric names that can be reused here but have to
be extended and rephrased to be applied to the Alternate-Mrking
schena:

a. the multiparty netrics are not only one-to-group netrics but can
al so be group-to-group netrics;
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b. the spatial netrics, used for measuring the perfornmance of
segnents of a source-to-destination path, are applied here to
clusters.

Fl ow C assification

A unicast flowis identified by all the packets having a set of
common characteristics. This definition is inspired by [ RFC7011].

As an example, by considering a flow as all the packets sharing the
same source | P address or the sane destination |IP address, it is easy
to understand that the resulting pattern will not be a point-to-point
connection but a point-to-nultipoint or nultipoint-to-point
connecti on.

In general, a flow can be defined by a set of selection rules used to
mat ch a subset of the packets processed by the network device. These
rul es specify a set of Layer 3 and Layer 4 header fields
(identification fields) and the relative values that nmust be found in
mat chi ng packets.

The choice of the identification fields directly affects the type of
paths that the flow would followin the network. |In fact, it is
possible to relate a set of identification fields with the pattern of
the resulting graphs, as listed in Figure 1.

A TCP 5-tuple usually identifies flows following either a single path
or a point-to-point nmultipath (in the case of |oad balancing). On
the contrary, a single source address sel ects aggregate fl ows
followi ng a point-to-nultipoint path, while a multipoint-to-point
path can be the result of a natching on a single destination address.
In the case where a selection rule and its reverse are used for

bi directi onal nmeasurenents, they can correspond to a point-to-
mul ti point path in one direction and a nultipoint-to-point path in
the opposite direction

So the flows to be nonitored are selected into the nonitoring points
usi ng packet selection rules, which can al so change the pattern of
the nonitored network.

Note that, nore generally, the flow can be defined at different

| evel s based on the potential encapsul ation, and additiona
conditions that are not in the packet header can al so be included as
part of matching criteria.

The Alternate-Marking Method is applicable only to a single path (and
partially to a one-to-one multipath), so the extension proposed in
this document is suitable also for the nost general case of

mul ti point-to-nmultipoint, which enbraces all the other patterns in

Fi gure 1.
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Figure 1: Flow O assification

The case of unicast flowis considered in Figure 1.

is also covered, since it

routing is stable throughout the neasurenent period.
ECVMP flow is in scope by definition,

mul ti poi nt uni cast fl ow.

is only a specia

since it

The anycast flow
case of a unicast flowif
Furthernore, an
is a point-to-
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Ext ensi on of the Method to Miltipoint Flows

By using the Alternate-Mrking Method, only point-to-point paths can
be nonitored. To have an IP (TCP/UDP) flow that follows a point-to-
poi nt path, in general we have to define, with a specific value, 5
identification fields (1P Source, |P Destination, Transport Protocol,
Source Port, and Destination Port).

Mul tipoint Alternate Marki ng enabl es the perfornance neasurenent for
mul tipoint flows selected by identification fields w thout any
constraints (even the entire network production traffic). It is also
possible to use multiple marking points for the same nonitored fl ow.

1. NMonitoring Network

The nonitoring network is deduced fromthe producti on network by
identifying the nodes of the graph that are the nmeasurement points
and the links that are the connections between nmeasurenent points.
It can be nodel ed as a set of nodes and a set of directed arcs that
connect pairs of nodes.

There are sone techniques that can help with the building of the

moni toring network (as an exanple, see [RFC9198]). 1In general, there
are different options: the nonitoring network can be obtai ned by
considering all the possible paths for the traffic or periodically
checking the traffic (e.g., daily, weekly, and nonthly) and updating
the graph as appropriate, but this is up to the Network Managenent
System (NMB) configuration

So a graph nodel of the nonitoring network can be built according to
the Alternate-Marking Method, where the nonitored interfaces and
links are identified. Only the neasurenent points and |inks where
the traffic has flowed have to be represented in the graph

A sinmpl e exanple of a monitoring network graph is shown in
Appendi x A

Each nonitoring point is characterized by the packet counter that
refers only to a marking period of the nonitored flow. Also, it is
assuned that there is a nonitoring point at all possible egress

poi nts of the multipoint nonitored network.

The sane is also applicable for the delay, but it will be described
in the follow ng sections.

The rest of the docunent assunes that the traffic is going fromleft
to right in order to sinplify the explanation. But the analysis done
for one direction applies equally to all directions.

2. Network Packet Loss

Since all the packets of the considered flow |l eaving the network have
previously entered the network, the nunber of packets counted by al
the i nput nodes is always greater than, or equal to, the number of
packets counted by all the output nodes. It is assunmed that routing
is stable during the neasurenent period while packet fragmentation
must be handl ed as described in [ RFC9341].

In the case of no packet loss occurring in the marking period, if all
the input and output points of the network domain to be nonitored are
measur enent points, the sum of the nunber of packets on all the
ingress interfaces equals the nunber on egress interfaces for the
monitored flow. In this circunstance, if no packet |oss occurs, the
i ntermedi at e measurenent points only have the task of splitting the
measur enment .



It is possible to define the network packet | oss of one nonitored
flow for a single period. 1In a packet network, the nunber of |ost
packets is the nunber of packets counted by the input nodes mnus the
nunber of packets counted by the output nodes. This is true for
every packet flow in each marking period.

The nonitored network packet loss with n input nodes and m out put
nodes is given by:

PL = (PI1l +Pl2 + ..+ Pln) - (POL + P2 +...+ POmM
wher e:
* PL is the network packet | oss (nunber of |ost packets);

* Pli is the nunber of packets flowed through the i-th input node in
this period; and

* PG is the nunber of packets flowed through the j-th output node
in this period.

The equation is applied on a per-tine-interval basis and a per-flow
basi s:

* The reference interval is the Alternate-Marking period, as defined
in [ RFC9341] .

* The flow definition is generalized here. Indeed, as described
before, a multipoint packet flowis considered, and the
identification fields can be selected wi thout any constraints.

Net wor k Cl ustering

The previous equation of Section 4.2 can determ ne the nunber of
packets lost globally in the nonitored network, exploiting only the
data provided by the counters in the input and output nodes.

In addition, it is possible to | everage the data provi ded by the
other counters in the network to converge on the small est
i dentifiable subnetworks where the | osses occur

As defined in Section 2, a cluster is a non-trivial subnetwork of the
entire nonitoring network graph that still satisfies the condition
that the nunber of packets that go in is the sane as the nunber that
go out, if no packet loss occurs. According to this definition, a
cluster should contain all the arcs emanating fromits input nodes
and all the arcs termnating at its output nodes. This ensures that
we can count all the packets (and only those) exiting an input node
again at the output node, whatever path they follow

As for the entire nonitoring network graph, the cluster is defined on

a per-flow basis. In a conpletely nonitored network (a network where
every network interface is nonitored), each network device
corresponds to a cluster, and each physical link corresponds to two

clusters (one for each device).

Clusters can have different sizes depending on the flowfiltering
criteria adopted.

Mor eover, sonetinmes clusters can be optionally sinplified. For
exanpl e, when two nonitored interfaces are divided by a single router
(one is the input interface, the other is the output interface, and
the router has only these two interfaces), instead of counting
exactly tw ce, upon entering and leaving, it is possible to consider
a single neasurerment point. |In this case, we do not care about the



i nternal packet |oss of the router

It is worth highlighting that it mght also be convenient to define
clusters based on the topological information so that they are
applicable to all the possible flows in the nonitored network.

Note that, in case of translation or encapsul ation, the cluster
properties nmust also be invariant.

.1. Algorithmfor Custers Partition

A simple algorithmcan be applied in order to split the nonitoring
network into clusters. This can be done for each direction
separately; indeed, a node cannot be both a source and a destination
The clusters partition is based on the nonitoring network graph

whi ch can be valid for a specific flow or can also be general and
valid for the entire network topol ogy.

It is a two-step algorithm
* @Goup the links where there is the sane starting node;
* Join the grouped links with at | east one endi ng node in conmon.

Considering that the links are unidirectional, the first step inplies
listing all the links as connections between two nodes and groupi ng
the different Ilinks if they have the sane starting node. Note that
it is possible to start fromany |link, and the procedure wll work.
Following this classification, the second step inplies eventually
joining the groups classified in the first step by |looking at the
endi ng nodes. If different groups have at | east one comon endi ng
node, they are put together and belong to the sane set. After the
application of the two steps of the algorithm each one of the
conposed sets of links, together with the endpoint nodes, constitutes
a cluster.

A simple application of the clusters partition is shown in
Appendi x A

The algorithm as applied in the exanple of a point-to-multipoint
networ k, works for the nore general case of a nultipoint-to-
mul ti point network in the sane way. |t should be highlighted that
for a multipoint-to-multipoint network, the multiple sources MJST
mark the traffic coherently and MJUST be synchronized with all the
ot her nodes according to the timng requirenents detailed in
Section 8.

When the clusters partition is done, the cal cul ati on of packet |oss,
del ay, and delay variation can be made on a cluster basis. Note that
the packet counters for each marking period permt calculating the
packet rate on a cluster basis, so Cormmtted Information Rate (CIR)
and Excess Information Rate (EIR) could al so be deduced on a cluster
basi s.

Qovi ously, by conbining some clusters in a new connected subnetwork,
the packet-loss rule is still true. So it is also possible to
consi der combi nations of clusters if and where it suits.

In this way, in a very large network, there is no need to configure
detailed filter criteria to inspect the traffic. It is possible to
check a multipoint network and, in case of problenms, go deep with a
step-by-step cluster analysis, but only for the cluster or

conbi nation of clusters where the probl em happens.

In summary, once a flowis defined, the algorithmto build the
clusters partition is based on topological information; therefore, it
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considers all the possible |inks and nodes that could potentially be
crossed by the given flow, even if there is no traffic. So if the
fl ow does not enter or traverse all the nodes, the counters have a
non-zero value for the invol ved nodes and a zero value for the other
nodes without traffic; but in the end, all the fornulas are stil
val i d.

The al gorithm descri bed above is an iterative clustering algorithm
since it executes steps in iterations, but it is also possible to
apply a recursive clustering algorithmas detailed in

[ | EEE- ACM TON- MPNPM .

The conpl ete and mat hemati cal anal ysis of the possible algorithnms for
the clusters partition, including the considerations in terns of
efficiency and a conpari son between the different nmethods, is in the
paper [| EEE- ACM TON- MPNPM .

Mul ti poi nt Packet-Loss Measurenent

The network packet |oss, defined in Section 4.2, valid for the entire
monitored flow, can easily be extended to each nmultipoint path (e.g.,
the whole multipoint network, a cluster, or a conbination of
clusters). 1In this way, it is possible to calculate Miltipoint

Packet Loss that is representative of a multipoint path.

The sane equation of Section 4.2 can be applied to a generic

mul tipoint path like a cluster or a conbination of clusters, where
the number of packets are those entering and | eaving the nultipoint
pat h.

By applying the algorithmdescribed in Section 5.1, it is possible to
split the nonitoring network into clusters. Then, packet |oss can be
measured on a cluster basis for each single period by considering the
counters of the input and output nodes that belong to the specific
cluster. This can be done for every packet flow in each marking

peri od.

Mul tipoint Delay and Del ay Variation

The sane |ine of reasoning can be applied to delay and del ay
variation. The delay neasurenent nethods defined in [ RFC9341] can be
extended to the case of multipoint flows. It is inportant to

hi ghl i ght that both delay and del ay-vari ati on nmeasurenments make sense
in a multipoint path. The delay variation is calcul ated by
considering the sane packets selected for neasuring the del ay.

In general, it is possible to performdelay and del ay-vari ati on
measurenents on the basis of multipoint paths or single packets:

* Delay neasurenments on the basis of nultipoint paths nean that the
del ay value is representative of an entire nultipoint path (e.qg.,
the whole multipoint network, a cluster, or a conbination of
clusters).

* Delay measurenents on a single-packet basis nean that it is
possible to use a nultipoint path just to easily couple packets
bet ween i nput and output nodes of a nultipoint path, as described
in the foll ow ng sections.

Del ay Measurenents on a Ml tipoint-Paths Basis
1. Single-Mrking Measurenent
Mean del ay and nmean del ay-vari ati on neasurenents can al so be

generalized to the case of nultipoint flows. It is possible to
comput e the average one-way del ay of packets in one block, a cluster,



or the entire nonitored network.

The average | atency can be neasured as the difference between the
wei ght ed averages of the nmean tinestanps of the sets of output and
i nput nodes. This neans that, in the calculation, it is possible to
wei gh the timestanmps with the nunber of packets for each endpoint.

Note that, since the one-way delay value is representative of a

mul tipoint path, it is possible to calculate the two-way del ay of a
mul ti point path by sunming the one-way delays of the two directions,
simlarly to [ RFC9341].

7.2. Delay Measurenents on a Single-Packet Basis
7.2.1. Single- and Doubl e- Marki ng Measurenent

Del ay and del ay-vari ati on neasurenments associated with only one

pi cked packet per period, both single and doubl e marked, cannot be
easily performed in a nultipoint scenario since there are sone
limtations:

* Single Marking based on the first/|last packet of the interval does
not work properly. Indeed, by considering a point-to-nultipoint
scenario, it is not possible to recognize which path the first
packet of each bl ock takes over the nultipoint flowin order to
correlate it. This is also true for the general case of the
mul ti point-to-multipoint scenario.

*  Doubl e Marking or nultiplexed marking works but only through
statistical nmeans. In a point-to-multipoint scenario, by
sel ecting only a single packet with the second marking for each
block, it is possible to follow and cal cul ate the delay for that
pi cked packet. But the neasurenent can only be done for a single
path in each marking period. To traverse all the paths of the
mul tipoint flow, it can theoretically be done by continuing the
measur enent for the foll owi ng marki ng peri ods and expect to span

all the paths. |In the general case of a mnultipoint-to-nmnultipoint
path, it is also needed to take into account the nultiple source
nodes that conplicate the correlation of the sanmples. In this

case, it can be possible to select the second nmarked packet only
for a source node at a tine for each bl ock and cover the renaining
source nodes one by one in the next marking periods.

Note that, since the one-way del ay neasurenent is done on a single-
packet basis, it is always possible to calculate the two-way del ay,
but it is not inmmediate since it is necessary to couple the

measur enent on each single path with the opposite direction. In this
case, the NM5 can do the cal cul ation

If a delay measurenent is performed for nore than one picked packet
and for all the paths of the multipoint flowin the same marking

peri od, neither the Single- nor the Doubl e- Marki ng Met hod are
applicable in the multipoint scenario. The packets follow different
paths, and it beconmes very difficult to correlate marked packets in a
mul tipoint-to-multipoint path if there are nore than one per period.

A desirable option is to nonitor sinultaneously all the paths of a
mul tipoint path in the sane narking period. For this purpose,
hashi ng can be used, as reported in the next section

7.2.2. Hashing Sel ection Method

Sanpling and filtering techniques for |IP packet selection are
i ntroduced in [ RFC5474] and [ RFC5475].

The hash-based sel ecti on net hodol ogi es for del ay measurenent can work



ina multipoint-to-nultipoint path and can be used either coupled to
mean del ay or standal one.

[ | EEE- NETWORK- PNPM i ntroduces how to use the hash method (see

[ RFC5474] and [ RFC5475]) conbined with the Alternate-Mrking Method
for point-to-point flows. It is also called "M xed Hashed Mar ki ng"
because it refers to the conjunction of the marking nethod and the
hashi ng technique. It involves only the Single Marking; indeed, it

i s supposed that Double Marking is not used with hashing. The
coupling of the Single Marking with the hashing selection allows
choosing a sinplified hash function since the alternation of bl ocks
gi ves tenporal boundaries for the hashing sanples. The marking

bat ches anchor the sanmples selected with hashing, and this eases the
correlation of the hashing packets along the path. For exanple, in
case a hashed sanple is lost, it is confined to the considered bl ock
without affecting the identification of the sanmples for the follow ng
bl ocks.

Usi ng the hash-based sanpling, the nunmber of sanples in each bl ock
may vary a | ot because it depends on the packet rate that is
variable. A dynam c approach can help to have an al nost fixed nunber
of sanples for each marking period, and this is a better option for
maki ng regul ar neasurenments over tine. |In the hash-based sanpling,
Alternate Marking is used to create periods, so that hash-based
sampl es are divided into batches, which allows anchoring the sel ected
sanples to their period. Moreover, in a dynam ¢ hash-based sanpling,
it can be possible to dynamcally adapt the I ength of the hash val ue
to neet the current packet rate, so that the nunber of sanples is
bounded i n each marking peri od.

In a nultipoint environnent, the hashing selection may be the
solution for performng delay neasurenents on specific packets and
overcom ng the Single- and Doubl e-Marking limtations.

Synchroni zati on and Ti m ng

It is inportant to consider the tim ng aspects, since out-of-order
packets happen and have to be handled as well, as described in
[ RFC9341] .

However, in a nultisource situation, an additional issue has to be
considered. Wth multipoint path, the egress nodes will receive
al ternate marked packets in randomorder fromdifferent ingress
nodes, and this must not affect the measurenent.

So, if we analyze a multipoint-to-nultipoint path with nore than one
marki ng node, it is inportant to recognize the reference nmeasurenent
interval. |In general, the nmeasurement interval for describing the
results is the interval of the marking node that is nore aligned with
the start of the nmeasurenent, as reported in Figure 2

Note that the mark switching approach based on a fixed tiner is
considered in this docunent.

time -> start stop
T(RL)  |=---mmmmmoe- |
T(R2) | oo |
T(R3) | o |

Figure 2: Measurenment Interva

In Figure 2, it is assuned that the node with the earliest clock (Rl)
identifies the right starting and ending tinmes of the neasurenent,

but it is just an assunption and other possibilities could occur. So
inthis case, T(Rl) is the neasurenent interval, and its recognition

is essential in order to nake conparisons with other active/passivel/



hybrid packet-1o0ss metrics.

Regarding the timng constraints of the nethodol ogy, [RFC9341]

al ready describes two contributions that are taken into account: the
clock error between network devices and the network del ay between the
measur enent points.

When we expand to a multipoint environnent, we have to consider that
there are nore marking nodes that mark the traffic based on
synchroni zed clock time. But, due to different synchronization

i ssues that nmay happen, the narking batches can be of different

Il engths and with different offsets when they get nixed in a

mul tipoint flow According to [RFC9341], the nmaximum cl ock skew

bet ween the network devices is A Therefore, the additional gap that
results between the nmultiple sources can be incorporated into A

... BBBBBBBBB | AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA | BBBBBBBBB. .

| <::::::::::::::::::::::::::::::::::::::>|

| L |
:::::::::>|<::::::::::::::::::><::::::::::::::::::>|<::::::::::

| L/ 2 L/ 2 |

| <::::>| | <::::>|

d | | d
| <::::::::::::::::::::::::>|

avai |l abl e counting interva
Figure 3: Timng Aspects

Moreover, it is assumed that the multipoint path can be nodeled with
a normal distribution; otherwise, it is necessary to refornul ate
based on the type of distribution. Under this assunption, the
definition of the guard band d is still applicable as defined in

[ RFC9341] and is given by:

d = A+ Davg + 3*D_stddev,

where A is the clock accuracy, D avg is the average val ue of the
network delay, and D stddev is the standard deviation of the del ay.

As shown in Figure 3 and according to [ RFC9341], the condition that
nmust be satisfied to enable the method to function properly is that
the avail able counting interval nust be > 0, and that neans:

L - 2d > 0.

This formula needs to be verified for each neasurenment point on the
mul ti point path.

Note that the tim ng considerations are valid for both packet |oss
and del ay neasurenents.

Recomendat i ons for Depl oynent

The net hodol ogy described in the previous sections can be applied to
various performance nmeasurenent problens, as also explained in

[ RFC9341]. [RFCB889] reports experinental exanples and

[ 1 EEE- NETWORK- PNPM al so i ncludes sone infornmation about the

depl oynent experi ence.

Di fferent deploynents are possible using one flag bit, two flag bits,
or the hashing selection

One flag: packet-loss neasurenent MJST be done as described in
Section 6 by applying the network clustering partition described
in Section 5. Delay nmeasurenent MJST be done according to the
mean del ay cal cul ation representative of the multipoint path, as



10.

described in Section 7.1.1. A Single-Mirking Method based on the
first/last packet of the interval cannot be applied, as nentioned
in Section 7.2.1.

Two flags: packet-loss neasurenment MJST be done as described in
Section 6 by applying the network clustering partition described
in Section 5. Delay measurenent SHOULD be done on a singl e-packet
basis according to the Doubl e- Marki ng Method (Section 7.2.1). In
this case, the nmean delay calculation (Section 7.1.1) MAY al so be
used as a representative value of a nultipoint path. The choice
depends on the kind of information that is needed, as further
det ai | ed bel ow.

One flag with hash-based sel ection: packet-loss neasurenent MJST be
done as described in Section 6 by applying the network clustering
partition described in Section 5. Hash-based sel ection
met hodol ogi es, introduced in Section 7.2.2, MJST be used for del ay
neasur enent .

Simlarly to [ RFC9341], there are sone operational guidelines to
consi der when deci di ng which reconmendation to use (i.e., one flag or
two flags or one flag with hash-based sel ection

* The Miltipoint Alternate-Mirking Method utilizes specific flags in
the packet header, so an inportant factor is the number of flags
available for the inplenentation. |Indeed, if there is only one
flag avail able, there is no other way, while if two flags are
available, the option with two flags can be considered in
comparison with the option of one flag with hash-based sel ection

* The duration of the Alternate-Marking period affects the frequency
of the measurenent, and this is a paraneter that can be decided on
the basis of the required tenporal sanpling. But it cannot be
freely chosen, as explained in Section 8.

* The Miltipoint Alternate-Mrking methodol ogi es enabl e packet | oss,
del ay, and delay variation calculation, but in accordance with the
met hod used (e.g., Single Marking, Double Mrking, or hashing
sel ection), there is a different kind of information that can be
derived. For exanple, to get neasurenents on a nultipoint-paths
basis, one flag can be used. To get neasurenents on a single-
packet basis, two flags are preferred. For this reason, the type
of data needed in the specific scenario is an additional el enent
to take into account.

* The Multipoint Alternate-Mrking Methods inply different
comput ational |oad dependi ng on the met hod enpl oyed. Therefore,
the avail abl e conput ati onal resources on the neasurenent points
can also influence the choice. As an exanple, mean del ay
calculation may require nore processing, and it nay not be the
best option to ninimze the conputational |oad.

The experinment with Miltipoint Alternate-Mrking methodol ogi es
confirmed the benefits of the Alternate-Mrking nethodol ogy [ RFC9341]
as its extension to the general case of nultipoint-to-nultipoint
scenari os.

The Mul tipoint Alternate-Marking Method MIUST only be applied to
controll ed donai ns, as per [RFC9341].

A O osed- Loop Performance- Managenent Approach

The Multipoint Alternate-Marking framework that is introduced in this
docunent adds flexibility to Performance Management (PM, because it
can reduce the order of magnitude of the packet counters. This

all ows an SDN orchestrator to supervise, control, and manage PMin
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| ar ge networks.

The nonitoring network can be considered as a whole or split into
clusters that are the smallest subnetworks (group-to-group segnents),
mai nt ai ni ng the packet-1oss property for each subnetwork. The
clusters can al so be conbined in new, connected subnetworks at
different |evels, depending on the detail we want to achieve.

An SDN controller or an NMS can calibrate performance neasurenents,
since they are aware of the network topol ogy. They can start w thout
examining in depth. |In case of necessity (packet loss is measured or
the delay is too high), the filtering criteria could be i mediately
reconfigured in order to performa partition of the network by using
clusters and/or different conbinations of clusters. In this way, the
probl em can be localized in a specific cluster or a single

conbi nation of clusters, and a nore detail ed anal ysis can be
performed step by step by successive approximtion up to a point-to-
point flow detailed analysis. This is the so-called "closed | oop".

Thi s approach can be called "network zoom ng" and can be perforned in
two di fferent ways:

1. change the traffic filter and select nore detailed flows;

2. activate new neasurenent points by defining nore specified
clusters.

The networ k-zoom ng approach inplies that sonme filters or rules are
changed; therefore, there is a transient tine to wait once the new
networ k configuration takes effect. This time can be determ ned by
the network orchestrator/controller, based on the network conditions.

For exanple, if the network zoom ng identifies the perfornmance
problem for the traffic comng froma specific source, we need to
recogni ze the marked signal fromthis specific source node and its
relative path. For this purpose, we can activate all the avail able
measur enent points and better specify the flow filter criteria (i.e.,
5-tuple). As an alternative, it can be enough to sel ect packets from
the specific source for delay neasurenents; in this case, it is

possi ble to apply the hashing techni que, as nentioned in the previous
secti ons.

[ OPSAWG | FI T- FRAMEWORK] defines an architecture where the centralized
data col l ector and network nmanagenment can apply the intelligent and
flexible Alternate-Marking algorithmas previously descri bed.

As for [RFC9341], it is possible to classify the traffic and mark a
portion of the total traffic. For each period, the packet rate and

bandwi dt h are cal cul ated fromthe nunber of packets. In this way,
the network orchestrator becones aware if the traffic rate surpasses
limts. |In addition, nore precision can be obtained by reducing the

mar ki ng period; indeed, some inplenmentations use a nmarking period of
1 sec or less.

In addition, an SDN controller could also coll ect the nmeasurenent
hi story.

It is inportant to nmention that the Miltipoint Alternate-Mrking
framework al so hel ps Traffic Visualization. |ndeed, this nethodol ogy
is very useful for identifying which path or cluster is crossed by
the fl ow.

Security Considerations

Thi s docunent specifies a method of perform ng nmeasurenents that does
not directly affect Internet security or applications that run on the
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I nternet.

However, inplenmentation of this method nust be m ndful of

security and privacy concerns, as explained in [ RFC9341].

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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Appendi x A,  Exanple of Mnitoring Network and Clusters Partition

Figure 4 shows a sinple exanmple of a nonitoring network graph:

+omm oo +
<> RB6 <>---
[ +------ +
+o-o - - + +o-o - - + /
<> R2 <>---<> R4 <>
[ +------ + \ [ S, + \
/ \ | S +
S RS + / S RS + \ - + <> R7 <>---
---<> Rl <>---<> R3 <>---<> RS <> Fomm o - +
+o-o - - + \ +o-o - - + \ +o-o - - + \
\ \ (N +
\ \ <> R8 <>---
\ \ S +
\ \
\ \' He---- +
\ <> R9 <>---
\ F-- - - - +
\
\ H------ +
<> R10 <>---
S S +

Figure 4: Mnitoring Network G aph

In the nonitoring network graph exanple, it is possible to identify
the clusters partition by applying this two-step al gorithm described
in Section 5. 1.
The first step identifies the foll owi ng groups:

Goup 1: (R1-R2), (R1-R3), (R1-R10)

Goup 2: (R-R4), (R2-R5)

Goup 3: (R3-R5), (R3-R9)

Goup 4. (R4-R6), (R4-R7)

G oup 5: (R5-R8)
Then, the second step builds the clusters partition (in particular,
we can underline that G oups 2 and 3 connect together, since R5 is in
conmon) :

Cluster 1. (R1-R2), (R1-R3), (R1l-R10)

Cluster 2: (R2-R4), (R2-R5), (R3-R5), (R3-R9)



Cluster 3: (R4-R6), (R4-R7)

Cluster 4: (R5-R8)
The flow direction considered here is fromleft to right. For the
opposite direction, the same reasoning can be applied, and in this
exanpl e, you get the same clusters partition.

In the end, the following 4 clusters are obtained:

Cluster 1
Fommm - +
<> R2 <>---
[ +------ +
/
+o-o - - + / +o-o - - +
---<> Rl <>---<> R3 <>---
[ S, + \ [ S, +
\
\
\
\
\
\
\
\
\ +------ +
<> R10 <>---
Fommm - +
Cluster 2
S S + S S +
---<> R O <>---<> R4 <>---
F-- - - - + \ F-- - - - +
\
+o-m - - + \ - +
---<> R3 <>---<> R5 <>---
S R + \ S R +
\
\
\
\
\ - +
<> R9 <>---
+oemmm - +
Cluster 3
S SR +
<> RB6 <>---
[ +------ +
F-- - - - + /
---<> R4 <>
+---- - - + \
\ - +
<> R7 <>---
+oemmm - +
Cluster 4
S SR +
---<> RS <>
+o-o - - + \



Figure 5: Custers Exanple
There are clusters with nore than two nodes as well as two-node
clusters. In the two-node clusters, the loss is on the link (C uster
4). |In nore-than-two-node clusters, the loss is on the cluster, but
we cannot know in which link (Cluster 1, 2, or 3).
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