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1. Introduction

A router running the OSPFv2 [ RFC2328] or OSPFv3 [ RFC5340] routing
protocols originates a Router-LSA (Link State Advertisenent) that
describes all its links to its neighbors and includes a netric that
indicates its "cost" to reach the neighbor over that |ink. Consider
two routers, Rl and R2, that are connected via a link. In the
direction RL->R2, the netric for this link is configured on RL. In
the direction R2->R1, the nmetric for this link is configured on R2.
Thus, the configuration on RL influences the traffic that it forwards
towards R2, but does not influence the traffic that it nmay receive
fromR2 on that same |ink

Thi s docunent describes certain use cases where a router is required
to signal what we call the "reverse nmetric" (RM to its neighbor to
adjust the routing netric in the inbound direction. Wen Rl signals
its RMon its link to R2, R2 advertises this value as its netric to
Rl inits Router-LSA instead of its locally configured value. Once
this information is part of the topology, all other routers do their
computation using this value. This may result in the desired change
inthe traffic distribution that RL wanted to achieve towards itself
over the link from R2.

Thi s docunent describes extensions to OSPF LLS [ RFC5613] to signha
OSPF RMs.  Section 4 specifies the LLS Reverse Metric TLV and
Section 5 specifies the LLS Reverse TE Metric TLV. The related
procedures are specified in Section 6.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. Use Cases
This section describes certain use cases that are addressed by the
OSPF RM  The usage of the OSPF RM need not be linmted to these
cases; it is intended to be a generic nechani sm

Cor e Net wor k

N N
I I
V \Y
S S —— + S S —— +
| AGGR1 | | AGGR2 |
S R + S R +
N N N N
I I I I
| S + |
I I
| oo ]
\% \% \% \%
Fomm e a - + Fomm e a - +



| Router | ... | Router |

Fi gure 1: Reference Dual Hub-and- Spoke Topol ogy
Consi der a depl oynent scenario, such as the one shown in Figure 1,
where routers Rl through RN are dual -hone connected to AGER1 and
AGCR2 that are aggregating their traffic towards a core network

2. 1. Li nk Mai nt enance

Bef ore network mai ntenance events are perforned on individual |inks,
operators substantially increase (to maxi mum val ue) the OSPF netric
simul taneously on both routers attached to the sane link. |n doing

so, the routers generate new Router LSAs that are flooded throughout
the network and cause all routers to shift traffic onto alternate
paths (where available) with limted disruption (depending on the
networ k topology) to in-flight conmmunications by applications or end
users. Wen performed successfully, this allows the operator to
performdi sruptive augnentation, fault diagnosis, or repairs on a
link in a production network.

I n depl oynments such as a hub-and-spoke topol ogy (as shown in

Figure 1), it is quite comopn to have routers with several hundred
interfaces and individual interfaces that nove anywhere from severa
hundred gigabits to terabits per second of traffic. The challenge in
such conditions is that the operator nust accurately identify the
same point-to-point (P2P) link on two separate devices to increase
(and afterward decrease) the OSPF netric appropriately and to do so
in a coordinated manner. Wen considering mai ntenance for PE-CE

i nks when many Customer Edge (CE) routers connect to a Provider Edge
(PE) router, an additional challenge related to coordi nating access
to the CE routers may arise when the CEs are not nmanaged by the

provi der.

The OSPF RM nechani sm hel ps address these chall enges. The operator
can set the Iink on one of the routers (generally the hub, |ike AGGRL
or a PE) to a "mmintenance node". This causes the router to
advertise the maximumnetric for that link and to signal its neighbor
on the same link to advertise maxinumnetric via the reverse netric
signaling nechanism Once the Iink maintenance is conpleted and the
"mai nt enance node" is turned off, the router returns to using its
provi sioned netric for the link and stops the signaling of RMon that
link, resulting in its neighbor also reverting to its provisioned
metric for that link

2.2. Adaptive Metric Signaling

In Figure 1, consider that at some point in time (T), AGERL | oses
sone of its capacity towards the core. This may result in a
congestion issue towards the core on AGGRL that it needs to nmitigate
by redirecting sone of its traffic load to transit via AGGR2, which
is not experiencing a simlar issue. Altering its link metric
towards the R1-RN routers would influence the traffic fromthe core
towards RL1-RN, but not the other way around as desired.

In such a scenario, the AGGRL router could signal an increnental OSPF
RMto sone or all the RL-RN routers. Wen the RLI-RN routers add this
signaled RM of fset to the provisioned netric on their |inks towards
AGCR1, the path via AGGR2 becomes a better path. This causes traffic
towards the core to be diverted away from AGGR1L. Note that the RM
mechani sm al | ows such adaptive netric changes to be applied on the
AGCR1 as opposed to being provisioned on a possibly |arge nunber of
R1- RN routers.

The RM mechani sm may be similarly applied between spine and | eaf



nodes in a Cos network [CLOS] topol ogy depl oynent.
Sol ution

To address the use cases described earlier and to allow an OSPF
router to indicate its RMfor a specific link to its neighbor(s),
this document proposes to extend OSPF |ink-1ocal signaling to signal
the Reverse Metric TLV in OSPF Hell o packets. This ensures that the
RM signaling is scoped only to a specific link. The router continues
to include the Reverse Metric TLV in its Hello packets on the link
for as long as it needs its neighbor to use that netric val ue towards
itself. Further details of the procedures involved are specified in
Section 6.

The RM nmechani sm specified in this docunent applies only to P2P,

Poi nt-to-Mil tipoint (P2MP), and hybri d- broadcast - P2MP ([ RFC6845])
links. It is not applicable for broadcast or Non-Broadcast Muilti-
Access (NBMA) |inks since the sane objective is achieved there using
the OSPF Two-Part Metric mechani sm [ RFC8042] for OSPFv2. The OSPFv3
solution for broadcast or NBMA links is outside the scope of this
docunent .

LLS Reverse Metric TLV
The Reverse Metric TLV is a new LLS TLV. It has follow ng format:
0 1 2 3
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Figure 2: Reverse Metric TLV

wher e:

Type: 19

Length: 4 octets

MII D:  The multi-topology identifier of the |ink ([RFC4915]).

Flags: 1 octet. The following flags are defined currently and the
rest MIUST be set to O on transm ssion and ignored on reception:

H (0x1): Indicates that the nei ghbor should use the value only if
it is higher than its provisioned nmetric value for the |ink.

O (0x2): Indicates that the RMvalue provided is an offset that
is to be added to the provisioned netric.

Reverse Metric: Unsigned integer of 2 octets that carries the val ue
or offset of RMto replace or be added to the provisioned |ink
nmetric.

LLS Reverse TE Metric TLV

The Reverse TE Metric TLV is a new LLS TLV. It has the follow ng
format:

0 1 2 3

01234567890123456789012345678901
T S D S T O T o S
| Type | Lengt h |
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Figure 3: Reverse TE Metric TLV
wher e:
Type: 20
Length: 4 octets

Flags: 1 octet. The following flags are defined currently and the
rest MJUST be set to O on transm ssion and ignored on reception

H (0x1): Indicates that the nei ghbor should use the value only if
it is higher than its provisioned TE netric value for the link

O (0x2): Indicates that the reverse TE netric value provided is
an offset that is to be added to the provisioned TE netric.

RESERVED: 24-bit field. MJST be set to 0 on transni ssion and MJST
be ignored on receipt.

Reverse TE Metric: Unsigned integer of 4 octets that carries the
val ue or offset of reverse traffic engineering netric to repl ace
or to be added to the provisioned TE netric of the link

Pr ocedur es

When a router needs to signal an RMvalue that its neighbor(s) should
use for a link towards the router, it includes the Reverse Metric TLV
in the LLS block of its Hello packets sent on that |ink and continues
to include this TLV for as long as the router needs its neighbor to
use this value. The mechani snms used to determne the value to be
used for the RMis specific to the inplenentation and use case, and
is outside the scope of this docunent. For exanple, the RM val ue may
be derived based on the router’s |ink bandwidth with respect to a

ref erence bandwi dt h.

A router receiving a Hell o packet fromits neighbor that contains the
Reverse Metric TLV on a link MJST use the RMvalue to derive the
metric for the link to the advertising router in its Router-LSA when
the RMfeature is enabled (refer to Section 7 for details on

enabl enent of RM. Wen the Oflag is set, the netric value to be
advertised is derived by adding the value in the TLV to the

provi sioned netric for the link. The netric value Oxffff (maxi mum
interface cost) is advertised when the sum exceeds the nmaxi mum
interface cost. Wen the Oflag is clear, the nmetric value to be
advertised is copied directly fromthe value in the TLV. Wen the H
flag is set and the Oflag is clear, the netric value to be
advertised is copied directly fromthe value in the TLV only when the
RM val ue signaled is higher than the provisioned netric for the link.
The H and O flags are nutually exclusive; the Hflag is ignored when
the Oflag is set.

A router stops including the Reverse Metric TLV in its Hell o packets
when it needs its neighbors to go back to using their own provisioned
metric values. Wen this happens, a router that has nodified its
metric in response to receiving a Reverse Metric TLV fromits

nei ghbor MUST revert to using its provisioned netric val ue.

In certain scenarios, two or nmore routers may start the RM signaling
on the sane link. This could create collision scenarios. The



foll owi ng gui delines are RECOVMENDED for adoption to ensure that
there is no instability in the network due to churn in their netric
caused by the signaling of RM

* The RMvalue that is signaled by a router to its nei ghbor should
not be derived fromthe RM being signaled by any of its neighbors
on any of its |inks.

* The RMvalue that is signaled by a router to its nei ghbor should
not be derived fromthe RM being signaled by any of its neighbors
on any of its links. RMsignaling fromother routers can affect
the router’s netric advertised in its Router-LSA. Wen deriving
the RMvalues that a router signals to its neighbors, it should
use its provisioned |ocal metric values not influenced by any RM
si gnal i ng.

Based on these guidelines, a router would not start, stop, or change
its RMsignaling based on the RMsignaling initiated by some other
routers. Based on the local configuration policy, each router would
end up accepting the RMval ue signaled by its neighbor and there
woul d be no churn of netrics on the link or the network on account of
RM si gnal i ng.

In certain use cases when symetrical metrics are desired (e.g., when
metrics are derived based on |ink bandw dth), the RM signaling can be
enabled on routers on either end of a link. In other use cases (as
described in Section 2.1), RMsignaling nay need to be enabled only
on the router at one end of a link

When using nulti-topology routing with OSPF [ RFC4915], a router MAY
include multiple instances of the Reverse Metric TLV in the LLS bl ock
of its Hello packet (one for each of the topologies for which it
desires to signal the RM. A router MJST NOT include nore than one
instance of this TLV per MIID. |If nore than a single instance of
this TLV per MII D is present, the receiving router MJST only use the
value fromthe first instance and ignore the others.

In certain scenarios, the OSPF router may al so require the
nodi fi cation of the TE netric being advertised by its nei ghbor router
towards itself in the inbound direction. Using simlar procedures to
those described above, the Reverse TE Metric TLV MAY be used to
signal the reverse TE netric for router links. The nei ghbor MJST use
the reverse TE nmetric value to derive the TE netric advertised in the
TE Metric sub-TLV of the Link TLV in its TE Opaque LSA [ RFC3630] when
the reverse netric feature is enabled (refer Section 7 for details on
enabl enent of RM. The rules for doing so are anal ogous to those

gi ven above for the Router-LSA

Oper ational Cuidelines

The signal ed RM does not alter the OSPF netric paraneters stored in a
receiving router’s persistent provisioning database.

Routers that receive an RM adverti senent SHOULD | og an event to
notify systemadmnistration. This will assist in rapidly
identifying the node in the network that is advertising an OSPF
metric or TE metric different fromwhat is configured locally on the
devi ce.

When the link TE netric is raised to the maxi mum val ue, either due to
the RM nmechani smor by explicit user configuration, this SHOULD

i mediately trigger the CSPF (Constrai ned Shortest Path First)
recalculation to nove the TE traffic away fromthat |ink

An i nmpl enentati on MUST NOT signal RMto neighbors by default and MUST
provide a configuration option to enable the signaling of RMon



10.

11.

specific links. An inplenmentation MUST NOT accept the RMfromits
nei ghbors by default. An inplenmentation MAY provide configuration to
accept the RMglobally on the device, or per area, but an

i mpl ement ati on MUST support configuration to enabl e/ di sabl e
acceptance of the RM from nei ghbors on specific links. This is to
saf eqguard agai nst inadvertent use of RM

For the use case in Section 2.1, it is RECOMENDED that the network
operator limt the period of enabl enent of the reverse netric
mechanismto be only the duration of a network maintenance w ndow.

[ RFC9129] specifies the base OSPF YANG data nodel. The required
configuration and operational elements for this feature are expected
to be introduced as an augnentation to this base OSPF YANG dat a
nodel .

Backward Conpatibility

The signaling specified in this document happens at a |ink-Ioca

| evel between routers on that link. A router that does not support
this specification would ignore the Reverse Metric and Reverse TE
Metric LLS TLVs and not update its nmetric(s) in the other LSAs. As a
result, the behavior woul d be the same as prior to this
specification. Therefore, there are no backward conpatibility

rel ated i ssues or considerations that need to be taken care of when

i mpl ementing this specification

| ANA Consi der ati ons

| ANA has registered code points fromthe "Link Local Signalling TLV
ldentifiers (LLS Types)" registry in the "Open Shortest Path First
(OSPF) Link Local Signalling (LLS) - Type/Length/Value ldentifiers
(TLV)" registry group for the TLVs introduced in this docunment as
fol |l ows:

* 19 - Reverse Metric TLV
* 20 - Reverse TE Metric TLV
Security Considerations

The security considerations for "OSPF Link-Local Signaling" [RFC5613]
al so apply to the extension described in this docunment. The purpose
of using the reverse nmetric TLVs is to alter the nmetrics used by
routers on the link and influence the flow and routing of traffic
over the network. Hence, nodification of the Reverse Metric and
Reverse TE Metric TLVs may result in traffic being misrouted. |If

aut hentication is being used in the OSPFv2 routing domain

[ RFC5709] [ RFC7474], then the Cryptographic Authentication TLV

[ RFC5613] MUST al so be used to protect the contents of the LLS bl ock

A router that is m sbehaving or misconfigured may end up signaling
varying values of RVs or toggle the state of RM This can result in
a nei ghbor router having to frequently update its Router LSA, causing
network churn and instability despite existing OSPF protoco

mechani sns (e.g., MnLSInterval, and [RFC8405]). It is RECOMVENDED
that inplenmentations support the detection of frequent changes in RM
signaling and ignore the RM (i.e., revert to using their provisioned
metric value) during such conditions.

The reception of mal formed LLS TLVs or sub-TLVs SHOULD be | ogged, but
such logging MJST be rate-limted to prevent Denial of Service (DoS)
att acks.
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