I nternet Engi neering Task Force (IETF) T. Ito

Request for Comments: 9336 SECOM CO., LTD
Cat egory: Standards Track T. Okubo
I SSN: 2070-1721 Di gi Cert, Inc.
S. Turner

sn3rd

Decenber 2022

X. 509 Certificate General - Purpose Extended Key Usage (EKU) for Docunent
Si gni ng

Abst ract

RFC 5280 specifies several extended key purpose identifiers

(KeyPur poselds) for X. 509 certificates. This docunent defines a
gener al - pur pose Docunent - Si gni ng KeyPur poseld for inclusion in the
Ext ended Key Usage (EKU) extension of X 509 public key certificates.
Docurent - Si gni ng applications may require that the EKU extension be
present and that a Docunent-Si gni ng KeyPurposeld be indicated in
order for the certificate to be acceptable to that Docunent-Signing
appl i cation.

Status of This Meno
This is an Internet Standards Track document.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc9336

Copyri ght Notice

Copyright (c) 2022 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
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I nt roducti on

[ RFC5280] specifies several extended key purpose identifiers

(KeyPur posel ds) for X. 509 certificates. In addition, the | ANA
repository "SM Security for PKI X Extended Key Purpose" [RFC7299]

i ncludes a nunber of KeyPurposelds. Wile usage of the

anyExt endedKeyUsage KeyPurposeld is bad practice for publicly trusted
certificates, there is no public and general KeyPurposeld explicitly
assigned for Docunent Signing. The current practice is to use id-kp-
emai | Prot ection, id-kp-codeSigning, or a vendor-defined KeyPurposeld
for general Docunent-Signi ng purposes

In circunstances where code signing and SIMME certificates are al so
used for Document Signing, technical or policy changes nmade to the
code signing and S/ M ME ecosystem rmay cause unexpected behaviors or
have an adverse inpact such as decreased cryptographic agility on the
Docunent - Si gni ng ecosystem and vi ce versa

Vendor - defi ned KeyPur poselds that are used in a PKI governed by the
vendor or a group of vendors pose no interoperability concern
Appropriating, or msappropriating as the case nmay be, KeyPurposel Ds
for use outside of their originally intended vendor or group of
vendors controlled environnent can introduce problens, the inpact of
which is difficult to determ ne.

Therefore, it is not favorable to use a vendor-defined KeyPurposeld
for signing a document that is not governed by the vendor.

Thi s docunent defines an extended key purpose identifier for Docunent
Si gni ng.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Ext ended Key Purpose for Docunent Signing
Thi s specification defines the KeyPurposeld id-kp-docunent Si gni ng.

As described in [ RFC5280], "[i]f the [Extended Key Usage] extension
is present, then the certificate MIST only be used for one of the
purposes indicated.”" [RFC5280] also notes that "[i]f nultiple [key]
pur poses are indicated the application need not recognize all

pur poses indicated, as long as the intended purpose is present."

Docurent - Si gni ng applications MAY require that the EKU extension be
present and that the id-kp-docunmentSigning be indicated in order for
the certificate to be acceptable to that Docunent-Si gni ng
appl i cation.

The term "Docunent Signing" in this document refers to digitally
signing contents that are consumed by people. To be nore precise,
contents are intended to be shown to a person in a printable or



di spl ayabl e form by means of services or software, rather than
processed by machi nes.

.1. Including the Extended Key Purpose for Docunment Signing in
Certificates

[ RFC5280] specifies the EKU X. 509 certificate extension for use on
the Internet. The extension indicates one or nore purposes for which
the certified public key is valid. The EKU extension can be used in
conjunction with the key usage extension, which indicates the set of
basi ¢ cryptographic operations for which the certified key may be
used.

The EKU extension syntax is repeated here for conveni ence:
Ext KeyUsageSyntax ::= SEQUENCE S| ZE (1..MAX) OF KeyPurposeld
KeyPurposeld ::= OBJECT | DENTI FI ER

As described in [ RFC5280], the EKU extension nay, at the option of
the certificate issuer, be either critical or non-critical

Thi s specification defines the KeyPurposeld id-kp-docunent Si gni ng.

I nclusion of this KeyPurposeld in a certificate indicates that the
public key encoded in the certificate has been certified to be used
for cryptographic operations on contents that are consuned by peopl e.

id-kp OBJECT IDENTIFIER ::=
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) mechani sms(5) pkix(7) 31}

i d- kp-docunent Signing OBJECT IDENTIFIER ::= { id-kp 36 }
Usi ng the Extended Key Purpose for Docunent Signing in a Certificate

Qur intended use case is people consumng the contents of signed
docunents. To be nore precise, contents are intended to be shown to
a person in a printable or displayable formby neans of services or
software, rather than processed by nmachines. The digital signature
on the contents is to indicate to the recipient of the contents that
the content has not changed since it was signed by the identity

i ndicated as the subject of the certificate. To validate the digita
signature that is signed on contents intended to be consumed by
peopl e, inplenmentations MAY performthe steps bel ow during
certificate validation.

The foll owing procedure is used to exani ne the KeyPurposel d(s)
included in the EKU extension. Restrictions on EKU is derived and
i mpl emented from (or configured with) the policy to which the

i npl ement ati on conforns.

* |f there are no restrictions set for the relying party and the
relying party software, the certificate is acceptable.

* |f there are restrictions set for the relying party and relying
party software, then process the KeyPurposeld(s) as described
bel ow.

This procedure is intended to permt or prohibit the presence of a
certain KeyPurposeld or the conpl ete absence of KeyPurposelds. It
is outside the scope of this docunent, but the relying party can
permt or prohibit conbinations of KeyPurposelds, instead of a
singl e KeyPurposeld. A consideration on prohibiting conbinations
of KeyPurposelds is described in the Security Considerations
section of this docunment. |f both Excluded KeyPurposeld and
Permtted KeyPurposeld exist, the relying party or the relying



party software processes each restriction on Excl uded KeyPurposeld
first and then processes each restriction on Pernmtted
KeyPur posel d.

Excl uded KeyPur posel d procedure:
Excl uded KeyPurposeld is a KeyPurposeld that the relying party
or the relying party software prohibits. Exanples of Excluded
KeyPur posel d include the presence of the anyExt endedKeyUsage
KeyPur poseld or the conpl ete absence of the EKU extension in a
certificate. |If a KeyPurposeld of the certificate neets the
conditions set by the Excluded KeyPurposeld restriction, the
relying party or the relying party software rejects the
certificate.

Perm tted KeyPurposeld procedure:
Permtted KeyPurposeld is a KeyPurposeld that the relying party
or the relying party software accepts. Exanples of Permitted
KeyPur posel d include the presence of this general -purpose
Docurnent - Si gni ng KeyPur posel d and/ or the protocol -specific
KeyPur poselds that are relevant to Docunent Signing. |If a
KeyPur poseld of the certificate neets the condition set by a
Permtted KeyPurposeld restriction, the certificate is
acceptable. Oherwi se, the relying party or the relying party
software rejects the certificate.

When a single application has the capability to process various data
formats, the software may choose to nmake the excluded and pernitted
deci sions separately in accordance with the format it is handling
(e.g., TEXT and PDF).

Implications for a Certification Authority

The procedures and practices enployed by a certification authority
MJUST ensure that the correct values for the EKU extension are
inserted in each certificate that is issued. Unless certificates are
governed by a vendor-specific PKI, certificates that indicate usage
for Docunent Signing MAY include the id-kp-docunentSigning

KeyPur poseld. The inclusion of the id-kp-docunentSigning

KeyPur posel d does not preclude the inclusion of other KeyPurposelds.

Security Considerations

The usage of the id-kp-docunent Signing KeyPurposeld is to provide an
alternative to id-kp-ennil Protection being used for non-enmil

pur poses and i d-kp-codeSi gni ng being used to sign objects other than
bi nary code. This extended key purpose does not introduce new
security risks but instead reduces existing security risks by

provi ding neans to separate other extended key purposes used for
communi cati on protocols, which include TLS (i d-kp-clientAuth) and
S/IM ME (id-kp-enail Protection), in order to nmnimze the risk of
cross-protocol attacks.

To reduce the risk of specific cross-protocol attacks, the relying
party or the relying party software may additionally prohibit use of
speci fic conbi nati ons of KeyPurposelds.

Wil e a specific protocol or signing scheme may choose to cone up
with their own KeyPurposelds, sonme nmay not have significant notive or
resources to set up and manage their own KeyPurposelds. This
gener al - pur pose Docunent - Si gni ng KeyPur poseld may be used as a stop-
gap for those that intend to define their own Docunent- Signing

KeyPur poseld or those who do not intend to set up a KeyPurposeld but
still would Iike to distinguish Docunent Signing from other usages.

I ntroduction of this id-kp-docunentSigning KeyPurposeld does not
i ntroduce any new security or privacy concerns.



7. |1 ANA Consi derations

| ANA has registered the following ODin the "SM Security for PKIX
Ext ended Key Purpose" registry (1.3.6.1.5.5.7.3). This ODis
defined in Section 3.1.

[ Rty ey el
| Decimal | Description | References |
E b oo oo s e e
| 36 | id-kp-docurmentSigning | RFC 9336 |
I B i T R +

Table 1

I ANA has also registered the following ASN.1 [ X. 680] nmodule QD in
the "SM Security for PKIX Module Identifier" registry
(1.3.6.1.5.5.7.0). This ODis defined in Appendix A

[ R ety s ety el
| Decimal | Description | References |
[ oo s s e
| 104 | id-nmpd-docsign-eku | RFC 9336 |
I TR R +

Table 2
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Appendi x A ASN. 1 Modul e

The following ASN. 1 [ X. 680] modul e provides the conplete definition
of the Docunent- Si gni ng KeyPur posel d.

DocSi gnEKU { iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- docsi gn- eku(104) }

DEFI NI TIONS EXPLICI T TAGS :: =



BEG N
-- EXPORTS ALL --
-- | MPORTS NOTHI NG - -
-- D Arc --
id-kp OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani snms(5) pkix(7) kp(3) }
-- Docunent - Si gni ng Ext ended Key Usage --
i d- kp- docunent Si gni ng OBJECT IDENTIFIER ::= { id-kp 36 }
END
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