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1. I nt roduction
1.1. Probl em St at enent

The Secure Real -tine Transport Protocol (SRTP) [RFC3711] nechani sm
provi des nmessage authentication for the entire RTP packet but only
encrypts the RTP payload. This has not historically been a problem
as much of the information carried in the header has m ni nmal
sensitivity (e.g., RTP timestanp); in addition, certain fields need
to remain as cleartext because they are used for key scheduling
(e.g., RTP synchronization source (SSRC) and sequence nunber).

However, as noted in [ RFC6904], the security requirenents can be
different for information carried in RTP header extensions, including
t he per-packet sound | evels defined in [ RFC6464] and [ RFC6465], which
are specifically noted as being sensitive in the Security

Consi derations sections of those RFCs.

In addition to the contents of the header extensions, there are now
enough header extensions in active use that the header extension
identifiers thenselves can provide neaningful information in terns of
determining the identity of the endpoint and/or application
Accordingly, these identifiers can be considered a fingerprinting

i ssue.



Finally, the CSRCs included in RTP packets can al so be sensitive,
potentially allow ng a network eavesdropper to determnm ne who was
speaki ng and when during an ot herw se secure conference call

.2. Previous Sol utions

Encrypti on of Header Extensions in SRTP [ RFC6904] was proposed in
2013 as a solution to the probl em of unprotected header extension
val ues. However, it has not seen significant adoption and has a few
techni cal shortcom ngs

First, the mechanismis conplicated. Since it allows encryption to
be negotiated on a per-extension basis, a fair anpunt of signaling
logic is required. And in the SRTP | ayer, a sonewhat conpl ex
transformis required to allow only the sel ected header extension

val ues to be encrypted. One of the nost popular SRTP inpl enentations
had a significant bug in this area that was not detected for five
years.

Second, the nechanismonly protects the header extension values and
not their identifiers or lengths. It also does not protect the
CSRCs. As noted above, this |leaves a fair amount of potentially
sensitive informati on exposed.

Third, the nechanism bl oats the header extension space. Because each
ext ension nust be offered in both unencrypted and encrypted fornms,

twi ce as many header extensions nust be offered, which will in nmany
cases push inplenmentations past the 14-extension linit for the use of
one-byte extension headers defined in [ RFC8285]. Accordingly, in
many cases, inplenentations will need to use two-byte headers, which
are not supported well by some existing inplenentations.

Finally, the header extension bloat conmbined with the need for
backward conpatibility results in additional wire overhead. Because
two- byt e extensi on headers nmay not be handl ed well by existing

i mpl ement ati ons, one-byte extension identifiers will need to be used
for the unencrypted (backward-conpatible) forns, and two-byte for the
encrypted fornms. Thus, deploynent of encryption for header
extensions [ RFC6904] will typically result in nmultiple extra bytes in
each RTP packet, conpared to the present situation

.3. Coals

From the previous analysis, the desired properties of a solution are:

* Built on the existing SRTP framework [ RFC3711] (sinple to
under st and)

* Built on the existing header extension franmework [RFC3285] (sinple
to inpl enent)

* Protection of header extension identifiers, |engths, and val ues
* Protection of CSRCs when present

* Sinple signaling

* Sinple crypto transformand SRTP interactions

* Backward conmpatibility with unencrypted endpoints, if desired

* Backward conpatibility with existing RTP tooling

The | ast point deserves further discussion. Wile other possible

solutions that would have encrypted nore of the RTP header (e.g., the
nunber of CSRCs) were considered, the inability to parse the



resul tant packets with current tools and a generally higher |evel of
conpl exity outwei ghed the slight inprovenent in confidentiality in
these solutions. Hence, a nore pragmatic approach was taken to sol ve
the probl em described in Section 1.1

Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Desi gn

Thi s specification proposes a nechanismto negotiate encryption of

all RTP header extensions (ids, |lengths, and values) as well as CSRC
values. It reuses the existing SRTP franmework, is accordingly sinple
to inmplenent, and is backward conpatible with existing RTP packet

par si ng code, even when support for the nmechani smhas been
negot i at ed.

Except when explicitly stated otherw se, Cryptex reuses all the
framewor k procedures, transforms, and consi derations described in
[ RFC3711] .

SDP Consi der ati ons

Cryptex support is indicated via a new "a=cryptex" SDP attribute
defined in this specification.

The new "a=cryptex" attribute is a property attribute as defined in
Section 5.13 of [RFC8866]; it therefore takes no value and can be
used at the session |evel or nedia |evel

The presence of the "a=cryptex" attribute in the SDP (in either an
of fer or an answer) indicates that the endpoint is capable of
recei ving RTP packets encrypted with Cryptex, as defined bel ow.

Once each peer has verified that the other party supports receiving
RTP packets encrypted with Cryptex, senders can unilaterally decide
whet her or not to use the Cryptex nechani smon a per-packet basis.

If BUNDLE is in use as per [RFC9143] and the "a=cryptex" attribute is
present for a nedia line, it MJST be present for all RTP-based "n¥"
sections belonging to the same bundl e group. This ensures that the
encrypted Media lIdentifier (MD) header extensions can be processed,
all owi ng RTP streans to be associated with the correct "m=" section
in each BUNDLE group as specified in Section 9.2 of [RFC9143]. When
used with BUNDLE, this attribute is assigned to the TRANSPORT
category [ RFC8859].

Bot h endpoi nts can change the Cryptex support status by nodifying the
session as specified in Section 8 of [RFC3264]. Generating
subsequent SDP of fers and answers MJST use the same procedures for
including the "a=cryptex" attribute as the ones on the initial offer
and answer.

RTP Header Processing

A Ceneral Mechani smfor RTP Header Extensions [RFC8285] defines two
val ues for the "defined by profile" field for carrying one-byte and
two- byt e header extensions. In order to allow a receiver to
determine if an inconming RTP packet is using the encryption scheme in
this specification, tw new val ues are defined:



* OxCODE for the encrypted version of the one-byte header extensions
(i nstead of OxBEDE)

*  OxC2DE for the encrypted versions of the two-byte header
extensions (instead of 0x100).

In the case of using two-byte header extensions, the extension
identifier with value 256 MJUST NOT be negoti ated, as the val ue of
this identifier is nmeant to be contained in the "appbits" of the
"defined by profile" field, which are not avail abl e when using the
val ues above.

Note that as per [RFC8285], it is not possible to m x one-byte and
two- byt e headers on the sane RTP packet. M xing one-byte and two-
byt e headers on the sane RTP streamrequires negotiation of the
"ext map-al | ow-m xed" SDP attribute as defined in Section 6 of

[ RFC8285] .

Peers MAY negotiate both Cryptex and the Encryption of Header

Ext ensi ons mechani sm defined in [ RFC6904] via SDP of fer/answer as
described in Section 4, and if both mechani sns are supported, either
one can be used for any given packet. However, if a packet is
encrypted with Cryptex, it MJST NOT al so use header extension
encryption [ RFC6904], and vice versa.

If one of the peers has advertised the ability to receive both
Cryptex and header extensions encrypted as per [RFC6904] in the SDP
exchange, it is RECOMMENDED that the other peer use Cryptex rather
than the nechanismin [ RFC6904] when sending RTP packets so that al
the header extensions and CSRCS are encrypted. However, if there is
a conpelling reason to use the nmechanismin [RFC6904] (e.g., a need
for sone header extensions to be sent in the clear so that so they
are processabl e by RTP m ddl eboxes), the other peer SHOULD use the
mechani smin [ RFC6904] i nstead.

5.1. Sending

When t he mechani sm defined by this specification has been negoti at ed,
sendi ng an RTP packet that has any CSRCs or contains any header
extensions [RFC3285] follows the steps below. This mechani sm MUST
NOT be used with header extensions other than the variety described
in [ RFC8285] .

If the RTP packet contains one-byte headers, the 16-bit RTP header
extension tag MUST be set to OXCODE to indicate that the encryption
has been applied and the one-byte framng is being used. |If the RTP
packet contains two-byte headers, the header extension tag MJST be
set to OxC2DE to indicate encryption has been applied and the two-
byte frami ng i s being used.

If the packet contains CSRCs but no header extensions, an enpty
extension bl ock consisting of the OxCODE tag and a 16-bit I ength
field set to zero (explicitly permtted by [ RFC3550]) MJST be
appended, and the X bit MJST be set to 1 to indicate an extension
block is present. This is necessary to provide the receiver an
indication that the CSRCs in the packet are encrypted.

The RTP packet MJST then be encrypted as described in Section 6.2
("Encryption Procedure").

5.2. Receiving

When recei ving an RTP packet that contains header extensions, the
"defined by profile" field MUST be checked to ensure the payload is
formatted according to this specification. |If the field does not
mat ch one of the val ues defined above, the inplenmentati on MJST
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instead handle it according to the specification that defines that
val ue.

Al'ternatively, if the inplenmentation considers the use of this

speci fication nandatory and the "defined by profile" field does not
mat ch one of the val ues defined above, it MJST stop the processing of
the RTP packet and report an error for the RTP stream

If the RTP packet passes this check, it is then decrypted as
described in Section 6.3 ("Decryption Procedure") and passed to the
next |ayer to process the packet and its extensions. In the event
that a zero-length extension bl ock was added as indicated above, it
can be left as is and will be processed normally.

Encrypti on and Decryption
1. Packet Structure

VWhen this mechanismis active, the SRTP packet is protected as
foll ows:

0 1 2 3
01234567890123456789012345678901
B i e T T e S s el oot S S S e e S e it ol I TR N S R e e 2
|V=2|P|X] CC |M PT | sequence numnber | |
R R I I T i i i o e e I S I i e S T i ik S S e S i S e i
| ti mestanp | |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| synchroni zati on source (SSRC) identifier | |
D R e e e e R e b e e e e e R L B EL L B S et B et ok |
| | contributing source (CSRC) identifiers | |
L>L-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-L
X ] 0xCO or OxC2 | OxDE | | ength | |
L Tk T T i e S S e e ot I S R S S e S T il S e NI S R
| | RFC 8285 header extensions | |
A SR S o S S i S S T S i i et I S S S S e e
I
I
I

I

| | payl oad ... |

| | R e +

| ] | RTP paddi ng | RTP pad count |
L i T o e T S S R e i S e S S e R ke R S S R e
| ~ SRTP Master Key ldentifier (MKI) (OPTIONAL) ~ |
| +-+-+-+-+-+-+- -+ -+ - - - - - - - - - - - - - - -+ |
| aut hentication tag ( RECOVWENDED) o
I R i e i i NI i Nl S Sl S S i Sl e Sl i S S S S S S i e NI S N e
I I
+- Encrypted Portion Aut henticated Portion ---+

Figure 1: A Protected SRTP Packet

Note that, as required by [ RFC8285], the 4 bytes at the start of the
extension bl ock are not encrypted.

Specifically, the Encrypted Portion MJST include any CSRC
identifiers, any RTP header extension (except for the first 4 bytes),
and t he RTP payl oad.

2. Encryption Procedure

The encryption procedure is identical to that of [RFC3711] except for
the Encrypted Portion of the SRTP packet. The plaintext input to the
ci pher is as foll ows:

Plaintext = CSRC identifiers (if used) || header extension data |
RTP payload || RTP padding (if used) || RTP pad count (if used)



Here "header extension data" refers to the content of the RTP
extension field, excluding the first four bytes (the extension header
[ RFC8285]). The first 4 * CSRC count (CC) bytes of the ciphertext
are placed in the CSRC field of the RTP header. The remai nder of the
ci phertext is the RTP payl oad of the encrypted packet.

To m nim ze changes to surroundi ng code, the encryption nechani sm can
choose to replace a "defined by profile" field from[RFC8285] with
its counterpart defined in Section 5 ("RTP Header Processing") and
encrypt at the sane tine.

For Authenticated Encryption with Associ ated Data (AEAD) ciphers
(e.g., AES-CCM, the 12-byte fixed header and the four-byte header
ext ensi on header (the "defined by profile"” field and the I ength) are
consi dered additional authenticated data (AAD), even though they are
non-contiguous in the packet if CSRCs are present.

Associ ated Data: fixed header || extension header (if X=1)

Here "fixed header" refers to the 12-byte fixed portion of the RTP
header, and "extensi on header" refers to the four-byte extension
header [ RFC8285] ("defined by profile" and extension |ength).

I mpl enent ati ons can rearrange a packet so that the AAD and pl ai nt ext
are contiguous by swapping the order of the extension header and the
CSRC identifiers, resulting in an internmedi ate representation of the
formshown in Figure 2. After encryption, the CSRCs (now encrypted)
and extensi on header would need to be swapped back to their origina
positions. A similar operation can be done when decrypting to create
conti guous ci phertext and AAD inputs.

0 1 2 3
01234567890123456789012345678901
e e T i e i S e S e S i T S R S e e S e e R
|V=2|P| X] CC |M PT | sequence nunber |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| ti mestanmp |
B T S i T s i i e e SEI S
| synchroni zati on source (SSRC) identifier |
I S i o T s S S S e s s T
| OxCO or OxC2 | OxDE | | ength |
+>+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+<
| contributing source (CSRC) identifiers |

I
I I
|+++++++++++++++++++++++++++++++++
| ] RFC 8285 header extensions |
[ S i S ki N i S i i i i i NI S R R R e e i e S R
| | payl oad |
| | oo o e e e e e e e e e oo oo o +
| | | RTP paddi ng | RTP pad count |
el o e e i S e S S kol e R R S R S e

I

+

I
I
|
I
I
I
I
+
|
I
I
I
I
I
|
I
+ |
I
+

Pl ai nt ext | nput AAD | nput -

Figure 2: An RTP Packet Transformed to Make Cryptex Ci pher Inputs
Conti guous

Note that this internediate representation is only displayed as
reference for inplenentations and is not nmeant to be sent on the
Wi re.

6.3. Decryption Procedure
The decryption procedure is identical to that of [RFC3711] except for

the Encrypted Portion of the SRTP packet, which is as shown in the
section above.
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To minimze changes to surroundi ng code, the decryption nechani sm can
choose to replace the "defined by profile" field with its no-
encryption counterpart from [RFC8285] and decrypt at the same tine.

Backward Conmpatibility

This specification attenpts to encrypt as much as possi bl e wi thout
interfering with backward conpatibility for systens that expect a
certain structure froman RTPv2 packet, including systens that
perform denul ti pl exi ng based on packet headers. Accordingly, the
first two bytes of the RTP packet are not encrypted.

This specification also attenpts to reuse the key scheduling from
SRTP, whi ch depends on the RTP packet sequence nunber and SSRC
identifier. Accordingly, these values are al so not encrypted.
Security Considerations

Al'l security considerations in Section 9 of [RFC3711] are applicable

to this specification; the exception is Section 9.4, because

confidentiality of the RTP Header is the purpose of this

speci fication.

The risks of using weak or NULL authentication with SRTP, described

in Section 9.5 of [RFC3711], apply to encrypted header extensions as
wel | .

Thi s specification extends SRTP by expandi ng the Encrypted Portion of
the RTP packet, as shown in Section 6.1 ("Packet Structure"). It
does not change how SRTP aut hentication works in any way. @G ven that
nmore of the packet is being encrypted than before, this is
necessarily an inprovenent.

The RTP fields that are |l eft unencrypted (see rational e above) are as
fol |l ows:

* RTP version

* paddi ng bit

* extension bit

* nunmber of CSRCs

* marker bit

* payl oad type

* sequence nunber

* tinmestanp

* SSRC identifier

* nunber of header extensions [ RFC8285]

These val ues contain a fixed set (i.e., one that won't be changed by
ext ensions) of information that, at present, is observed to have | ow
sensitivity. In the event any of these values need to be encrypted,
SRTP is likely the wong protocol to use and a fully encapsul ating
protocol such as DILS is preferred (with its attendant per-packet

over head) .

| ANA Consi der ati ons



10.

10.

Thi s docunent updates the "attribute-nanme (formerly "att-field")"
subregi stry of the "Session Description Protocol (SDP) Paraneters"
registry (see Section 8.2.4 of [RFC8866]). Specifically, it adds the
SDP "a=cryptex" attribute for use at both the media | evel and the
session |evel.

Contact nanme: | ETF AVT Working Group or IESGif the AVT Wrking
G oup is closed

Contact emnil|l address: avt@etf.org

Attribute name: cryptex

Attribute syntax: This attribute takes no val ues.
Attribute semantics: NA

Attribute value: NA

Usage | evel: session, nedia

Charset dependent: No

Purpose: The presence of this attribute in the SDP indicates that
the endpoint is capable of receiving RTP packets encrypted with
Cryptex as described in this docunent.

QO A procedures: SDP O A procedures are described in Section 4 of
this docunent.

Mux Cat egory: TRANSPORT
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Appendi x A, Test Vectors

Al'l val ues
endi an) .

A 1. AES-CIR

The fol |l ow

are in hexadeci mal and represented in network order (big

ng subsections list the test vectors for using Cryptex

with AES-CTR as per [RFC3711].

Conmon val ues are organi zed as foll ows:

Rol | over Counter: 00000000

Mast er Key: elf 97a0d3e018be0d64f a32c06de4139

Master Salt: Oec675ad498af eebb6960b3aabeb

Crypto Suite: AES CM 128 HVAC SHA1_ 80

Sessi on Key: c61e7a93744f 39eel0734af e3f f 7a087

Session Salt: 30cbbc08863d8c85d49db34a9ael

Aut henti cation Key: cebe321f 6f f 7716b6f d4ab49af 256a156d38baad

A.1.1. RTP Packet with One-Byte Header Extension

RTP Packet :

900f 1235
decaf bad
caf ebabe



bede0001
51000200
abababab
abababab
abababab
abababab

Encrypted RTP Packet:

900f 1235
decaf bad
caf ebabe
c0de0001
eb923652
51c3e036
f 8de27e9
c27ee3e0
b4651d9f
bc4218a7
0244522f
34a5

A 1.2. RTP Packet with Two-Byte Header Extension
RTP Packet :

900f 1236
decaf bad
caf ebabe
10000001
05020002
abababab
abababab
abababab
abababab

Encrypted RTP Packet:

900f 1236
decaf bad
caf ebabe
c2de0001
4ed9cc4e
6a712b30
96c¢c5ca77
339d4204
ce0d7739
6cab6958
5f bce381
94a5

A.1.3. RTP Packet with One-Byte Header Extension and CSRC Fi el ds
RTP Packet :

920f 1238
decaf bad
caf ebabe
0001e240
0000b26e
bede0001
51000200
abababab
abababab
abababab
abababab



Encrypted RTP Packet:

920f 1238
decaf bad
caf ebabe
8bb6el2b
5c¢f f 16dd
c0de0001
92838c8c
09e58393
elde3a9a
74734d67
45671338
c3acfl1lid
a2df 8423
bee0

A.1.4. RTP Packet with Two-Byte Header Extension and CSRC Fi el ds
RTP Packet :

920f 1239
decaf bad
caf ebabe
0001e240
0000b26e
10000001
05020002
abababab
abababab
abababab
abababab

Encrypted RTP Packet:

920f 1239
decaf bad
caf ebabe
f 70e513e
b90b9b25
c2de0001
bbed4848
f aa64466
5f 3d7f 34
125914e9
f 4d0ae92
3c6f 479b
95a0f 7b5
3133

A.1.5. RTP Packet with Enpty One-Byte Header Extension and CSRC Fi el ds
RTP Packet :

920f 123a
decaf bad
caf ebabe
0001e240
0000b26e
bede0000
abababab
abababab
abababab
abababab



Encrypted RTP Packet:

920f 123a
decaf bad
caf ebabe
7130b6ab
f e2ab0e3
c0de0000
e3d9f 64b
25c9e74c
b4cf 8e43
f b92e378
1c2cOcea
b6b3a499
al4dc

A.1.6. RTP Packet with Enpty Two-Byte Header Extension and CSRC Fi el ds
RTP Packet :

920f 123b
decaf bad
caf ebabe
0001e240
0000b26e
10000000
abababab
abababab
abababab
abababab

Encrypted RTP Packet:

920f 123b
decaf bad
caf ebabe
cbf24c12
4330elc8
c2de0000
599dd45b
c9d687b6
03e8b59d
771f d38e
88b170e0
cd31el125
eabe

A 2. AES-GCCM

The foll owi ng subsections list the test vectors for using Cryptex
with AES-GCM as per [RFC7714].

Conmon val ues are organi zed as foll ows:

Rol | over Counter: 00000000

Mast er Key: 000102030405060708090a0b0c0d0eOf
Master Salt: al0ala2a3ad4ababa7a8a9aaab

Crypto Suite: AEAD AES 128 GCM

Sessi on Key: 077¢6143cb221bc355f f 23d5f 984al6e
Session Salt: 9af 3e95364ebac9c99c5a7c4

A.2.1. RTP Packet with One-Byte Header Extension
RTP Packet :

900f 1235



decaf bad
caf ebabe
bede0001
51000200
abababab
abababab
abababab
abababab

Encrypted RTP Packet:

900f 1235
decaf bad
caf ebabe
c0de0001
39972dc9
572c4d99
e8f ¢355d
e743f b2e
94f 9d8f f
54e72f 41
93bbcb5c7
Af f abOf a
9f aOf beb

A.2.2. RTP Packet with Two-Byte Header Extension
RTP Packet :

900f 1236
decaf bad
caf ebabe
10000001
05020002
abababab
abababab
abababab
abababab

Encrypted RTP Packet:

900f 1236
decaf bad
caf ebabe
c2de0001
bb75a4c5
45cd1f 41
3bdb7daa
2b1e3263
de313667
c9632490
81b35a65
f 5cb6c88
b394235f

A.2.3. RTP Packet with One-Byte Header Extension and CSRC Fi el ds
RTP Packet :

920f 1238
decaf bad
caf ebabe
0001e240
0000b26e
bede0001
51000200



abababab
abababab
abababab
abababab

Encrypted RTP Packet:

920f 1238
decaf bad
caf ebabe
63bbccc4
a7f 695c4
c0de0001
8ad7c71f
ac70a80c
92866b4c
6ba98546
ef 913586
e95f f aaf
f e956885
bb0647a8
bc094ac8

A . 2.4. RTP Packet with Two-Byte Header Extension and CSRC Fi el ds
RTP Packet :

920f 1239
decaf bad
caf ebabe
0001e240
0000b26e
10000001
05020002
abababab
abababab
abababab
abababab

Encrypted RTP Packet:

920f 1239
decaf bad
caf ebabe
3680524f
8d312b00
c2de0001
c78d1200
38422bcl
11a7187a
18246f 98
0c059cc6
bc9df 8b6
26394eca
344e4b05
d80f ea83

A.2.5. RTP Packet with Enpty One-Byte Header Extension and CSRC Fi el ds
RTP Packet :

920f 123a
decaf bad
caf ebabe
0001e240
0000b26e



bede0000
abababab
abababab
abababab
abababab

Encrypted RTP Packet:

920f 123a
decaf bad
caf ebabe
15b6bb43
37906ff f
c0de0000
b7b96453
7a2b03ab
7ba5389c
e9331712
6b5d974d
f 30c6884
dcb651c5
el20clda

A . 2.6. RTP Packet with Enpty Two-Byte Header Extension and CSRC Fi el ds
RTP Packet :

920f 123b
decaf bad
caf ebabe
0001e240
0000b26e
10000000
abababab
abababab
abababab
abababab

Encrypted RTP Packet:

920f 123b
decaf bad
caf ebabe
dcb38c9e
48bf 95f 4
c2de0000
6leed32c
f 9203170
76613258
d3ce4236
c06ac429
681ad084
13512dc9
8b5207d8
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