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I nt roducti on

The question of how one system can know that another system can be
trusted has found new interest and relevance in a world where trusted
conputing elenents are maturing in processor architectures

Systens that have been attested and verified to be in a good state
(for sone value of "good") can inprove overall system posture.



Conversely, systens that cannot be attested and verified to be in a
good state can be given reduced access or privileges, taken out of
service, or otherwi se flagged for repair.

For exanpl e:

* A bank backend system mi ght refuse to transact with another system
that is not known to be in a good state.

* A healthcare systemmight refuse to transnit electronic healthcare
records to a systemthat is not known to be in a good state.

In Renpte ATtestation procedureS (RATS), one peer (the "Attester")
produces believable informati on about itself ("Evidence") to enable a
renote peer (the "Relying Party") to deci de whether or not to
consider that Attester a trustworthy peer. Renpte attestation
procedures are facilitated by an additional vital party (the
"Verifier").

The Verifier apprai ses Evidence via appraisal policies and creates
the Attestation Results to support Relying Parties in their decision
process. This docunent defines a flexible architecture consisting of
attestation roles and their interactions via conceptual nessages.
Additionally, this document defines a universal set of terns that can
be mapped to various existing and energing renote attestation
procedures. Conmon topol ogical patterns and the sequence of data

fl ows associated with them such as the "Passport Mdel" and the
"Background- Check Model ", are illustrated. The purpose is to define
useful terminology for renpte attestation and enabl e readers to nap
their solution architecture to the canonical attestation architecture
provi ded here. Having a comon term nol ogy that provides well-
under st ood neani ngs for common themes, such as roles, device
conposition, topological patterns, and apprai sal procedures, is vita
for semantic interoperability across solutions and platforns

i nvol ving mul ti pl e vendors and providers.

Amongst ot her things, this docunment is about trust and
trustworthiness. Trust is a choice one nakes about another system
Trustworthiness is a quality about the other systemthat can be used
in making one’s decision to trust it or not. This is a subtle
difference; being faniliar with the difference is crucial for using
this document. Additionally, the concepts of freshness and trust

rel ati onships are specified to enable inplenmenters to choose
appropriate solutions to conpose their renpte attestati on procedures.

Ref erence Use Cases

This section covers a nunber of representative and generic use cases
for renote attestation, independent of specific solutions. The
purpose is to provide notivation for various aspects of the
architecture presented in this docunent. Many ot her use cases exist;
this docunment does not contain a conplete list. It only illustrates
a set of use cases that collectively cover all the functionality
required in the architecture.

Each use case includes a description followed by an additional
summary of the Attester and Relying Party roles derived fromthe use
case.

.1. Network Endpoint Assessnent

Net wor k operators want trustworthy reports that include identity and
version informati on about the hardware and software on the machi nes
attached to their network. Exanples of reports include purposes
(such as inventory summaries), audit results, and anomaly
notifications (which typically include the maintenance of |og records



or trend reports). The network operator may al so want a policy by
which full access is only granted to devices that neet sone
definition of hygiene, and so wants to get C ains about such
information and verify its validity. Renote attestation is desired
to prevent vul nerable or conprom sed devices fromgetting access to
the network and potentially harm ng ot hers.

Typically, a solution starts with a specific conponent (somnetines
referred to as a "root of trust") that often provides a trustworthy
device identity and perforns a series of operations that enables
trustworthi ness appraisals for other conponents. Such conponents
perform operations that help determ ne the trustworthi ness of yet

ot her conponents by collecting, protecting, or signing measuremnents.
Measur enents that have been signed by such conponents are conprised
of Evidence that either supports or refutes a claimof
trustworthi ness when eval uated. Measurenents can describe a variety
of attributes of system conmponents, such as hardware, firmware, Bl CS,
software, etc., and how they are hardened.

Attester: A device desiring access to a network

Relying Party: Network equi pnent (such as a router, switch, or
access point) that is responsible for adm ssion of the device into
t he network.

2.2. Confidential Mchine Learning Mddel Protection

A devi ce manufacturer wants to protect its intellectual property.
The intellectual property’'s scope primarily enconpasses the machine
| earning (M) nodel that is deployed in the devices purchased by its
custonmers. The protection goals include preventing attackers,
potentially the custoner thenselves, fromseeing the details of the
nodel .

Typically, this works by having sonme protected environnment in the
device go through a renpte attestation with some manufacturer service
that can assess its trustworthiness. |If renpote attestation succeeds,
then the manufacturer service releases either the nobdel or a key to
decrypt a nodel already deployed on the Attester in encrypted formto
the requester.

Attester: A device desiring to run an M. nodel

Relying Party: A server or service holding M. nodels it desires to
protect.

2.3. Confidential Data Protection

This is a generalization of the ML nodel use case above where the
data can be any highly confidential data, such as health data about
custoners, payroll data about enpl oyees, future business plans, etc.
As part of the attestation procedure, an assessnent is nade against a
set of policies to evaluate the state of the systemthat is
requesting the confidential data. Attestation is desired to prevent

| eaki ng data via conprom sed devi ces

Attester: An entity desiring to retrieve confidential data.

Relying Party: An entity that holds confidential data for release to
aut hori zed entities.

2.4. Critical Infrastructure Contro
Potentially harnful physical equipnent (e.g., power grid, traffic

control, hazardous chem cal processing, etc.) is connected to a
network in support of critical infrastructure. The organization



managi ng such infrastructure needs to ensure that only authorized
code and users can control corresponding critical processes, and that
these processes are protected from unauthori zed nmani pul ati on or ot her
threats. When a protocol operation can affect a critical system
component of the infrastructure, devices attached to that critica
component require sone assurances dependi ng on the security context,
i ncludi ng assurances that a requesting device or application has not
been conprom sed and the requesters and actors act on applicable
policies. As such, renote attestation can be used to only accept
conmmands fromrequesters that are within policy.

Attester: A device or application wishing to control physica
equi prrent .

Relying Party: A device or application connected to potentially
danger ous physi cal equi pnment (hazardous chem cal processing,
traffic control, power grid, etc.).

2.5. Trusted Execution Environment Provisioning

A Trusted Application Manager (TAM server is responsible for
managi ng the applications running in a Trusted Execution Environment
(TEE) of a client device, as described in [TEEP-ARCH . To achieve
its purpose, the TAM needs to assess the state of a TEE or
applications in the TEE of a client device. The TEE conducts renote
attestation procedures with the TAM which can then deci de whet her
the TEE is already in conpliance with the TAMs |latest policy. |If
not, the TAM has to uninstall, update, or install approved
applications in the TEE to bring it back into conpliance with the
TAM s policy.

Attester: A device with a TEE capable of running trusted
applications that can be updat ed.

Relying Party: A TAM
2.6. Hardware Watchdog

There is a class of malware that holds a devi ce hostage and does not
allowit to reboot to prevent updates from being applied. This can
be a significant problembecause it allows a fleet of devices to be
hel d hostage for ransom

A solution to this problemis a watchdog tinmer inplenented in a
protected environnent, such as a Trusted Platform Mdule (TPM, as
described in Section 43.3 of [TCG&Grch]. |If the watchdog does not
receive regular and fresh Attestation Results regarding the systenis
health, then it forces a reboot.

Attester: The device that should be protected from being held
hostage for a |l ong period of tine.

Relying Party: A watchdog capabl e of triggering a procedure that
resets a device into a known, good operational state.

2.7. FIDO Bionetric Authentication

In the Fast IDentity Online (FIDO protocol [WbAuthN [CTAP], the
device in the user’s hand authenticates the human user, whether by

bi ometrics (such as fingerprints) or by PIN and password. FI DO

aut hentication puts a | arge ambunt of trust in the device conpared to
typical password authentication because it is the device that
verifies the bionetric, PIN, and password inputs fromthe user, not
the server. For the Relying Party to know that the authentication is
trustworthy, the Relying Party needs to know that the Authenticator
part of the device is trustworthy. The FIDO protocol enploys renote



attestation for this.

The FI DO protocol supports several renpte attestation protocols and a
mechani sm by whi ch new ones can be registered and added; thus, renpote
attestation defined by the RATS architecture is a candidate for use
in the FIDO protocol

Attester: FIDO Authenticator

Relying Party: Any website, nobile application backend, or service
that relies on authentication data based on bionetric information.

Architectural Overvi ew

Figure 1 depicts the data that fl ows between different roles,
i ndependent of protocol or use case.
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Figure 1: Conceptual Data Fl ow

The text bel ow sunmarizes the activities conducted by the roles
illustrated in Figure 1. Roles are assigned to entities. Entities
are often system conponents [RFC4949], such as devices. As the term
"device" is typically nore intuitive than the term"entity" or
"system component”, device is often used as an illustrative synonym
t hr oughout this docunent.

The Attester role is assigned to entities that create Evidence that
is conveyed to a Verifier

The Verifier role is assigned to entities that use the Evidence, any
Ref erence Val ues from Reference Val ue Providers, and any Endorsenents
from Endorsers by applying an Appraisal Policy for Evidence to assess
the trustworthiness of the Attester. This procedure is called the
"apprai sal of Evidence"

Subsequently, the Verifier role generates Attestation Results for use
by Relying Parties.

The Appraisal Policy for Evidence mght be obtained fromthe Verifier
Omner via sone protocol mechanism configured into the Verifier by
the Verifier Owmer, programmed into the Verifier, or obtained via
sonme ot her mechani sm



The Relying Party role is assigned to an entity that uses Attestation
Results by applying its own appraisal policy to nmake application-
speci fic decisions, such as authorization decisions. This procedure
is called the "appraisal of Attestation Results"

The Appraisal Policy for Attestation Results m ght be obtained from
the Relying Party Omer via some protocol nechanism configured into
the Relying Party by the Relying Party Omer, programmed into the
Relying Party, or obtained via some other mechanism

See Section 8 for further discussion of the conceptual messages shown
in Figure 1. Section 4 provides a nore conplete definition of all
RATS rol es.

3.1. Two Types of Environnents of an Attester

As shown in Figure 2, an Attester consists of at |east one Attesting
Envi ronment and at | east one Target Environment co-located in one
entity. In sone inplenentations, the Attesting and Target

Envi ronnments m ght be conbined into one environnent. O her

i mpl ementations might have multiple Attesting and Target

Envi ronnments, such as in the exanples described in nore detail in
Sections 3.2 and 3.3. Oher exanples may exist. Al conpositions of
Attesting and Target Environnments discussed in this architecture can
be conbined into nore conpl ex inpl enentations.

&
=
-
D
=

Tar get

Evi dence

| Attesting |
| Environment |
I I

Figure 2: Two Types of Environments within an Attester

Clainms are collected from Target Environnments. That is, Attesting
Envi ronments coll ect the values and the information to be represented
in Clains by reading systemregisters and variables, calling into
subsystens, and taking measurenents on code, nenory, or other

rel evant assets of the Target Environnent. Attesting Environnents
then format the C ains appropriately; typically, they use key

mat eri al and cryptographic functions, such as signing or cipher

al gorithnms, to generate Evidence. There is no limt or requirenent
on the types of hardware or software environments that can be used to



i mpl ement an Attesting Environment. For exanple, TEEs, enbedded
Secure El enents (eSEs), TPMs [TCGarch], or BICS firmare.

An arbitrary execution environnment may not, by default, be capable of
Clainms collection for a given Target Environment. Execution
environments that are designed specifically to be capable of Cains
collection are referred to in this docunent as "Attesting

Envi ronnents". For exanple, a TPM doesn't actively collect Cains
itself. Instead, it requires another conponent to feed various
values to the TPM Thus, an Attesting Environnment in such a case
woul d be the conbination of the TPM together wi th whatever conponent
is feeding it the neasurenents.

3.2. Layered Attestation Environnents

By definition, the Attester role generates Evidence. An Attester may
consi st of one or nore nested environnents (layers). The bottom

| ayer of an Attester has an Attesting Environment that is typically
designed to be imutable or difficult to nodify by nalicious code.

In order to apprai se Evidence generated by an Attester, the Verifier
needs to trust various layers, including the bottom Attesting
Environment. Trust in the Attester’s layers, including the bottom

| ayer, can be established in various ways, as discussed in

Section 7. 4.

In layered attestation, Clains can be collected fromor about each

| ayer beginning with an initial layer. The corresponding O ains can
be structured in a nested fashion that reflects the nesting of the
Attester’s layers. Normally, Cains are not self-asserted. Rather,
a previous |layer acts as the Attesting Environnment for the next
layer. Cdains about an initial layer are typically asserted by an

Endor ser.

The exanpl e device illustrated in Figure 3 includes (A a BIOS stored
in read-only menory, (B) a bootloader, and (C) an operating system
ker nel .
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Envi r onnent
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Figure 3: Layered Attester

The first Attesting Environnent (the ROMin this exanple) has to
ensure the integrity of the bootloader (the first Target
Environment). There are potentially nmultiple kernels to boot; the
decision is up to the bootloader. Only a bootloader with intact
integrity will nake an appropriate decision. Therefore, the dains
relating to the integrity of the bootl oader have to be measured
securely. At this stage of the boot cycle of the device, the Cains
collected typically cannot be conposed i nto Evidence.

After the boot sequence is started, the BICS conducts the nost

i mportant and defining feature of |ayered attestation: the
successful |y nmeasured boot| oader now becomes (or contains) an
Attesting Environment for the next layer. This procedure in |ayered
attestation is sonetines called "staging". It is inportant that the
boot | oader not be able to alter any Clains about itself that were
collected by the BIOS. This can be ensured having those O ains be
either signed by the BIOS or stored in a tanper-proof manner by the
Bl Cs.

Continuing with this exanple, the bootloader’s Attesting Environnent
is nowin charge of collecting Cains about the next Target
Environment. |In this exanple, it is the kernel to be booted. The
final Evidence thus contains two sets of Clains: one set about the
boot | oader as neasured and signed by the BI OS and anot her set of

Cl ai ns about the kernel as neasured and signed by the bootl oader

Thi s exanpl e could be extended further by making the kernel becone
anot her Attesting Environnent for an application as another Target
Environnment. This would result in a third set of Clains in the
Evi dence pertaining to that application.

The essence of this exanple is a cascade of staged environnents.
Each environment has the responsibility of nmeasuring the next

envi ronnment before the next environnent is started. |In general, the
nunber of layers may vary by device or inplenentation, and an
Attesting Environment mght even have multiple Target Environnents
that it neasures, rather than only one as shown by exanple in

Fi gure 3.

3.3. Conposite Device

A composite device is an entity conposed of multiple sub-entities
such that its trustworthiness has to be determ ned by the appraisa
of all these sub-entities.

Each sub-entity has at |east one Attesting Environnment collecting the
Clains fromat |east one Target Environment. Then, this sub-entity
generates Evidence about its trustworthiness; therefore, each sub-
entity can be called an "Attester". Anobng all the Attesters, there
may be only sone that have the ability to comrunicate with the
Verifier while others do not.

For exanple, a carrier-grade router consists of a chassis and



multiple slots. The trustworthiness of the router depends on all its
slots’ trustworthiness. Each slot has an Attesting Environment, such
as a TEE, collecting the Clains of its boot process, after which it
generates Evidence fromthe d ai ns.

Among these slots, only a "main" slot can comunicate with the
Verifier while other slots cannot. However, other slots can

communi cate with the main slot by the |inks between theminside the
router. The main slot collects the Evidence of other slots, produces
the final Evidence of the whole router, and conveys the fina

Evidence to the Verifier. Therefore, the router is a conposite
device, each slot is an Attester, and the main slot is the |ead
Attester.

Anot her exanple is a nulti-chassis router conposed of nultiple single
carrier-grade routers. Milti-chassis router setups create redundancy
groups that provide higher throughput by interconnecting multiple
routers in these groups, which can be treated as one | ogical router
for sinpler managenment. A nulti-chassis router setup provides a
managenent point that connects to the Verifier. Typically, one
router in the group is designated as the nain router. Qher routers
in the nulti-chassis setup are connected to the main router only via
physi cal network links; therefore, they are nanaged and apprai sed via
the main router’s help. Consequently, a multi-chassis router setup
is a conposite device, each router is an Attester, and the main
router is the lead Attester

Fi gure 4 depicts the conceptual data flow for a conposite device

N

-

| Evidence of

| Comnposite Device
|

. . . |
| Collect R +-- | | |
| dains R R > Attesting |<-------- + Attester B +-. [
| | | Envi ronment | | B " |
I i Hom--- - | [RSEEEEE R + Attester C +-. |
| | Target | | | R N
| | Environment(s) | | [ <----mmmmmm-- + ... | ]
| ] R " | Bvidence "------------ "
I ' | of
| | Attesters
| |

(via Internal Links or
—————————————————————————————————————— Net wor k Connect i ons)

Figure 4: Conposite Device

In a conposite device, each Attester generates its own Evidence by
its Attesting Environnment(s) collecting the Clains fromits Target
Environment (s). The lead Attester collects Evidence from ot her
Attesters and conveys it to a Verifier. Collection of Evidence from
sub-entities may itself be a formof Cains collection that results
in Evidence asserted by the |ead Attester. The |lead Attester

gener ates Evidence about the |ayout of the whole conposite device,
whil e sub-Attesters generate Evidence about their respective

(sub-) nodul es.



In this scenario, the trust nodel described in Section 7 can al so be
applied to an inside Verifier.

3.4. Inplenmentation Considerations

An entity can take on multiple RATS roles (e.g., Attester, Verifier,
Relying Party, etc.) at the sanme time. Miltiple entities can
cooperate to inplenent a single RATS role as well. |In essence, the
conbi nation of roles and entities can be arbitrary. For exanple, in
the composite device scenario, the entity inside the |ead Attester
can al so take on the role of a Verifier and the outer entity of
Verifier can take on the role of a Relying Party. After collecting
the Evidence of other Attesters, this inside Verifier uses

Endor senents and apprai sal policies (obtained the sane way as by any
other Verifier) as part of the appraisal procedures that generate
Attestation Results. The inside Verifier then conveys the
Attestation Results of other Attesters to the outside Verifier,

whet her in the same conveyance protocol as part of the Evidence or
not .

As explained in Section 4, there are a variety of roles in the RATS
architecture; they are defined by a unique conbination of artifacts

t hey produce and consume. Conversely, artifacts are also defined by
the roles that produce or consume them To produce an artifact means
that a given role introduces it into the RATS architecture. To
consune an artifact means that a given role has responsibility for
processing it in the RATS architecture. Roles also have the ability
to performadditional actions, such as caching or forwarding
artifacts as opaque data. As depicted in Section 5, these additiona
actions can be performed by several roles.

4. Term nol ogy

[ RFC4949] has defined a nunber of terms that are also used in this
docunent. Some of the ternms are close to, but not exactly the sane.
VWhere the terns are simlar, they are noted bel ow with references.
As explained in Section 2.6 of [RFC4949], when this docunment says
"Conpare:", the term nol ogy used in this docunent differs
significantly fromthe definition in the reference.

This docunent uses the terns in the subsections that foll ow
4. 1. Rol es

Attester: A role perforned by an entity (typically a device) whose
Evi dence must be appraised in order to infer the extent to which
the Attester is considered trustworthy, such as when decidi ng
whether it is authorized to perform some operation

Produces: Evi dence

Relying Party: A role performed by an entity that depends on the
validity of information about an Attester for purposes of reliably
appl ying application-specific actions. Conpare: relying party
[ RFC4949] .

Consunes: Attestation Results, Appraisal Policy for Attestation
Results

Verifier: A role perforned by an entity that appraises the validity
of Evidence about an Attester and produces Attestation Results to
be used by a Relying Party.

Consunes: Evidence, Reference Val ues, Endorsenents, Appraisa
Policy for Evidence



4.

2

Produces: Attestation Results
Relying Party Ower: A role perfornmed by an entity (typically an
adm nistrator) that is authorized to configure an Appraisal Policy
for Attestation Results in a Relying Party.
Produces: Appraisal Policy for Attestation Results
Verifier Owmer: A role perfornmed by an entity (typically an
adm nistrator) that is authorized to configure an Appraisal Policy
for Evidence in a Verifier.
Produces: Appraisal Policy for Evidence
Endorser: A role performed by an entity (typically a manufacturer)
whose Endorsenents nay help Verifiers appraise the authenticity of
Evi dence and infer further capabilities of the Attester.
Produces: Endorsenents
Ref erence Value Provider: A role perforned by an entity (typically a
manuf act urer) whose Reference Values help Verifiers appraise
Evidence to determine if acceptable known C ai ns have been
recorded by the Attester.
Produces: Reference Val ues
Artifacts
Claim A piece of asserted information, often in the formof a nane/
value pair. Cdainms nmake up the usual structure of Evidence and
ot her RATS conceptual nessages. Conpare: claim][RFC7519].
Endorsenment: A secure statenent that an Endorser vouches for the
integrity of an Attester’s various capabilities, such as O ains
col l ection and Evi dence si gni ng.
Consunmed By: Verifier
Produced By: Endorser

Evi

dence: A set of Clainms generated by an Attester to be appraised
by a Verifier. Evidence may include configuration data,
measur enents, telemetry, or inferences.
Consuned By: \Verifier
Produced By: Attester
Attestation Result: The output generated by a Verifier, typically
including infornati on about an Attester, where the Verifier
vouches for the validity of the results.
Consumed By: Relying Party
Produced By: Verifier
Apprai sal Policy for Evidence: A set of rules that a Verifier uses
to evaluate the validity of information about an Attester.
Conpare: security policy [ RFC4949].
Consunmed By: Verifier
Produced By: Verifier Omner

Apprai sal Policy for Attestation Results: A set of rules that direct



how a Relying Party uses the Attestation Results regarding an
Attester generated by the Verifiers. Conpare: security policy
[ RFC4949] .

Consumed by: Relying Party
Produced by: Relying Party Oaner

Ref erence Val ues: A set of val ues against which values of Cains can
be compared as part of applying an Appraisal Policy for Evidence.
Ref erence Val ues are sonetinmes referred to in other docunents as
"known- good val ues", "gol den nmeasurenments”, or "nom nal val ues"
These terns typically assume conparison for equality, whereas
here, Reference Val ues m ght be nore general and be used in any
sort of conpari son.

Consuned By: \Verifier
Produced By: Reference Val ue Provider
5. Topol ogi cal Patterns

Figure 1 shows a data flow diagram for conmuni cati on between an
Attester, a Verifier, and a Relying Party. The Attester conveys its
Evi dence to the Verifier for appraisal and the Relying Party receives
the Attestation Result fromthe Verifier. This section refines the
dat a-fl ow di agram by describing two reference nodels, as well as one
exanpl e conposition thereof. The discussion that follows is for
illustrative purposes only and does not constrain the interactions
bet ween RATS roles to the presented nodels.

5.1. Passport Model

The Passport Mddel is so naned because of its resenbl ance to how
nations issue passports to their citizens. The nature of the

Evi dence that an individual needs to provide to its local authority
is specific to the country involved. The citizen retains control of
the resulting passport docunent and presents it to other entities
when it needs to assert a citizenship or identity Cdaim such as at
an airport inmgration desk. The passport is considered sufficient
because it vouches for the citizenship and identity Clainms and it is
i ssued by a trusted authority.

Thus, in this immgration desk anal ogy, the citizen is the Attester,
the passport-issuing agency is a Verifier, and the passport
application and identifying information (e.g., birth certificate) is
the Evidence. The passport is an Attestation Result and the
imrmgration desk is a Relying Party.

In this nodel, an Attester conveys Evidence to a Verifier that
conpares the Evidence against its appraisal policy. The Verifier
then gives back an Attestation Result that the Attester treats as
opaque dat a.

The Attester does not consune the Attestation Result, but it m ght
cache it. The Attester can then present the Attestation Result (and
possibly additional Clains) to a Relying Party, which then conpares
this informati on against its own appraisal policy. The Attester may
al so present the same Attestation Result to other Relying Parties.

There are three ways in which the process may fail

* First, the Verifier may not issue a positive Attestation Result
due to the Evidence not passing the Appraisal Policy for Evidence.

* The second way in which the process may fail is when the



Attestation Result is exam ned by the Relying Party, and based
upon the Appraisal Policy for Attestation Results, the result does
not conply with the policy.

* The third way is when the Verifier is unreachabl e or unavail abl e.

As with any other information needed by the Relying Party to nake an
aut hori zation decision, an Attestation Result can be carried in a
resource access protocol between the Attester and Relying Party. In
this nodel, the details of the resource access protocol constrain the
serialization format of the Attestation Result. On the other hand,
the format of the Evidence is only constrained by the Attester-
Verifier renote attestation protocol. This inplies that
interoperability and standardi zation is nore relevant for Attestation
Results than it is for Evidence

Conpar e Evi dence

I I
| Verifier | against appraisal policy
I I
s o
N
Evi dence | | Attestation
| | Result
| %
T i T R .
| R >| | Conpare Attestation
| Attester | Attestation | Rel yi ng | Result against
| | Result | Party | appraisal policy

Figure 5: Passport Model
5.2. Background- Check Mode

The Background- Check Mbdel is so naned because of the resenbl ance of
how enpl oyers and vol unt eer organi zati ons perform background checks.
When a prospective enpl oyee provides C ai ns about education or

previ ous experience, the enployer will contact the respective
institutions or former enployers to validate the Claim Vol unteer
organi zations often perform police background checks on volunteers in
order to determ ne the volunteer’s trustworthiness. Thus, in this
anal ogy, a prospective volunteer is an Attester, the organization is
the Relying Party, and the organization that issues a report is a
Verifier.

In this nodel, an Attester conveys Evidence to a Relying Party, which
treats it as opaque and sinply forwards it on to a Verifier. The
Verifier conpares the Evidence against its appraisal policy and
returns an Attestation Result to the Relying Party. The Relying
Party then conpares the Attestation Result against its own appraisa

pol i cy.

The resource access protocol between the Attester and Relying Party
i ncl udes Evidence rather than an Attestation Result, but that
Evi dence is not processed by the Relying Party.

Since the Evidence is nerely forwarded on to a trusted Verifier, any
serialization format can be used for Evidence because the Relying
Party does not need a parser for it. The only requirenent is that
the Evidence can be _encapsulated_in the format required by the
resource access protocol between the Attester and Relying Party.

However, as seen in the Passport Mdel, an Attestation Result is
still consuned by the Relying Party. Code footprint and attack
surface area can be mnimzed by using a serialization format for



which the Relying Party already needs a parser to support the
protocol between the Attester and Relying Party, which may be an

exi sting standard or widely depl oyed resource access protocol. Such
mnimzation is especially inmportant if the Relying Party is a
constrai ned node.

| | Conpare Evidence
| Verifier | against appraisa
| | policy

Y e e oo - +____!

Evi dence | | Attestation
| | Result

| | Conpare Attestation
Evi dence | Rel ying | Result against
| Party | appraisal policy

=
—
D
(%]
—
D
=

Fi gure 6: Background- Check Mode
5.3. Conbinations

One variation of the Background-Check Mdel is where the Relying
Party and the Verifier are on the sane nachi ne, performng both
functions together. In this case, there is no need for a protoco
bet ween the two.

It is also worth pointing out that the choice of nodel depends on the
use case and that different Relying Parties may use different
t opol ogi cal patterns.

The sane device may need to create Evidence for different Relying
Parties and/or different use cases. For instance, it would use one
nmodel to provide Evidence to a network infrastructure device to gain
access to the network and the other nodel to provide Evidence to a
server holding confidential data to gain access to that data. As
such, both nodels may sinmultaneously be in use by the sane devi ce.

Fi gure 7 shows anot her exanple of a conbination where Relying Party 1
uses the Passport Mddel, whereas Relying Party 2 uses an extension of
t he Backgr ound- Check Mbdel. Specifically, in addition to the basic
functionality shown in Figure 6, Relying Party 2 actually provides
the Attestation Result back to the Attester, allowing the Attester to
use it with other Relying Parties. This is the nodel that the TAM

pl ans to support in the TEEP architecture [ TEEP- ARCH|

Conpar e Evi dence
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| R >| | Conpare Attestation
| Attester | Attestation | Rel yi ng | Result against

| | Resul t | Party 1 | appraisal policy

Figure 7: Exanpl e Comnbi nation
Rol es and Entities

An entity in the RATS architecture includes at |east one of the roles
defined in this docunent.

An entity can aggregate nore than one role into itself, such as being
both a Verifier and a Relying Party or being both a Reference Val ue
Provi der and an Endorser. As such, any conceptual nessages (see
Section 8 for nore discussion) originating fromsuch roles m ght al so
be combi ned. For example, Reference Val ues nmight be conveyed as part
of an appraisal policy if the Verifier Ower and Reference Val ue
Provider roles are conbined. Simlarly, Reference Values night be
conveyed as part of an Endorsenent if the Endorser and Reference

Val ue Provider roles are conbined.

Interactions between rol es aggregated into the sane entity do not
necessarily use the Internet Protocol. Such interactions might use a
| oopback device or other |P-based conmuni cati on between separate

envi ronments, but they do not have to. Alternative channels to
convey conceptual nessages include function calls, sockets, Ceneral -
Purpose I nput/Qutput (GPIO interfaces, |ocal buses, or hypervisor
calls. This type of conveyance is typically found in conposite
devices. Most inportantly, these conveyance nethods are out of scope
of the RATS architecture, but they are presuned to exist in order to
convey conceptual nessages appropriately between rol es.

In essence, an entity that conbines nore than one role creates and
consunes the correspondi ng conceptual nessages as defined in this
docunent .

Trust Model
1. Relying Party

Thi s docunent covers scenarios for which a Relying Party trusts a
Verifier that can apprai se the trustworthiness of information about
an Attester. Such trust is expressed by storing one or nore "trust
anchors" in a secure location known as a "trust anchor store".

As defined in [ RFC6024]:

| A trust anchor represents an authoritative entity via a public key
| and associated data. The public key is used to verify digita

| signatures, and the associated data is used to constrain the types
| of information for which the trust anchor is authoritative.

The trust anchor may be a certificate or it may be a raw public key
along with additional data if necessary, such as its public key

al gorithm and paraneters. |In the context of this docunent, a trust
anchor may al so be a symmetric key, as in [TCG DI CE-SI BDA], or the
symretri c nmode described in [ RATS- PSA- TOKEN] .

Thus, trusting a Verifier mght be expressed by having the Relying
Party store the Verifier's key or certificate in its trust anchor
store. It mght also be expressed by storing the public key or
certificate of an entity (e.g., a Certificate Authority) that is in
the Verifier's certificate path. For exanple, the Relying Party can



verify that the Verifier is an expected one by out-of-band

establi shnent of key material conbined with a protocol like TLS to
conmuni cate. There is an assunption that the Verifier has not been
conprom sed between the establishnment of the trusted key material and
the creation of the Evidence.

For a stronger |evel of security, the Relying Party m ght require
that the Verifier first provide infornmation about itself that the
Relying Party can use to assess the trustworthiness of the Verifier
before accepting its Attestation Results. Such a process woul d
provide a stronger |evel of confidence in the correctness of the

i nformati on provided, such as a belief that the authentic Verifier
has not been conprom sed by mal ware.

For exanple, one explicit way for a Relying Party "A" to establish
such confidence in the correctness of a Verifier "B'" would be for B
to first act as an Attester where A acts as a conbined Verifier/
Relying Party. |If A then accepts B as trustworthy, it can choose to
accept B as a Verifier for other Attesters.

Simlarly, the Relying Party al so needs to trust the Relying Party
Omer for providing its Appraisal Policy for Attestation Results,

and, in some scenarios, the Relying Party m ght even require that the
Rel ying Party Omer go through a renpte attestati on procedure with it
before the Relying Party will accept an updated policy. This can be
done in a manner simlar to how a Relying Party could establish trust
in a Verifier as discussed above, i.e., verifying credentials against
a trust anchor store and optionally requiring Attestation Results
fromthe Relying Party Oaner.

7.2. Attester

In sone scenarios, Evidence might contain sensitive information, such
as Personally ldentifiable Information (PIl) or systemidentifiable
information. Thus, an Attester nust trust the entities to which it
conveys Evidence to not reveal sensitive data to unauthorized
parties. The Verifier mght share this information with other

aut hori zed parties according to a governing policy that addresses the
handl i ng of sensitive information (potentially included in Appraisa
Policies for Evidence). |In the Background-Check Mdel, this Evidence
may al so be revealed to Relying Parties.

When Evi dence contains sensitive information, an Attester typically
requires that a Verifier authenticates itself (e.g., at TLS session
establishnent) and m ght even request a renote attestation before the
Attester sends the sensitive Evidence. This can be done by having
the Attester first act as a Verifier/Relying Party and the Verifier
act as its own Attester, as discussed above.

7.3. Relying Party Oaner

The Relying Party Omer might also require that the Relying Party
first act as an Attester by providing Evidence that the Oamer can
apprai se before the Owmer would give the Relying Party an updated
policy that m ght contain sensitive information. |In such a case,
aut hentication or attestation in both directions m ght be needed.
Typically, one side's Evidence nust be considered safe to share with
an untrusted entity in order to bootstrap the sequence. See

Section 11 for nore discussion

7.4. Verifier

The Verifier trusts (or nore specifically, the Verifier's security
policy is witten in a way that configures the Verifier to trust) a
manuf acturer or the manufacturer’s hardware so as to be able to
apprai se the trustworthi ness of that manufacturer’s devices. Such



trust is expressed by storing one or nore trust anchors in the
Verifier’s trust anchor store.

In a typical solution, a Verifier cones to trust an Attester
indirectly by having an Endorser (such as a manufacturer) vouch for
the Attester’s ability to securely generate Evi dence through

Endor senents (see Section 8.2). Endorsenents m ght describe the ways
in which the Attester resists attacks, protects secrets, and neasures
Target Environnents. Consequently, the Endorser’s key material is
stored in the Verifier’'s trust anchor store so that Endorsements can
be authenticated and used in the Verifier’'s appraisal process.

In sone solutions, a Verifier mght be configured to directly trust
an Attester by having the Verifier possess the Attester’s key
material (rather than the Endorser’s) in its trust anchor store.

Such direct trust nmust first be established at the tinme of trust
anchor store configuration either by checking with an Endorser at
that time or by conducting a security analysis of the specific
device. Having the Attester directly in the trust anchor store
narrows the Verifier's trust to only specific devices rather than all
devi ces the Endorser mght vouch for, such as all devices
manufactured by the same manufacturer in the case that the Endorser

i s a manufacturer.

Such narrowing is often inportant since physical possession of a

devi ce can al so be used to conduct a number of attacks, and so a
device in a physically secure environment (such as one’'s own

premi ses) may be considered trusted, whereas devices owned by others
woul d not be. This often results in a desire either to have the
owner run their own Endorser that would only endorse devices one owns
or to use Attesters directly in the trust anchor store. Wen there
are nany Attesters owned, the use of an Endorser enables better

scal ability.

That is, a Verifier mght appraise the trustworthiness of an
appl i cation conponent, operating system conponent, or service under
the assunption that information provided about it by the | ower-|ayer
firmvare or software is true. A stronger |evel of assurance of
security cones when informati on can be vouched for by hardware or by
ROM code, especially if such hardware is physically resistant to
hardware tampering. |In nost cases, conmponents that have to be
vouched for via Endorsenments (because no Evidence is generated about
then) are referred to as "roots of trust"”.

The manufacturer having arranged for an Attesting Environnent to be
provi sioned with key material with which to sign Evidence, the
Verifier is then provided with some way of verifying the signhature on
the Evidence. This may be in the formof an appropriate trust anchor
or the Verifier may be provided with a database of public keys
(rather than certificates) or even carefully curated and secured
lists of symmetric keys.

The nature of how the Verifier manages to validate the signatures
produced by the Attester is critical to the secure operation of a
renote attestation systembut is not the subject of standardization
within this architecture

A conveyance protocol that provides authentication and integrity
protection can be used to convey Evidence that is otherw se
unprotected (e.g., not signed). Appropriate conveyance of
unprotected Evidence (e.g., [RATS-UCCS]) relies on the follow ng
conveyance protocol’s protection capabilities:

1. The key material used to authenticate and integrity protect the
conveyance channel is trusted by the Verifier to speak for the
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Attesting Environment(s) that collected C aims about the Target
Envi ronnent (s).

2. Al unprotected Evidence that is conveyed is supplied exclusively
by the Attesting Environment that has the key naterial that
protects the conveyance channel

3. Atrusted environment protects the conveyance channel’s key
mat eri al, which may depend on other Attesting Environnments with
equi val ent strength protections.

As illustrated in [ RATS-UCCS], an entity that receives unprotected
Evi dence via a trusted conveyance channel always takes on the
responsi bility of vouching for the Evidence's authenticity and
freshness. |f protected Evidence is generated, the Attester’s
Attesting Environments take on that responsibility. 1n cases where
unprotected Evidence is processed by a Verifier, Relying Parties have
to trust that the Verifier is capable of handling Evidence in a
manner that preserves the Evidence's authenticity and freshness.
Generating and conveyi ng unprotected Evidence al ways creates
significant risk and the benefits of that approach have to be
careful ly wei ghed agai nst potential drawbacks.

See Section 12 for discussion on security strength.
Endor ser, Reference Val ue Provider, and Verifier Oaner

In some scenarios, the Endorser, Reference Value Provider, and
Verifier Owmer may need to trust the Verifier before giving the
Endor senment, Reference Val ues, or appraisal policy toit. This can
be done in a simlar manner to how a Relying Party m ght establish
trust in a Verifier.

As di scussed in Section 7.3, authentication or attestation in both
directions mght be needed. Typically, one side's identity or
Evidence in this case nust be considered safe to share with an
untrusted entity in order to bootstrap the sequence. See Section 11
for nore discussion.

Concept ual Messages

Figure 1 illustrates the flow of conceptual nessages between vari ous
roles. This section provides additional elaboration and
i npl ementation considerations. It is the responsibility of protoco

specifications to define the actual data format and semantics of any
rel evant conceptual nessages.

Evi dence

Evidence is a set of Clainms about the Target Environnent that revea
operational status, health, configuration, or construction that have
security relevance. Evidence is appraised by a Verifier to establish
its relevance, conpliance, and tinmeliness. Cains need to be
collected in a manner that is reliable such that a Target Environnent
cannot lie to the Attesting Environnent about its trustworthiness
properties. Evidence needs to be securely associated with the Target
Envi ronnent so that the Verifier cannot be tricked into accepting
Clainms originating froma different environnent (that may be nore
trustworthy). Evidence also nust be protected froman active on-path
attacker who may observe, change, or misdirect Evidence as it travels
fromthe Attester to the Verifier. The tineliness of Evidence can be
captured using Clains that pinpoint the tinme or interval when changes
in operational status, health, and so forth occur

Endor senent s



An Endorsenent is a secure statenent that sone entity (e.g., a
manuf acturer) vouches for the integrity of the device' s various
capabilities, such as Cains collection, signing, |aunching code,
transitioning to other environments, storing secrets, and nore. For
exanple, if the device' s signing capability is in hardware, then an
Endor sement m ght be a manufacturer certificate that signs a public
key whose corresponding private key is only known inside the device's
hardware. Thus, when Evidence and such an Endorsenent are used
together, an apprai sal procedure can be conducted based on appraisa
policies that may not be specific to the device instance but are
merely specific to the manufacturer providing the Endorsenent. For
exanpl e, an appraisal policy mght sinply check that devices froma
gi ven manufacturer have information matching a set of Reference

Val ues. An appraisal policy mght also have a set of nore conpl ex

| ogic on how to appraise the validity of infornation.

However, while an appraisal policy that treats all devices froma

gi ven manufacturer the sanme may be appropriate for sone use cases, it
woul d be inappropriate to use such an appraisal policy as the sole
means of authorization for use cases that wish to constrain _which_
conpliant devices are considered authorized for sone purpose. For
exanpl e, an enterprise using renote attestation for Network Endpoint
Assessnent (NEA) [RFC5209] may not wish to let every healthy | aptop
fromthe sane manufacturer onto the network. Instead, it nmay only
want to let devices that it legally owns onto the network. Thus, an
Endor senent may be hel pful information in authenticating information
about a device, but is not necessarily sufficient to authorize access
to resources that may need devi ce-specific information, such as a
public key for the device or conponent or user on the device.

8. 3. Ref erence Val ues

Ref erence Val ues used in appraisal procedures cone froma Reference
Val ue Provider and are then used by the Verifier to conpare to

Evi dence. Reference Values with matchi ng Evi dence produce acceptable
Clains. Additionally, an appraisal policy may play a role in

determ ning the acceptance of C ains.

8.4. Attestation Results

Attestation Results are the input used by the Relying Party to decide
the extent to which it will trust a particular Attester and allow it
to access some data or perform some operation

Attestation Results may carry a bool ean val ue indicating conpliance
or non-conpliance with a Verifier’'s appraisal policy or nmay carry a
richer set of Cains about the Attester, against which the Relying
Party applies its Appraisal Policy for Attestation Results.

The quality of the Attestation Results depends upon the ability of
the Verifier to evaluate the Attester. Different Attesters have a
different _Strength of Function_ [strengthoffunction], which results
in the Attestation Results being qualitatively different in strength.

An Attestation Result that indicates non-conpliance can be used by an
Attester (in the Passport Mddel) or a Relying Party (in the
Background- Check Model) to indicate that the Attester should not be
treated as authorized and may be in need of renediation. 1In sone
cases, it may even indicate that the Evidence itself cannot be

aut henti cated as being correct.

By default, the Relying Party does not believe the Attester to be
compliant. Upon receipt of an authentic Attestation Result and given
the Appraisal Policy for Attestation Results is satisfied, the
Attester is allowed to performthe prescribed actions or access. The
si mpl est such appraisal policy mght authorize granting the Attester



full access or control over the resources guarded by the Relying
Party. A nore conpl ex appraisal policy mght involve using the
informati on provided in the Attestation Result to conpare agai nst
expected values or to apply conplex analysis of other infornmation
contained in the Attestation Result.

Thus, Attestation Results can contain detailed information about an
Attester, which can include privacy sensitive information as

di scussed in Section 11. Unlike Evidence, which is often very

devi ce- and vendor-specific, Attestation Results can be vendor-
neutral, if the Verifier has a way to generate vendor-agnostic

i nformati on based on the apprai sal of vendor-specific information in
Evi dence. This allows a Relying Party’ s appraisal policy to be
sinmpler, potentially based on standard ways of expressing the
information, while still allowing interoperability with heterogeneous
devi ces.

Finally, whereas Evidence is signed by the device (or indirectly by a
manuf acturer if Endorsenments are used), Attestation Results are
signed by a Verifier, allowing a Relying Party to only need a trust
relationship with one entity rather than a |arger set of entities for
pur poses of its appraisal policy.

.5.  Appraisal Policies

The Verifier (when appraising Evidence) or the Relying Party (when
apprai sing Attestation Results) checks the values of nmatched d ains
agai nst constraints specified in its appraisal policy. Exanples of
such constraints checking include the foll ow ng:

* Conparison for equality against a Reference Val ue.

* A check for being in a range bounded by Reference Val ues.

*  Menbership in a set of Reference Val ues.

* A check against values in other d ains.

Upon conpleting all appraisal policy constraints, the renaining
Clains are accepted as input toward determining Attestation Results
(when apprai sing Evidence) or as input to a Relying Party (when
apprai sing Attestation Results).

Cl ai nrs Encodi ng Fornats

Figure 8 illustrates a relationship to which renpte attestation is
desired to be added:

e . R R . EBEvaluate
| R >| | request
| Attester | Access sone | Rel ying | against
| | resource | Party | security
LR ' R " policy

Figure 8: Typical Resource Access

In this diagram the protocol between the Attester and a Relying
Party can be any new or existing protocol (e.g., HTTP(S), CoAP(S)
Resource-Oriented Lightwei ght |Information Exchange (ROLIE) [ RFC8322],
802. 1x, OPC UA [OPCUA], etc.) depending on the use case.

Typically, such protocols al ready have nmechani snms for passing
security information for authentication and authorizati on purposes.
Conmon formats include JSON Wb Tokens (JW's) [ RFC7519], CWIs

[ RFC8392], and X. 509 certificates.
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Retrofitting al ready-depl oyed protocols with renpte attestation

requi res addi ng RATS conceptual nessages to the existing data flows.
This nmust be done in a way that does not degrade the security
properties of the systens involved and shoul d use extension
mechani sms provi ded by the underlying protocol. For exanple, if a
TLS handshake is to be extended with renote attestation capabilities,
attestation Evidence may be enbedded in an ad hoc X 509 certificate
extension (e.g., [TCGDICE]) or into a new TLS Certificate Type
(e.g., [TLS-CWI).

Especially for constrained nodes, there is a desire to nminimze the
anount of parsing code needed in a Relying Party in order to both
mnimze footprint and the attack surface. Wile it would be
possible to enbed a CW inside a JWI, or a JW inside an X 509
extension, etc., there is a desire to encode the information in a
format that is already supported by the Relying Party.

This notivates having a common "information nodel" that describes the
set of renpte attestation related information in an encodi ng-agnostic
way and allows multiple encoding formats (CW, JWI, X 509, etc.) that
encode the sane information into the dains format needed by the

Rel ying Party.

Figure 9 illustrates that Evidence and Attestation Results m ght be
expressed via nultiple potential encoding formats so that they can be
conveyed by various existing protocols. It also notivates why the

Verifier mght also be responsible for accepting Evidence that
encodes Clains in one format while issuing Attestation Results that
encode Clains in a different format.

Evi dence Attestation Results
—————————————— CWIr CWIr B
| Attester-A +----------- L o--------- > Relying Party V |
Y e e e e e e e e e oo 1 | | L 1
v I
-------------- JWI B JWI R
| Attester-B +-------- >| R > Relying Party W |
Y e e e e e e e e e oo L] | | L L]
I I
—————————————— X. 509 | | X 509 R
| Attester-C +-------- >  Verifier +-------- > Relying Party X |
) e e e e e mm e = - 1 | | b e e e e e e e e e e e = - 1
I I
—————————————— TPM | | TPM B
| Attester-D +-------- >| L > Relying Party Y |
. T , v o ____ o b
" |
-------------- ot her | | ot her R
| Attester-E +----------- ' B > Relying Party Z |

Figure 9: Miultiple Attesters and Relying Parties with Different
For mat s

Fr eshness

A Verifier or Relying Party mght need to |learn the point in tine
(i.e., the "epoch") an Evidence or Attestation Result has been
produced. This is essential in deciding whether the included C ains
can be considered fresh, neaning they still reflect the |atest state
of the Attester, and that any Attestation Result was generated using
the | atest Appraisal Policy for Evidence, Endorsenents, and Reference
Val ues.

This section provides a nunber of details. However, it does not
define any protocol formats and the interactions shown are abstract.
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This section is intended for those creating protocols and sol utions
to understand the options available to ensure freshness. The way in
whi ch freshness is provisioned in a protocol is an architectura

deci sion. Provisioning of freshness has an inpact on the nunber of
needed round trips in a protocol; therefore, it nmust be rmade very
early in the design. Different decisions will have significant
impacts on resulting interoperability, which is why this section goes
into sufficient detail such that choices in freshness will be
conpati bl e across interacting protocols, such as depicted in

Fi gure 9.

Freshness is assessed based on the Appraisal Policy for Evidence or
Attestation Results that conpares the estinmated epoch agai nst an
"expiry" threshold defined locally to that policy. There is,

however, always a race condition possible in that the state of the
Attester and the appraisal policies mght change inmediately after
the Evidence or Attestation Result was generated. The goal is nerely
to narrow their recentness to sonething the Verifier (for Evidence)
or Relying Party (for Attestation Result) is willing to accept. Some
flexibility on the freshness requirenent is a key conmponent for
enabl i ng caching and reuse of both Evidence and Attestation Results,
whi ch is especially valuable in cases where their conputation uses a
substantial part of the resource budget (e.g., energy in constrained
devi ces).

There are three common approaches for determ ning the epoch of
Evi dence or an Attestation Result.

1. Explicit Tinmekeeping Using Synchronized C ocks

The first approach is to rely on synchronized and trustworthy cl ocks
and include a signed tinestanp (see [RATS-TUDA]) along with the
Clains in the Evidence or Attestation Result. Tinestanps can al so be
added on a per-Claimbasis to distinguish the tine of generation of
Evi dence or Attestation Result fromthe time that a specific O aim
was generated. The clock’s trustworthiness can generally be

est abli shed via Endorsements and typically requires additional d ains
about the signer’s tinme synchronization nechani sm

However, a trustworthy clock nmight not be available in sone use
cases. For example, in many TEEs today, a clock is only avail abl e
outside the TEE, thus, it cannot be trusted by the TEE

2. Implicit Tinmekeeping Using Nonces

A second approach places the onus of tinmekeeping solely on the
Verifier (for Evidence) or the Relying Party (for Attestation
Results). For exanple, this approach m ght be suitable in case the
Attester does not have a trustworthy clock or time synchronization is
otherwise inpaired. |In this approach, an unpredictable nonce is sent
by the appraising entity and the nonce is then signed and incl uded
along with the Claims in the Evidence or Attestation Result. After
checking that the sent and received nonces are the sanme, the
appraising entity knows that the C ainms were signed after the nonce
was generated. This allows associating a "rough" epoch to the

Evi dence or Attestation Result. |In this case, the epoch is said to
be rough because:

* The epoch applies to the entire Caimset instead of a nore
granul ar associ ation, and

* The tinme between the creation of Cains and the collection of
Clains is indistinguishable.

3. Inplicit Timekeeping Using Epoch I Ds
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A third approach relies on having epoch identifiers (IDs)
periodically sent to both the sender and receiver of Evidence or
Attestation Results by sone "epoch ID distributor".

Epoch IDs are different fromnonces as they can be used nore than
once and can even be used by nore than one entity at the same tine.
Epoch IDs are different fromtinestanps as they do not have to convey
informati on about a point intine, i.e., they are not necessarily
nmonot oni cal Iy increasing integers.

Li ke the nonce approach, this allows associating a "rough" epoch

wi thout requiring a trustworthy clock or time synchronization in
order to generate or appraise the freshness of Evidence or
Attestation Results. Only the epoch ID distributor requires access
to a clock so it can periodically send new epoch | Ds.

The nost recent epoch IDis included in the produced Evi dence or
Attestation Results, and the appraising entity can conpare the epoch
IDin received Evidence or Attestation Results against the |atest
epoch IDit received fromthe epoch ID distributor to determne if it
is within the current epoch. An actual solution also needs to take
into account race conditions when transitioning to a new epoch, such
as by using a counter signed by the epoch ID distributor as the epoch
I D, by including both the current and previous epoch IDs in nessages
and/ or checks by requiring retries in case of m smatching epoch IDs,
or by buffering incom ng nessages that might be associated with an
epoch ID that the receiver has not yet obtained.

More generally, in order to prevent an appraising entity from
generating fal se negatives (e.g., discarding Evidence that is deened
stale even if it is not), the appraising entity should keep an "epoch
wi ndow' consisting of the nost recently received epoch IDs. The
depth of such epoch window is directly proportional to the maxi num
net wor k propagati on del ay between the first to receive the epoch ID
and the last to receive the epoch ID and it is inversely proportiona
to the epoch duration. The appraising entity shall conpare the epoch
ID carried in the received Evidence or Attestation Result with the
epoch IDs in its epoch windowto find a suitable nmatch.

Whereas the nonce approach typically requires the appraising entity
to keep state for each nonce generated, the epoch I D approach
mnimzes the state kept to be independent of the nunmber of Attesters
or Verifiers fromwhich it expects to receive Evidence or Attestation
Results as long as all use the sane epoch ID distributor

4. Discussion

Implicit and explicit timekeeping can be conbined into hybrid

mechani sms.  For exanple, if clocks exist within the Attesting

Envi ronment and are considered trustworthy (tanper-proof) but are not
synchroni zed, a nonce-based exchange may be used to deternine the
(relative) time offset between the involved peers foll owed by any
number of timestanp based exchanges

It is inportant to note that the actual values in Cains mght have
been generated | ong before the Clains are signed. |If so, it is the
signer’s responsibility to ensure that the values are still fresh
when they are signed. For exanple, values generated at boot tine

m ght have been saved to secure storage until network connectivity is
established to the renote Verifier and a nonce is obtained.

A nore detail ed discussion with exanpl es appears in Appendix A
For a discussion on the security of epoch IDs see Section 12. 3.

Privacy Consi derations
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The conveyance of Evidence and the resulting Attestation Results
reveal a great deal of information about the internal state of a
device as well as potentially any users of the device.

In many cases, the whole point of attestation procedures is to
provide reliable informati on about the type of the device and the
firmvare/software that the device is running.

This information night be particularly interesting to many attackers.
For exanple, knowing that a device is running a weak version of
firmvare provides a way to aimattacks better.

In some circunstances, if an attacker can becone aware of

Endor senents, Reference Val ues, or appraisal policies, it could
potentially provide an attacker with insight into defensive
mtigations. It is recommended that attention be paid to
confidentiality of such information.

Additionally, many Evidence, Attestation Results, and appraisa
policies potentially contain Personally ldentifying Information (PII)
dependi ng on the end-to-end use case of the renpte attestation
procedure. Renpte attestation that includes containers and
applications, e.g., a blood pressure nmonitor, may further revea
details about specific systems or users.

In sone cases, an attacker nmay be able to nmake inferences about the
contents of Evidence fromthe resulting effects or timng of the
processing. For exanple, an attacker m ght be able to infer the
val ue of specific Caims if it knew that only certain val ues were
accepted by the Relying Party.

Concept ual nessages (see Section 8) carrying sensitive or
confidential information are expected to be integrity protected
(i.e., either via signing or a secure channel) and optionally night
be confidentiality protected via encryption. |If there isn't
confidentiality protection of conceptual messages thenselves, the
under | yi ng conveyance protocol should provide these protections.

As Evidence might contain sensitive or confidential information,
Attesters are responsible for only sending such Evidence to trusted
Verifiers. Some Attesters might want a stronger |evel of assurance
of the trustworthiness of a Verifier before sending Evidence to it.
In such cases, an Attester can first act as a Relying Party and ask
for the Verifier’s own Attestation Result. Appraising it just as a
Relying Party woul d apprai se an Attestation Result for any other

pur pose.

Anot her approach to deal with Evidence is to renove PIl fromthe

Evi dence while still being able to verify that the Attester is one of
a large set. This approach is often called "Direct Anonynous
Attestation". See Section 6.2 of [CCC DeepDive] and [ RATS-DAA] for
nmor e di scussi on.

Security Considerations

Thi s docunent provides an architecture for doing renpte attestation
No specific wire protocol is docunented here. Wthout a specific
proposal to conpare against, it is inpossible to knowif the security
threats listed bel ow have been mitigated well.

The security considerations bel ow shoul d be read as bei ng,
essentially, requirenments against realizations of the RATS
architecture. Sone threats apply to protocols and sone are agai nst
i mpl ement ati ons (code) and physical infrastructure (such as
factories).
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The fundanental purpose of the RATS architecture is to allow a
Relying Party to establish a basis for trusting the Attester

1. Attester and Attestation Key Protection

I mpl enenters need to pay close attention to the protection of the
Attester and the manufacturing processes for provisioning attestation
key material. |If either of these are conpronised, intended |evels of
assurance for renpte attestation procedures are conproni sed because
attackers can forge Evidence or nanipulate the Attesting Environnent.
For exanple, a Target Environnment should not be able to tamper with
the Attesting Environnent that nmeasures it by isolating the two
environnments from each other in sonme way.

Renote attestation applies to use cases with a range of security
requirenents. The protections discussed here range fromlow to high
security: low security may be limted to application or process

i solation by the device's operating system and high security may

i nvol ve specialized hardware to defend agai nst physical attacks on a
chi p.

1.1. On-Device Attester and Key Protection

It is assuned that an Attesting Environnent is sufficiently isolated
fromthe Target Environment it collects Clainms about and that it
signs the resulting Clains set with an attestation key so that the
Target Environnent cannot forge Evidence about itself. Such an

i sol ated environment mght be provided by a process, a dedicated
chip, a TEE, a virtual machine, or another secure node of operation
The Attesting Environment nust be protected from unauthorized

nodi fication to ensure it behaves correctly. Confidentiality
protection of the Attesting Environnment’s signing key is vital so it
cannot be misused to forge Evidence.

In many cases, the user or owner of a device that includes the role
of Attester must not be able to nodify or extract keys fromthe
Attesting Environnments to prevent creating forged Evidence. Sone
common exanpl es include the user of a nobile phone or FIDO

aut henti cat or.

Measures for a minimally protected system ni ght include process or
application isolation provided by a high-1evel operating system and
restricted access to root or systemprivileges. 1In contrast, for
really sinple single-use devices that don’t use a protected node
operating system (like a Bluetooth speaker), the only factua

i solation night be the sturdy housing of the device.

Measures for a noderately protected systemcould include a speci al
restricted operating environnent, such as a TEE. In this case, only
security-oriented software has access to the Attester and key

mat eri al

Measures for a highly protected system coul d include specialized
hardware that is used to provide protection against chip decappi ng
attacks, power supply and clock glitching, faulting injection and RF,
and power side channel attacks.

1.2. Attestation Key Provisioning Processes

Attestation key provisioning is the process that occurs in the
factory or el sewhere to establish signing key material on the device
and the validation key material off the device. Sonetines, this
procedure is referred to as "personalization" or "customn zation"

When generating keys off-device in the factory or in the device, the
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use of a cryptographically strong sequence ([ RFC4086], Section 6. 2)
needs consi deration

1.2.1. Of-Device Key Generation

One way to provision key material is to first generate it external to
the device and then copy the key onto the device. 1In this case,
confidentiality protection of the generator and the path over which
the key is provisioned is necessary. The nmanufacturer needs to take
care to protect corresponding key nmaterial with neasures appropriate
for its val ue.

The degree of protection afforded to this key material can vary by
the intended function of the device and the specific practices of the
devi ce manufacturer or integrator. The confidentiality protection is
fundanental | y based upon sone amobunt of physical protection. Wile
encryption is often used to provide confidentiality when a key is
conveyed across a factory where the attestation key is created or
applied, it nmust be available in an unencrypted form The physica
protection can therefore vary fromsituations where the key is
unencrypted only within carefully controlled secure enclaves within
silicon to situations where an entire facility is considered secure
by the sinple nmeans of |ocked doors and linited access.

The cryptography that is used to enable confidentiality protection of
the attestation key comes with its own requirenents to be secured.
This results in recursive problens, as the key material used to

provi sion attestati on keys nmust agai n sonmehow have been provi si oned
securely beforehand (requiring an additional |evel of protection and
SO on).

Commonl y, a conbi nation of sone physical security nmeasures and sone
crypt ographi c neasures are used to establish confidentiality
protection.

1.2.2. On-Device Key CGeneration

When key material is generated within a device and the secret part of
it never |eaves the device, the problemmay | essen. For public-key
cryptography, it is not necessary to maintain confidentiality of the
public key. However, integrity of the chain of custody of the public
key is necessary in order to avoid attacks where an attacker is able
to get a key endorsed that the attacker controls.

To summari ze, attestation key provisioning nust ensure that only
valid attestation key material is established in Attesters.

2. Conceptual Message Protection

Any solution that conveys information in any conceptual nessage (see
Section 8) nust support end-to-end integrity protection and replay
attack prevention. It often also needs to support additiona
security properties, including:

* end-to-end encryption,

* denial -of -service protection,

* authentication,

* auditing,

* fine-grained access controls, and

* ] oggi ng.
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Section 10 di scusses ways in which freshness can be used in this
architecture to protect against replay attacks.

To assess the security provided by a particular appraisal policy, it
is inportant to understand the strength of the root of trust, e.g.,
whether it is nmutable software or firmmvare that is read-only after
boot or i mmutabl e hardware/ ROM

It is also inmportant that the appraisal policy was obtained securely
itself. |If an attacker can configure or nodify appraisal policies
and Endorsenents or Reference Values for a Relying Party or a
Verifier, then integrity of the process is conprom sed.

Security protections in the RATS architecture may be applied at
different |layers, whether by a conveyance protocol or an infornmation
encoding format. This architecture expects conceptual nessages to be
end-to-end protected based on the role interaction context. For
exanple, if an Attester produces Evidence that is relayed through
some other entity that doesn't inplement the Attester or the intended
Verifier roles, then the relaying entity should not expect to have
access to the Evidence.

The RATS architecture allows for an entity to function in nultiple
roles (Section 6) and for conposite devices (Section 3.3).

I mpl enenters need to evaluate their designs to ensure that the
assuned security properties of the individual conponents and roles
still hold despite the |ack of separation and that energent risk is
not introduced. The specifics of this evaluation will depend on the
i mpl ementation and the use case; hence, they are out of scope for
this document. |Isolation nmechanisns in software or hardware that
separate Attesting Environments and Target Environments (Section 3.1)
can support an inplenmenter’s evaluation and resulting design
deci si ons.

3. Attestation Based on Epoch ID

Epoch 1 Ds, described in Section 10.3, can be tanpered with, replayed,
dropped, del ayed, and reordered by an attacker

An attacker could either be external or belong to the distribution
group (for exanple, if one of the Attester entities have been
conpr om sed) .

An attacker who is able to tanper with epoch IDs can potentially |ock
all the participants in a certain epoch of choice forever,
effectively freezing time. This is problematic since it destroys the
ability to ascertain freshness of Evidence and Attestation Results.

To mitigate this threat, the transport should be at least integrity
protected and provide origin authentication.

Sel ective dropping of epoch IDs is equivalent to pinning the victim
node to a past epoch. An attacker could drop epoch IDs to only sone
entities and not others, which will typically result in a denial of
service due to the pernmanent stal eness of the Attestation Result or
Evi dence

Del ayi ng or reordering epoch IDs is equivalent to manipul ating the
victims tineline at will. This ability could be used by a nalicious
actor (e.g., a conprom sed router) to nount a confusion attack. For
exanple, a Verifier can be tricked into accepting Evidence com ng
froma past epoch as fresh, while, in the neantinme, the Attester has
been conproni sed

Reordering and dropping attacks are mtigated if the transport
provides the ability to detect reordering and drop. However, the
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del ay attack descri bed above can’t be thwarted in this manner
4. Trust Anchor Protection

As noted in Section 7, Verifiers and Relying Parties have trust
anchor stores that nust be secured. [RFC6024] contains nore

di scussion of trust anchor store requirenents for protecting public
keys. Section 6 of [N ST-800-57-pl] contains a conprehensive
treatnment of the topic, including the protection of symetric key
material. Specifically, a trust anchor store nust resist
nmodi fi cati on agai nst unauthori zed insertion, deletion, and

nmodi fication. Additionally, if the trust anchor is a symretric key,
the trust anchor store nmust not all ow unauthorized read.

If certificates are used as trust anchors, Verifiers and Relying
Parties are also responsible for validating the entire certificate
path up to the trust anchor, which includes checking for certificate
revocation. For an exanple of such a procedure, see Section 6 of

[ RFC5280] .
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Ti me Consi der ati ons

Section 10 discussed various issues and requirenments around freshness
of Evidence and summari zed three approaches that m ght be used by
different solutions to address them This appendi x provides nore
details with exanples to help illustrate potential approaches and

i nformthose creating specific solutions.

The tabl e bel ow defines a nunber of relevant events with an I D that
is used in subsequent diagrans. The tinmes of said events m ght be
defined in terns of an absolute clock time, such as the Coordi nated

Uni ver sal

Time timescale, or mght be defined relative to sone other

timestanp or tineticks counter, such as a clock resetting its epoch
each time it is powered on.

| ID| Event | Expl anation of event |
[ gttty e pppp—p——_ g —p—_——————————————————————————————————————
| VG| Value | A value to appear in a Caimwas created. |
| | generated | In sone cases, a value may have technically |
| | | existed before an Attester becane aware of |
| | | it, but the Attester m ght have no idea how |
| | | long it has had that value. In such a |
| | | case, the value created tine is the tine at |
| | | which the Caimcontaining the copy of the |
| | | val ue was created. |
Fom e e oo o m e e e e e e e e e e e e e e e e e e e e e m e mee—— oo o +
| NS | Nonce sent | A nonce not predictable to an Attester |
| | | (recentness & uniqueness) is sent to an |
| | | Attester. |
Fom e e e o e m m e e e e e e e e e e e e e e e e e e e e e e meeee—o oo +
| NR | Nonce | Anonce is relayed to an Attester by |
| | relayed | another entity. |
et Lt +
| TR| Epoch ID | An epoch IDis successfully received and |
| | received | processed by an entity. |
Fom e e e o e m m e e e e e e e e e e e e e e e e e e e e e e meeee—o oo +
| EG | Evidence | An Attester creates Evidence fromcollected |
| | generation | O ains. |
et Lt +



| ER | Evidence | A Relying Party relays Evidence to a |

| | relayed | Verifier. |
Fom e e e o e m m e e e e e e e e e e e e e e e e e e e e e e meeee—o oo +
| RG| Result | A Verifier appraises Evidence and generates |
| | generation | an Attestation Result. |
et Lt +
| RR| Result | A Relying Party relays an Attestation |
| | relayed | Result to a Relying Party. |
Fom e e e o e m m e e e e e e e e e e e e e e e e e e e e e e meeee—o oo +
| RA| Result | The Relying Party apprai ses Attestation |
| | appraised | Results. |
et Lt +
| OP | Operation | The Relying Party perforns sone operation |
| | perfornmed | requested by the Attester via a resource |
| | | access protocol as depicted in Figure 8, |
| | | e.g., across a session created earlier at |
I I | tinme(RA). I
et Lt +
| RX | Result | An Attestation Result should no | onger be |
| | expiry | accepted, according to the Verifier that |
| | | generated it. |
T T T gy e m e e e e e e e e e e e e e e e e e e e e e e meee— oo oo +

Table 1: Rel evant Events over Tine

Using the tabl e above, a nunber of hypothetical exanples of how a
solution mght be built are illustrated below. This list is not
intended to be conplete; it is just representative enough to

hi ghli ght various tim ng considerations.

Al tinmes are relative to the | ocal clocks, indicated by an
(Attester), " v" (Verifier), or " r" (Relying Party) suffix.

_a

Tinmes with an appended Prine (') indicate a second instance of the
same event.

How and if clocks are synchroni zed depends upon the nodel

In the figures below, curly braces indicate containment. For
exanpl e, the notation Evidence{foo} indicates that 'foo’ is contained
in the Evidence; thus, it is covered by its signature.

A 1. Example 1: Ti nmestanp-Based Passport Mdel

Figure 10 illustrates a hypothetical Passport Mdel solution that
uses tinestanps and requires roughly synchroni zed cl ocks between the
Attester, Verifier, and Relying Party, which depends on using a
secure clock synchronization mechanism As a result, the receiver of
a conceptual nmessage containing a timestanp can directly conpare it
to its own clock and tinestanps.

| Attester | | Verifier | | Relying Party |
1____+ _____ ’ L +____1 L o e oo ’
] | |
ti me(VG_ a) | |
I I I
_ | |
ti me(EG a) | |
I I I
to-am- - Evi dence{time(EG a)}------ >| |
I I
ti me(RG.v) |
I
I



{time(RG V), time(RX_v)} |

|

| . . . .
+--Attestation Result{time(RGVv),tine(RX v)}-->time(RA )
I I

|

I

|
time(OP_r)
Fi gure 10: Tinestanp-Based Passport Mbdel

The Verifier can check whether the Evidence is fresh when appraising
it at time(RG.v) by checking time(RGv) - time(EG a) < Threshol d,
where the Verifier’'s threshold is |arge enough to account for the
maxi mum permtted cl ock skew between the Verifier and the Attester.

If time(VG.a) is included in the Evidence along with the C ai mval ue
generated at that time, and the Verifier decides that it can trust
the time(VG a) value, the Verifier can al so determ ne whether the
Claimvalue is recent by checking tine(RGv) - tine(VGa) <
Threshold. The threshold is decided by the Appraisal Policy for

Evi dence and, again, needs to take into account the nmaxi mum pernitted
cl ock skew between the Verifier and the Attester.

The Attester does not consune the Attestation Result but mght cache
it.

The Relying Party can check whether the Attestation Result is fresh
when appraising it at time(RA_r) by checking the time(RA ) -
time(RG v) < Threshold, where the Relying Party’s threshold is | arge
enough to account for the maxi num permtted cl ock skew between the
Relying Party and the Verifier. The result mght then be used for
sone time (e.g., throughout the lifetime of a connection established
at time(RAr)). However, the Relying Party nust be careful not to
al | ow conti nued use beyond the period for which it deens the
Attestation Result to remain fresh enough. Thus, it nmight allow use
(at time(OP_r)) as long as time(OP_r) - time(RG.Vv) < Threshol d.
However, if the Attestation Result contains an expiry tine
time(RX v), then it could explicitly check tinme(OP_r) < tinme(RX V).

A. 2. Exanple 2: Nonce-Based Passport Model

Figure 11 illustrates a hypothetical Passport Mdel solution that
uses nonces instead of tinestanps. Conpared to the tinestanp-based
exanple, it requires an extra round trip to retrieve a nonce and
requires that the Verifier and Relying Party track state to renenber
the nonce for sone period of tinme.

The advantage is that it does not require that any cl ocks are
synchroni zed. As a result, the receiver of a conceptual nessage
containing a tinmestanp cannot directly conpare it to its own clock or
ti mestanps. Thus, we use a suffix ("a" for Attester, "v" for
Verifier, and "r" for Relying Party) on the |IDs bel ow indicating

whi ch cl ock generated them since tinmes fromdifferent clocks cannot
be compared. Only the delta between two events fromthe sender can
be used by the receiver.

| Attester | | Verifier | | Relying Party |
1____+ _____ ’ Y . +____1 | o e e e - - ’
I
ti me(VG_ a)

| |
I I
I I I
I I
| <--Noncel--------------------- ti me(NS_v) |



| |
ti me(EG a) |
I I
+---BEvidence--------------------- >|
| {Noncel, tine(EG a)-time(VG.a)} |

I

| ti me(RG._v)

I I

| <--Attestation Result------------ +

| {time(RX_v)-time(RG.vV)} |

I

[<--Nonce2-----------cmmmm - time(NS_r)
I

time(RR_a)

- S

+--[Attestation Result{tinme(RX v)-tine(RGV)}, -->|time(RA )
Nonce2, tinme(RR a)-tine(EG a)] |

|

I

|
| .
| time(OP_r)
Figure 11: Nonce-Based Passport Model

In this exanple solution, the Verifier can check whether the Evidence
is fresh at time(RG.v) by verifying that tine(RG v)-tine(NS v) <
Thr eshol d.

However, the Verifier cannot sinply rely on a Nonce to determ ne
whet her the value of a Claimis recent since the O aimval ue night
have been generated | ong before the nonce was sent by the Verifier.
Nevertheless, if the Verifier decides that the Attester can be
trusted to correctly provide the delta time(EG a)-tine(VG a), then it
can determ ne recency by checking time(RG V)-time(NS v) + time(EG a)-
time(VG a) < Threshol d.

Simlarly if, based on an Attestation Result froma Verifier it
trusts, the Relying Party decides that the Attester can be trusted to
correctly provide time deltas, then it can determ ne whether the
Attestation Result is fresh by checking tinme(OP_r)-tine(NS_r) +
time(RR a)-tinme(EG a) < Threshold. Although the Nonce2 and

time(RR a)-time(EG a) values cannot be inside the Attestation Result,
they might be signed by the Attester such that the Attestation Result
vouches for the Attester’s signing capability.

However, the Relying Party nust still be careful not to allow

conti nued use beyond the period for which it deens the Attestation
Result to remain valid. Thus, if the Attestation Result sends a
validity lifetime in terns of time(RX v)-tinme(RGvVv), then the Relying
Party can check tinme(OP r)-time(NS r) < tine(RX Vv)-time(RG.V).

A. 3. Example 3: Passport Mdel Based on Epoch ID

The example in Figure 12 illustrates a hypothetical Passport Mdel
solution that uses epoch IDs instead of nonces or tinestanps.

The epoch I D distributor broadcasts epoch ID I, which starts a new
epoch E for a protocol participant upon reception at time(IR).

The Attester generates Evidence incorporating epoch IDI| and conveys
it to the Verifier.

The Verifier appraises that the received epoch IDI is "fresh"
according to the definition provided in Section 10.3 whereby retries
are required in the case of m smatching epoch IDs; then the Verifier



generates an Attestation Result. The Attestation Result is conveyed
to the Attester.

After the transm ssion of epoch ID1’ a new epoch E is established
when |’ is received by each protocol participant. The Attester
relays the Attestation Result obtained during epoch E (associ ated
with epoch ID1) to the Relying Party using the epoch ID for the
current epoch I'. If the Relying Party had not yet received |I', then
the Attestation Result would be rejected. The Attestation Result is
received in this exanple.

In Figure 12, the epoch ID for relaying an Attestation Result to the
Relying Party is current while a previous epoch ID was used to
generate Verifier evaluated Evidence. This indicates that at |east
one epoch transition has occurred and the Attestation Results may
only be as fresh as the previous epoch. |If the Relying Party
renenbers the previous epoch ID | during an epoch w ndow as di scussed
in Section 10.3, and the nessage is received during that w ndow, the
Attestation Result is accepted as fresh; otherwise, it is rejected as

stal e.
L . | Epoch 1D | L e .
| Attester | | Distributor | | Verifier | | Relying Party |
1____+ _____ ’ T oo oo oo ’ T +____1 Y . o m oo - ’
] | | |
ti me(VG a) | | |
I I I I
~ | ~ ~
_ | o o
time(IR.a) <----- l--0--1------ >time(lRvV) --->tinme(IRr)
I I
ti me(EG a) | | |
I I I I
+---BEvidence------------------- >| |
| {I,tinme(EG a)-tinme(VG. a)} | |
| | |
| | ti me(RG v) |
I I I I
| <--Attestation Result------------ + |
| {I,time(RXv)-time(RG Vv)} | |
I I I
tim(IR _a) <----1"-0--1" ---->time(IR_v) -->time(IR _r)
I I I
+---[Attestation Result-------------------- >time(RAT)
| {I,time(RXVv)-time(RGV)}, 1] | |
I I I
| | o
| | time(OP_r)

Fi gure 12: Epoch | D-Based Passport Mbdel
A 4. Example 4: Tinestanp-Based Background- Check Mdel

Figure 13 illustrates a hypothetical Background-Check Mddel sol ution
that uses tinestanps and requires roughly synchroni zed cl ocks between
the Attester, Verifier, and Relying Party. The Attester conveys

Evi dence to the Relying Party, which treats it as opaque and sinply
forwards it on to the Verifier.

| Attester | | Relying Party | | Verifier |
Do - +- - Do - Fomm o - ’ [ S ’

|
ti me( VG a) I |



A 5.

|

] |

ti me(EG a) |
I I
+----Evidence------- >|
| {tine(EG a)} |

| time(ER r) ---Evi

I I

I I

| o

| time(RAr) <---At

|

I

I

I
time(OP_r)

dence{ti me(EG a)}---->

testation Result------ +
{time(RX_v)}

Figure 13: Ti nestanp- Based Backgr ound- Check Mdel

The tinme considerations in this exanple
di scussed under Exanple 1.

are equi valent to those

Exanpl e 5: Nonce-Based Background- Check Mbddel

Figure 14 illustrates a hypot hetical Background-Check Mdel sol ution
that uses nonces; thus, it does not require that any cl ocks be

synchroni zed. In this exanple solution,

a nonce is generated by a

Verifier at the request of a Relying Party when the Relying Party

needs to send one to an Attester.

| Attester | | Relying Party | | Verifier |
[ ’ Do - Fomm o - ’ [ ’
] | |
ti me(VG_ a) | |
I I I
| | o
| | <------- Nonce----------- ti me(NS_v)
I I I
| <---Nonce----------- time(NR_r) |
I I I
ti me(EG a) | |
I I I
+----Evi dence{ Nonce}- - - >| |
I I
time(ER_r) ---Evidence{Nonce}--->|
I

_—_ ) —

I
time(OP_r)

ti me(RG V)

time(RAr) <---Attestation Result--+
| {time(RX v)-tine(RGV)}

Fi gure 14: Nonce-Based Background- Check Model

The Verifier can check whether the Evidence is fresh and a Claim
value is recent, which is the sane as Exanple 2.

However, unlike in Exanple 2, the Relying Party can use the Nonce to

det erm ne whether the Attestati on Result
time(OP_r)-tinme(NR r) < Threshol d.

is fresh by verifying that

However, the Relying Party must still be careful not to allow



conti nued use beyond the period for which it deens the Attestation
Result to remain valid. Thus, if the Attestation Result sends a
validity lifetime in terns of time(RX v)-tinme(RGvVv), then the Relying
Party can check tinme(OP r)-tinme(ERr) < tinme(RX v)-time(RG.V).
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