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Abstract

Thi s docunment describes the L4S architecture, which enabl es |nternet
applications to achieve | ow queuing | atency, |ow congestion |oss, and
scal abl e t hroughput control. L4S is based on the insight that the
root cause of queuing delay is in the capacity-seeki ng congestion
controllers of senders, not in the queue itself. Wth the L4S
architecture, all Internet applications could (but do not have to)
transition away from congestion control algorithns that cause
substantial queui ng delay and i nstead adopt a new class of congestion
controls that can seek capacity with very little queuing. These are
aided by a nodified formof Explicit Congestion Notification (ECN)
fromthe network. Wth this new architecture, applications can have
both | ow | atency and hi gh t hroughput.

The architecture primarily concerns incremental deploynent. It
defines mechani sms that allow the new class of L4S congestion
controls to coexist with 'C assic’ congestion controls in a shared
network. The aimis for L4S | atency and throughput to be usually
much better (and rarely worse) while typically not inpacting Cassic
per f or mance.
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1. I nt roduction

At any one tine, it is increasingly common for all of the traffic in
a bottleneck link (e.g., a household s Internet access or W-Fi) to
come fromapplications that prefer |ow delay: interactive web, web
services, voice, conversational video, interactive video, interactive
renote presence, instant nessagi ng, online and cl oud-rendered gam ng,
renot e desktop, cloud-based applications, cloud-rendered virtua
reality or augnented reality, and vi deo-assisted renote control of
machi nery and industrial processes. |n the |ast decade or so, much
has been done to reduce propagati on delay by placing caches or
servers closer to users. However, queuing remains a major, albeit
intermttent, component of l|latency. For instance, spikes of hundreds
of milliseconds are not uncommon, even with state-of-the-art Active
Queue Managenent (AQM [COBALT] [DOCSI S3AQM. A Classic AQMin an
access network bottleneck is typically configured to buffer the

sawmt eeth of lone flows, which can cause peak overall network delay to
roughly double during a long-running flow, relative to expected base
(unl oaded) path delay [BufferSize]. Low loss is also inportant
because, for interactive applications, |osses translate into even

| onger retransm ssion del ays.

It has been denonstrated that, once access network bit rates reach
| evel s now common in the devel oped world, increasing link capacity
offers dim nishing returns if latency (delay) is not addressed



[ Dukki pati 06] [Rajiullahl5]. Therefore, the goal is an Internet
service with very | ow queuing |atency, very |low |oss, and scal abl e
throughput. Very |ow queuing | atency neans less than 1 mllisecond
(ms) on average and | ess than about 2 ns at the 99th percentile.
End-t o-end del ay above 50 ns [ Raaenl4], or even above 20 ns [ NASAO04],
starts to feel unnatural for nore demanding interactive applications.
Therefore, renoving unnecessary delay variability increases the reach
of these applications (the distance over which they are confortable
to use) and/or provides additional |atency budget that can be used
for enhanced processing. This docunment describes the L4S
architecture for achieving these goals.

Differentiated services (Diffserv) offers Expedited Forwardi ng (EF)

[ RFC3246] for sonme packets at the expense of others, but this nmakes
no difference when all (or nobst) of the traffic at a bottleneck at
any one tinme requires low latency. |In contrast, L4S still works well
when all traffic is L4S -- a service that gives w thout taking needs
none of the configuration or managenent baggage (traffic policing or
traffic contracts) associated with favouring sone traffic flows over
ot hers.

Queui ng del ay degrades performance intermttently [Hohlfeldl4]. It
occurs i) when a | arge enough capacity-seeking (e.g., TCP) flowis
runni ng al ongside the user’s traffic in the bottleneck Iink, whichis
typically in the access network, or ii) when the |ow | atency
application is itself a large capacity-seeking or adaptive rate flow
(e.g., interactive video). At these tines, the perfornmance

i nprovenent from L4S nust be sufficient for network operators to be
nmotivated to deploy it.

Active Queue Managenent (AQM is part of the solution to queuing
under |load. AQMinproves performance for all traffic, but there is a
limt to how much queui ng del ay can be reduced by sol ely changi ng the
network wit hout addressing the root of the probl em

The root of the problemis the presence of standard congestion
control (Reno [ RFC5681]) or conpatible variants (e.g., CUBIC

[ RFC8312]) that are used in TCP and in other transports, such as QU C
[ RFC9000]. We shall use the term’'dassic’ for these Reno-friendly
congestion controls. Cassic congestion controls induce relatively

| arge sawt oot h- shaped excursi ons of queue occupancy. So if a network
operator naively attenpts to reduce queuing del ay by configuring an
AQMto operate at a shall ower queue, a O assic congestion contro

will significantly underutilize the link at the bottom of every

sawt ooth. These sawteeth have al so been growing in duration as flow
rate scales (see Section 5.1 and [ RFC3649]).

It has been denonstrated that, if the sending host replaces a C assic
congestion control with a ’Scal able’ alternative, the performance
under |l oad of all the above interactive applications can be
significantly inproved once a suitable AQMis deployed in the
network. Taking the exanple solution cited bel ow that uses Data
Center TCP (DCTCP) [RFCB8257] and a Dual - Queue Coupl ed AQM [ RFC9332]
on a DSL or Ethernet link, queuing delay under heavy |oad is roughly
1-2 s at the 99th percentile without losing link utilization

[ L4Seval 22] [Dual Pl 2Li nux] (for other link types, see Section 6.3).
This conpares with 5-20 ns on _average_ with a O assic congestion
control and current state-of-the-art AQWs, such as Fl ow Queue CoDel

[ RFC8290], Proportional Integral controller Enhanced (PIE) [ RFC38033],
or DOCSI S Pl E [ RFC8034] and about 20-30 ns at the 99th percentile

[ Dual PI 2Li nux] .

L4S is designed for increnental deploynent. It is possible to deploy
the L4S service at a bottleneck |ink al ongsi de the existing best
efforts service [Dual Pl 2Li nux] so that unnodified applications can
start using it as soon as the sender’s stack is updated. Access



networks are typically designed with one |ink as the bottleneck for
each site (which nmight be a hone, small enterprise, or nobile
device), so deploynent at either or both ends of this Iink should
give nearly all the benefit in the respective direction. Wth sone
transport protocols, namely TCP [ ACCECN], the sender has to check
that the receiver has been suitably updated to give nore accurate

f eedback, whereas with nore recent transport protocols, such as QU C
[ RFC9000] and Dat agram Congestion Control Protocol (DCCP) [RFC4340],
all receivers have al ways been suitabl e.

Thi s docunment presents the L4S architecture. 1t consists of three
components: network support to isolate L4S traffic from d assic
traffic; protocol features that allow network elenments to identify
L4S traffic; and host support for L4S congestion controls. The
protocol is defined separately in [RFC9331] as an experinental change
to Explicit Congestion Notification (ECN). This docunment describes
and justifies the conmponent parts and how they interact to provide
the low | atency, |ow loss, and scalable Internet service. It also
details the approach to increnmental deploynment, as briefly sunmarized
above.

.1. Docunent Roadnmap

Thi s docunent describes the L4S architecture in three passes. First,
the brief overviewin Section 2 gives the very high-level idea and
states the main conponents with mininmal rationale. This is only

i ntended to give sone context for the ternmi nology definitions that
followin Section 3 and to explain the structure of the rest of the
docunment. Then, Section 4 goes into nore detail on each conponent
with some rationale but still mpostly stating what the architecture
is, rather than why. Finally, Section 5 justifies why each el enent
of the solution was chosen (Section 5.1) and why these choices were
different fromother solutions (Section 5.2).

After the architecture has been described, Section 6 clarifies its
applicability by describing the applications and use cases that
mot i vated the design, the chall enges applying the architecture to
various |ink technol ogi es, and various increnental deploynent nodels
(including the two rmai n depl oynent topol ogi es, different sequences
for increnental deploynment, and various interactions with preexisting
approaches). The docunent ends with the usual tail pieces, including
ext ensi ve di scussion of traffic policing and other security
considerations in Section 8.

L4S Architecture Overvi ew

Bel ow, we outline the three main conponents to the L4S architecture:
1) the Scal abl e congestion control on the sending host; 2) the AQM at
the network bottl eneck; and 3) the protocol between them

But first, the main point to grasp is that low latency is not
provided by the network; low latency results fromthe carefu

behavi our of the Scal abl e congestion controllers used by L4S senders.
The network does have a role, primarily to isolate the |ow | atency of
the carefully behaving L4S traffic fromthe higher queuing del ay
needed by traffic with preexisting O assic behaviour. The network
also alters the way it signals queue growh to the transport. It
uses the Explicit Congestion Notification (ECN) protocol, but it
signals the very start of queue growth inmrediately, w thout the
snoot hi ng del ay typical of Cassic AQws. Because ECN support is
essential for L4S, senders use the ECN field as the protocol that

all ows the network to identify which packets are L4S and which are

Cl assic.

1) Host:



2)

3)

Scal abl e congestion controls already exist. They solve the
scaling problemwi th C assic congestion controls, such as Reno or
CUBI C. Because flow rate has scal ed since TCP congestion contro
was first designed in 1988, assuming the flow lasts |ong enough,
it now takes hundreds of round trips (and growi ng) to recover
after a congestion signal (whether a loss or an ECN mark), as
shown in the exanples in Section 5.1 and [ RFC3649]. Therefore,
control of queuing and utilization becones very slack, and the
slightest disturbances (e.g., fromnew flows starting) prevent a
hi gh rate from bei ng attai ned

Wth a Scal abl e congestion control, the average tine from one
congestion signal to the next (the recovery tine) remains
invariant as flow rate scales, all other factors being equal
Thi s nmaintains the sanme degree of control over queuing and
utilization, whatever the flowrate, as well as ensuring that

hi gh throughput is nore robust to disturbances. The Scal abl e
control used nost widely (in controlled environments) is DCTCP

[ RFC8257], which has been inpl enented and depl oyed in W ndows
Server Editions (since 2012), in Linux, and in FreeBSD. Although
DCTCP as-is functions well over w de-area round-trip tines
(RTTs), nost inplenentations |lack certain safety features that
woul d be necessary for use outside controlled environments, |ike
data centres (see Section 6.4.3). Therefore, Scal able congestion
control needs to be inplenented in TCP and ot her transport
protocols (QUIC, Stream Control Transm ssion Protocol (SCTP),
RTP/ RTCP, RTP Medi a Congesti on Avoi dance Techni ques ( RMCAT),
etc.). Indeed, between the present docunent being drafted and
publi shed, the foll owi ng Scal abl e congestion controls were

i mpl ement ed: Prague over TCP and QUI C [ PRAGUE- CC] [ PraguelLi nux],
an L4S variant of the RMCAT SCReAM control |l er [ SCReAM L4S], and
the L4S ECN part of Bottleneck Bandwi dth and Round-trip
propagation tinme (BBRv2) [BBRv2] intended for TCP and QU C
transports.

Net wor k:

L4S traffic needs to be isolated fromthe queuing | atency of
Classic traffic. One queue per application flow (FQ is one way
to achieve this, e.g., FQ CoDel [RFC8290]. However, using just
two queues is sufficient and does not require inspection of
transport |ayer headers in the network, which is not always

possi ble (see Section 5.2). Wth just two queues, it m ght seem
i mpossi bl e to know how nuch capacity to schedul e for each queue
wi t hout inspecting how many flows at any one tine are using each
And it would be undesirable to arbitrarily divide access network
capacity into two partitions. The Dual - Queue Coupl ed AQM was
devel oped as a mninmal conplexity solution to this problem It
acts like a 'sem -perneabl e’ nmenbrane that partitions |atency but
not bandw dth. As such, the two queues are for transitioning
fromddassic to L4S behavi our, not bandwidth prioritization

Section 4 gives a high-level explanation of how the per-flow
queue (FQ and Dual Q variants of L4S work, and [RFC9332] gives a
full explanation of the Dual Q Coupl ed AQM franmework. A specific
mar ki ng algorithmis not mandated for L4S AQVs. Appendi ces of

[ RFC9332] give non-nornative exanpl es that have been inpl enented
and eval uated and gi ve recomended default paraneter settings.

It is expected that L4S experinments will inprove know edge of
paraneter settings and whether the set of marking al gorithmns
needs to be |imted.

Pr ot ocol

A sendi ng host needs to distinguish L4S and O assic packets with
an identifier so that the network can classify theminto their



separate treatnents. The L4S identifier spec [ RFC9331] concl udes
that all alternatives involve conprom ses, but the ECT(1) and
Congesti on Experienced (CE) codepoints of the ECN field represent
a workabl e solution. As already expl ained, the network al so uses
ECN to inmedi ately signal the very start of queue growh to the
transport.

3. Term nol ogy

Cl assi ¢ Congestion Control: A congestion control behavi our that can
coexi st with standard Reno [ RFC5681] without causing significantly
negative inpact on its flowrate [ RFC5033]. The scaling problem
with Cassic congestion control is explained, with exanples, in
Section 5.1 and in [ RFC3649].

Scal abl e Congestion Control: A congestion control where the average
time fromone congestion signal to the next (the recovery tine)
remains invariant as flow rate scales, all other factors being
equal . For instance, DCTCP averages 2 congestion signals per
round trip, whatever the flowrate, as do other recently devel oped
Scal abl e congestion controls, e.g., Relentless TCP [ RELENTLESS],
Prague for TCP and QUI C [ PRAGUE- CC] [ PraguelLi nux], BBRv2 [ BBRv2]
[BBR-CC], and the L4S variant of SCReAM for real-tine nmedia
[ SCReAM L4S] [ RFC8298]. See Section 4.3 of [RFC9331] for nore
expl anat i on.

Classic Service: The Classic service is intended for all the
congestion control behaviours that coexist with Reno [ RFC5681]
(e.g., Reno itself, CUBIC [RFC8312], Conpound [CTCP], and TFRC
[ RFC5348]). The term’ d assic queue’ means a queue providing the
Cl assic service.

Low Latency, Low Loss, and Scal abl e throughput (L4S) service: The
"L4S service is intended for traffic from Scal abl e congesti on
control algorithms, such as the Prague congestion contro
[ PRAGUE- CC], which was derived from DCTCP [ RFC8257]. The L4S
service is for nmore general traffic than just Prague -- it allows
the set of congestion controls with simlar scaling properties to
Prague to evolve, such as the exanples |isted above (Rel entless,
SCReAM etc.). The term’'L4S queue’ neans a queue providing the
L4S service

The terms Cl assic or L4S can also qualify other nouns, such as
"queue’, 'codepoint’, 'identifier', 'classification', ’packet’,
and 'flow . For exanple, an L4S packet neans a packet with an L4S
identifier sent froman L4S congestion control

Both C assic and L4S services can cope with a proportion of
unresponsi ve or |ess-responsive traffic as well but, in the L4S
case, its rate has to be snooth enough or | ow enough to not build
a queue (e.g., DNS, Voice over |IP (VolP), gane sync datagrans,
etc.).

Reno-friendly: The subset of Classic traffic that is friendly to the
standard Reno congestion control defined for TCP in [ RFC5681].
The TFRC spec [ RFC5348] indirectly inplies that "friendly' is
defined as "generally within a factor of two of the sending rate
of a TCP fl ow under the sanme conditions". Reno-friendly is used
here in place of 'TCP-friendly' , given the latter has becone
i npreci se, because the TCP protocol is now used with so nmany
di fferent congestion control behaviours, and Reno is used in non-
TCP transports, such as QU C [ RFC9000] .

Classic ECN.  The original Explicit Congestion Notification (ECN)
protocol [RFC3168] that requires ECN signals to be treated as
equi val ent to drops, both when generated in the network and when



responded to by the sender

For L4S, the nanes used for the four codepoints of the 2-bit |P-
ECN field are unchanged fromthose defined in the ECN spec

[ RFC3168], i.e., Not-ECT, ECT(0), ECT(1), and CE, where ECT stands
for ECN Capabl e Transport and CE stands for Congestion
Experienced. A packet marked with the CE codepoint is termned
"ECN-mar ked’ or sonetinmes just 'marked’ where the context nmkes
ECN obvi ous.

Site: A home, nobile device, small enterprise, or canpus where the

network bottleneck is typically the access link to the site. Not
all network arrangenents fit this nodel, but it is a useful
wi dely applicable generalization

Traffic Policing: Limting traffic by dropping packets or shifting

4.

themto a |l ower service class (as opposed to introducing del ay,
which is termed "traffic shaping’). Policing can involve limting
the average rate and/or burst size. Policing focused on limting
queui ng but not the average flowrate is ternmed 'congestion
policing , 'latency policing’, 'burst policing’, or 'queue
protection’ in this document. GOherwise, the termrate policing

i s used.

L4S Architecture Components

The L4S architecture is conposed of the elenents in the follow ng
t hree subsecti ons.

4. 1.

Pr ot ocol Mechani sns

The L4S architecture involves: a) unassignment of the previous use of
the identifier; b) reassignnment of the sane identifier; and c)
optional further identifiers:

a.

An essential aspect of a Scal able congestion control is the use
of explicit congestion signals. C assic ECN [RFC3168] requires
an ECN signal to be treated as equivalent to drop, both when it
is generated in the network and when it is responded to by hosts.
L4S needs networks and hosts to support a nore fine-grained
meani ng for each ECN signal that is | ess severe than a drop, so
that the L4S signals:

* can be nmuch nore frequent and

* can be signalled imediately, without the significant delay
required to snooth out fluctuations in the queue.

To enabl e L4S, the Standards Track C assic ECN spec [ RFC3168] has
had to be updated to allow L4S packets to depart fromthe
"equival ent-to-drop’ constraint. [RFC8311] is a Standards Track
update to relax specific requirements in [RFC3168] (and certain
other Standards Track RFCs), which clears the way for the
experinental changes proposed for L4S. Al so, the ECT(1)
codepoi nt was previously assigned as the experinmental ECN nonce

[ RFC3540], which [RFC8311] recategorizes as historic to nake the
codepoi nt avail abl e agai n.

[ RFC9331] specifies that ECT(1l) is used as the identifier to
classify L4S packets into a separate treatnment from C assic
packets. This satisfies the requirenment for identifying an
alternative ECN treatnent in [ RFC4774].

The CE codepoint is used to indicate Congestion Experienced by
both L4S and Classic treatnments. This raises the concern that a
Classic AQM earlier on the path m ght have marked some ECT(0)



packets as CE. Then, these packets will be erroneously
classified into the L4S queue. Appendix B of [RFC9331] expl ains
why five unlikely eventualities all have to coincide for this to
have any detrinmental effect, which even then would only involve a
vani shingly small |ikelihood of a spurious retransnission

c. A network operator mght wish to include certain unresponsive,
non-L4S traffic in the L4S queue if it is deened to be paced
snoot hly enough and at a | ow enough rate not to build a queue,
for instance, VolP, lowrate datagranms to sync online ganes,
relatively lowrate application-limted traffic, DNS, Lightweight
Directory Access Protocol (LDAP), etc. This traffic would need
to be tagged with specific identifiers, e.g., a lowlatency
Di ffserv codepoi nt such as Expedited Forwarding (EF) [RFC3246],
Non- Queue- Bui | di ng (N@B) [ N@B-PHB], or operator-specific
i dentifiers.

4.2. Network Comnponents

The L4S architecture ains to provide |low | atency without the need_
for per-flow operations in network conponents. Nonethel ess, the
architecture does not preclude per-flow solutions. The follow ng
bull ets describe the known arrangenments: a) the Dual Q Coupl ed AQV
with an L4S AQMin one queue coupled froma Cassic AQMin the other
b) per-flow queues with an instance of a Classic and an L4S AQMin
each queue; and c) Dual queues with per-flow AQws but no per-flow
gueues:

a. The Dual - Queue Coupled AQM (illustrated in Figure 1) achieves the
"sem - perneabl e nenbrane property nmentioned earlier as foll ows:

* Latency isolation: Two separate queues are used to isolate L4S
queui ng delay fromthe |l arger queue that Classic traffic needs
to maintain full utilization.

* Bandw dth pooling: The two queues act as if they are a single
pool of bandwi dth in which flows of either type get roughly
equal throughput without the schedul er needing to identify any
flows. This is achieved by having an AQMin each queue, but
the C assic AQM provides a congestion signal to both queues in
a manner that ensures a consistent response fromthe two
cl asses of congestion control. Specifically, the dassic AQV
generates a drop/ mark probability based on congestion in its
own queue, which it uses both to drop/mark packets in its own
queue and to affect the marking probability in the L4S queue.
The strength of the coupling of the congestion signalling
bet ween the two queues is enough to nake the L4S flows sl ow
down to | eave the right anpbunt of capacity for the C assic
flows (as they would if they were the sane type of traffic
sharing the sane queue).

Then, the schedul er can serve the L4S queue with priority
(denoted by the "1' on the higher priority input), because the
L4S traffic isn’t offering up enough traffic to use all the
priority that it is given. Therefore:

* for latency isolation on short tinescales (sub-round-trip),
the prioritization of the L4S queue protects its |low | atency
by allowi ng bursts to dissipate quickly;

* but for bandw dth pooling on |onger timescales (round-trip and
| onger), the C assic queue creates an equal and opposite
pressure against the L4S traffic to ensure that neither has
priority when it cones to bandwi dth -- the tension between
prioritizing L4S and coupling the marking fromthe d assic AQV
results in approximate per-flow fairness.



To protect against the prioritization of persistent L4S traffic
deadl ocking the O assic queue for a while in sone

i npl ementations, it is advisable for the priority to be
conditional, not strict (see Appendix A of the Dual Q spec

[ RFC9332]).

When there is no Cassic traffic, the L4S queue’s own AQM cones
into play. It starts congestion marking with a very shal |l ow
gqueue, so L4S traffic maintains very | ow queuing del ay.

If either queue becones persistently overl oaded, drop of sone
ECN- capabl e packets is introduced, as recomended in Section 7 of
the ECN spec [ RFC3168] and Section 4.2.1 of the AQM

recomendati ons [ RFC7567]. The trade-offs with different
approaches are di scussed in Section 4.2.3 of the Dual Q spec

[ RFC9332] (not shown in the figure here).

The Dual - Queue Coupl ed AQM has been specified as generically as
possi bl e [ RFC9332] without specifying the particular AQWws to use
in the two queues so that designers are free to inplenent diverse
i deas. Informational appendices in that document give pseudocode
exanpl es of two different specific AQM approaches: one call ed
Dual PI 2 (pronounced Dual Pl Squared) [Dual Pl 2Li nux] that uses the
Pl 2 variant of PIE and a zero-config variant of Random Early
Detection (RED) called Curvy RED. A Dual Q Coupl ed AQM based on
Pl E has al so been specified and i nplenmented for Low Latency

DOCSI S [ DOCsI S3. 1] .

(3) (2)

_______ N_ oo A
v (1)----- o
o : L4S ------- | |
.| Scal abl e| : A\ |1\ _|mark |
| sender | : ! [T 7 ] |\
N [\ | |/ - ’ n \'1| condit’ nl|
R "\ | P-ECN | Coupl i ng : \|priority |_\
________ /| |COassifier]| : /| schedul er| /
|dassic |/ | [\ - Y B |
| sender | VN TN [ mark/ |
[ I /o fdrop |

(1) Scal abl e sendi ng host
(2) Isolation in separate network queues
(3) Packet identification protocol

Figure 1: Conponents of an L4S Dual Q Coupl ed AQM Sol ution

Per - Fl ow Queues and AQVs: A scheduler with per-flow queues, such
as FQ CoDel or FQ PIE, can be used for L4S. For instance, within
each queue of an FQ CoDel system as well as a CoDel AQM there
is typically also the option of ECN marking at an i medi ate
(unsnoot hed) shallow threshold to support use in data centres
(see Section 5.2.7 of the FQ CoDel spec [RFC8290]). In Linux,
this has been nodified so that the shallow threshold can be
solely applied to ECT(1) packets [FQ CoDel Thresh]. Then, if
there is a flow of Not-ECT or ECT(0) packets in the per-flow
queue, the Cassic AQM (e.g., CoDel) is applied; whereas, if
there is a flow of ECT(1) packets in the queue, the shall ower
(typically sub-mllisecond) threshold is applied. In addition,
ECT(0) and Not - ECT packets could potentially be classified into a
separate flow queue from ECT(1) and CE packets to avoid them
mxing if they share a common flow identifier (e.g., in a VPN).
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Dual queues but per-flow AQWs: It should al so be possible to use
dual queues for isolation but with per-flow marking to contro
flow rates (instead of the coupl ed per-queue narking of the Dual -
Queue Coupled AQM. One of the two queues would be for isolating
L4S packets, which would be classified by the ECN codepoi nt.

Fl ow rates could be controlled by flowspecific marking. The
policy goal of the marking could be to differentiate flow rates
(e.g., [Nadas20], which requires additional signalling of a per-
flow 'value') or to equalize flowrates (perhaps in a simlar way
to Approx Fair CoDel [AFCD] [ CODEL-APPROX-FAIR] but with two
gueues not one).

Note that, whenever the term’'Dual@ is used |oosely wthout
sayi ng whether marking is per queue or per flow, it neans a dual -
queue AQM wit h per-queue narking.

Host Mechani sns

The L4S architecture includes two main nechanisns in the end host
that we enunerate next:

a.

Scal abl e congestion control at the sender: Section 2 defines a
Scal abl e congestion control as one where the average tine from
one congestion signal to the next (the recovery tinme) remains
invariant as flow rate scales, all other factors being equal
DCTCP is the npst widely used exanple. It has been docunented as
an informational record of the protocol currently in use in
controll ed environnments [ RFC8257]. A list of safety and
performance i nprovenents for a Scal abl e congestion control to be
usabl e on the public Internet has been drawn up (see the so-

call ed ' Prague L4S requirenments’ in Appendi x A of [RFC9331]).

The subset that involve risk of harmto others have been captured
as normative requirements in Section 4 of [RFC9331]. TCP Prague
[ PRAGUE- CC] has been inplenented in Linux as a reference

i npl erentation to address these requirenents [Praguelinux].

Transport protocols other than TCP use various congestion
controls that are designed to be friendly with Reno. Before they
can use the L4S service, they will need to be updated to

i npl ement a Scal abl e congestion response, which they will have to
i ndi cate by using the ECT(1) codepoint. Scalable variants are
under consideration for nore recent transport protocols (e.qg.,

QU C), and the L4S ECN part of BBRv2 [BBRv2] [BBR-CC] is a

Scal abl e congestion control intended for the TCP and QU C
transports, anongst others. Also, an L4S variant of the RMCAT
SCReAM control l er [ RFC8298] has been inpl enmented [ SCReAM L4S] for
medi a transported over RTP.

Section 4.3 of the L4S ECN spec [ RFC9331] defines Scal abl e
congestion control in nore detail and specifies the requirenents
that an L4S Scal abl e congestion control has to conply wth.

The ECN feedback in sone transport protocols is already
sufficiently fine-grained for L4S (specifically DCCP [ RFC4340]
and QUIC [ RFC9000]). But others either require updates or are in
the process of bei ng updat ed:

* For the case of TCP, the feedback protocol for ECN enbeds the
assunption from d assic ECN [ RFC3168] that an ECN mark is
equi valent to a drop, naking it unusable for a Scal able TCP
Therefore, the inplementation of TCP receivers will have to be
upgraded [ RFC7560]. Work to standardi ze and i npl enent nore
accurate ECN feedback for TCP (AccECN) is in progress [ACCECN|
[ PragueLi nux] .

* ECN feedback was only roughly sketched in the appendi x of the



now obsol et ed second specification of SCTP [ RFC4960], while a
fuller specification was proposed in a | ong-expired docunent

[ ECN-SCTP]. A new design would need to be inplenented and
depl oyed before SCTP coul d support L4S

* For RTP, sufficient ECN feedback was defined in [RFC6679], but
[ RFC8888] defines the |atest Standards Track inprovenents.

5. Rationale
5.1. Wiy These Prinmary Conponents?

Explicit congestion signalling (protocol): Explicit congestion
signalling is a key part of the L4S approach. |In contrast, use of
drop as a congestion signal creates tension because drop is both
an inpairnent (less would be better) and a useful signal (nore
woul d be better):

* Explicit congestion signals can be used nmany tinmes per round
trip to keep tight control w thout any inpairnent. Under heavy
| oad, even nore explicit signals can be applied so that the
queue can be kept short whatever the load. |n contrast,
Classic AQWs have to introduce very high packet drop at high
| oad to keep the queue short. By using ECN, an L4S congestion
control’s sawtooth reduction can be smaller and therefore
return to the operating point nore often, w thout worrying that
nmore sawteeth will cause nore signals. The consequent snaller
anplitude sawteeth fit between an enpty queue and a very
shal |l ow marking threshold (~1 ns in the public Internet), so
queue del ay variation can be very low, wthout risk of
underutilization

* Explicit congestion signals can be enitted i mediately to track
fluctuations of the queue. L4S shifts snoothing fromthe
network to the host. The network doesn’t know the round-trip
times (RTTs) of any of the flows. So if the network is
responsible for snoothing (as in the O assic approach), it has
to assune a worst case RTT, otherw se long RTT fl ows woul d
becone unstable. This delays C assic congestion signals by
100-200 ns. In contrast, each host knows its own RTT. So, in
the L4S approach, the host can snpboth each flow over its own
RTT, introducing no nore snoothing delay than strictly
necessary (usually only a fewmlliseconds). A host can al so
choose not to introduce any snmoothing delay if appropriate,
e.g., during flow start-up

Neit her of the above are feasible if explicit congestion
signalling has to be considered 'equivalent to drop’ (as was
required with Cassic ECN [ RFC3168]), because drop is an
inmpairment as well as a signal. So drop cannot be excessively
frequent, and drop cannot be inmredi ate; otherw se, too nany drops
woul d turn out to have been due to only a transient fluctuation in
t he queue that woul d not have warranted dropping a packet in

hi ndsi ght. Therefore, in an L4S AQM the L4S queue uses a new L4S
variant of ECN that is not equivalent to drop (see Section 5.2 of
the L4S ECN spec [RFC9331]), while the d assic queue uses either
Classic ECN [ RFC3168] or drop, which are still equivalent to each
ot her.

Bef ore O assic ECN was standardi zed, there were various proposals
to give an ECN mark a different neaning fromdrop. However, there
was no particular reason to agree on any one of the alternative
meani ngs, so 'equivalent to drop’ was the only conprom se that
could be reached. [RFC3168] contains a statenent that:

An environment where all end nodes were ECN Capable could



allow new criteria to be devel oped for setting the CE
codepoi nt, and new congestion control nechani sns for end-node
reaction to CE packets. However, this is a research issue,
and as such is not addressed in this docunent.

Latency isolation (network): L4S congestion controls keep queue
del ay | ow, whereas O assic congestion controls need a queue of the
order of the RTT to avoid underutilization. One queue cannot have
two lengths; therefore, L4S traffic needs to be isolated in a
separate queue (e.g., Dual Q@ or queues (e.g., FQ.

Coupl ed congestion notification: Coupling the congestion
notification between two queues as in the Dual Q Coupled AQM i s not
necessarily essential, but it is a sinple way to allow senders to
determine their rate packet by packet, rather than be overridden
by a network scheduler. An alternative is for a network schedul er
to control the rate of each application flow (see the discussion
in Section 5.2).

L4S packet identifier (protocol): Once there are at |east two
treatnents in the network, hosts need an identifier at the IP
| ayer to distinguish which treatment they intend to use

Scal abl e congestion notification: A Scal able congestion control in
the host keeps the signalling frequency fromthe network high,
what ever the flow rate, so that queue delay variations can be
smal | when conditions are stable, and rate can track variations in
avai l abl e capacity as rapidly as possi bl e otherw se.

Low | oss: Latency is not the only concern of L4S. The ’'Low Loss
part of the name denotes that L4S generally achieves zero
congestion loss due to its use of ECN. QO herw se, |oss would
itself cause delay, particularly for short flows, due to
retransm ssi on del ay [ RFC2884].

Scal abl e throughput: The ' Scal abl e t hroughput’ part of the nane
denotes that the per-flow throughput of Scal abl e congestion
controls should scale indefinitely, avoiding the i minent scaling
problenms with Reno-friendly congestion control algorithns
[ RFC3649]. It was known when TCP congestion avoi dance was first
devel oped in 1988 that it would not scale to high bandw dt h-del ay
products (see footnote 6 in [TCP-CA]). Today, regul ar broadband
flow rates over WAN di stances are al ready beyond the scaling range
of Cdassic Reno congestion control. So 'less unscalable’ CUBIC
[ RFC8312] and Conpound [CTCP] variants of TCP have been
successful ly depl oyed. However, these are now approaching their
scaling limts.

For instance, we will consider a scenario with a maxi mum RTT of 30
nms at the peak of each sawtooth. As Reno packet rate scales 8
times from 1,250 to 10,000 packet/s (from 15 to 120 Md/s with 1500
B packets), the tinme to recover froma congestion event rises
proportionately by 8 tines as well, from422 nms to 3.38 s. It is
clearly problematic for a congestion control to take multiple
seconds to recover from each congestion event. CUBIC [ RFC8312]
was devel oped to be |l ess unscal able, but it is approaching its
scaling limt; with the sane max RTT of 30 ns, at 120 Mo/s, CUBIC
is still fully inits Reno-friendly nmode, so it takes about 4.3 s
to recover. However, once flowrate scales by 8 tinmes again to
960 Mo/s it enters true CUBIC node, with a recovery tine of 12.2
s. Fromthen on, each further scaling by 8 tines doubles CUBIC s
recovery tinme (because the cube root of 8 is 2), e.g., at 7.68 Gb/
s, the recovery tinme is 24.3 s. In contrast, a Scal abl e
congestion control |ike DCTCP or Prague induces 2 congestion
signals per round trip on average, which renmains invariant for any
flow rate, keeping dynam c control very tight.
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For a feel of where the global average |one-fl ow downl oad sits on
this scale at the tinme of witing (2021), according to [ BDPdata],
the gl obal average fixed access capacity was 103 Md/s in 2020 and
the average base RTT to a CDN was 25 to 34 nms in 2019. Averaging
of per-country data was wei ghted by Internet user popul ation (data
collected globally is necessarily of variable quality, but the
paper does doubl e-check that the outcone conpares well against a
second source). So a lone CUBIC flow woul d at best take about 200
round trips (5 s) to recover fromeach of its sawooth reductions,
if the flow even lasted that long. This is described as 'at best’
because it assunes everyone uses an AQM whereas in reality, nost
users still have a (probably bloated) tail-drop buffer. 1In the
tail-drop case, the likely average recovery tinme would be at | east
4 times 5 s, if not nore, because RTT under |oad woul d be at |east
doubl e that of an AQM and the recovery tine of Reno-friendly

fl ows depends on the square of RTT.

Al t hough work on scaling congestion controls tends to start with
TCP as the transport, the above is not intended to exclude other
transports (e.g., SCTP and QU C) or less elastic algorithms (e.qg.,
RMCAT), which all tend to adopt the same or simlar devel opnents.
What L4S Adds to Existing Approaches

the follow ng approaches address sone part of the same probl em

space as L4S. In each case, it is shown that L4S conpl enents them or
i mproves on them rather than being a nutually exclusive alternative:

Diffserv: Diffserv addresses the problem of bandw dth apporti onment

for inportant traffic as well as queuing |latency for del ay-
sensitive traffic. O these, L4S solely addresses the probl em of

queuing latency. Diffserv will still be necessary where inportant
traffic requires priority (e.g., for comercial reasons or for
protection of critical infrastructure traffic) -- see

[ LAS- Dl FFSERV]. Nonet hel ess, the L4S approach can provi de | ow
|latency for all traffic within each Diffserv class (including the
case where there is only the one default Diffserv class).

Al'so, Diffserv can only provide a |l atency benefit if a snall
subset of the traffic on a bottleneck Iink requests |ow |atency.
As already explained, it has no effect when all the applications
in use at one time at a single site (e.g., a home, small business,
or nobile device) require low latency. In contrast, because L4S
works for all traffic, it needs none of the managenent baggage
(traffic policing or traffic contracts) associated with favouring
sone packets over others. This |lack of managenent baggage ought
to give L4S a better chance of end-to-end depl oynent.

In particular, if networks do not trust end systens to identify
whi ch packets shoul d be favoured, they assign packets to Diffserv
cl asses thensel ves. However, the techniques available to such

networks, like inspection of flowidentifiers or deeper inspection
of application signatures, do not always sit well with encryption
of the | ayers above I P [RFC8404]. |In these cases, users can have

either privacy or Quality of Service (QS), but not both.

As with Diffserv, the L4S identifier is in the IP header. But, in
contrast to Diffserv, the L4S identifier does not convey a want or
a need for a certain level of quality. Rather, it prom ses a
certain behaviour (Scal abl e congestion response), which networks
can objectively verify if they need to. This is because | ow del ay
depends on col |l ective host behavi our, whereas bandwi dth priority
depends on network behavi our.

State-of-the-art AQW: AQW for Cassic traffic, such as PIE and FQ



CoDel, give a significant reduction in queuing delay relative to
no AQMat all. L4S is intended to conpl enent these AQW and
shoul d not distract fromthe need to deploy themas w dely as
possi bl e. Nonet hel ess, AQVs al one cannot reduce queui ng delay too
far without significantly reducing link utilization, because the
root cause of the problemis on the host -- where Cd assic
congestion controls use | arge sawtoothing rate variations. The
L4S approach resolves this tension between delay and utilization
by enabling hosts to minimze the anplitude of their sameeth. A
singl e-queue C assic AQMis not sufficient to allow hosts to use
small sawteeth for two reasons: i) smaller sawteeth woul d not get
| ower delay in an AQM designed for larger anplitude C assic

sawt eet h, because a queue can only have one length at a tine and
ii) much smaller sameeth inplies much nore frequent sawteeth, so
L4S flows would drive a Classic AQMinto a high level of ECN\
mar ki ng, which woul d appear as heavy congestion to C assic flows,
which in turn woul d greatly reduce their rate as a result (see
Section 6.4.4).

Per-fl ow queuing or marking: Simlarly, per-flow approaches, such as
FQ CoDel or Approx Fair CoDel [AFCD], are not inconpatible with
the L4S approach. However, per-flow queuing alone is not enough
-- it only isolates the queuing of one flow fromothers, not from
itself. Per-flow inplenentations need to have support for
Scal abl e congestion control added, which has al ready been done for
FQ CoDel in Linux (see Section 5.2.7 of [RFC8290] and
[ FQ CoDel _Thresh]). Wthout this sinple nodification, per-flow
AQVs, like FQ CoDel, would still not be able to support
applications that need both very | ow del ay and hi gh bandw dth,
e.g., Video-based control of rempte procedures or interactive
cl oud- based video (see Note 1 bel ow).

Al t hough per-flow techniques are not inconpatible with L4S, it is

i nportant to have the Dual Q alternative. This is because handling
end-to-end (layer 4) flows in the network (layer 3 or 2) precludes
some inportant end-to-end functions. For instance:

a. Per-flow forms of L4S, |ike FQ CoDel, are inconpatible with
full end-to-end encryption of transport |ayer identifiers for
privacy and confidentiality (e.g., |Psec or encrypted VPN
tunnel s, as opposed to DTLS over UDP), because they require
packet inspection to access the end-to-end transport flow
identifiers.

In contrast, the Dual Q form of L4S requires no deeper
inspection than the IP layer. So as |long as operators take

t he Dual Q approach, their users can have both very | ow queuing
delay and full end-to-end encryption [ RFC8404].

b. Wth per-flow forns of L4S, the network takes over control of
the relative rates of each application flow. Sone see it as
an advantage that the network will prevent some flows running
faster than others. Qhers consider it an inherent part of
the Internet’s appeal that applications can control their rate
whi |l e taki ng account of the needs of others via congestion
signals. They maintain that this has allowed applications
with interesting rate behaviours to evolve, for instance: i) a
variable bit-rate video that varies around an equal share,
rather than being forced to remain equal at every instant or
ii) end-to-end scavenger behaviours [RFC6817] that use |ess
than an equal share of capacity [LEDBAT_AQM .

The L4S architecture does not require the |ETF to commit to
one approach over the other, because it supports both so that
the 'nmarket’ can decide. Nonetheless, in the spirit of 'Do
one thing and do it well’ [MIlroy78], the Dual Q option



provi des | ow del ay wi thout prejudging the issue of flowrate
control. Then, flowrate policing can be added separately if
desired. |In contrast to scheduling, a policer would all ow
application control up to a point, but the network woul d stil
be able to set the point at which it intervened to prevent one
flow conpl etely starving anot her.

Not e:

1. It mght seemthat self-inflicted queuing delay within a per-
fl ow queue shoul d not be counted, because if the delay wasn't
in the network, it would just shift to the sender. However,
nmodern adaptive applications, e.g., HITP/2 [RFC9113] or some
interactive nedia applications (see Section 6.1), can keep | ow
| at ency objects at the front of their |ocal send queue by
shuffling priorities of other objects dependent on the
progress of other transfers (for exanple, see [lowat]). They
cannot shuffle objects once they have rel eased theminto the
net wor k.

Al ternative Back-off ECN (ABE): Here again, L4S is not an

alternative to ABE but a conplenent that introduces nmuch | ower
queui ng delay. ABE [RFC8511] alters the host behaviour in
response to ECN marking to utilize a link better and gi ve ECN
flows faster throughput. It uses ECT(0) and assumes the network
still treats ECN and drop the sane. Therefore, ABE exploits any
| ower queui ng delay that AQvws can provide. But, as explained
above, AQWs still cannot reduce queui ng delay too nuch without
losing link utilization (to allow for other, non-ABE, flows).

BBR: Bottl eneck Bandwi dth and Round-trip propagation time (BBR)
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[ BBR-CC] controls queuing delay end-to-end w thout needing any
special logic in the network, such as an AQM So it works pretty
much on any path. BBR keeps queui ng del ay reasonably | ow, but
perhaps not quite as low as with state-of-the-art AQVs, such as
PIE or FQ CoDel, and certainly nowhere near as low as with L4S
Queuing delay is also not consistently |ow, due to BBR s regul ar
bandwi dt h probing spikes and its aggressive flow start-up phase.

L4S conpl enments BBR. | ndeed, BBRv2 can use L4S ECN where
avai l abl e and a Scal abl e L4S congesti on control behaviour in
response to any ECN signalling fromthe path [BBRv2]. The L4S ECN
si gnal conpl ements the del ay-based congestion control aspects of
BBR with an explicit indication that hosts can use, both to
converge on a fair rate and to keep bel ow a shal | ow queue target
set by the network. Wthout L4S ECN, both these aspects need to
be assuned or estinmated.

Applicability

Appli cations

A transport |ayer that solves the current |atency issues will provide
new servi ce, product, and application opportunities.

Wth the L4S approach, the foll ow ng existing applications al so
experience significantly better quality of experience under |oad:

*

gam ng, including cl oud-based gam ng;
Vol P;
vi deo conferencing;

web browsi ng;



* (adaptive) video stream ng; and
* instant nessaging.

The significantly | ower queuing |atency al so enabl es sonme interactive
application functions to be offloaded to the cloud that would hardly
even be usabl e today, including:

* ¢l oud-based interactive video and
* ¢l oud-based virtual and augnented reality.

The above two applications have been successfully denonstrated with
L4S, both running together over a 40 Md/s broadband access |ink

| oaded up with the nunerous other |atency-sensitive applications in
the previous list, as well as nunerous downl oads, with all sharing
the same bottl eneck queue simultaneously [L4Sdenpl6]

[ LASdenmp16- Vi deo]. For the forner, a panoram c video of a foot bal
stadi um coul d be sw ped and pinched so that, on the fly, a proxy in
the cloud could generate a sub-w ndow of the match video under the
finger-gesture control of each user. For the latter, a virtua
reality headset displayed a viewdort taken froma 360-degree camnera
in aracing car. The user’s head novenments controlled the viewport
extracted by a cl oud-based proxy. In both cases, with a 7 nms end-to-
end base del ay, the additional queuing delay of roughly 1 ms was so
low that it seened the video was generated |ocally.

Using a swiping finger gesture or head novenment to pan a video are
extrenely | atency-denmandi ng actions -- far nore demandi ng than Vol P
-- because human vision can detect extrenely | ow del ays of the order
of single mlliseconds when delay is translated into a visual |ag
between a video and a reference point (the finger or the orientation
of the head sensed by the bal ance systemin the inner ear, i.e., the
vesti bular systemj. Wth an alternative AQM the video noticeably

| agged behind the finger gestures and head novenents.

Wthout the | ow queuing delay of L4S, cloud-based applications |ike
these woul d not be credi ble without significantly nore access-network
bandwi dth (to deliver all possible areas of the video that night be
vi ewed) and nore | ocal processing, which would increase the weight
and power consunption of head-nounted di splays. Wen all interactive
processing can be done in the cloud, only the data to be rendered for
the end user needs to be sent.

O her low | atency high bandw dth applications, such as:
* interactive renote presence and
* video-assisted remote control of machinery or industrial processes

are not credible at all without very | ow queuing delay. No anpunt of
extra access bandwi dth or |ocal processing can make up for lost tine.

. 2. Use Cases

The foll owi ng use cases for L4S are being considered by various
interested parties:

* where the bottl eneck is one of various types of access network,
e.g., DSL, Passive Optical Networks (PONs), DOCSIS cable, nobile,
satellite; or where it’s a W-Fi link (see Section 6.3 for sone
technol ogy-specific details)

* private networks of heterogeneous data centres, where there is no
single administrator that can arrange for all the sinultaneous
changes to senders, receivers, and networks needed to depl oy
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DCTCP

- a set of private data centres interconnected over a w de area
with separate adm nistrations but within the sane conpany

- a set of data centres operated by separate conpanies
i nterconnected by a comunity of interest network (e.g., for
the finance sector)

- multi-tenant (cloud) data centres where tenants choose their
operating systemstack (Infrastructure as a Service (laaS))

* different types of transport (or application) congestion control

- elastic (TCP/ SCTP);
- real-time (RTP, RMCAT); and

- query-response (DNS/ LDAP).

* where |low delay QS is required but w thout inspecting or

i nterveni ng above the IP |ayer [ RFC8404]:

- Mbbile and other networks have tended to inspect higher |ayers
in order to guess application QoS requirenents. However, wth
growi ng demand for support of privacy and encryption, L4S
offers an alternative. There is no need to select which
traffic to favour for queuing when L4S can give favourabl e
queuing to all traffic.

* |f queuing delay is mnimzed, applications with a fixed del ay
budget can communi cate over |onger distances or via nore
circuitous paths, e.g., longer chains of service functions
[ RFC7665] or of onion routers.

* |f delay jitter is mnimzed, it is possible to reduce the

dejitter buffers on the receiving end of video stream ng, which
shoul d i mprove the interactive experience.

Applicability with Specific Link Technol ogi es

Certain link technol ogi es aggregate data fromnultiple packets into
bursts and buffer incom ng packets while building each burst. W-Fi,
PON, and cable all involve such packet aggregation, whereas fixed

Et hernet and DSL do not. No sender, whether L4S or not, can do
anything to reduce the buffering needed for packet aggregation. So
an AQM shoul d not count this buffering as part of the queue that it
controls, given no amount of congestion signals will reduce it.

Certain link technol ogi es al so add buffering for other reasons,
specifically:

* Radio links (cellular, W-Fi, or satellite) that are distant from
the source are particularly challenging. The radio link capacity
can vary rapidly by orders of nmagnitude, so it is considered
desirable to hold a standi ng queue that can utilize sudden
i ncreases of capacity.

* Cellular networks are further conplicated by a perceived need to
buffer in order to make hand-overs inpercepti bl e.

L4S cannot renove the need for all these different fornms of
buffering. However, by renmoving 'the |longest pole in the tent’
(buffering for the large sawmeeth of O assic congestion controls),
L4S exposes all these 'shorter poles’ to greater scrutiny.



Until now, the buffering needed for these additional reasons tended
to be over-specified -- with the excuse that none were 'the | ongest
pole in the tent’. But having renoved the 'longest pole’, it becones
worthwhile to mininmize them for instance, reducing packet
aggregation burst sizes and MAC scheduling intervals.

Al so, certain link types, particularly radio-based |inks, are far
nore prone to transm ssion |osses. Section 6.4.3 explains how an L4S
response to loss has to be as drastic as a O assic response.
Nonet hel ess, research referred to in the same section has
demonstrated potential for considerably nore effective |oss repair at
the link |ayer, due to the rel axed ordering constraints of L4S
packets.

6.4. Deploynent Considerations

L4S AQVs, whet her Dual Q [ RFC9332] or FQ [ RFC8290], are in thensel ves
an incremental deployment mechanismfor L4S -- so that L4S traffic
can coexist with existing Cassic (Reno-friendly) traffic.

Section 6.4.1 explains why only deploying an L4S AQM i n one node at
each end of the access link will realize nearly all the benefit of
L4S.

L4S i nvol ves both the network and end systens, so Section 6.4.2
suggests sone typical sequences to deploy each part and why there
will be an i mediate and significant benefit after deploying just one
part.

Sections 6.4.3 and 6.4.4 describe the converse incremental depl oynent
case where there is no L4S AQM at the network bottl eneck, so any L4S
flow traversing this bottleneck has to take care in case it is
conpeting with Classic traffic.

6.4.1. Deploynment Topol ogy

L4S AQvs will not have to be depl oyed throughout the Internet before

L4S can benefit anyone. Operators of public Internet access networks
typically design their networks so that the bottleneck will nearly

al ways occur at one known (logical) link. This confines the cost of

gqueue nmanagenent technol ogy to one pl ace.

The case of mesh networks is different and will be discussed later in
this section. However, the known-bottl eneck case is generally true
for Internet access to all sorts of different 'sites’, where the word
"site’ includes home networks, small- to nedi umsized canpus or
enterprise networks and even cellul ar devices (Figure 2). Also, this
known- bottl eneck case tends to be applicable whatever the access |ink
technol ogy, whether xDSL, cable, PON, cellular, line of sight
wireless, or satellite.

Therefore, the full benefit of the L4S service should be available in
the downstream direction when an L4S AQM i s depl oyed at the ingress
to this bottleneck Iink. And sinilarly, the full upstream service
will typically be avail able once an L4S AQMis depl oyed at the
ingress into the upstreamlink. (O course, multihomed sites would
only see the full benefit once all their access |inks were covered.)
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Figure 2: Likely Location of Dual Q (DQ Deploynments in Conmmobn
Access Topol ogi es

Depl oyment in mesh topol ogi es depends on how overbooked the core is.
If the core is non-blocking, or at |east generously provisioned so
that the edges are nearly always the bottlenecks, it would only be
necessary to deploy an L4S AQM at the edge bottl enecks. For exanpl e,
sonme data-centre networks are designed with the bottleneck in the
hypervi sor or host Network Interface Controllers (NICs), while others
bottl eneck at the top-of-rack switch (both the output ports facing
hosts and those facing the core).

An L4S AQV woul d often next be needed where the W-Fi |links in a hone
soneti nes becone the bottleneck. Also an L4S AQM woul d eventual |y
need to be depl oyed at any ot her persistent bottl enecks, such as
networ k i nterconnections, e.g., some public Internet exchange points
and the ingress and egress to WAN |inks interconnecting data centres.

6.4.2. Deploynment Sequences

For any one L4S flow to provide benefit, it requires three (or
sometines two) parts to have been deployed: i) the congestion contro
at the sender; ii) the AQM at the bottleneck; and iii) ol der
transports (namely TCP) need upgraded receiver feedback too. This
was the sanme depl oynent problemthat ECN faced [ RFC8170], so we have
| earned fromthat experience.

Firstly, LA4S deployment exploits the fact that DCTCP al ready exists
on many Internet hosts (e.g., Wndows, FreeBSD, and Linux), both
servers and clients. Therefore, an L4S AQM can be depl oyed at a
network bottleneck to i nmedi ately give a working depl oynent of all
the L4S parts for testing, as long as the ECT(0) codepoint is
switched to ECT(1). DCTCP needs sone safety concerns to be fixed for
general use over the public Internet (see Section 4.3 of the L4S ECN
spec [RFC9331]), but DCTCP is not on by default, so these issues can
be managed within controll ed deploynents or controlled trials.

Secondl y, the perfornmance inprovenent with L4S is so significant that
it enables new interactive services and products that were not
previously possible. It is nuch easier for conpanies to initiate new
wor k on deploynment if there is budget for a new product trial. In
contrast, if there were only an increnental perfornmance inprovenent
(as with dassic ECN), spending on deploynent tends to be rmuch harder
to justify.

Thirdly, the L4AS identifier is defined so that network operators can
initially enable L4S exclusively for certain customers or certain
applications. However, this is carefully defined so that it does not
conprom se future evolution towards L4S as an I nternet-w de service
This is because the L4S identifier is defined not only as the end-to-
end ECN field, but it can also optionally be conbined with any ot her
packet header or some status of a customer or their access link (see
Section 5.4 of [RFC9331]). Operators could do this anyway, even if
it were not blessed by the |ETF. However, it is best for the IETF to
specify that, if they use their own local identifier, it nust be in
conbination with the IETF s identifier, ECT(1). Then, if an operator
has opted for an exclusive |ocal -use approach, they only have to
renove this extra rule later to make the service work across the



Internet -- it will already traverse m ddl eboxes, peerings, etc

L i oo +
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T T o e e e e e oo - +
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| | TCP Prague | | with AccECN |
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| 3] | Add L4S AQM upstream | TCP Prague

| | I I I
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Fi gure 3: Exanpl e L4S Depl oynent Sequence

Figure 3 illustrates sone exanpl e sequences in which the parts of L4S
m ght be deployed. It consists of the follow ng stages, preceded by

a presunption that DCTCP is already installed at both ends:

1. DCTCP is not applicable for use over the public Internet, so it
i s enphasi zed here that any DCTCP flow has to be conpletely
contained within a controlled trial environnent.

Wthin this trial environment, once an L4S AQM has been depl oyed,
the trial DCTCP flow will experience i mediate benefit, wthout
any ot her depl oynent being needed. |In this exanple, downstream
depl oynent is first, but in other scenarios, the upstream m ght
be deployed first. |If no AQMat all was previously deployed for
the downstream access, an L4S AQM greatly inmproves the C assic
service (as well as adding the L4S service). If an AQM was

al ready depl oyed, the Cassic service will be unchanged (and L4S
wi Il add an inprovenent on top).

2. In this stage, the nane ' TCP Prague’ [PRAGUE-CC|] is used to
represent a variant of DCTCP that is designed to be used in a
production Internet environment (that is, it has to conply with
all the requirenments in Section 4 of the L4S ECN spec [ RFC9331],
whi ch then neans it can be used over the public Internet). |If
the application is primarily unidirectional, 'TCP Prague’ at the
sending end will provide all the benefit needed, as long as the
recei ving end supports Accurate ECN (AccECN) feedback [ ACCECN|

For TCP transports, AccECN feedback is needed at the other end,
but it is a generic ECN feedback facility that is already planned
to be depl oyed for other purposes, e.g., DCTCP and BBR The two
ends can be depl oyed in either order because, in TCP, an L4S
congestion control only enables itself if it has negotiated the
use of AccECN feedback with the other end during the connection
handshake. Thus, deploynment of TCP Prague on a server enables
L4S trials to nove to a production service in one direction,
wherever AccECN is deployed at the other end. This stage night
be further notivated by the performance inprovenents of TCP
Prague relative to DCTCP (see Appendi x A. .2 of the L4S ECN spec

[ RFC9331]).

Unli ke TCP, fromthe outset, QU C ECN feedback [ RFC9000] has
supported L4S. Therefore, if the transport is QU C, one-ended
depl oynent of a Prague congestion control at this stage is sinple
and sufficient.



For QUIC, if a proxy sits in the path between multiple origin
servers and the access bottlenecks to nultiple clients, then
upgrading the proxy with a Scal abl e congestion control woul d
provi de the benefits of L4S over all the clients’ downstream

bottl enecks in one go -- whether or not all the origin servers
wer e upgraded. Conversely, where a proxy has not been upgraded,
the clients served by it will not benefit fromL4S at all in the

downstream even when any origin server behind the proxy has been
upgraded to support L4S

For TCP, a proxy upgraded to support ' TCP Prague’ woul d provide
the benefits of L4S downstreamto all clients that support AccECN
(whether or not they support L4S as well). And in the upstream
the proxy woul d al so support AccECN as a receiver, so that any
client deploying its own L4S support woul d benefit in the
upstream direction, irrespective of whether any origin server
beyond the proxy supported AccECN

3. This is a two-nove stage to enabl e L4S upstream An L4S AQM or
TCP Prague can be deployed in either order as already expl ai ned.
To notivate the first of two i ndependent noves, the deferred
benefit of enabling new services after the second nove has to be
worth it to cover the first nover’s investnent risk. As
expl ai ned al ready, the potential for new interactive services
provides this nmotivation. An L4S AQM al so i nproves the upstream
Classic service significantly if no other AQM has al ready been
depl oyed.

Not e that other depl oynment sequences m ght occur. For instance, the
upstream m ght be depl oyed first; a non-TCP protocol m ght be used
end to end, e.g., QU C and RTP; a body, such as the 3GPP, m ght
require LAS to be inplenented in 5G user equi pnent; or other random
acts of kindness nmight arise.

. 4. 3. L4S Fl ow but Non- ECN Bott| eneck

If L4S is enabl ed between two hosts, the L4S sender is required to
coexist safely with Reno in response to any drop (see Section 4.3 of
the L4S ECN spec [ RFC9331]).

Unfortunately, as well as protecting Cassic traffic, this rule
degrades the L4S service whenever there is any |loss, even if the
cause is not persistent congestion at a bottleneck, for exanple:

* congestion | oss at other transient bottlenecks, e.g., due to
bursts in shall ower queues;

* transmission errors, e.g., due to electrical interference; and
* rate policing.

Three conpl enentary approaches are in progress to address this issue,
but they are all currently research:

* |In Prague congestion control, ignore certain | osses deened
unlikely to be due to congestion (using sone ideas from BBR
[BBR-CC] regarding isolated |osses). This could mask any of the
above types of loss while still coexisting with drop-based
congestion controls.

* A conbination of Recent Acknow edgenent (RACK) [ RFC8985], L4S, and
link retransm ssion w thout resequencing could repair transni ssion
errors without the head of |ine blocking delay usually associated
with link-layer retransm ssion [UnorderedLTE] [RFC9331].



* Hybrid ECNdrop rate policers (see Section 8. 3).

L4S depl oynent scenarios that mininize these issues (e.g., over

wi reline networks) can proceed in parallel to this research, in the
expectation that research success could continually w den L4S
applicability.

6.4.4. L4S Flow but C assic ECN Bottl eneck

Classic ECN support is starting to materialize on the Internet as an
increased level of CE marking. It is hard to detect whether this is
all due to the addition of support for ECN in inplenmentations of FQ
CoDel and/or FQ COBALT, which is not generally problematic, because
fl ow queue (FQ scheduling inherently prevents a flow from exceedi ng
the "fair’ rate irrespective of its aggressiveness. However, sone of
this dassic ECN marking might be due to single-queue ECN depl oynent.
This case is discussed in Section 4.3 of the L4S ECN spec [ RFC9331].

6.4.5. L4S AQM Depl oyment within Tunnels

An L4S AQM uses the ECN field to signal congestion. $So in conmmon
with Cassic ECN, if the AQMis within a tunnel or at a | ower |ayer
correct functioning of ECN signalling requires standards-conpliant
propagati on of the ECN field up the layers [ RFC6040] [ ECN- SH M

[ ECN- ENCAP] .

7. | ANA Consi derations

Thi s document has no | ANA acti ons.
8. Security Considerations
8.1. Traffic Rate (Non-)Policing
8.1.1. (Non-)Policing Rate per Flow

In the current Internet, |SPs usually enforce separation between the
capacity of shared links assigned to different '"sites’ (e.g.,
househol ds, busi nesses, or nobile users -- see termnology in
Section 3) using sonme formof scheduler [RFC0970]. And they use
various techniques, like redirection to traffic scrubbing facilities,
to deal with flooding attacks. However, there has never been a
universal need to police the rate of individual application flows --
the Internet has generally always relied on self-restraint of
congestion controls at senders for sharing intra-'site’ capacity.

L4S has been designed not to upset this status quo. |If a DualQis
used to provide L4S service, Section 4.2 of [RFC9332] explains howit
is designed to give no nore rate advantage to unresponsive flows than
a singl e-queue AQM woul d, whether or not there is traffic overl oad.

Al'so, in case per-flowrate policing is ever required, it can be
added because it is orthogonal to the distinction between L4S and
Classic. As explained in Section 5.2, the Dual Q vari ant of L4S
provi des | ow del ay wi thout prejudging the issue of flowrate control
So if flowrate control is needed, per-flow queuing (FQ wth L4S
support can be used instead, or flowrate policing can be added as a
modul ar addition to a Dual Q However, per-flow rate control is not
usual Iy depl oyed as a security mechani sm because an active attacker
can just shard its traffic over nore flowidentifiers if the rate of
each is restricted.

8.1.2. (Non-)Policing L4S Service Rate

Section 5.2 explains how Diffserv only nmakes a difference if some
packets get |ess favourable treatnent than others, which typically



requires traffic rate policing for a low |l atency class. 1In contrast,
it should not be necessary to rate-police access to the L4S service
to protect the Cassic service, because L4S is designed to reduce
del ay without harnming the delay or rate of any Cassic traffic.

During early deployment (and perhaps al ways), some networks will not
offer the L4S service. 1In general, these networks should not need to
police L4S traffic. They are required (by both the ECN spec

[ RFC3168] and the L4S ECN spec [ RFC9331]) not to change the L4S
identifier, which would interfere with end-to-end congestion control
If they already treat ECN traffic as Not-ECT, they can nerely treat
L4S traffic as Not-ECT too. At a bottleneck, such networks will

i ntroduce sone queui ng and dropping. When a Scal abl e congestion
control detects a drop, it will have to respond safely with respect
to C assic congestion controls (as required in Section 4.3 of

[ RFC9331]). This will degrade the L4S service to be no better (but
never worse) than C assic best efforts whenever a non-ECN bottl eneck
is encountered on a path (see Section 6.4.3).

In cases that are expected to be rare, networks that solely support
Classic ECN [ RFC3168] in a single queue bottleneck m ght opt to
police L4S traffic so as to protect conpeting Classic ECN traffic
(for instance, see Section 6.1.3 of the L4S operational guidance
[LASOPS]). However, Section 4.3 of the L4S ECN spec [ RFC9331]
recomrends that the sender adapts its congestion response to properly
coexist with Classic ECN flows, i.e., reverting to the self-restraint
appr oach.

Certain network operators might choose to restrict access to the L4S
service, perhaps only to selected prem um custonmers as a val ue- added
service. Their packet classifier (item2 in Figure 1) could identify
such custoners agai nst some other field (e.g., source address range),
as well as classifying on the ECN field. |If only the ECN L4S

i dentifier matched, but not (say) the source address, the classifier
could direct these packets (from non-prem um custoners) into the

Cl assic queue. Explaining clearly how operators can use additiona

| ocal classifiers (see Section 5.4 of [RFC9331]) is intended to
renove any notivation to clear the L4S identifier. Then at |east the
L4S ECN identifier will be nore likely to survive end to end, even

t hough the service nay not be supported at every hop. Such |oca
arrangenents would only require sinple registered/ not-registered
packet classification, rather than the managed, application-specific
traffic policing against customer-specific traffic contracts that

Di ffserv uses.

8.2. ’'Latency Friendliness

Li ke the O assic service, the L4S service relies on self-restraint to

limt the rate in response to congestion. In addition, the L4S
service requires self-restraint in terns of linmting |atency
(burstiness). It is hoped that self-interest and gui dance on dynanic

behavi our (especially flow start-up, which m ght need to be
standardi zed) will be sufficient to prevent transports from sendi ng
excessive bursts of L4S traffic, given the application’s own | atency
will suffer nost from such behavi our

Because the L4S service can reduce delay wi thout discernibly

i ncreasing the delay of any Classic traffic, it should not be
necessary to police L4S traffic to protect the delay of Cassic
traffic. However, whether burst policing becomes necessary to
protect other L4S traffic remains to be seen. Wthout it, there will
be potential for attacks on the low | atency of the L4S service.

I f needed, various arrangenents could be used to address this
concern



Local bottl eneck queue protection: A per-flow (5-tuple) queue
protection function [ DOCSI S-Q PROT] has been devel oped for the | ow
| at ency queue in DOCSIS, which has adopted the Dual Q L4S

architecture. It protects the low |atency service fromany queue-
building flows that accidentally or maliciously classify
thenselves into the low | atency queue. It is designed to score

fl ows based solely on their contribution to queuing (not flow rate
initself). Then, if the shared |ow | atency queue is at risk of
exceeding a threshold, the function redirects enough packets of
the hi ghest scoring flow(s) into the O assic queue to preserve | ow
| at ency.

Distributed traffic scrubbing: Rather than policing |ocally at each
bottleneck, it nay only be necessary to address probl ens
reactively, e.g., punitively target any depl oynents of new bursty
malware, in a simlar way to how traffic from flooding attack
sources is rerouted via scrubbing facilities.

Local bottl eneck per-flow scheduling: Per-flow scheduling should
i nherently isolate non-bursty flows frombursty flows (see
Section 5.2 for discussion of the nmerits of per-flow scheduling
relative to per-flow policing).

Di stributed access subnet queue protection: Per-flow queue
protection could be arranged for a queue structure distributed
across a subnet interconmmunicating using | ower |ayer contro
messages (see Section 2.1.4 of [Qyn]). For instance, in a radio
access network, user equiprent already sends regular buffer status
reports to a radi o network controller, which could use this
information to renotely police individual flows.

Di stributed Congestion Exposure to ingress policers: The Congestion
Exposure (ConEx) architecture [RFC7713] uses an egress audit to
nmotivate senders to truthfully signal path congestion in-band,
where it can be used by ingress policers. An edge-to-edge variant
of this architecture is also possible.

Di stributed donmai n-edge traffic conditioning: An architecture
simlar to Diffserv [ RFC2475] nay be preferred, where traffic is
proactively conditioned on entry to a domain, rather than
reactively policed only if it leads to queuing once conbined with
other traffic at a bottl eneck

Distributed core network queue protection: The policing function
coul d be divided between per-flow nechani snms at the network
i ngress that characterize the burstiness of each flowinto a
signal carried with the traffic and per-cl ass nechani sns at
bottl enecks that act on these signals if queuing actually occurs
once the traffic converges. This would be sonewhat simlar to
[ Nadas20], which is in turn simlar to the idea behind core
statel ess fair queuing.

No single one of these possible queue protection capabilities is
consi dered an essential part of the L4S architecture, which works

wi t hout any of them under non-attack conditions (rmuch as the Internet
normal |y works without per-flowrate policing). Indeed, even where

| at ency policers are deployed, under normal circunstances, they would
not intervene, and if operators found they were not necessary, they
could disable them Part of the L4S experinent will be to see

whet her such a function is necessary and whi ch arrangenents are nost
appropriate to the size of the probl em

8.3. Interaction between Rate Policing and L4S

As nmentioned in Section 5.2, L4S should remove the need for | ow
| atency Diffserv classes. However, those Diffserv classes that give



certain applications or users priority over capacity would still be
applicable in certain scenarios (e.g., corporate networks). Then,
within such Diffserv classes, L4S would often be applicable to give
traffic low latency and low loss as well. Wthin such a Diffserv

cl ass, the bandwi dth available to a user or application is often
limted by a rate policer. Simlarly, in the default D ffserv class,
rate policers are sonetinmes used to partition shared capacity.

A Classic rate policer drops any packets exceeding a set rate,

usual ly also giving a burst allowance (variants exi st where the
policer re-marks nonconpliant traffic to a discard-eligible D ffserv
codepoi nt, so they can be dropped el sewhere during contention).
VWhenever L4S traffic encounters one of these rate policers, it wll
experience drops and the source will have to fall back to a Cassic
congestion control, thus losing the benefits of L4S (Section 6.4.3).
So in networks that already use rate policers and plan to depl oy L4S,
it will be preferable to redesign these rate policers to be nore
friendly to the L4S service.

L4S-friendly rate policing is currently a research area (note that
this is not the same as latency policing). It might be achieved by
setting a threshold where ECN narking is introduced, such that it is
just under the policed rate or just under the burst allowance where
drop is introduced. For instance, the two-rate, three-col our marker
[ RFC2698] or a PCN threshold and excess-rate marker [RFC5670] could
mark ECN at the lower rate and drop at the higher. O an existing
rate policer could have congestion-rate policing added, e.g., using
the ’local’ (non-ConEx) variant of the ConEx aggregate congestion
policer [CONG POLICING . It might also be possible to design

Scal abl e congestion controls to respond | ess catastrophically to | oss
that has not been preceded by a period of increasing del ay.

The design of L4S-friendly rate policers will require a separate,
dedi cat ed docunent. For further discussion of the interaction
bet ween L4S and Diffserv, see [L4S-Dl FFSERV].

8.4. ECN Integrity

Various ways have been devel oped to protect the integrity of the
congestion feedback | oop (whether signalled by |oss, Oassic ECN, or
L4S ECN) agai nst m sbehavi our by the receiver, sender, or network (or
all three). Brief details of each, including applicability, pros,
and cons, are given in Appendix C 1 of the L4S ECN spec [ RFC9331].

8.5. Privacy Considerations

As discussed in Section 5.2, the L4S architecture does not preclude
approaches that inspect end-to-end transport l|layer identifiers. For

i nstance, L4S support has been added to FQ CoDel, which classifies by
application flowidentifier in the network. However, the main

i nnovation of L4S is the Dual Q AQM framework that does not need to

i nspect any deeper than the outernost |P header, because the L4S
identifier is in the IP-ECN field.

Thus, the L4S architecture enabl es very | ow queui ng del ay wi thout
_requiring_ inspection of infornmation above the IP layer. This neans
that users who want to encrypt application flowidentifiers, e.g., in
| Psec or other encrypted VPN tunnels, don’t have to sacrifice | ow
del ay [ RFC8404].

Because L4S can provide | ow delay for a broad set of applications
that choose to use it, there is no need for individual applications
or classes within that broad set to be distinguishable in any way
while traversing networks. This renoves nuch of the ability to
correl ate between the delay requirenents of traffic and other
identifying features [RFC6973]. There may be some types of traffic



that prefer not to use L4S, but the coarse binary categorization of
traffic reveals very little that could be exploited to conprom se

privacy.
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