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I nt roduction

The I nternet Key Exchange Protocol version 2 (IKEv2) [RFC7296] is a
protocol for establishing |Psec Security Associations (SAs) using |KE
messages over UDP for control traffic and using Encapsul ating
Security Payl oad (ESP) nessages [RFC4303] for encrypted data traffic.
Many network m ddl eboxes that filter traffic on public hotspots bl ock
all UDP traffic, including I KE and | Psec, but allow TCP connections

t hrough because they appear to be web traffic. Devices on these
networ ks that need to use I Psec (to access private enterprise
networks, to route Voice over IP calls to carrier networks because of
security policies, etc.) are unable to establish IPsec SAs. This
docunent defines a nethod for encapsul ating | KE control nessages as
wel | as ESP data nmessages within a TCP connection. Note that

Aut henti cation Header (AH) is not supported by this specification

Using TCP as a transport for |Psec packets adds the third option
(below) to the list of traditional |Psec transports:

1. Direct. Usually, IKE negotiations begin over UDP port 500. |If
no Network Address Translation (NAT) device is detected between
the Initiator and the Responder, then subsequent |KE packets are
sent over UDP port 500 and | Psec data packets are sent using ESP



2. UDP Encapsul ation. Described in [RFC3948]. |If a NAT is detected
between the Initiator and the Responder, then subsequent |KE
packets are sent over UDP port 4500 with 4 bytes of zero at the
start of the UDP payl oad, and ESP packets are sent out over UDP
port 4500. Sore inplenmentations default to using UDP
encapsul ati on even when no NAT is detected on the path, as sone
m ddl eboxes do not support |IP protocols other than TCP and UDP

3. TCP Encapsul ation. Described in this docunent. |If the other two
met hods are not avail abl e or appropriate, |KE negotiation packets
as well as ESP packets can be sent over a single TCP connection
to the peer.

Direct use of ESP or UDP encapsul ati on should be preferred by |KE

i mpl ementati ons due to performance concerns when using TCP

encapsul ation (Section 9). Mst inplenentations should use TCP
encapsul ati on only on networks where negotiation over UDP has been
attenpted w thout receiving responses fromthe peer or if a network
is known to not support UDP

.1. Prior Wrk and Mtivation

Encapsul ating | KE connections within TCP streans is a conmon approach
to sol ve the probl em of UDP packets being bl ocked by network
m ddl eboxes. The specific goals of this docunment are as foll ows:

* To pronote interoperability by defining a standard net hod of
fram ng | KE and ESP nessages wi thin TCP streans.

* To be conpatible with the current | KEv2 standard wi thout requiring
nodi fications or extensions.

* To use | KE over UDP by default to avoid the overhead of other
alternatives that always rely on TCP or Transport Layer Security
(TLS) [RFC5246] [ RFC8446].

Sone previous alternatives include:

Cel l ul ar Network Access:
Interworking Wreless LAN (I W.AN) uses I KEv2 to create secure
connections to cellular carrier networks for making voice calls
and accessing other network services over W-Fi networks. 3GPP has
recomrended that | KEv2 and ESP packets be sent within a TLS
connection to be able to establish connections on restrictive
net wor ks.

| SAKMP over TCP
Various non-standard extensions to the Internet Security
Associ ati on and Key Managenent Protocol (ISAKMP) have been
depl oyed that send I Psec traffic over TCP or TCP-1i ke packets.

Secure Sockets Layer (SSL) VPNs:
Many proprietary VPN sol utions use a conbination of TLS and | Psec
in order to provide reliability. These often run on TCP port 443.

| KEv2 over TCP
| KEv2 over TCP as described in [I PSECME-1KE-TCP] is used to avoid
UDP fragnentation

TCP encapsul ation for I KE and | Psec was defined in [RFC8229]. This
docunent updates the specification for TCP encapsul ati on by incl uding
additional clarifications obtained during inplenentation and

depl oynent of this nethod.

In particul ar:



* The interpretation of the Length field preceding every nessage is
clarified (Section 3).

* The use of the NAT_DETECTION *_IP notifications is clarified
(Sections 5.1, 6.5, and 7.1).

* Retransm ssion behavior is clarified (Section 6.2).

* The use of cookies and puzzles is described in nore detai
(Section 6.3).

* Error handling is clarified (Section 6.4).

* |nplications of TCP encapsul ation on | Psec SA processing are
expanded (Section 6.8).

* Section 7 describing interactions with other | KEv2 extensions is
added.

* The interaction of TCP encapsulation with I KEv2 Mbility and
Mul tihoming (MBIKE) is clarified (Section 7.1).

* The reconmendation for TLS encapsul ati on (Appendi x A) now i ncl udes
TLS 1. 3.

* Exanpl es of TLS encapsul ation are provided using TLS 1.3
(Appendi x B)

* Mre security considerations are added.
Term nol ogy and Notation

Thi s docunent di stingui shes between the | KE peer that initiates TCP
connections to be used for TCP encapsul ati on and the rol es of
Initiator and Responder for particular |KE nmessages. During the
course of | KE exchanges, the role of IKE Initiator and Responder may
swap for a given SA (as with KE SA rekeys), while the Initiator of
the TCP connection is still responsible for tearing down the TCP
connection and re-establishing it if necessary. For this reason,
this docunment will use the term"TCP Originator"” to indicate the |KE
peer that initiates TCP connections. The peer that receives TCP
connections will be referred to as the "TCP Responder”. |If an |KE SA
is rekeyed one or nore tines, the TCP Originator MIUST remain the peer
that originally initiated the first I KE SA

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Configuration

One of the main reasons to use TCP encapsulation is that UDP traffic
may be entirely bl ocked on a network. Because of this, support for
TCP encapsul ation is not specifically negotiated in the | KE exchange.
I nstead, support for TCP encapsul ati on nust be preconfigured on both
the TCP Originator and the TCP Responder

Conpl i ant i npl enent ati ons MJST support TCP encapsul ati on on TCP port
4500, which is reserved for |Psec NAT traversal

Beyond a flag indicating support for TCP encapsul ation, the
configuration for each peer can include the followi ng optiona
par amet ers



* Aternate TCP ports on which the specific TCP Responder |istens
for incomng connections. Note that the TCP Oigi nator may
initiate TCP connections to the TCP Responder from any |ocal port.

* An extra framng protocol to use on top of TCP to further
encapsul ate the stream of | KE and | Psec packets. See Appendi x A
for a detail ed discussion.

Since TCP encapsul ation of |KE and | Psec packets adds overhead and
has potential performance trade-offs conpared to direct or UDP-
encapsul ated SAs (as described in Section 9), inplenmentations SHOULD
prefer ESP direct or UDP-encapsul ated SAs over TCP-encapsul ated SAs
when possi bl e.

TCP- Encapsul ated Data Fornmats

Li ke UDP encapsul ati on, TCP encapsul ation uses the first 4 bytes of a
message to differentiate | KE and ESP nmessages. TCP encapsul ati on

al so adds a 16-bit Length field that precedes every nessage to define
the boundaries of nmessages within a stream The value in this field
is equal to the length of the original nmessage plus the length of the
field itself, in octets. |If the first 32 bits of the nessage are
zeros (a non-ESP marker), then the contents conprise an | KE nmessage.
O herwi se, the contents conprise an ESP nmessage. AH nessages are not
supported for TCP encapsul ation

Al though a TCP stream may be able to send very | ong nessages,

i npl ementations SHOULD Iimt nessage lengths to match the | engths
used for UDP encapsul ati on of ESP messages. The nmaxi mum nessage
length is used as the effective MIU for connections that are being
encrypted using ESP, so the maxi num message length will influence
characteristics of these connections, such as the TCP Maxi num Segnent
Size (MSS)

Due to the fact that the Length field is 16 bits and includes both
the message length and the length of the field itself, it is

i mpossi bl e to encapsul ate nmessages greater than 65533 octets in
length. In nost cases, this is not a problem Note that a simlar
limtation exists for encapsulation ESP in UDP [ RFC3948].

The nini mum size of an encapsul ated nmessage is 1 octet (for NAT-
keepal i ve packets, see Section 6.6). Enpty nmessages (where the
Length field equals 2) MIST be silently ignored by receiver

Note that this nethod of encapsulation will also work for placing | KE
and ESP nessages within any protocol that presents a stream
abstraction, beyond TCP

.1. TCP-Encapsul ated | KE Message For mat

1 2 3
01234567890123456789012345678901
e T e ik o oI S R B T
| Lengt h |
B i s T T i i o S o T Ji I
| Non- ESP Mar ker |
e L o i e S  th o i R S

I I
~ | KE Message (RFC 7296) ~
I I
B i s T T i i o S o T Ji I

Figure 1. | KE Message Format for TCP Encapsul ation

The | KE nmessage is preceded by a 16-bit Length field in network byte
order that specifies the length of the | KE nessage (including the



non- ESP marker) within the TCP stream As with I KE over UDP port
4500, a zeroed 32-bit non-ESP marker is inserted before the start of
the | KE header in order to differentiate the traffic fromESP traffic
bet ween the sane addresses and ports.

Length (2 octets, unsigned integer): Length of the |IKE nmessage,
including the Length field and non-ESP marker. The value in the
Length field MUST NOT be 0 or 1. The receiver MJST treat these
val ues as fatal errors and MJUST cl ose the TCP connection

Non- ESP Marker (4 octets): Four zero-val ued bytes.
3.2. TCP-Encapsul ated ESP Packet For mat

1 2 3
01234567890123456789012345678901
e T e ik o oI S R B T
| Lengt h |
i T o T i e S S S i S e S

+-
I I
~ ESP Packet (RFC 4303) ~
I I
+- +

R s o o i i S S S o o ol ol S S S S R R o
Figure 2: ESP Packet Format for TCP Encapsul ation

The ESP packet is preceded by a 16-bit Length field in network byte
order that specifies the Iength of the ESP packet within the TCP
stream

The Security Paraneter Index (SPl) field [RFC7296] in the ESP header
MJUST NOT be a zero val ue.

Length (2 octets, unsigned integer): Length of the ESP packet,
including the Length field. The value in the Length field MJST
NOT be 0 or 1. The receiver MJST treat these values as fata
errors and MUST cl ose TCP connecti on

4. TCP-Encapsul ated Stream Prefix

Each stream of bytes used for | KE and | Psec encapsul ati on MJST begi n
with a fixed sequence of 6 bytes as a magic val ue, containing the
characters "I KETCP' as ASCI | val ues

Figure 3: TCP-Encapsul ated Stream Prefix

This value is intended to identify and validate that the TCP
connection is being used for TCP encapsul ation as defined in this
docunent, to avoid conflicts with the preval ence of previous non-
standard protocols that used TCP port 4500. This value is only sent
once, by the TCP Originator only, at the beginning of the TCP stream
of I KE and ESP nessages.

Initiator Responder

<new TCP connection is established by Initiator>

Stream Prefi x| Lengt h| non- ESP nar ker | | KE nessage -->

<-- Lengt h| non- ESP nmarker| | KE message
Lengt h| non- ESP mar ker | | KE nessage -->

<-- Length| non- ESP marker || KE nessage



5.

6

6

Lengt h| ESP packet ->
<- Length| ESP packet

If other fram ng protocols are used within TCP to further encapsul ate
or encrypt the stream of |KE and ESP nessages, the stream prefix nust
be at the start of the TCP Originator’s | KE and ESP nessage stream
within the added protocol |ayer (Appendix A). Although sone fram ng
protocol s do support negotiating inner protocols, the stream prefix
shoul d al ways be used in order for inplenentations to be as generic
as possible and not rely on other fram ng protocols on top of TCP

Applicability

TCP encapsul ation is applicable only when it has been configured to

be used with specific IKE peers. |If a Responder is configured to
accept and is allowed to use TCP encapsul ation, it MJST listen on the
configured port(s) in case any peers will initiate new | KE sessions

Initiators MAY use TCP encapsul ation for any |IKE session to a peer
that is configured to support TCP encapsul ation, although it is
recommended that Initiators only use TCP encapsul ati on when traffic
over UDP is bl ocked.

Since the support of TCP encapsul ation is a configured property, not
a negotiated one, it is recommended that if there are multiple IKE
endpoints representing a single peer (such as multiple machines with
different | P addresses when connecting by Fully Qualified Domai n Nane
(FQDN), or endpoints used with IKE redirection), all of the endpoints
equal Iy support TCP encapsul ati on

If TCP encapsulation is being used for a specific IKE SA, all IKE
messages for that | KE SA and ESP packets for its Child SAs MJST be
sent over a TCP connection until the SAis deleted or IKEv2 Mbility
and Multihoming (MOBIKE) is used to change the SA endpoi nts and/or
the encapsul ati on protocol. See Section 7.1 for nore details on
using MOBIKE to transition between encapsul ati on nodes.

1. Recomended Fal | back from UDP

Since UDP is the preferred method of transport for |KE nmessages,

i npl ement ations that use TCP encapsul ati on shoul d have an al gorithm
for deciding when to use TCP after determi ning that UDP is unusable.
If an Initiator inplenentation has no prior know edge about the
network it is on and the status of UDP on that network, it SHOULD
al ways attenpt to negotiate IKE over UDP first. |KEv2 defines howto
use retransm ssion tinmers with | KE nessages and, specifically,
IKE_SA INIT messages [ RFC7296]. Cenerally, this neans that the
implementation will define a frequency of retransm ssion and the
maxi mum nunber of retransm ssions all owed before narking the | KE SA
as failed. An inplenmentation can attenpt negotiation over TCP once
it has hit the nmaxi mumretransm ssions over UDP, or slightly before
to reduce connection setup delays. It is recommended that the
initial message over UDP be retransmitted at | east once before
falling back to TCP, unless the Initiator knows beforehand that the
network is likely to block UDP

When switching fromUDP to TCP, a new | KE SA INIT exchange MJST be
initiated with the Initiator’s new SPI and with recal cul ated content
of NAT _DETECTION * |IP notifications.

Usi ng TCP Encapsul ation

1. Connection Establishnent and Tear down

When the IKE Initiator uses TCP encapsulation, it will initiate a TCP



connection to the Responder using the Responder’s preconfigured TCP
port. The first bytes sent on the TCP stream MJUST be the stream
prefix value (Section 4). After this prefix, encapsulated |KE
messages Will negotiate the IKE SA and initial Child SA [ RFC7296] .
After this point, both encapsul ated IKE (Figure 1) and ESP (Fi gure 2)
messages will be sent over the TCP connection. The TCP Responder
MUST wait for the entire streamprefix to be received on the stream
before trying to parse out any I KE or ESP nessages. The stream
prefix is sent only once, and only by the TCP Origi nator.

In order to close an I KE session, either the Initiator or Responder
SHOULD gracefully tear down | KE SAs with DELETE payl oads. Once the
SA has been deleted, the TCP Origi nator SHOULD cl ose the TCP
connection if it does not intend to use the connection for another

| KE session to the TCP Responder. |f the TCP connection is no |onger
associ ated with any active | KE SA, the TCP Responder MAY close the
connection to clean up I KE resources if the TCP Originator didn't
close it within some reasonable period of tinme (e.g., a few seconds).

An unexpected FIN or a TCP Reset on the TCP connection may indicate a
| oss of connectivity, an attack, or sone other error. |f a DELETE
payl oad has not been sent, both sides SHOULD nmintain the state for
their SAs for the standard lifetime or timeout period. The TCP
Oiginator is responsible for re-establishing the TCP connection if
it is torn down for any unexpected reason. Since new TCP connections
may use different | P addresses and/or ports due to NAT mappi ngs or

| ocal address or port allocations changi ng, the TCP Responder MJST

al | ow packets for existing SAs to be received fromnew source |IP
addresses and ports. Note that the IPv6 Flow 1D header MJST renain
constant when a new TCP connection is created to avoid ECMP | oad

bal anci ng.

A peer MJST discard a partially received nessage due to a broken
connecti on.

Whenever the TCP Originator opens a new TCP connection to be used for
an existing IKE SA, it MJST send the streamprefix first, before any
| KE or ESP nmessages. This follows the sanme behavior as the initial
TCP connection

Mul tiple I KE SAs MUST NOT share a single TCP connection, unless one
is arekey of an existing IKE SA, in which case there wll
tenporarily be two | KE SAs on the sanme TCP connecti on

If a TCP connection is being used to continue an existing | KE/ ESP
session, the TCP Responder can recogni ze the session using either the
| KE SPI from an encapsul ated | KE nessage or the ESP SPI from an
encapsul at ed ESP packet. |If the session had been fully established
previously, it is suggested that the TCP Oigi nator send an

UPDATE_SA ADDRESSES nessage if MOBIKE is supported and an enpty
informati onal nmessage if it is not.

The TCP Responder MJST NOT accept any nessages for the existing | KE
session on a new i ncom ng connection, unless that connection begins
with the streamprefix. |If either the TCP Oiginator or TCP
Responder detects corruption on a connection that was started with a
valid streamprefix, it SHOULD cl ose the TCP connection. The
connection can be corrupted if there are too many subsequent nessages
that cannot be parsed as valid | KE nmessages or ESP nessages with
known SPI's, or if the authentication check for an | KE nessage or ESP

message with a known SPI fails. Inplenentations SHOULD NOT tear down
a connection if only a few consecutive ESP packets have unknown SPIs
since the SPI databases may be nomentarily out of sync. |If there is

instead a syntax issue within an | KE nessage, an inplenentati on MJUST
send the | NVALI D SYNTAX notify payload and tear down the | KE SA as
usual , rather than tearing down the TCP connection directly.



A TCP Originator SHOULD only open one TCP connection per |KE SA over
which it sends all of the corresponding | KE and ESP nessages. This
hel ps ensure that any firewall or NAT mappings allocated for the TCP
connection apply to all of the traffic associated with the I KE SA
equal ly.

As with TCP Oiginators, a TCP Responder SHOULD send packets for an
IKE SA and its Child SAs over only one TCP connection at any given
time. It SHOULD choose the TCP connection on which it |ast received
a valid and decryptable | KE or ESP nmessage. In order to be
considered valid for choosing a TCP connection, an |KE nmessage nust
be successfully decrypted and authenticated, not be a retransm ssion
of a previously received nessage, and be within the expected w ndow
for IKE nessage IDs. Simlarly, an ESP nessage nust be successfully
decrypted and authenticated, and must not be a replay of a previous
message

Since a connection rmay be broken and a new connection re-established
by the TCP Originator without the TCP Responder being aware, a TCP
Responder SHOULD accept receiving | KE and ESP nessages on both old
and new connections until the old connection is closed by the TCP
Oiginator. A TCP Responder MAY close a TCP connection that it
perceives as idle and extraneous (one previously used for |IKE and ESP
messages that has been replaced by a new connection).

6.2. Retransn ssions

Section 2.1 of [RFC7296] describes how | KEv2 deals with the

unreliability of the UDP protocol. 1In brief, the exchange Initiator
is responsible for retransm ssions and nmust retransmt request
messages until a response nmessage is received. |If noreply is

received after several retransmissions, the SAis deleted. The
Responder never initiates retransm ssion, but it must send a response
message again in case it receives a retransmitted request.

When | KEv2 uses a reliable transport protocol, |like TCP, the
retransm ssion rules are as foll ows:

* The exchange Initiator SHOULD NOT retransmt request nessage (*);
if no response is received wi thin some reasonable period of tine,
the I KE SA is del eted.

* |f a new TCP connection for the IKE SA is established while the
exchange Initiator is waiting for a response, the Initiator MJST
retransmt its request over this connection and continue to wait
for a response.

* The exchange Responder does not change its behavior, but acts as
described in Section 2.1 of [RFC7296].

(*) This is an optim zation; inplenentations may continue to use the
retransm ssion logic from Section 2.1 of [RFC7296] for sinplicity.

6.3. Cookies and Puzzl es

| KEv2 provides a DoS attack protection nechani smthrough Cooki es,
which is described in Section 2.6 of [RFC7296]. [RFC8019] extends
this mechanismfor protection agai nst DDoS attacks by nmeans of Cient
Puzzl es. Both nechanisns allow the Responder to avoid keeping state
until the Initiator proves its IP address is legitimte (and after
solving a puzzle if required).

The connection-oriented nature of TCP transport brings additiona
consi derations for using these nmechanisns. |n general, Cookies
provide |l ess value in the case of TCP encapsul ation; by the tine a



Responder receives the IKE_SAINT request, the TCP session has

al ready been established and the Initiator’s | P address has been
verified. Moreover, a TCP/IP stack creates state once a TCP SYN
packet is received (unless SYN Cooki es described in [ RFC4987] are
enpl oyed), which contradicts the statel essness of | KEv2 Cookies. In
particular, with TCP, an attacker is able to mount a SYN fl oodi ng DoS
attack that an | KEv2 Responder cannot prevent using statel ess | KEv2
Cooki es. Thus, when using TCP encapsul ation, it nmakes little sense
to send Cooki e requests without Puzzles unless the Responder is
concerned with a possibility of TCP sequence nunber attacks (see

[ RFC6528] and [ RFC9293] for details). Puzzles, on the other hand,
still remain useful (and their use requires using Cookies).

The foll owi ng considerations are applicable for using Cookie and
Puzzl e nechanisns in the case of TCP encapsul ati on:

* The exchange Responder SHOULD NOT send an | KEv2 Cooki e request
wi t hout an acconpani ed Puzzle; inplenmentations m ght choose to
have exceptions to this for cases like mtigating TCP sequence
number attacks.

* |f the Responder chooses to send a Cooki e request (possibly along
with Puzzle request), then the TCP connection that the IKESAINT
request message was received over SHOULD be cl osed after the
Responder sends its reply and no repeated requests are received
within some short period of time to keep the Responder stateless
(see Section 6.3.1). Note that the Responder MJUST NOT i nclude the
Initiator’s TCP port into the Cookie calculation (*) since the
Cooki e can be returned over a new TCP connection with a different
port.

* The exchange Initiator acts as described in Section 2.6 of
[ RFC7296] and Section 7 of [RFC8019], i.e., using TCP
encapsul ati on doesn’t change the Initiator’s behavior

(*) Exanpl es of Cookie cal culation nethods are given in Section 2.6
of [RFC7296] and in Section 7.1.1.3 of [RFC8019], and they don’t

i nclude transport protocol ports. However, these exanples are given
for illustrative purposes since the Cookie generation algorithmis a
| ocal matter and sone inplenmentations mght include port nunbers that
won't work with TCP encapsul ation. Note also that these exanples
include the Initiator’s I P address in Cookie calculation. In
general, this address may change between two initial requests (with
and wi thout Cookies). This may happen due to NATs, which have nore
freedomto change source | P addresses for new TCP connections than
for UDP. 1In such cases, cookie verification mght fail

.3.1. Statel essness versus Del ay of SA Establishnent

There is a trade-off in choosing the period of time after which the
TCP connection is closed. |If it is too short, then the proper
Initiator that repeats its request would need to re-establish the TCP
connection, introducing additional delay. On the other hand, if it
is too long, then the Responder’s resources would be wasted in case
the Initiator never comes back. This docunent doesn’t nandate the
duration of tine because it doesn't affect interoperability, but it
is believed that 5-10 seconds is a good conprom se. Also, note that
if the Responder requests that the Initiator solve a puzzle, then the
Responder can estinmate how long it would take the Initiator to find a
solution and adjust the time interval accordingly.

.4. FError Handling in IKESAINT
Section 2.21.1 of [RFC7296] describes how error notifications are

handled in the IKESAINT exchange. |In particular, it is advised
that the Initiator should not act imrediately after receiving an



error notification; instead, it should wait sone tine for a valid
response since the |KE SA INT nmessages are conpletely
unaut henticated. This advice does not apply equally in the case of

TCP encapsulation. |If the Initiator receives a response nessage over
TCP, then either this nessage is genuine and was sent by the peer or
the TCP session was hijacked and the nessage is forged. |In the

| atter case, no genuine nessages fromthe Responder will be received.

Thus, in the case of TCP encapsulation, an Initiator SHOULD NOT wait
for additional nessages in case it receives an error notification
fromthe Responder in the KE_SA I NI T exchange.

In the IKE_SA INIT exchange, if the Responder returns an error
notification that inplies a recovery action fromthe Initiator (such
as | NVALI D_KE PAYLQAD or | NVALI D MAJOR VERSI ON, see Section 2.21.1 of
[ RFC7296]), then the Responder SHOULD NOT cl ose the TCP connection
imediately in anticipation of the fact that the Initiator wll
repeat the request with corrected paraneters. See also Section 6. 3.

6.5. NAT-Detection Payl oads

When negotiating over UDP, IKE SA INIT packets include

NAT_DETECTI ON_SOURCE_| P and NAT_DETECTI ON_DESTI NATI ON_| P payl oads to
determne if UDP encapsul ation of |Psec packets should be used.
These payl oads contain SHA-1 digests of the SPIs, |IP addresses, and
ports as defined in [ RFC7296]. |IKE SA INT packets sent on a TCP
connecti on SHOULD i nclude these payl oads with the sanme content as
when sendi ng over UDP and SHOULD use the applicable TCP ports when
creating and checking the SHA-1 digests.

If a NAT is detected due to the SHA-1 digests not matching the
expect ed val ues, no change should be made for encapsul ati on of
subsequent | KE or ESP packets since TCP encapsul ation inherently
supports NAT traversal. However, for the transport node |Psec SAs,
i mpl ement ati ons need to handl e TCP and UDP packet checksum fi xup
during decapsul ation, as defined for UDP encapsul ation in [ RFC3948].

I npl enent ati ons MAY use the information that a NAT is present to
i nfluence keepalive tiner val ues.

6. 6. NAT-Keepalive Packets

Encapsul ating | KE and | Psec inside of a TCP connection can inpact the
strategy that inplenentations use to maintain m ddl ebox port
mappi ngs.

In general, TCP port nmappings are naintai ned by NATs | onger than UDP
port mappi ngs, so | Psec ESP NAT-keepal i ve packets [ RFC3948] SHOULD
NOT be sent when using TCP encapsul ation. Any inpl enentation using
TCP encapsul ation MJUST silently drop i ncom ng NAT-keepal i ve packets
and not treat themas errors. NAT-keepalive packets over a TCP-
encapsul ated | Psec connection will be sent as a 1l-octet-long payl oad
with the value OxFF, preceded by the 2-octet Length specifying a
length of 3 (since it includes the length of the Length field).

6.7. Dead Peer Detection and Transport Keepalives

Peer |iveness shoul d be checked using | KE informational packets
[ RFC7296] .

Note that, depending on the configuration of TCP and TLS on the
connection, TCP keep-alives [RFC1122] and TLS keep-alives [ RFC6520]
MAY be used. These MJUST NOT be used as indications of |KE peer
liveness, for which purpose the standard | KEv2 nechani sm of
exchangi ng (usually enpty) | NFORVATI ONAL nessages i s used (see
Section 1.4 of [RFC7296]).



6.8. Inplications of TCP Encapsul ation on | Psec SA Processing
Usi ng TCP encapsul ation affects sone aspects of |Psec SA processing.

1. Section 8.1 of [RFC4301] requires all tunnel node |Psec SAs to be
able to copy the Don't Fragnent (DF) bit frominner |Pv4 header
to the outer (tunnel) one. Wth TCP encapsulation, this is
general ly not possible because the TCP/I P stack nanages the DF
bit in the outer |IPv4 header, and usually the stack ensures that
the DF bit is set for TCP packets to avoid |IP fragmentati on.

Note, that this behavior is conpliant with generic tunneling
consi derations since the outer TCP header acts as a |link-Iayer
protocol and its fragmentation and reassenbly have no correl ation
with the inner payl oad.

2. The other feature that is |less applicable with TCP encapsul ati on
is an ability to split traffic of different QoS classes into
different 1 Psec SAs, created by a single IKE SA. In this case,
the Differentiated Services Code Point (DSCP) field is usually
copied fromthe inner |IP header to the outer (tunnel) one,
ensuring that I Psec traffic of each SA receives the corresponding

| evel of service. Wth TCP encapsul ation, all |IPsec SAs created
by a single IKE SA will share a single TCP connection; thus, they
will receive the sane | evel of service (see Section 9.3). |If

this functionality is needed, inplenmentations should create
several | KE SAs each over separate TCP connections and assign a
correspondi ng DSCP val ue to each of them

TCP encapsul ati on of |Psec packets may have inplications on
performance of the encapsulated traffic. Performance considerations
are discussed in Section 9

7. Interaction with | KEv2 Extensions
7. 1. MOBI KE Pr ot oco

The MBI KE protocol, which allows SAs to mgrate between IP
addresses, is defined in [ RFC4555]; [RFC4621] further clarifies the
details of the protocol. Wen an | KE session that has negoti ated
MOBI KE is transitioning between networks, the Initiator of the
transition may switch between using TCP encapsul ati on, UDP
encapsul ati on, or no encapsul ation. Inplenentations that inplenent
bot h MOBI KE and TCP encapsul ation within the sanme connection
configurati on MUST support dynanically enabling and disabling TCP
encapsul ation as interfaces change.

When a MOBI KE- enabl ed I nitiator changes networks, the | NFORMATI ONAL
exchange wi th the UPDATE _SA ADDRESSES notificati on SHOULD be
initiated first over UDP before attenpting over TCP. |If there is a
response to the request sent over UDP, then the ESP packets shoul d be
sent directly over IP or over UDP port 4500 (depending on if a NAT
was detected), regardless of if a connection on a previous network
was using TCP encapsulation. |If no response is received within a
certain period of time after several retransm ssions, the Initiator
ought to change its transport for this exchange fromUDP to TCP and
resend the request nessage. A new | NFORVATI ONAL exchange MJUST NOT be
started in this situation. |f the Responder only responds to the
request sent over TCP, then the ESP packets should be sent over the
TCP connection, regardless of if a connection on a previous network
did not use TCP encapsul ation

The val ue of the tineout and the specific nunber of retransm ssions
before switching to TCP can vary depending on the Initiator’s
configuration. |nplenmentations ought to provide reasonable defaults
to ensure that UDP attenpts have a chance to succeed, but can shorten



7

7

7

2

3.

4.

the tineout based on historical data or netrics.

If the TCP transport was used for the previous network connection,
the old TCP connection SHOULD be closed by the Initiator once MBI KE
finishes mgration to a new connection (either TCP or UDP)

Since switching from UDP to TCP can happen during a single

| NFORMATI ONAL nessage exchange, the content of the NAT DETECTION * I|P
notifications will in nost cases be incorrect (since UDP and TCP
ports will nost likely be different), and the peer may incorrectly
detect the presence of a NAT. Section 3.5 of [RFC4A555] states that a
new | NFORMATI ONAL exchange with the UPDATE _SA ADDRESSES notify is
initiated in case the address (or transport) is changed while waiting
for a response.

Section 3.5 of [RFC4555] also states that once an |KE SA is switched
to a new | P address, all outstanding requests in this SA are
imediately retransmitted using this address. See also Section 6. 2.

The MBI KE protocol defines the NO NATS ALLOWED notification that can
be used to detect the presence of NAT between peer and to refuse to
communicate in this situation. In the case of TCP, the

NO _NATS ALLOWED notification SHOULD be ignored because TCP generally
has no probl ens w th NAT boxes.

Section 3.7 of [RFC4555] describes an additional optional step in the
process of changing | P addresses called "Return Routability Check"

It is performed by Responders in order to be sure that the new
Initiator’'s address is, in fact, routable. In the case of TCP
encapsul ation, this check has little value since a TCP handshake
proves the routability of the TCP Oiginator’s address; thus, the
Return Routability Check SHOULD NOT be perforned.

| KE Redirect

A redirect nechanismfor IKEv2 is defined in [ RFC5685]. This
mechani sm al |l ows security gateways to redirect clients to another
gateway either during | KE SA establishnent or after session setup.

If aclient is connecting to a security gateway using TCP and then is
redirected to another security gateway, the client needs to reset its
transport selection. |In other words, with the next security gateway,
the client MUST first try UDP and then fall back to TCP while
establishing a new | KE SA, regardless of the transport of the SA the
redirect notification was received over (unless the client’s
configuration instructs it to instantly use TCP for the gateway it is
redirected to).

| KEv2 Session Resunption

Session resunption for IKEv2 is defined in [RFC5723]. Once an | KE SA
is established, the server creates a resunption ticket where

i nformati on about this SA is stored and transfers this ticket to the
client. The ticket may be later used to resune the IKE SA after it
is deleted. 1In the event of resunption, the client presents the
ticket in a new exchange, called | KE_SESSI ON RESUVE. Some paraneters
in the new SA are retrieved fromthe ticket and others are

renegoti ated (nore details are given in Section 5 of [RFC5723]).

Si nce network conditions may change while the client is inactive, the
fact that TCP encapsul ation was used in an old SA SHOULD NOT affect
whi ch transport is used during session resunption. In other words,
the transport should be selected as if the IKE SA is being created
from scratch.

| KEv2 Protocol Support for High Availability



[ RFC6311] defines a support for Hi gh Availability in IKEv2. 1|n case
of cluster failover, a new active node nmust immediately initiate a
speci al | NFORVATI ON exchange containing the | KEV2_MESSAGE | D SYNC
notification, which instructs the client to skip sone nunber of
Message |1 Ds that might not be synchronized yet between nodes at the
time of failover.

Synchroni zi ng states when using TCP encapsul ation is much harder than
when using UDP; doing so requires access to TCP/IP stack internals,
which is not always available froman |IKE/ I Psec inplenentation. |If a
cluster inplenmentation doesn't synchroni ze TCP states between nodes,
then after fail over event the new active node will not have any TCP
connection with the client, so the node cannot initiate the

| NFORMATI ONAL exchange as required by [RFC6311]. Since the cluster
usual ly acts as TCP Responder, the new active node cannot re-
establish TCP connection because only the TCP Originator can do it.
For the client, the cluster failover event may renmai n undetected for
long tine if it has no IKE or ESP traffic to send. Once the client
sends an ESP or |KEv2 packet, the cluster node will reply with TCP
RST and the client (as TCP Oiginator) will reestablish the TCP
connection so that the node will be able to initiate the

I NFORMATI ONAL exchange informing the client about the cluster
failover.

Thi s docunent nakes the followi ng recommendation: if support for High
Availability in IKEv2 is negotiated and TCP transport is used, a
client that is a TCP Originator SHOULD periodically send | KEv2
messages (e.g., by initiating liveness check exchange) whenever there
is no IKEv2 or ESP traffic. This differs fromthe recommendati ons
given in Section 2.4 of [RFC7296] in the followi ng: the |iveness
check should be periodically perforned even if the client has nothing
to send over ESP. The frequency of sending such nessages should be
hi gh enough to allow quick detection and restoration of broken TCP
connecti ons.

7.5. |1 KEv2 Fragmentation

| KE message fragmentation [ RFC7383] is not required when using TCP
encapsul ati on since a TCP stream al ready handl es the fragnentation of
its contents across packets. Since fragnentation is redundant in
this case, inplenentations nmight choose to not negotiate |KE
fragmentation. Even if fragmentation is negotiated, an

i mpl ement ati on SHOULD NOT send fragnments when goi ng over a TCP
connection, although it MJST support receiving fragnents.

If an inplenmentati on supports both MOBIKE and | KE fragnmentation, it
SHOULD negotiate | KE fragnentati on over a TCP-encapsul ated session in
case the session switches to UDP encapsul ati on on anot her networKk.

8. M ddl ebox Consi derations

Many security networking devices, such as firewalls or intrusion
prevention systens, network optim zation/accel eration devices, and
NAT devi ces, keep the state of sessions that traverse through them

These devices comonly track the transport-Ilayer and/or application-

| ayer data to drop traffic that is anonmal ous or malicious in nature.
Wil e many of these devices will be nore likely to pass TCP-

encapsul ated traffic as opposed to UDP-encapsul ated traffic, sonme nmay
still block or interfere with TCP-encapsul ated | KE and | Psec traffic.

A network device that nonitors the transport layer will track the
state of TCP sessions, such as TCP sequence nunbers. |f the IKE

i mpl ementation has its own mninmal inplenmentation of TCP, it SHOULD
still use comon TCP behaviors to avoid bei ng dropped by ni ddl eboxes.



Qperators that intentionally block | Psec because of security
inmplications mght want to also block TCP port 4500 or use other
met hods to reject TCP encapsul ated | Psec traffic (e.g., filter out
TCP connections that begin with the "I KETCP" stream prefix).

9. Per f or mance Consi der ati ons

Several aspects of TCP encapsul ation for I KE and | Psec packets may
negatively inpact the perfornance of connections within a tunnel-node

| Psec SA. Inplenentations should be aware of these performance
i npacts and take these into considerati on when deternining when to
use TCP encapsul ation. |Inplenmentations MJST favor using direct ESP

or UDP encapsul ati on over TCP encapsul ati on whenever possi bl e.
9.1. TCP-in-TCP

If the outer connection between | KE peers is over TCP, inner TCP
connections may suffer negative effects fromusing TCP within TCP
Running TCP within TCP is di scouraged since the TCP al gorithns
general ly assune that they are running over an unreliable datagram
| ayer.

If the outer (tunnel) TCP connection experiences packet loss, this
loss will be hidden fromany i nner TCP connections since the outer
connection will retransmt to account for the | osses. Since the
outer TCP connection will deliver the inner nessages in order, any
nmessages after a | ost packet may have to wait until the loss is
recovered. This nmeans that | oss on the outer connection will be
interpreted only as delay by inner connections. The burstiness of
inner traffic can increase since a |arge nunber of inner packets may
be delivered across the tunnel at once. The inner TCP connection may
interpret a long period of delay as a transm ssion probl em
triggering a retransm ssion tinmeout, which will cause spurious
retransm ssions. The sending rate of the inner connection may be
unnecessarily reduced if the retransni ssions are not detected as
spurious in tine.

The i nner TCP connection’s round-trip-tine estimation will be

af fected by the burstiness of the outer TCP connection if there are

| ong del ays when packets are retransnitted by the outer TCP
connection. This will make the congestion control |oop of the inner
TCP traffic |l ess reactive, potentially permanently |eading to a | ower
sending rate than the outer TCP would allow for.

TCP-in-TCP can also lead to "TCP nel tdown", where stacked instances
of TCP can result in significant inpacts to performance

[ TCP- MELTDOWN]. This can occur when | osses in the |ower TCP (cl oser
to the link) increase del ays seen by the higher TCP (closer to the
application) that create tineouts, which, in turn, cause

retransm ssions that can then cause losses in the | ower TCP by
overrunning its buffer. The very mechanismintended to avoid | oss
(retransmi ssion) interacts between the two |ayers to increase |oss.
To limt this effect, the timeouts of the two TCP | ayers need to be
carefully managed, e.g., such that the higher layer has a much | onger
ti meout than the | ower |ayer

Note that any negative effects will be shared anpbng all flows going
through the outer TCP connection. This is of particular concern for
any | atency-sensitive or real-tine applications using the tunnel. |If
such traffic is using a TCP-encapsul ated | Psec connection, it is
recomrended that the nunber of inner connections sharing the tunne
be limted as much as possi bl e.

9.2. Added Reliability for Unreliable Protocols

Since ESP is an unreliable protocol, transmtting ESP packets over a
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TCP connection will change the fundamental behavior of the packets.
Sone application-level protocols that prefer packet |oss to del ay
(such as Voice over IP or other real-tinme protocols) may be
negatively inpacted if their packets are retransnitted by the TCP
connection due to packet | oss.

3. Qality-of-Service Markings

Quality-of-Service (QS) markings, such as the Differentiated

Servi ces Code Point (DSCP) and Traffic C ass, should be used with
care on TCP connections used for encapsul ation. |ndividual packets
SHOULD NOT use different markings than the rest of the connection
since packets with different priorities may be routed differently and
cause unnecessary delays in the connection

4. Maxi mum Segnent Size

A TCP connection used for | KE encapsul ati on SHOULD negotiate its MsS
in order to avoid unnecessary fragmentation of packets.

5. Tunneling ECN in TCP

Since there is not a one-to-one relationship between outer |P packets
and i nner ESP/IP nessages when using TCP encapsul ation, the marKkings
for Explicit Congestion Notification (ECN) [ RFC3168] cannot easily be
mapped. However, any ECN Congestion Experienced (CE) marking on

i nner headers shoul d be preserved through the tunnel

| mpl enent ati ons SHOULD fol |l ow the ECN compatibility node for tunnel
ingress as described in [RFC6040]. 1In conpatibility node, the outer
tunnel TCP connection marks its packet headers as not ECN-capabl e.

Upon egress, if the arriving outer header is marked with CE, the
i npl ementation will drop the inner packet since there is not a
di stinct inner packet header onto which to translate the ECN
mar ki ngs.

Security Considerations

| KE Responders that support TCP encapsul ati on may becone vul nerabl e
to new Deni al -of - Service (DoS) attacks that are specific to TCP, such
as SYN-fl ooding attacks. TCP Responders should be aware of this

addi tional attack surface.

TCP connections are al so susceptible to RST and ot her spoofing
attacks [RFC4953]. This specification nmakes | Psec tol erant of sudden
TCP connection drops, but if an attacker is able to tear down TCP
connections, |Psec connection’s performance can suffer, effectively
maki ng this a DoS attack

TCP data injection attacks have no effect on application data since
| Psec provides data integrity. However, they can have sone effect,
mostly by creating DoS attacks:

* |f an attacker alters the content of the Length field that
separ at es packets, then the Receiver will incorrectly identify the
boundaries of the foll owi ng packets and will drop all of them or
even tear down the TCP connection if the content of the Length
field happens to be 0 or 1 (see Section 3).

* |f the content of an IKE nmessage is altered, then it will be
dropped by the receiver; if the dropped nessage is the | KE request
nmessage, then the Initiator will tear down the | KE SA after sone
ti meout since, in nost cases, the request nessage will not be
retransmtted (as advised in Section 6.2); thus, the response wll
never be received.



* |f an attacker alters the non-ESP marker, then | KE packets wll be
di spatched to ESP (and sonetinmes visa versa) and those packets
wi || be dropped.

* |If an attacker nodifies TCP-Encapsul ated stream prefix or
unencrypted | KE messages before IKE SA is established, then in
nost cases this will result in failure to establish IKE SA often
with false "authentication fail ed" diagnostics.

[ RFC5961] di scusses how TCP injection attacks can be mitigated

Note that data injection attacks are also possible on IP |level (e.g.,
when | P fragnentation is used), resulting in DoS attacks even if TCP
encapsul ation is not used. On the other hand, TCP injection attacks
are easier to nount than the IP fragnmentation injection attacks
because TCP keeps a | ong receive wi ndow open that's a sitting target
for such attacks.

If an attacker successfully nounts an injection attack on a TCP
connection used for encapsulating |Psec traffic and nodifies a Length
field, the receiver might not be able to correctly identify the
boundaries of the follow ng packets in the streamsince it will try
to parse arbitrary data as an ESP or | KE header. After such a
parsing failure, all follow ng packets will be dropped.

Conmuni cation will eventually recover, but this mght take severa

m nutes and can result in IKE SA deletion and re-creation

To speed up the recovery from such attacks, inplenmentations are

advi sed to foll ow recommendations in Section 6.1 and cl ose the TCP
connection if incom ng packets contain SPIs that don’t match any
known SAs. Once the TCP connection is closed, it will be re-created
by the TCP Originator as described in Section 6.1

To avoi d performance degradati on caused by cl osing and re-creating
TCP connections, inplenentations MAY alternatively try to resync
after they receive unknown SPIs by searching the TCP streamfor a
64-bit binary vector consisting of a known SPI in the first 32 bhits
and a valid Sequence Nunber for this SPI in the second 32 bhits.

Then, they can validate the Integrity Check Value (I1CV) of this
packet candi date by taking the preceding 16 bits as the Length field.
They can al so search for 4 bytes of zero (non-ESP marker) followed by
128 bits of IKE SPIs of the IKE SA(s) associated with this TCP
connection and then validate the I1CV of this | KE nessage candi date by
taking the 16 bits preceding the non-ESP nmarker as the Length field.

I mpl enentations SHOULD |imit the attenpts to resync, because if the
injection attack is ongoing, then there is a high probability that
the resync process will not succeed or will quickly come under attack
agai n.

An attacker capabl e of blocking UDP traffic can force peers to use
TCP encapsul ation, thus, degrading the performance and maki ng the
connection nmore vulnerable to DoS attacks. Note that an attacker
that is able to nodify packets on the wire or to block them can
prevent peers from comunicating regardl ess of the transport being
used.

TCP Responders shoul d be careful to ensure that the stream prefix
"I KETCP" uniquely identifies incomng streans as streans that use the
TCP encapsul ati on protocol

Attackers may be able to disrupt the TCP connection by sending
spurious TCP Reset packets. Therefore, inplenentations SHOULD nmake
sure that | KE session state persists even if the underlying TCP
connection is torn down.
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If MOBIKE is being used, all of the security considerations outlined
for MBI KE apply [ RFC4555].

Simlar to MOBIKE, TCP encapsul ation requires a TCP Responder to
handl e changes to source address and port due to network or
connection disruption. The successful delivery of valid new I KE or
ESP nmessages over a new TCP connection is used by the TCP Responder
to determ ne where to send subsequent responses. |If an attacker is
abl e to send packets on a new TCP connection that pass the validation
checks of the TCP Responder, it can influence which path future
packets will take. For this reason, the validation of nessages on
the TCP Responder nust include decryption, authentication, and replay
checks.

| ANA Consi der ati ons

TCP port 4500 is already allocated to I Psec for NAT traversal in the
"Service Name and Transport Protocol Port Number Registry". This
port SHOULD be used for TCP-encapsul ated | KE and ESP as described in
t hi s docunent.

Thi s docunent updates the reference for TCP port 4500 from RFC 8229
to itself:

Service Nanme: ipsec-nat-t
Port Nunmber / Transport Protocol: 4500/tcp
Description: |Psec NAT-Traversal
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Appendi x A.  Using TCP Encapsul ation with TLS

Thi s section provides recomendati ons on how to use TLS in addition
to TCP encapsul ati on.

When usi ng

TCP encapsul ati on, inplenmentations may choose to use TLS

1.2 [RFC5246] or TLS 1.3 [RFCB446] on the TCP connection to be able
to traverse m ddl eboxes, which may ot herw se block the traffic.

If a web proxy is applied to the ports used for the TCP connection

and TLS is
nessage to

The use of

bei ng used, the TCP Originator can send an HTTP CONNECT
establish an SA through the proxy [RFC2817].

TLS shoul d be configurable on the peers and may be used as

the default when using TCP encapsul ation or may be used as a fall back

when basic

TCP encapsul ation fails. The TCP Responder nmay expect to

read encapsul ated | KE and ESP packets directly fromthe TCP

connecti on,

or it may expect to read themfroma stream of TLS data

packets. The TCP Oiginator shoul d be preconfigured regarding

whet her or

not to use TLS when comunicating with a given port on the

TCP Responder.

When new TCP connections are re-established due to a broken

connecti on,

TLS nust be renegotiated. TLS session resunption is



recomrended to inprove efficiency in this case.

The security of the IKE session is entirely derived fromthe | KE
negotiati on and key establishment and not fromthe TLS session
(which, in this context, is only used for encapsul ati on purposes);
therefore, when TLS is used on the TCP connection, both the TCP
Oiginator and the TCP Responder SHOULD all ow the NULL ci pher to be
sel ected for performance reasons. Note that TLS 1.3 only supports
AEAD al gorithns and at the tine of witing this document there was no
recommended ci pher suite for TLS 1.3 with the NULL cipher. It is
RECOMVENDED to foll ow [ RFC9325] when sel ecting paraneters for TLS.

I mpl enent ati ons shoul d be aware that the use of TLS introduces

anot her | ayer of overhead requiring nore bytes to transmt a given
| KE and | Psec packet. For this reason, direct ESP, UDP
encapsul ati on, or TCP encapsul ati on wi thout TLS should be preferred
in situations in which TLSis not required in order to traverse

m ddl eboxes.

Appendi x B. Exanpl e Exchanges of TCP Encapsulation with TLS 1.3
Thi s appendi x contai ns exanples of data flows in cases where TCP
encapsul ati on of I KE and | Psec packets is used with TLS 1.3. The
exanpl es bel ow are provided for illustrative purpose only; readers
should refer to the main body of the document for details.

B.1. Establishing an | KE Session

dient Server
1) e TCP Connection -------------------
(IP_I:Port I ->I1P R Port_R)

TepSyn  a------ >

<mmmmm-- TcpSyn, Ack
TcpAck e >

A R T TLS Session ---------------------
CientHello  ------- >

ServerHel |l o

{ Encr ypt edExt ensi ons}
{Certificate*}
{CertificateVerify*}

<mmmmm - {Fi ni shed}
{Fi ni shedy  ------- >

) StreamPrefix --------------------
"l KETCP* e >

e IKE Session ----------mommomnono-
Length + Non-ESP Marker ------- >

IKE SAINT
HDR, SAil, KEi, N,
[ N( NAT_DETECTI ON_SOURCE | P) ],
[ N( NAT_DETECTI ON_DESTI NATI ON_| P) ]
<--mm--- Length + Non- ESP Mar ker
IKE SAINT
HDR, SArl1l, KEr, Nr,
[ N( NAT_DETECTI ON_SOURCE_|1 P) ],
[ N( NAT_DETECTI ON_DESTI NATI ON_| P) ]
Length + Non- ESP Marker ------- >
first | KE_AUTH
HDR, SK {ID, [CERTREQ
CP( CFG_REQUEST), | Dr,
SA 2, TSi, TSr, ...}
<------- Length + Non- ESP Mar ker
first | KE_AUTH
HDR, SK {IDr, [CERT], AUTH,
EAP, SAr2, TSi, TSr}
Length + Non- ESP Marker ------- >



| KE_AUTH (repeat 1..N tines)
HDR, SK { EAP}

<------- Length + Non- ESP Marker
| KE_AUTH (repeat 1..N tines)
HDR SK { EAP}
Length + Non- ESP Marker ------- >
final | KE_AUTH
HDR, SK { AUTH}
<------- Length + Non- ESP Marker

final | KE_AUTH

HDR, SK {AUTH, CP(CFG_REPLY),

SA, TSi, TSr, ...}

—————————————— | KE and | Psec SAs Established ------------
Length + ESP Frane = ------- >

1. The client establishes a TCP connection with the server on port
4500 or on an alternate preconfigured port that the server is
l'istening on.

2. If configured to use TLS, the client initiates a TLS handshake.
Duri ng the TLS handshake, the server SHOULD NOT request the
client’s certificate since authentication is handl ed as part of
| KE negoti ati on.

3. The client sends the stream prefix for TCP-encapsul ated | KE
(Section 4) traffic to signal the beginning of | KE negotiation

4. The client and server establish an | KE connection. This exanple
shows EAP-based aut hentication, although any authentication type
may be used.

B.2. Deleting an | KE Session

Length + Non- ESP Marker ------- >
I NFORMATI ONAL
HDR, SK {[N, ] [D]

[CP,] ...}
SRR Length + Non- ESP Marker
| NFORMATI ONAL
HDR, SK {[N,] [D]
[CPl, ...}
2)  memmeeeeeeee oo TLS Session ---------------------
close_notify  ------- >
<------- close_notify
) I TCP Connection -------------------
TcpFin - >
<------- Ack
<------- TcpFin
Ack  eeeaaes >

1. The client and server exchange informational nessages to notify
| KE SA del eti on.

2. The client and server negotiate TLS session deletion using TLS
CLOSE_NOTI FY.

3. The TCP connection is torn down.

The del etion of the IKE SA should lead to the disposal of the
underlying TLS and TCP state.

B.3. Re-establishing an | KE Session



1) -emmem e TCP Connection -------------------
(IP_lI:Port_I ->1P_RPort_R)

TcpSyn  ------- >

<------- TcpSyn, Ack
TecpAck e >

2)  memmeeeeeeeeeaao TLS Session ---------------------
CientHello ------- >

ServerHell o

{ Encr ypt edExt ensi ons}

<------- {Fi ni shed}
{Finishedy  ------- >

) StreamPrefix --------------------
"I KETCP* e >

Y > |KE/ESP Flow <---------mmmmnnno- >

1. If a previous TCP connection was broken (for exanple, due to a

TCP Reset), the client is responsible for re-initiating the TCP
connection. The TCP Originator’s address and port (IP_I and
Port |I) may be different fromthe previous connection' s address
and port.

2. The client SHOULD attenpt TLS session resunption if it has
previously established a session with the server.

3. After TCP and TLS are conmplete, the client sends the stream
prefix for TCP-encapsul ated IKE traffic (Section 4).

4. The IKE and ESP packet flow can resune. |If MOBIKE is being used,
the Initiator SHOULD send an UPDATE SA ADDRESSES nessage.

B.4. Using MOBIKE between UDP and TCP Encapsul ati on

i R e T I KE session ----------mcmmommonon
(1'P_11: UDP500 -> | P_R: UDP500)
IKESAINT  a------ >
HDR, SAi 1, KE, N,
[ N( NAT_DETECTI ON_SOURCE_ |1 P) ],
[ N( NAT_DETECTI ON_DESTI NATI ON_I P) ]
S IKE SAINT
HDR, SArl, KEr, Nr,
[ N( NAT_DETECTI ON_SOQURCE | P)],
[ N( NAT_DETECTI ON_DESTI NATI ON_I P) ]
(1P_I1:UDP4500 -> | P_R UDP4500)
Non- ESP Marker - ------ >
| KE_AUTH
HDR, SK { ID, CERT, AUTH,
SAi 2, TSi, TSr,
N( MOBI KE_SUPPORTED) }
Cemmmmm - Non- ESP Mar ker
| KE_AUTH
HDR, SK { IDr, CERT, AUTH,
SAr2, TSi, TSr,
N( MOBI KE_SUPPORTED) }

TP P > |KE/ESP Flow <---------mmmmnnoo- >
A MBI KE Attenpt on New Network --------------

(1 P_12:UDP4500 -> | P_R UDP4500)

Non- ESP Marker — ------- >

| NFORVATI ONAL

HDR, SK { N(UPDATE_SA ADDRESSES),
N( NAT_DETECTI ON_SOURCE_| P),
N( NAT_DETECTI ON_DESTI NATI ON_I P) }



3)

4)

5)

6)

7)

———————————————————— TCP Connection -------------------
(IP_12:Port_I -> 1P_R Port_R)

TepSyn a------ >
<mmmmm-- TcpSyn, Ack
TcpAck e >
--------------------- TLS Session ---------------------
CientHello  ------- >
ServerHel |l o
{ Encr ypt edExt ensi ons}
{Certificate*}
{CertificateVerify*}
<mmmmm - {Fi ni shed}
{Finished} ------- >
—————————————————————— Stream PrefiXx ----------mmmomnoon
"l KETCP* e >

------------ Retransmit Message fromstep 2 -------------
Length + Non- ESP Marker ------- >
| NFORVATI ONAL
HDR, SK { N(UPDATE_SA ADDRESSES)
N( NAT_DETECTI ON_SOURCE_| P) ,
N( NAT_DETECTI ON_DESTI NATI ONLI P) }
<------- Length + Non- ESP Mar ker
| NFORVATI ONAL
HDR, SK { N(NAT_DETECTI ON_SOURCE_I P),
N( NAT_DETECTI ON_DESTI NATI ONLI P) }
-- New Exchange with recal cul ated NAT DETECTION * IP ---
Length + Non-ESP Marker ------- >
| NFORVATI ONAL
HDR, SK { N(UPDATE_SA ADDRESSES)
N( NAT_DETECTI ON_SOURCE_| P),
N( NAT_DETECTI ON_DESTI NATI ONLI P) '}
<emmmm-- Length + Non- ESP Marker
| NFORVATI ONAL
HDR, SK { N(NAT_DETECTI ON_SOURCE_I P),
N( NAT_DETECTI ON_DESTI NATI ONLI P) }
S R TP > | KE/ESP Flow <------------------ >

During the | KE_AUTH exchange, the client and server exchange
MOBI KE_SUPPORTED notify payl oads to indicate support for MOBIKE

The client changes its point of attachment to the network and
receives a new | P address. The client attenpts to re-establish
the | KE session using the UPDATE _SA ADDRESSES notify payl oad, but
the server does not respond because the network bl ocks UDP
traffic.

The client brings up a TCP connection to the server in order to
use TCP encapsul ati on.

The client initiates a TLS handshake with the server.

The client sends the streamprefix for TCP-encapsul ated | KE
traffic (Section 4).

The client sends the UPDATE _SA ADDRESSES notify payload in the

| NFORMATI ONAL exchange on the TCP-encapsul ated connection. Note
that this | KE nessage is the same as the one sent over UDP in
step 2; it should have the same nessage | D and contents.

Once the client receives a response on the TCP-encapsul at ed
connection, it imediately starts a new | NFORVATI ONAL exchange
wi th an UPDATE_SA ADDRESSES notify payl oad and recal cul at ed
NAT_DETECTI ON_*_I P notify payl oads in order to get correct

i nformati on about the presence of NATs.



8. The IKE and ESP packet flow can resune.
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