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1. I nt roduction

[ RFC1305] describes a set of control nmessages for use within the
Net work Tinme Protocol (NTP) when a conprehensive network nanagenent
solution was not available. The definitions of these contro
messages were not promul gated to [ RFC5905] when NTP version 4 was
docunented. These nessages were intended for use only in systens
where no ot her managenent facilities were avail able or appropriate,
such as in dedicated-function bus peripherals. Support for these
messages is not required in order to conformto [RFC5905]. The
control messages are described here as a current reference for use
with an inplenentation of NTP from RFC 5905.

The publication of this docunent is not neant to encourage the

devel opment and depl oynent of these control nessages. This docunent
is only providing a current reference for these control messages
given the current status of RFC 1305.

1.1. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

1.2. Control Message Overvi ew

The NTP node 6 control messages are used by NTP nanagement prograns
(e.g., ntpqg) when a nore robust network managenent facility (e.g.,
SNWP) is not available. These control messages provide rudi mentary
control and nonitoring functions to nmanage a runni ng instance of an
NTP server. These conmands are not designed to be used for

communi cati on between instances of running NTP servers.

The NTP control message has the value 6 specified in the node field
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of the first octet of the NITP header and is formatted as shown in
Figure 1. The format of the data field is specific to each command
or response; however, in nost cases, the format is designed to be
constructed and viewed by humans and so is coded in free-form ASCl |
This facilitates the specification and inplenmentation of sinple
managenment tools in the absence of fully evol ved networ k- managenent
facilities. As in ordinary NTP nessages, the authenticator field
follows the data field. |If the authenticator is used, the data field
is zero-padded to a 32-bit boundary, but the padding bits are not
considered part of the data field and are not included in the field
count .

I P hosts are not required to reassenbl e datagrans over a certain size
(576 octets for I Pv4 [RFCO791] and 1280 octets for | Pv6 [ RFC8200]);
however, some conmands or responses may involve nore data than wll
fit into a single datagram Accordingly, a sinple reassenbly feature
is included in which each octet of the nmessage data is nunbered
starting with zero. As each fragment is transmtted, the number of
its first octet is inserted in the offset field and the nunber of
octets is inserted in the count field. The nore-data (M bit is set
in all fragnments except the |ast.

Most control functions involve sending a comand and receiving a
response, perhaps involving several fragments. The sender chooses a
di stinct, nonzero sequence nunber and sets the status field, "R' bit,
and "E" bit to zero. The responder interprets the opcode and
additional information in the data field, updates the status field,
sets the "R'" bit to one and returns the three 32-bit words of the
header along with additional information in the data field. |In the
case of invalid message format or contents, the responder inserts a
code in the status field, sets the "R' and "E" bits to one and,
optionally, inserts a diagnostic nessage in the data field.

Some commands read or wite systemvariables (e.g., s.offset) and
peer variables (e.g., p.stratun) for an association identified in the
command. Ohers read or wite variables associated with a radio
clock or other device directly connected to a source of primary
synchroni zation information. To identify which type of variable and
association, the Association IDis used. Systemvariables are
indicated by the identifier zero. As each association is nobilized a
uni que, nonzero identifier is created for it. These identifiers are
used in a cyclic fashion, so that the chance of using an old
identifier that matches a newly created association is remote. A
managenent entity can request a list of current identifiers and
subsequently use themto read and wite variables for each
association. An attenpt to use an expired identifier results in an
exception response, follow ng which the |ist can be requested again.

Sone exception events, such as when a peer becomes reachable or
unreachabl e, occur spontaneously and are not necessarily associ ated
with a command. An inplenentation may el ect to save the event
information for later retrieval, to send an asynchronous response
(called a trap), or both. |In case of a trap, the | P address and port
nunber are determ ned by a previous command and the sequence field is
set as described below Current status and summary information for
the | atest exception event is returned in all normal responses. Bits
in the status field indicate whether an exception has occurred since
the | ast response and whether nmore than one exception has occurred.

Conmands need not necessarily be sent by an NTP peer, so ordinary
access-control procedures may not apply; however, the optional mask/
mat ch mechani sm suggested in Section 6 provides the capability to
control access by node nunber, so this could be used to limt access
for control nessages (node 6) to sel ected address ranges.

Renote Facility Message Overview



The original devel opment of the NTP daenon included a Renote Facility
for monitoring and configuration. This facility used node 7 conmands
to communicate with the NTP daenon. This document illustrates the
mode 7 packet format only. The commands enbedded in the node 7
messages are inplenmentation specific and not standardized in any way.
The node 7 nessage format is described in Appendi x A

NTP Control Message For nat

The format of the NTP Control Message header, which inmrediately
follows the UDP header, is shown in Figure 1. Follow ng the figure
is a description of its header fields.
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/ Aut henti cator (optional, 20 or 24 bits)
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Figure 1: NTP Control Message Header

Leap Indicator (LI):
This is a 2-bit integer that is set to b00 for control nessage
requests and responses. The Leap Indicator value used at this
position in nost NTP nodes is in the system status word provi ded
in some control nessage responses.

Ver si on Number (VN):
This is a 3-bit integer indicating a mni mum NTP versi on nunber.
NTP servers do not respond to control nessages with an
unrecogni zed version nunber. Requests may intentionally use a
| ower version number to enable interoperability with earlier
versions of NTP. Responses carry the same version as the
correspondi ng request.

Mode:
This is a 3-bit integer indicating the nmode. The value 6
i ndi cates an NTP control nessage.

Response Bit (R):
Set to zero for conmmands; set to one for responses.

Error Bit (E):
Set to zero for normal responses; set to one for an error
response.

Mre Bit (M:
Set to zero for the last fragnent; set to one for all others.

Oper ation Code (opcode):
This is a 5-bit integer specifying the command function. Val ues



currently defined include the foll ow ng:

[ bl s sl
| Code | Meaning |
| O | reserved |
R, o e e e e e e e e e e e e e e e e e e e e e e e e e me— o +
| 1 | read status command/response |
S D . +
| 2 | read variabl es commmand/ response |
Fommma - T T TS +
| 3 | wite variabl es command/response |
R, o e e e e e e e e e e e e e e e e e e e e e e e e e me— o +
| 4 | read clock variabl es command/response |
S D Fe e e i e eiieiiieaeiciieaasseiassassasaaaaas +
| 5 | wite clock variables conmand/ response |
Fommma - T T T +
| 6 | set trap address/port conmand/response |
R, o e e e e e e e e e e e e e e e e e e e e e e e e e me— o +
| 7 | trap response |
S D Fe e e e eeiiiiiieaiidiaesasceiassassaaaaaaas +
| 8 | runtinme configuration conmand/ response |
Fommma - T e +
| 9 | export configuration to file comuand/response |
R, o e e e e e e e e e e e e e e e e e e e e e e e e e me— o +
| 10 | retrieve renpte address stats command/response

S D Fe e m e e e iiiiieaiidiieassceiassasseaaaaaas +
| 11 | retrieve ordered |ist command/response |
Fommma - T T T +
| 12 | request client-specific nonce conmand/response

R, o e e e e e e e e e e e e e e e e e e e e e e e e e me— o +
| 13-30 | reserved |
S D Fe o m e e e e iiiiieaiediaeaacceiasssssaaaaaaas +
| 31 | unset trap address/port comrand/response |
Fommma - T e +

Table 1: Operation Codes

Sequence Nunber:
This is a 16-bit integer indicating the sequence nunber of the
command or response. Each request uses a different sequence
nunber. Each response carries the same sequence nunber as its
correspondi ng request. For asynchronous trap responses, the
responder increnents the sequence nunber by one for each response,
allowing trap receivers to detect missing trap responses. The
sequence nunber of each fragment of a nultiple-datagramresponse
carries the sane sequence nunber, copied fromthe request.

St at us:
This is a 16-bit code indicating the current status of the system
peer, or clock with values coded as described in follow ng
secti ons.

Associ ation |D:
This is a 16-bit unsigned integer identifying a valid association
or zero for the systemclock

O fset:
This is a 16-bit unsigned integer indicating the offset, in
octets, of the first octet in the data area. The offset is set to
zero in requests. Responses spanning nultiple datagrans use a
positive offset in all but the first datagram

Count :
This is a 16-bit unsigned integer indicating the length of the
data field, in octets.



Dat a:
This contains the nessage data for the command or response. The
maxi mum nunber of data octets is 468.

Paddi ng (optional):
Contains zero to 3 octets with a value of zero, as needed to
ensure the overall control nessage size is a multiple of 4 octets.

Aut henti cator (optional):
When the NTP authentication nmechanismis inplemented, this
contains the authenticator information defined in Appendix C of
[ RFC1305] .

St at us Wor ds

Status words indicate the present status of the system associations,
and clock. They are designed to be interpreted by network-nonitoring
prograns and are in one of four 16-bit formats shown in Figure 2 and
described in this section. System and peer status words are
associated with responses for all commands except the read cl ock
variables, wite clock variables, and set trap address/port comands.
The association identifier zero specifies the system status word,
while a nonzero identifier specifies a particular peer association
The status word returned in response to read clock variabl es and
wite clock variables commands indicates the state of the clock

har dwar e and decodi ng software. A special error status word i s used
to report mal fornmed command fields or invalid val ues.

0 1
0123456789012345
B i S S ik s S N S S
| LI| Cock Src | Count | Code |
R T i T i e s ik T e R T
System St atus Word

B il s S S S S I S i

| Status | SEL | Count | Code |

R T i i e R e e e s i i
Peer Status Word

B i T R R e i o ik SR e

| dock Status | Code

B el I T R S il il ol siE I R SR S
Radi o Status Wrd

e T e ik o oI S R B T

| Error Code | Reserved |

B il s S S S S I S i
Error Status Word

R T i T i e s ik T e R T

| Reserved | Count | Code |

B i T R R e i o ik SR e
Clock Status Wrd

Figure 2: Status Wrd Formats

.1. System Status Wrd

The system status word appears in the status field of the response to
a read status or read variables command with a zero association

identifier. The format of the systemstatus word is as foll ows:

Leap Indicator (LI):
This is a 2-bit code warning of an inpending | eap second to be



inserted/deleted in the last mnute of the current day, with bit O
and bit 1, respectively, coded as foll ows:

| LI | Meaning |
| 00 | no warning |
o +
| 01 | insert second after 23:59:59 of the current day |
o m m e e e e e e e e e e e e e e e e e e e e e e e meee— oo s +
| 10 | delete second 23:59:59 of the current day |
o m e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e a oo +
| 11 | unsynchronized |
o +

Tabl e 2: Leap Indicator Codes

Cl ock Source (dock Src):
This is a 6-bit integer indicating the current synchronization
source, with values coded as foll ows:

| Code | Meaning |
| O | unspecified or unknown |
AR, o m m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e m e oo oo +
| 1 | Calibrated atomc clock (e.g., PPS, HP 5061) |
Fomm o - e m e e e e e e e e e e e e e e e e e e e e e e e e e e eeeom oo s +
| 2 | VLF (band 4) or LF (band 5) radio (e.g., OVEGA , WWB) |
N o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e a oo +
| 3 | HF (band 7) radio (e.g., CHU MSF, WW/ H) |
AR, o m m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e m e oo oo +
| 4 | UHF (band 9) satellite (e.g., GCES, GPS) |
Fomm o - e m e e e e e e e e e e e e e e e e e e e e e e e e e e eeeom oo s +
| 5 | local net (e.g., DCN, TSP, DTS) |
N o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e a oo +
| 6 | UDP/ NTP |
AR, o m m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e m e oo oo +
| 7 | UDP/ TI ME |
Fomm o - e m e e e e e e e e e e e e e e e e e e e e e e e e e e eeeom oo s +
| 8 | eyebal |l -and-wi stwatch |
N o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e a oo +
| 9 | tel ephone nmodem (e.g., N ST) |
AR, o m m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e m e oo oo +
| 10-63 | reserved |
Fomm o - e m e e e e e e e e e e e e e e e e e e e e e e e e e e eeeom oo s +

Tabl e 3: d ock Source Val ues

System Event Counter (Count):
This is a 4-bit integer indicating the nunber of system events
occurring since the last time the System Event Code changed. Upon
reachi ng 15, subsequent events with the same code are not counted.

System Event Code (Code):
This is a 4-bit integer identifying the |atest system exception
event, with new values overwiting previous val ues, and coded as

fol | ows:
| Code | Meaning |
ettt e,
| O | unspecified |
Fomm o - e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeao o +
| 1 | frequency correction (drift) file not available |
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2

| 2 | frequency correction started (frequency stepped)

| 3 | spi ke detected and ignored, starting stepout tiner

Fomm o - e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeao o
| 4 | frequency training started

Fom e e - - o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo
| 5 | clock synchronized

+o-m - - T
| 6 | systemrestart

Fomm o - e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeao o
| 7 | panic stop (required step greater than panic threshol d)
Fom e e - - o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo
| 8 | no system peer

+o-m - - T
| 9 | leap second insertion/deletion arnmed for the current

| | month

S o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aa oo
| 10 | leap second di sarned

R T
| 11 | leap second inserted or deleted

Femmm o - e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeao o
| 12 | clock stepped (stepout tinmer expired)

S o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aa oo
| 13 | kernel |oop discipline status changed

R T
| 14 | | eapseconds table |oaded fromfile

Femmm o - e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeao o
| 15 | | eapseconds table outdated, updated file needed

S o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aa oo

Tabl e 4: System Event Codes
Peer Status Wrd

A peer status word is returned in the status field of a response to
read status, read variables, or wite variables command and appears
inthe list of Association IDs and status words returned by a read
status conmand with a zero Association ID. The format of a peer
status word is as follows:

Peer Status (Status):
This is a 5-bit code indicating the status of the peer determ ned
by the packet procedure, with bits assigned as follows:

| Peer Status bit

Table 5. Peer Status Bits

Peer Sel ection (SEL):
This is a 3-bit integer indicating the status of the peer
determ ned by the cl ock-sel ection procedure, with val ues coded as
fol | ows:



Tabl e 6: Peer Sel ection Val ues

Peer Event Counter (Count):
This is a 4-bit integer indicating the nunber of peer exception
events that occurred since the last tine the peer event code
changed. Upon reaching 15, subsequent events with the same code
are not counted.

Peer Event Code (Code):
This is a 4-bit integer identifying the | atest peer exception
event, with new values overwiting previous values, and coded as
fol | ows:

B sl e el
| Peer Event Code | Meaning |
| O | unspecified |
o e e e oo o e e e e e e e e e e e e e o m o +
| 1 | association nobilized |
O +
| 2 | association denpbilized |
oo mmeeemeeaaaas T T T r ey +
| 3 | peer unreachabl e (peer.reach was

| | nonzero now zer o) |
o e e e e oo o e e e e e e e e e e e e oo oo +
| 4 | peer reachabl e (peer.reach was |
| | zero now nonzero) |
oo mmeeemeeaaaas T T T r ey +
| 5 | association restarted or timed

| | out |
o e e e e oo o e e e e e e e e e e e e oo oo +
| 6 | no reply (only used with one-shot |
| | clock set command) |
oo mmeeemeeaaaas Fom e eeeeeeeeeeeeieeeeacciceaaaaan. +
| 7 | peer rate limt exceeded (kiss |
| | code RATE received) |
o e e e e oo o e e e e e e e e e e e e oo oo +
| 8 | access denied (kiss code DENY |
| | received) |
oo mmeeemeeaaaas T T T r e +
| 9 | leap second insertion/deletion at

| | nonth’s end armed by peer vote |
o e e e e oo o e e e e e e e e e e e e oo oo +
| 10 | becanme system peer (sys.peer) |
R e +
| 11 | reference clock event (see clock |

| | status word) |
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| 12 | authentication failed |
o e e e oo o m e e e e e e e e mee oo s +
| 13 | popcorn spi ke suppressed by peer |
| | clock filter register |
o e e e e oo - o e e e e e e e e e e mmmemao - +
| 14 | entering interleaved node |
o e e e e oo o e e e e e e e e e e e e oo oo +
| 15 | recovered frominterleave error

o e e oo S +

Tabl e 7: Peer Event Code Val ues
Cl ock Status Word

There are two ways a reference clock can be attached to an NTP
service host: as a dedicated device managed by the operating system
and as a synthetic peer managed by NTP. As in the read status
command, the Association IDis used to identify the correct variable
for each clock: zero for the systemclock and nonzero for a peer
clock. Only one systemclock is supported by the protocol, although
many peer clocks can be supported. A systemor peer clock status
word appears in the status field of the response to a read cl ock
variables or wite clock variables command. This word can be
considered to be an extension of the systemstatus word or the peer
status word as appropriate. The format of the clock status word is
as foll ows:

Reserved
This is an 8-bit integer that is ignhored by requesters and zeroed
by responders.

Count :
This is a 4-bit integer indicating the number of clock events that
occurred since the last tine the clock event code changed. Upon
reachi ng 15, subsequent events with the same code are not counted.

Cl ock Code (Code):
This is a 4-bit integer indicating the current clock status, with
val ues coded as foll ows:

| dock Status | Meaning |
E s ool s s
| O | clock operating within nomnals

oo s o m e e e e e e e e e eee oo s +
| 1 | reply tineout |
S St +
| 2 | bad reply fornmat |
R oo m e e e e e e e e e e ao - +
| 3 | hardware or software fault |
oo s o m e e e e e e e e e eee oo s +
| 4 | propagation failure |
S St +
| 5 | bad date format or val ue |
R oo m e e e e e e e e e e ao - +
| 6 | bad time format or val ue |
oo s o m e e e e e e e e e eee oo s +
| 7-15 | reserved |
S St +

Tabl e 8: d ock Code Val ues
Error Status Wrd

An error status word is returned in the status field of an error
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response as the result of invalid message format or contents. |Its
presence is indicated when the E (error) bit is set along with the
response (R) bit in the response. It consists of an 8-bit integer
coded as foll ows:

| Error Status | Meaning |
[ e ——— e p—p—p—p—_—(——————————————————————————
| O | unspecified |
oo s o e e e e e e e e e e eee— oo n +
| 1 | authentication failure |
o e e e e o - o mm e e e e e e e e e e e e e e e mam- +
| 2 | invalid nessage | ength or fornmat

o e oo - oo e e e e e e e oo oo +
| 3 | invalid opcode |
oo s o e e e e e e e e e e eee— oo n +
| 4 | unknown Association |ID |
o e e e e o - o mm e e e e e e e e e e e e e e e mam- +
| 5 | unknown vari abl e nane |
o e oo - oo e e e e e e e oo oo +
| 6 | invalid variable val ue |
oo s o e e e e e e e e e e eee— oo n +
| 7 | administratively prohibited |
o e e e e o - o mm e e e e e e e e e e e e e e e mam- +
| 8-255 | reserved |
o e oo - oo e e e e e e e oo oo +

Table 9: Error Status Wrd Codes
Commands

Conmands consi st of the header and optional data field shown in
Figure 1. Wen present, the data field contains a list of
identifiers or assignments in the form
<<identifier>>[ =<<val ue>>], <<identifier>> =<<value>>],... where
<<identifier>>is the ASCI| nanme of a systemor peer variable such as
the ones specified in RFC 5905 and <<val ue>> is expressed as a

deci mal , hexadecinmal, or string constant in the syntax of the C
programm ng | anguage. Where no anbiguity exists, the "sys." or
"peer." prefixes can be suppressed. Space characters (ASClI
nonprinting format effectors) can be added to inprove readability for
sinmple monitoring prograns that do not reformat the data field.
Representati ons of note are as foll ows:

* | Pv4d internet addresses are witten in the form[n.n.n.n], where n
is in decimal notation and the brackets are optiona

* | Pv6 internet addresses are fornul ated based on the guidelines
defined in [ RFC5952].

* Tinmestanps (including reference, originate, receive, and transmt
val ues) and the logical clock are represented in units of seconds
and fractions, preferably in hexadeci mal notation.

* Delay, offset, dispersion, and distance values are represented in
units of mlliseconds and fractions, preferably in decinal
not ati on.

* Al other values are represented as is, preferably in deci nal
not ati on.

I mpl enent ati ons may define variables other than those described in
RFC 5905; called "extranural variables", these are distinguished by
the inclusion of sone character type other than al phanuneric or "."
in the name. For those commands that return a list of assignments in
the response data field, if the command data field is enpty, it is



expected that all available variables defined in RFC 5905 will be
included in the response. For the read commands, if the command data
field is nonenpty, an inplenmentation nay choose to process this field

to

i ndividually select which variables are to be returned.

Conmands are interpreted as foll ows:

Read Status (1):

The command data field is enpty or contains a list of identifiers
separated by commas. The command operates in two ways dependi ng
on the value of the Association ID. If this identifier is
nonzero, the response includes the peer identifier and status
word. Optionally, the response data field may contain other

i nformation, such as described in the Read Variables conmand. |If
the association identifier is zero, the response includes the
systemidentifier (0) and status word; the data field contains a
list of binary-coded pairs <<Association | D>> <<status word>> one
for each currently defined association

Read Variables (2):

=

The command data field is enpty or contains a list of identifiers
separated by comms. |If the Association IDis nonzero, the
response includes the requested peer identifier and status word;
the data field contains a list of peer variables and val ues as
descri bed above. |If the Association IDis zero, the data field
contains a list of systemvariables. |f a peer has been sel ected
as the synchroni zati on source, the response includes the peer
identifier and status word; otherw se, the response includes the
systemidentifier (0) and status word.

ite Variables (3):

The command data field contains a |list of assignnents as descri bed
above. The variables are updated as indicated. The response is
as described for the Read Vari abl es conmand.

Read C ock Variables (4):

=

The command data field is enpty or contains a list of identifiers
separated by commas. The Association ID selects the system cl ock
vari abl es or peer clock variables in the same way as in the Read
Vari abl es command. The response includes the requested cl ock
identifier and status word; the data field contains a |ist of
clock variables and val ues, including the |last timecode nessage
recei ved fromthe cl ock

ite Cock Variables (5):

The command data field contains a |list of assignnents as descri bed
above. The clock variables are updated as indicated. The
response is as described for the read cl ock vari abl es command.

Set Trap Address/Port (6):

The command Association ID, status, and data fields are ignored.
The address and port number for subsequent trap nessages are taken
fromthe source address and port of the control nessage itself.
The initial trap counter for trap response nessages is taken from
the sequence field of the cormand. The response associ ation
identifier, status, and data fields are not significant.

I mpl enent ati ons should include |ogical timeouts that prevent trap
transmi ssions if the nonitoring program does not renew this
information after a | engthy interval

Trap Response (7)

This nessage is sent when a system peer, or clock exception event
occurs. The opcode field is 7 and the Rbit is set. The trap
counter is increnmented by one for each trap sent and the sequence
field set to that value. The trap nmessage is sent using the IP
address and port fields established by the set trap address/port



command. |If a systemtrap, the Association IDfield is set to
zero and the status field contains the systemstatus word. |If a
peer trap, the Association IDfield is set to that peer and the
status field contains the peer status word. Optional ASCII-coded
informati on can be included in the data field.

Configure (8):
The command data is parsed and applied as if supplied in the
daermon configuration file.

Save Configuration (9):
Wites a snapshot of the current configuration to the file nane
supplied as the command data. Further, the command is refused
unless a directory in which to store the resulting files has been
explicitly configured by the operator

Read Most Recently Used (MRU) list (10):
Retrieves records of recently seen renote addresses and associ at ed
statistics. This command supports all of the state variables
defined in Section 9 of [RFC5905]. Command data consists of
nane=val ue pairs controlling the selection of records, as well as
a requestor-specific nonce previously retrieved using this command
or opcode 12 (Request Nonce). The response consists of nanme=val ue
pai rs where some names can appear multiple times using a dot
foll owed by a zero-based index to distinguish themand to
associ ate el enents of the same record with the sane index. A new
nonce is provided with each successful response.

Read ordered list (11):
Retrieves a list ordered by IP address (I Pv4 information precedes

IPv6 information). |If the command data is enpty or is the seven
characters "ifstats", the associated statistics, status, and
counters for each |local address are returned. |If the conmand data

is the characters "addr_restrictions", then the set of |IPv4 renote
address restrictions foll owed by the set of I Pv6 renpte address
restrictions (access control lists) are returned. O her comrand
data returns error code 5 (unknown variable name). Simlar to
Read MRU, response information uses zero-based i ndexes as part of
the variabl e nanme preceding the equals sign and val ue, where each
index relates information for a single address or network. This
opcode requires authentication

Request Nonce (12):
Retrieves a 96-bit nonce specific to the requesting renote
address, which is valid for a limted period. Comrand data is not
used in the request. The nonce consists of a 64-bit NTP tinestanp
and 32 bits of hash derived fromthat tinestanp, the renote
address, and salt known only to the server, which varies between
daermon runs. Inclusion of the nonce by a managenent agent
denonstrates to the server that the agent can receive datagrans
sent to the source address of the request, naking source address
"spoofing" nore difficult in a simlar way as TCP' s three-way
handshake.

Unset Trap (31)
Renoves the requesting renote address and port fromthe |list of
trap receivers. Conmmand data is not used in the request. |f the

address and port are not in the list of trap receivers, the error
code is 4 (bad association).

| ANA Consi der ations
Thi s docunent has no | ANA acti ons.

Security Considerations



A number of security vulnerabilities have been identified with these
control messages.

NTP's control query interface allows reading and witing of system
peer, and clock variables renptely fromarbitrary | P addresses using
commands nentioned in Section 4. Overwiting these variables, but
not reading them requires authentication by default. However, this
docunent argues that an NTP host nust authenticate all contro
queries and not just ones that overwite these variabl es.
Alternatively, the host can use an access control list to explicitly
list I P addresses that are allowed to control query the clients.
These access controls are required for the foll owi ng reasons:

NTP as a Distributed Denial -of -Service (DDoS) vector
NTP tim ng query and response packets (nobdes 1-2, 3-4, and 5) are
usual Iy short in size. However, some NTP control queries generate
a very long packet in response to a short query. As such, there
is a history of use of NTP's control queries, which exhibit such
behavior, to perform DoS attacks. These off-path attacks exploit
the large size of NTP control queries to cause UDP-based
anplification attacks (e.g., nmode 7 nonlist conmand generates a
very |long packet in response to a small query [CVE-DOS]). These
attacks only use NTP as a vector for DoS attacks on other
protocols, but do not affect the time service on the NTP host
itself. To limt the sources of these malicious commands, NTP
server operators are reconmended to deploy ingress filtering
[ RFC3704] .

Ti me-shifting attacks through infornmation | eakage/ overwiting:
NTP hosts save inportant system and peer state variables. An off-
pat h attacker who can read these variables renotely can | everage
the information | eaked by these control queries to performtinme-
shifting and DDoS attacks on NTP clients. These attacks do affect
time synchronization on the NTP hosts. For instance:

* In the client/server node, the client stores its local time when
it sends the query to the server in its xnt peer variable. This
variable is used to perform TEST2 to non-cryptographically
authenticate the server (i.e., if the origin tinmestanp field in
the correspondi ng server response packet matches the xmt peer
variable, then the client accepts the packet). An off-path
attacker with the ability to read this variable can easily spoof
server response packets for the client, which will pass TEST2 and
can deny service or shift time on the NTP client. The specific
attack is described in [ CVE- SPOOF] .

* The client also stores its local time when the server response is
received in its rec peer variable. This variable is used for
authentication in interl eaved-pivot node. An off-path attacker
with the ability to read this state variable can easily shift tine
on the client by passing this test. This attack is described in
[ CVE- SHI FT]..

Fast - Scanni ng:
NTP node 6 control messages are usually small UDP packets. Fast-
scanning tools like ZMap can be used to spray the entire
(potentially reachable) Internet with these messages within hours
to identify vul nerable hosts. To make things worse, these attacks
can be extrenely lowrate, only requiring a control query for
reconnai ssance and a spoofed response to shift tine on vul nerable
clients.

The node 6 and 7 nessages are vul nerable to replay attacks

[ CVE- Repl ay] :
If an attacker observes node 6/7 packets that nodify the
configuration of the server in any way, the attacker can apply the
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same change at any tinme later by sinply sending the packets to the
server again. The use of the nonce (Request Nonce command)
provides linmted protection against replay attacks.

NTP best practices recomrend configuring NTP with the no-query
paraneter. The no-query paraneter blocks access to all renote
control queries. However, sonetimes the hosts do not want to bl ock
all queries and want to give access for certain control queries
renotely. This could be for the purpose of renote managenent and
configuration of the hosts in certain scenarios. Such hosts tend to
use firewalls or other niddl eboxes to blacklist certain queries

wi thin the network.

Significantly fewer hosts respond to node 7 nonlist queries as
conpared to other control queries because it is a well-known and
expl oited control query. These queries are likely blocked using
bl acklists on firewalls and m ddl eboxes rather than the no-query
option on NTP hosts. The remmining control queries that can be
exploited likely remain out of the blacklist because they are
undocurented in the current NTP specification [ RFC5905].

Thi s docunent describes all of the nbde 6 control queries allowed by
NTP and can hel p administrators nake informed decisions on security
measures to protect NTP devices fromharnful queries and |ikely nake
those systens | ess vul nerable. The use of the | egacy node 6
interface is NOT RECOMVENDED. Regardless of which node 6 commands an
adm nistrator nmay elect to allow, renpte access to this facility
needs to be protected from unauthorized access (e.g., strict Access
Control Lists (ACLs)). Additionally, the legacy interface for node 6
commands SHOULD NOT be utilized in new depl oynents or inplementation
of NTP.

Ref er ences
Nor mat i ve Ref erences

[ RFC1305] MIls, D, "Network Tinme Protocol (Version 3)
Speci fication, Inplenentation and Anal ysis", RFC 1305,
DO 10.17487/ RFC1305, March 1992,
<https://ww.rfc-editor.org/info/rfcl305>

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://ww.rfc-editor.org/info/rfc2119>

[ RFC3704] Baker, F. and P. Savola, "lIngress Filtering for Miltihomed
Net wor ks", BCP 84, RFC 3704, DO 10.17487/RFC3704, March
2004, <https://ww.rfc-editor.org/info/rfc3704>

[ RFC5905] MIls, D, Martin, J., Ed., Burbank, J., and W Kasch,
"Network Time Protocol Version 4: Protocol and Al gorithns
Speci fication", RFC 5905, DO 10.17487/RFC5905, June 2010,
<https://ww.rfc-editor.org/info/rfc5905>

[ RFC5952] Kawanura, S. and M Kawashi ma, "A Recomendation for |Pv6
Address Text Representation", RFC 5952,
DO 10.17487/ RFC5952, August 2010,
<https://www.rfc-editor.org/info/rfc5952>

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>

I nformati ve References



[CVE-DOS] NI ST National Vulnerability Database, "CVE-2013-5211
Detail", 2 January 2014,
<https://nvd. ni st.gov/vul n/detail/CVE-2013-5211>.

[ CVE- Repl ay]
NI ST National Vulnerability Database, "CVE-2015-8140
Detail", 30 January 2015,
<https://nvd. ni st.gov/vul n/detail/CVE-2015-8140>.

[ CVE- SHI FT]
NI ST National Vul nerability Database, "CVE-2016-1548
Detail", 6 January 2017,
<https://nvd. ni st.gov/vul n/detail/CVE-2016-1548>.

[ CVE- SPOCF]
NI ST National Vulnerability Database, "CVE-2015-8139
Detail", 30 January 2017,
<https://nvd. ni st.gov/vul n/detail/CVE-2015-8139>.

[ RFCO791] Postel, J., "Internet Protocol", STD 5, RFC 791,

DO 10. 17487/ RFCO791, Septenber 1981,
<https://ww. rfc-editor.org/info/rfc791>.

[ RFC8200] Deering, S. and R Hinden, "Internet Protocol, Version 6
(I'Pv6) Specification", STD 86, RFC 8200,
DO 10.17487/ RFC8200, July 2017,
<https://ww. rfc-editor.org/info/rfc8200>.

Appendi x A.  NTP Renote Facility Message Format

The format of the NTP Renpte Facility Message header, which

i mediately foll ows the UDP header, is shown in Figure 3. A
description of its fields follows Figure 3. Bit positions marked as
zero are reserved and should always be transmitted as zero.

0 1 2 3
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Figure 3: NTP Renpte Facility Message Header

Response Bit (R):
Set to O if the packet is a request. Set to 1 if the packet is a
response.

Mre Bit (M:
Set to O if this is the |last packet in a response; otherw se, set
to 1 in responses requiring nore than one packet.

Ver si on Number (VN):
Set to the version nunber of the NTP daenon.



Mode:
Set to 7 for Renpte Facility messages.

Aut henticated Bit (A):
If set to 1, this packet contains authentication information.

Sequence:
For a nmulti-packet response, this field contains the sequence
nunber of this packet. Packets in a multi-packet response are
nunbered starting with 0. The More Bit is set to 1 for al
packets but the |ast.

| mpl enent ati on:
The version nunber of the inplenentation that defined the request
code used in this nessage. An inplenmentation nunber of 0 is used
for a request code supported by all versions of the NTP daenon.
The value 255 is reserved for future extensions.

Request Code (Req Code):
An i npl enent ati on-specific code that specifies the operation being
requested. A request code definition includes the fornat and
semantics of the data included in the packet.

Error (Err):
Set to O for a request. For a response, this field contains an
error code relating to the request. |If the Error is nonzero, the
operation requested wasn't perforned.

0: no error

1: inconpatible inplementation nunber
2: uninpl emented request code

3: format error

4: no data avail able

7: authentication failure

Count :
The nunber of data itens in the packet. Range is 0 to 500.

Must Be Zero (MBZ):
A reserved field set to O in requests and responses.

Si ze:
The size of each data itemin the packet. Range is 0 to 500

Dat a:
A variabl e-si zed field containing request/response data. For
requests and responses, the size in octets nust be greater than or
equal to the product of the nunber of data itenms (Count) and the
size of a data item (Size). For requests, the data area is
exactly 40 octets in length. For responses, the data area wll
range fromO to 500 octets, inclusive.

Encrypti on Keyl D:
A 32-bit unsigned integer used to designate the key used for the
Message Authentication Code. This field is included only when the
ADbit is set to 1.

Message Aut hentication Code:
An optional Message Authentication Code defined by the version of
the NTP daenon indicated in the Inplenentation field. This field
is included only when the A bit is set to 1.
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