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In situ Operations, Administration, and M ntenance (1 OAM is used
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Specifically, TOAM allows telenetry data to be pushed into data
packets while they traverse the network. This docunent introduces a
new | OAM option type (denoted | OAM Opti on-Type) called the "I OAM
Direct Export (DEX) Option-Type". This Option-Type is used as a
trigger for IOAM data to be directly exported or |ocally aggregated
wi t hout being pushed into in-flight data packets. The exporting

met hod and format are outside the scope of this docunent.
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I ntroduction

| OAM [ RFC9197] is used for nonitoring traffic in the network and for
incorporating | OAM data fields (denoted | OAM Data-Fields) into in-
flight data packets.

| OAM nakes use of four possible | OAM Opti on-Types, defined in
[ RFC9197]: Pre-allocated Trace, Incremental Trace, Proof of Transit
(POT), and Edge-t o- Edge.

Thi s docunent defines a new | OAM Opti on-Type called the "1 OAM Direct
Export (DEX) Option-Type". This Option-Type is used as a trigger for
| OAM nodes to locally aggregate and process | OAM data and/or to
export it to a receiving entity (or entities). Throughout the
docunent, this functionality is referred to as "collection" and/or
"exporting”. In this context, a "receiving entity" is an entity that
resides within the | OAM domai n such as a collector, analyzer,
control |l er, decapsul ating node, or software nodule in one of the | OAM
nodes.

Note that even though the | OAM Option-Type is called "Direct Export",
it depends on the depl oynent whether the receipt of a packet with a
DEX Option-Type leads to the creation of another packet. Sone

depl oynents might sinply use the packet with the DEX Option-Type to
trigger |ocal processing of Operations, Adm nistration, and

Mai nt enance (OAM data. The functionality of this |ocal processing
is not within the scope of this docunent.

Conventi ons
1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here
2. Term nol ogy
Abbrevi ations used in this docunent:

| CAM In situ Operations, Adnministration, and Mi ntenance

OAM Operations, Administration, and Miintenance [ RFC6291]



DEX: Direct Exporting
3. The Direct Exporting (DEX) | OAM Opti on- Type
3.1. Overview

The DEX Option-Type is used as a trigger for collecting | OAM data
locally or exporting it to a receiving entity (or entities).
Specifically, the DEX Option-Type can be used as a trigger for
collecting | OAM data by an | OAM node and | ocally aggregating it;
thus, this aggregated data can be periodically pushed to a receiving
entity or pulled by a receiving entity on-demand.

This Option-Type is incorporated into data packets by an | OAM
encapsul ati ng node and renoved by an | OAM decapsul ati ng node, as
illustrated in Figure 1. The Option-Type can be read, but not
nmodi fied, by transit nodes. Note that the terns "I OAM encapsul ati ng
node", "1 QAM decapsul ati ng node", and "IQAM transit node" are as
defined in [ RFC9197].
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Figure 1. DEX Architecture

The DEX Option-Type is used as a trigger to collect and/or export
| OAM data. The trigger applies to transit nodes, the decapsul ating
node, and the encapsul ati ng node:

* An | OAM encapsul ati ng node configured to incorporate the DEX
Opti on- Type encapsul ates the packets (or possibly a subset of the
packets) it forwards with the DEX Option-Type and MAY export and/
or collect the requested |OAM data i nmedi ately. Only | OAM
encapsul ati ng nodes are allowed to add the DEX Option-Type to a
packet. An | OAM encapsul ati ng node can generate probe packets
that incorporate the DEX Option-Type. These probe packets can be
generated periodically or on-demand (for exanple, triggered by the
management plane). The specification of such probe packets is
out side the scope of this docunent.

* A transit node that processes a packet with the DEX Option-Type
MAY export and/or collect the requested | OAM dat a.

* An | OAM decapsul ating node that processes a packet with the DEX
Opti on- Type MAY export and/or collect the requested | OAM data and
MUST decapsul ate the | OAM header .

As in [RFC9197], the DEX Option-Type can be incorporated into all or
a subset of the traffic that is forwarded by the encapsul ati ng node,
as further discussed in Section 3.1.1. Mreover, | OAM nodes respond
to the DEX trigger by exporting and/or collecting | OAM data either
for all traversing packets that carry the DEX Option-Type or



selectively only for a subset of these packets, as further discussed
in Section 3.1.2.

3.1.1. DEX Packet Sel ection

If an 1 OAM encapsul ati ng node incorporates the DEX Option-Type into
all the traffic it forwards, it may |lead to an excessive anmount of
exported data, which may overload the network and the receiving
entity. Therefore, an | OAM encapsul ati ng node that supports the DEX
Opti on- Type MUST support the ability to incorporate the DEX Option-
Type selectively into a subset of the packets that are forwarded by
the 1 OAM encapsul ati ng node.

Vari ous net hods of packet selection and sanpling have been previously
defined, such as [RFC7014] and [RFC5475]. Simlar techniques can be
applied by an | OAM encapsul ati ng node to apply DEX to a subset of the
forwarded traffic.

The subset of traffic that is forwarded or transmtted with a DEX
Opti on- Type SHOULD NOT exceed 1/ N of the interface capacity on any of
the 1 OAM encapsul ating node’'s interfaces. It is noted that this
requirenent applies to the total traffic that incorporates a DEX
Option-Type, including traffic that is forwarded by the | OAM
encapsul ati ng node and probe packets that are generated by the | OAM
encapsul ating node. In this context, Nis a parameter that can be
configurable by network operators. |If there is an upper bound, M on
the nunber of IOAMtransit nodes in any path in the network, then it
is RECOWENDED to use an N such that N>> M (i.e., Nis nuch greater
than M. The rationale is that a packet that includes a DEX Opti on-
Type may trigger an exported packet fromeach ICAMtransit node al ong
the path for a total of M exported packets. Thus, if N>> M then
the nunber of exported packets is significantly |ower than the nunber
of data packets forwarded by the | OAM encapsul ating node. |If there
is no prior knowl edge about the network topology or size, it is
RECOMVENDED t o use N>100.

3.1.2. Responding to the DEX Trigger

The DEX Option-Type specifies which | OAM Dat a- Fi el ds shoul d be
exported and/or collected, as specified in Section 3.2. As nentioned
above, the data can be locally collected, aggregated, and/or exported
to a receiving entity proactively or on-demand. |If IOAMdata is
exported, the format and encapsul ati on of the packet that contains
the exported data is not within the scope of the current docunent.

For exanple, the export format can be based on [| OAM RAVEXPORT] .

An | OAM node that perforns DEX-triggered exporting MJST support the
ability tolimt the rate of the exported packets. The rate of
exported packets SHOULD be limted so that the number of exported
packets is significantly |ower than the nunber of packets that are
forwarded by the device. The exported data rate SHOULD NOT exceed 1/
N of the interface capacity on any of the |OAM node’s interfaces. It
i's RECOWENDED to use N>100. Depending on the | OAM node’ s
architecture considerations, the export rate may be linited to a

| ower nunber in order to avoid | oading the | OAM node. An | OAM node
MAY maintain a counter or a set of counters that count the events in
whi ch the | OAM node receives a packet with the DEX Qption-Type and
does not collect and/or export data due to the rate linits.

| OAM nodes SHOULD NOT be configured to export packets over a path or
a tunnel that is subject to |OCAM direct exporting. Furthernore, | QAM
encapsul ati ng nodes that can identify a packet as an | OAM exported
packet MUST NOT push a DEX Option-Type into such a packet. This
requirenent is intended to prevent nested exporting and/ or exporting

| oops.



A transit or decapsul ating | OAM node that receives an unknown | CAM
Option-Type ignores it (as defined in [RFC9197]); specifically, nodes
that do not support the DEX Option-Type ignhore it. As per [RFC9197],
note that a decapsul ati ng node renoves the | OAM encapsul ati on and al |
its 1 OAM Option-Types. Specifically, this applies to the case where
one of these options is a (possibly unknown) DEX Option-Type. The
ability to skip over a (possibly unknown) DEX Option-Type in the
parsing or in the decapsul ati on procedure is dependent on the

speci fic encapsul ation, which is outside the scope of this docunent.
For exanple, when IOAMis encapsulated in IPv6 [| QAM | PV6- OPTI ONS]
the DEX Option-Type is incorporated either in a Hop-by-Hop options
header or in a Destination options header; thus, it can be skipped
using the length field in the options header.

.2. The DEX Option-Type For nat

The format of the DEX Option-Type is depicted in Figure 2. The

Il ength of the DEX Option-Type is at |east 8 octets. The DEX Option-
Type MAY include one or nore optional fields. The existence of the
optional fields is indicated by the corresponding flags in the
Extension-Flags field. Two optional fields are defined in this
docunent: the Flow I D and Sequence Nunber fields. Every optional
field MUST be exactly 4 octets long. Thus, the Extension-Flags field
explicitly indicates the Iength of the DEX Option-Type. Defining a
new optional field requires an allocation of a corresponding flag in
the Extension-Flags field, as specified in Section 4. 2.
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Fi gure 2: DEX Option-Type Format

Namespace- | D
A 16-bit identifier of the | OAM nanespace, as defined in
[ RFC9197] .

Fl ags:
An 8-bit field, conprised of 8 1-bit subfields. Flags are
all ocated by | ANA, as defined in Section 4.2.

Ext ensi on- Fl ags:
An 8-bit field, conprised of 8 1-bit subfields. Extension-Flags
are allocated by I ANA, as defined in Section 4.3. Every bit in
the Extension-Flag field that is set to 1 indicates the existence
of a correspondi ng optional 4-octet field. An | OAM node that
receives a DEX Option-Type with an unknown flag set to 1 MJST
i gnore the correspondi ng optional field.

| OAM Tr ace- Type:
A 24-bit identifier that specifies which | OAM Dat a-Fi el ds shoul d
be exported. The format of this field is as defined in [ RFC9197].
Specifically, the bit that corresponds to the Checksum Conpl enent
| OAM Dat a- Fi el d SHOULD be assigned to be zero by the | OAM
encapsul ati ng node and i gnored by transit and decapsul ati ng nodes.
The reason for this is that the Checksum Conpl enent is intended
for in-flight packet nodifications and is not relevant for direct
exporting.



Reserved
This field MIST be ignored by the receiver

Optional fields:
The optional fields, if present, reside after the Reserved field.
The order of the optional fields is according to the order of the
respective bits, starting fromthe nost significant bit, that are
enabled in the Extension-Flags field. Each optional field is 4
octets |ong.

Fl ow I D
An optional 32-bit field representing the flowidentifier. |If
the actual Flow ID is shorter than 32 bits, it is zero padded
inits nost significant bits. The field is set at the
encapsul ating node. The Flow I D can be used to correlate the
exported data of the same flow fromnultiple nodes and from
mul tiple packets. Flow ID values are expected to be all ocated
in a way that avoids collisions. For exanple, random
assi gnnent of Flow I D val ues can be subject to collisions,
while centralized allocation can avoid this problem The
specification of the Flow ID allocation nethod is not within
the scope of this docunent.

Sequence Nunber:
An optional 32-bit sequence nunber starting fromO and
incremented by 1 for each packet fromthe sane flow at the
encapsul ati ng node that includes the DEX option. The Sequence
Nunber, when conbined with the Flow I D, provides a convenient
approach to correlate the exported data fromthe sane user
packet .
4. | ANA Consi derati ons
4.1. | OAM Type
The "1 OAM Option-Type" registry is defined in Section 7.1 of
[ RFC9197]. | ANA has allocated the follow ng code point fromthe
"1 OAM Opti on- Type" registry as follows:
Code Point: 4
Nane | QAM Direct Export (DEX) Option-Type
Description: Direct exporting
Ref erence: This docunent
4.2. | OAM DEX Fl ags
| ANA has created the "I OAM DEX Fl ags" registry. This registry
includes 8 flag bits. Allocation is based on the "I ETF Revi ew'
procedure defined in [ RFC8126] .
New regi stration requests MJST use the foll owi ng tenplate:

Bit: Desired bit to be allocated in the 8-bit Flags field of the DEX
Opt i on- Type.

Description: Brief description of the newy registered bit.
Ref erence: Reference to the docunment that defines the new bit.
4.3. | OAM DEX Ext ensi on- Fl ags

| ANA has created the "l OAM DEX Extension-Fl ags" registry. This



registry includes 8 flag bits. Bit 0 (the nost significant bit) and
bit 1 inthe registry are allocated by this docunment and described in
Section 3.2. Allocation of the other bits should be perforned based
on the "I ETF Review' procedure defined in [ RFC8126].

Bit 0: "Flow ID [RFC9326]"
Bit 1: "Sequence Nunber [RFC9326]"
New regi stration requests MJST use the foll ow ng tenplate:

Bit: Desired bit to be allocated in the 8-bit Extension-Flags field
of the DEX Option-Type.

Description: Brief description of the newy registered bit.
Reference: Reference to the docunent that defines the new bit.
Per f or mance Consi der ati ons

The DEX Option-Type triggers |OAM data to be col |l ected and/ or
exported packets to be exported to a receiving entity (or entities).
In sone cases, this may inpact the receiving entity' s perfornmance or
the performance along the paths leading to it.

Therefore, the performance i npact of these exported packets is
limted by taking two neasures: at the encapsul ati ng nodes by

sel ective DEX encapsul ation (Section 3.1.1) and at the transit nodes
by linmting exporting rate (Section 3.1.2). These two neasures
ensure that direct exporting is used at a rate that does not
significantly affect the network bandwi dth and does not overload the
receiving entity. Moreover, it is possible to | oad bal ance the
exported data anmong nmultiple receiving entities, although the
exporting nethod is not within the scope of this document.

It should be noted that, in some networks, DEX data nay be exported
over an out-of-band network in which a |arge volume of exported
traffic does not conprom se user traffic. |In this case, an operator
may choose to disable the exporting rate |imting.

Security Considerations

The security considerations of 1OAMin general are discussed in
[ RFC9197]. Specifically, an attacker may try to use the
functionality that is defined in this docunent to attack the network.

An attacker may attenpt to overload network devices by injecting

synt hetic packets that include the DEX Option-Type. Simlarly, an
on-path attacker may maliciously incorporate the DEX Option-Type into
transit packets or maliciously renove it from packets in which it is
i ncor por at ed.

Forcing DEX, either in synthetic packets or in transit packets, may
overl oad the | OAM nodes and/or the receiving entity (or entities).
Since this mechanismaffects multiple devices al ong the network path,
it potentially anplifies the effect on the network bandw dth, the
storage of the devices that collect the data, and the receiving
entity’'s | oad.

The anplification effect of DEX may be worse in w de area networks in
which there are nultiple | OAM Domai ns. For exanple, if DEX is used
in |OAMDomain 1 for exporting IOAM data to a receiving entity, then
the exported packets of |OAM Domain 1 can be forwarded through | OAM
Domain 2, in which they are subject to DEX. In turn, the exported
packets of | QAM Domain 2 nmay be forwarded through another | QAM donai n
(or through | OAM Dormain 1); theoretically, this recursive
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anplification may continue infinitely.

In order to mitigate the attacks descri bed above, the follow ng
requirenents (Section 3) have been defi ned:

* Selective DEX (Section 3.1.1) is applied by | OAM encapsul ati ng
nodes in order to limt the potential inmpact of DEX attacks to a
smal | fraction of the traffic.

* Rate limting of exported traffic (Section 3.1.2) is applied by
| OAM nodes in order to prevent overloading attacks and to
significantly limt the scale of anplification attacks.

* | OAM encapsul ati ng nodes are required to avoid pushing the DEX
Option-Type into | OAM exported packets (Section 3.1.2), thus
preventing some of the anplification and export |oop scenari 0s.

Al t hough the exporting method is not within the scope of this
docunent, any exporting nethod MJST secure the exported data fromthe
| OAM node to the receiving entity in order to protect the
confidentiality and guarantee the integrity of the exported data.
Specifically, an | OAM node that perforns DEX exporting MJST send the
exported data to a pre-configured trusted receiving entity that is in
the sane | OAM Donai n as the exporting | OAM node. Furthernore, an

| OAM node MUST gain explicit consent to export data to a receiving
entity before starting to send exported data.

An attacker may keep track of the information sent in DEX headers as
a means of reconnai ssance. This formof recon can be nmitigated to
some extent by careful allocation of the Flow I D and Sequence Nunber
space in a way that does not conprom se privacy aspects, such as
custoner identities.

The integrity of the DEX Option-Type can be protected through a
mechani sm of the encapsul ating protocol. VWhile [| OAM DATA- 1 NTEGRI TY]
introduces an integrity protection mechanismthat protects the
integrity of |1 OAM Data-Fields, the DEX Option-Type does not include

| OAM Dat a- Fi el ds; therefore, these integrity protection nechani sns
are not applicable to the DEX Option-Type. As discussed in the
threat analysis of [| OAM DATA-INTEGRI TY], injection or nodification
of | OAM Opti on-Type headers are threats that are not addressed in

| OAM

IOAM i s assunmed to be deployed in a restricted adm nistrative donmain,
thus limting the scope of the threats above and their effect. This
is a fundanental assunption with respect to the security aspects of

| OAM as further discussed in [ RFC9197].
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Appendi x A.  Notes about the Hi story of This Docunent
Thi s docunent evol ved from conbi ni ng sone of the concepts of PBT-I
from [ POSTCARD- BASED- TELEMETRY] with inmmedi ate exporting fromearly
versions of [RFC9322].

In order to help correlate and order the exported packets, it is



possible to include the Hop_Li m Node_ |ID | OAM Data-Field in exported
packets. If the | OAM Trace- Type [ RFC9197] has the Hop_Li mi Node I D
bit set, then exported packets include the Hop_Li ni Node | D | OAM Dat a-
Field, which contains the TTL/Hop Limt value froma | ower |ayer
protocol. An alternative approach was consi dered during the design
of this docunment, according to which a 1-octet Hop Count field would
be included in the DEX header (presumably by claim ng some space from
the Flags field). The Hop Limt would start fromO at the

encapsul ati ng node and be increnented by each 1OAMtransit node that
supports the DEX Option-Type. |In this approach, the Hop Count field
val ue woul d al so be included in the exported packet.
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Emai | : haoyu. song@ ut ur ewei . com

Bar ak Gaf ni

Nvi di a

Suite 100

350 GCaknead Par kway
Sunnyval e, CA 94085
United States of Anerica



Emai | : gbarak@vi di a. com

Frank Brockners

Ci sco Systens, Inc.
Hansaal | ee 249

40549 Duessel dor f

Cer many

Emai |l : fbrockne@i sco. com

Shwet ha Bhandar i

Thought spot

3rd Floor, Indiqube Oion, Garden Layout,
24th Main Rd

Bangal ore 560 102

Kar nat aka

I ndi a

Emai | : shwet ha. bhandari @ hought spot. com

Tal M zr ahi

Huawei

8-2 Matam

Hai fa 3190501

| srael

Enmail: tal.m zrahi.phd@mail.com

HSR Layout



