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1. I nt roducti on

Thi s docunent defines a Cryptographic Message Syntax (CMS) [ RFC5652]

[ RFC6268] protected content type for a general -purpose listing of
checksuns (a 'checklist’), for use with the Resource Public Key
Infrastructure (RPKI) [RFC6480]. The CMS protected content type is
intended to provide for the creation and validation of an RPKI Signed
Checklist (RSC), a checksumlisting signed with a specific set of

I nternet Nunmber Resources. The objective is to allow for the
creation of an attestation that, when validated, provides a neans to
confirma given Internet resource hol der produced the RSC

RPKI Si gned Checklists are expected to facilitate inter-domain

busi ness use cases that depend on an ability to verify resource

hol dershi p. RPKI-based validation processes are expected to becone
the industry normfor automated Bring Your Omn | P (BYO P) on-boarding
or establishnment of physical interconnections between Autononous
Systens (ASes).

The RSC concept borrows heavily from Resource Tagged Attestation
(RTA) [RPKI-RTA], Manifests [ RFC9286], and OpenBSD s signify utility
[signify]. The main difference between an RSC and RTA is that the
RTA profile allows multiple signers to attest a single digital object
through a checksum of its content, while the RSC profile allows a
single signer to attest the content of multiple digital objects. A
single signer profile is considered a sinplification for both

i npl ement ers and operators.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2. RSC Profile and Distribution

RSC foll ows the Signed Object Tenplate for the RPKI [ RFC6488] with
one exception: because RSCs MJST NOT be distributed through the

gl obal RPKI repository system the Subject Infornmation Access (SIA)
extension MUST be onmitted fromthe RSC s X 509 End-Entity (EE)
certificate.



What constitutes suitable transport for RSC files is deliberately
unspecified. For exanple, it mght be a USB stick, a web interface
secured with HTTPS, an email signed with Pretty Good Privacy (PGP), a
T-shirt printed with a QR code, or a carrier pigeon

2. 1. RSC EE Certificates

The Certification Authority (CA) MJST only sign one RSC with each EE

certificate and MJST generate a new key pair for each new RSC. This

type of EE certificate is terned a "one-tine-use" EE certificate (see
Section 3 of [RFC6487]).

3. The RSC eContent Type

The eContent Type for an RSC is defined as id-ct-signedChecklist, with
Obj ect Identifier (OD) 1.2.840.113549.1.9.16.1.48.

This O D MJST appear within both the eContentType in the
encapContent |l nfo object and the Content Type signed attribute in the
signerinfo object (see [ RFC6488]).

4. The RSC eContent

The content of an RSC indicates that a checklist for arbitrary
digital objects has been signed with a specific set of Internet
Nunber Resources. An RSCis fornmally defined as foll ows:

Rpki Si gnedCheckl i st-2022
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs9(9) sm ne(16) nod(0)
i d- nod-r pki Si gnedCheckl i st-2022(73) }

DEFI NI TIONS EXPLICI T TAGS :: =

BEG N

| MPORTS
CONTENT- TYPE, Digest, DigestAl gorithm dentifier
FROM Crypt ogr aphi cMessageSynt ax- 2010 -- in [ RFC6268]

{ iso(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-2009(58) }

| PAddr essOr Range, ASI dOr Range
FROM | PAddr AndASCert Extn -- in [ RFC3779]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sms(5) pkix(7) nmod(0)
i d- nod- i p- addr - and- as-i dent (30) } ;

ct - rpki Si gnedCheckl i st CONTENT-TYPE :: =
{ TYPE Rpki Si gnedCheckl i st
| DENTI FI ED BY i d-ct - si gnedCheckl i st }

i d-ct-signedChecklist OBJECT | DENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) id-smnme(16) id-ct(1) 48 }

Rpki Si gnedCheckl i st ::= SEQUENCE {

versi on [ 0] | NTEGER DEFAULT O,

resour ces Resour ceBl ock,

di gest Al gorithm Di gest Al gorithm dentifier,

checkLi st SEQUENCE (SI ZE(1..MAX)) OF Fil eNameAndHash }
Fi | eNameAndHash :: = SEQUENCE ({

fil eNane Port abl eFi | ename OPTI ONAL

hash Di gest }



Port abl eFil enane :: =

I A5String (FROM"a".."z" | "A".."Z" | "0".."9" | .| "_"“| "-"))
Resour ceBl ock ::= SEQUENCE {
asl D [ 0] Constrai nedASl denti fiers OPTI ONAL
i pAddr Bl ocks [1] Const r ai nedl PAddr Bl ocks OPTI ONAL }
-- at |east one of aslD or ipAddrBl ocks MJIST be present
( WTH COVPONENTS { ..., aslD PRESENT} |
W TH COVWPONENTS { ..., ipAddrBlocks PRESENT } )

Const r ai nedl PAddr Bl ocks :: =
SEQUENCE (Sl ZE(1..MAX)) OF Constrai nedl PAddressFanily

Constr ai nedl PAddressFam |y :: = SEQUENCE {

addressFam | y OCTET STRING (Sl ZE(2)),

addr essesOr Ranges SEQUENCE (Sl ZE(1..MAX)) OF | PAddressOr Range }
Constrai nedASl dentifiers ::= SEQJUENCE {

asnum [ 0] SEQUENCE (SI ZE(1..MAX)) OF ASIdOr Range }
END

4.1. Version
The version nunber of the Rpki SignedChecklist MJST be O.
4.2. Resources

The resources contained here are the resources used to mark the
attestation and MJST be a subset of the set of resources |listed by
the EE certificate carried in the CVMS certificates field.

If the asIDfield is present, it MJST contain an instance of
Constrai nedASl denti fi ers.

If the i pAddrBl ocks field is present, it MJST contain an instance of
Const r ai nedl PAddr Bl ocks.

At | east one of aslD or ipAddrBl ocks MJUST be present.

Constrai nedASl dentifiers and Constrai nedl PAddr Bl ocks are specified
such that the resulting DER-encoded data instances are binary
compatible with ASldentifiers and | PAddrBl ocks (defined in

[ RFC3779]), respectively.

I mpl enent ati ons encountering decoding errors whilst attenpting to
read DER-encoded data using this specification should be aware of the
possibility that the data may have been encoded using an

i mpl ementation intended for use with [RFC3779]. Such data may
contain elenents prohibited by the current specification

Attenpting to decode the errored data using the nore pernissive
specification contained in [ RFC3779] may enabl e inplenentors to
gather additional context for use when reporting errors to the user.

However, inplenentations MJUST NOT ignore errors resulting fromthe
nmore restrictive definitions contained herein; in particular, such
errors MJST cause the validation procedure described in Section 5 to
fail

4.2.1. ConstrainedASldentifiers Type
Constrai nedASl dentifiers is a SEQUENCE consisting of a single field,

asnum which in turn contains a SEQUENCE OF one or nore ASIdO Range
i nstances as defined in [ RFC3779].



Constrai nedASl dentifiers is defined such that the resulting DER-
encoded data are binary conpatible with ASldentifiers defined in
[ RFC3779] .

4.2.2. Constrai nedl PAddr Bl ocks Type

Constrai nedl PAddr Bl ocks is a SEQUENCE OF one or nore instances of
Const r ai nedl PAddr essFami | y.

There MUST be only one instance of Constrai nedl PAddressFanily per
uni que Address Fanmily ldentifier (AFI).

The el ements of Constrai nedl PAddressFam | y MJUST be ordered by
ascendi ng addressFam |y values (treating the octets as unsigned
nunbers). Thus, when both |Pv4 and | Pv6 addresses are specified, the
| Pv4 addresses MUST precede the | Pv6 addresses (since the |IPv4d AFl of
0001 is less than the I Pv6 AFl of 0002).

Constr ai nedl PAddr Bl ocks is defined such that the resulting DER-
encoded data are binary conpatible with | PAddrBl ocks defined in
[ RFC3779] .

4.2.2.1. Constrainedl PAddressFami |y Type
4.2.2.1.1. addressFamly Field

The addressFanily field is an OCTET STRI NG containing a 2-octet AFI,

in network byte order. Unlike |IPAddrBl ocks [RFC3779], a third octet

contai ning a Subsequent Address Fanmily ldentifier (SAFI) MJST NOT be

present. AFls are specified in the "Address Fam |y Nunbers" registry
[ 1 ANA. ADDRESS- FAM LY- NUMBERS] nmi nt ai ned by | ANA

4.2.2.1.2. addressesOrRanges Field

The addressesOr Ranges el enent is a SEQUENCE OF one or nore

| PAddr essOr Range val ues, as defined in [RFC3779]. The rules for
canoni cal i zati on and encodi ng defined in Section 2.2.3.6 of [RFC3779]
apply to the value of addressesO Ranges.

4.3. digestA gorithm

The digest algorithmis used to create the nessage di gest of the
attested digital object(s). This algorithm MJST be a hashing
al gorithmdefined in [ RFC7935].

4.4, checkLi st

This field is a SEQJENCE OF one or nore Fil eNameAndHash val ues.
There is one Fil eNaneAndHash entry for each digital object referenced
on the RSC.

4.4.1. Fil eNaneAndHash

Each Fil eNameAndHash is an ordered pair of the nane of the directory
entry containing the digital object and the message di gest of the
digital object.

The hash field is mandatory. The value of the hash field is the
cal cul ated nessage digest of the digital object. The hashing
algorithmis specified in the digestA gorithmfield.

The fileNane field is OPTIONAL. This is to allow RSCs to be used in
a "stand-al one" fashion in which naneless digital objects are
addressed directly through their respective nessage digest rather
than through a file system abstraction



If the fileNane field is present, then its val ue:

* MJST contain only characters specified in the Portable Filenane
Character Set as defined in [POSI X].

* MJST be unique with respect to the other FileNaneAndHash el enents
of checkList for which the fileName field is al so present.

Conversely, if the fileNane field is omtted, then the value of the
hash field MJST be unique with respect to the other FileNameAndHash
el ements of checkList for which the fileNanme field is also omitted.

RSC Val i dati on

Before a Relying Party (RP) can use an RSC to validate a set of
digital objects, the RP MUST first validate the RSC. To validate an
RSC, the RP MUST performall the validation checks specified in

[ RFC6488], except for checking for the presence of an SI A extension,
whi ch MUST NOT be present in the EE certificate (see Section 2). In
addition, the RP MUST performthe followi ng RSC-specific validation
st eps:

1. The contents of the CMS eContent field MJUST conformto all of the
constraints described in Section 4, including the constraints
described in Section 4.4.1

2. If the asIDfield is present within the contents of the resources
field, then the AS identifier del egation extension [RFC3779] MJST
be present in the EE certificate contained in the CMVB
certificates field. The AS identifiers present in the eContent
resources field MIST be a subset of those present in the
certificate extension. The EE certificate’'s AS identifier
del egati on extensi on MJUST NOT contain "inherit" el enents.

3. If the ipAddrBlocks field is present within the contents of the
resources field, then the I P address del egati on extension
[ RFC3779] MUST be present in the EE certificate contained in the
CVb certificates field. The |IP addresses present in the eContent
resources field MJST be a subset of those present in the
certificate extension. The EE certificate' s |IP address
del egati on extensi on MJUST NOT contain "inherit" el enents.

Verifying Files or Data Using RSC
To verify a set of digital objects with an RSC

* The RSC MUST be validated according to the procedure described in
Section 5. |If the RSC cannot be validated, verification MJST
fail. This error SHOULD be reported to the user.

* For every digital object to be verified:

1. If the verification procedure is provided with a filenane for
the object being verified (e.g., because the user has provided
a file systempath fromwhich to read the object), then
verification SHOULD proceed in "fil enane-aware" node
O herwi se, verification SHOULD proceed in "fil enane-unaware"
node.

I mpl enent ati ons MAY provide an option to override the
verification node, for exanple, to ignore the fact that the
object is to be read froma file.

2. The nessage di gest MJST be conputed fromthe file contents or
data using the digest algorithmspecified in the
digestAlgorithmfield of the RSC



3. The digest conputed in Step 2 MJST be conpared to the val ue
appearing in the hash field of all FileNameAndHash el enments of
the checkList field of the RSC

One or nore Fil eNameAndHash el ements MUST be found with a
mat chi ng hash val ue; otherw se, verification MJST fail, and
the error SHOULD be reported to the user.

4. 1f the node selected in Step 1 is "filenanme-aware", then
exactly one of the Fil eNameAndHash el enents matched in Step 3
MUST contain a fileNane field value exactly matching the
filenanme of the object being verified.

Alternatively, if the node selected in Step 1 is "fil ename-
unawar e", then exactly one of the Fil eNaneAndHash el enents
mat ched in Step 3 MJUST have the fileNane field omtted

O herwi se, verification MJUST fail, and the error SHOULD be
reported to the user

Note that in the above procedure, not all elenents of checkLi st
necessarily need be used. That is, it is not an error if the length
of checkList is greater than the size of the set of digital objects
to be verified. However, in this situation, inplenentations SHOULD
issue a warning to the user, allowing for corrective action to be
taken if necessary.

Oper ational Considerations

When creating digital objects of a plain-text nature (such as ASClI,
UTF-8, HTM., Javascript, and XM.), converting such objects into a

| ossl ess conpressed formis RECOWENDED. Distributing plain-text
objects within a conmpression envel ope (such as &I P [ RFC1952]) mi ght
hel p avoi d unexpected canonicalization at internedi ate systens (which
in turn would lead to checksumverification errors). Validator

i npl ement ations are expected to treat a checksumred digital object as
a string of arbitrary single octets.

If afileName field is present, but no digital object within the set
of to-be-verified digital objects has a filenanme that matches the
content of that field, a validator inplenentation SHOULD conpare the
message di gest of each digital object to the value fromthe hash
field of the associated Fil eNanmeAndHash and report matches to the
user for further consideration

Security Considerations

RPs are hereby warned that the data in an RSC is self-asserted. When
determ ning the nmeaning of any data contained in an RSC, RPs MJUST NOT
make any assunptions about the signer beyond the fact that it had
sufficient control of the issuing CAto create the object. These
data have not been verified by the Certificate Authority (CA) that
issued the CA certificate to the entity that issued the EE
certificate used to validate the RSC

RPKI certificates are not bound to real-world identities; see

[ RFC9255] for an elaboration. RPs can only associate real-world
entities to Internet Number Resources by additionally consulting an
exogenous authority. RSCs are a tool to conmunicate assertions
signed with Internet Number Resources and do not conmuni cate any

ot her aspect of the resource holder’s business operations, such as
the identity of the resource hol der itself.

RSC obj ects are not distributed through the RPKI repository system
Fromthis, it follows that third parties who do not have a copy of a
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given RSC may not be aware of the existence of that RSC. Since RSC
obj ects use EE certificates but all other currently defined types of
RPKI object profiles are published in public CA repositories, an
observer may infer fromdiscrepancies in the repository that RSC
object(s) may exist. For exanple, if a CA does not use random seria
nunbers for certificates, an observer could detect gaps between the
serial nunbers of the published EE certificates. Simlarly, if the
CA includes a serial nunber on a Certificate Revocation List (CRL)
that does not match any published object, an observer could postul ate
that an RSC EE certificate was revoked

Conversely, a gap in serial nunbers does not inply that an RSC

exi sts. Nor does the presence in a CRL of a serial number unknown to
the RP inply an RSC object exists: the inplicitly referenced object

m ght not be an RSC, it m ght have never been published, or it may
have been revoked before it was visible to RPs. In general, it is
not possible to confidently infer the existence or non-existence of
RSCs fromthe repository state wi thout access to a gi ven RSC

While a one-tinme-use EE certificate nmust only be used to generate and
sign a single RSC object, CAs technically are not restricted from
generating and signing multiple different RSC objects with a single
key pair. Any RSC objects sharing the same EE certificate cannot be
revoked i ndividually.

I ANA Consi derations
SM Security for SIMME CM5 Content Type (1.2.840.113549.1.9.16.1)

| ANA has allocated the following in the "SM Security for S/M ME CMS
Content Type (1.2.840.113549.1.9.16.1)" registry:

R ety S ey ple e —p—p——_—
| Decimal | Description | References

B oo oo e U
| 48 | id-ct-signedChecklist | RFC 9323 |
F---- - - - B i e R I +

RPKI Si gned Obj ects

I ANA has registered the OD for the RSCin the "RPKI Signed Objects”
registry [ RFC6488] as foll ows:

| Nare | OD | Reference
| Signed Checklist | 1.2.840.113549.1.9.16.1.48 | RFC 9323
o e e e e oo oo oo e e e e e e i oo oo oo S +

Table 2
RPKI Repository Nane Schenes

| ANA has added the Signed Checklist file extension to the "RPKI
Repository Nane Schenes" registry [ RFC6481] as foll ows:

B ooy et et U
| Filenane Extension | RPKI Object | Reference

B e s e s el s s ety
| .sig | Signed Checklist | RFC 9323 |
T T R I I i T ) I +

Table 3



9.4. SM Security for S/MME Mdule ldentifier
(1.2.840.113549.1.9.16.0)

| ANA has allocated the following in the "SM Security for S/M M
Modul e Identifier (1.2.840.113549.1.9.16.0)" registry:

[ gttty e ——(——————————(————_———————————r Ll pp—p—p———r
| Decimal | Description | References |
[ bl ey el
| 73 | id-mod-rpkiSi gnedChecklist-2022 | RFC 9323 |
S o m e e e e e e e eee— oo T +

Table 4
9.5. Media Types

I ANA has registered the nmedia type "application/rpki-checklist" in
the "Media Types" registry as foll ows:

Type name: application
Subt ype nane: rpki-checkli st
Required paraneters: NA
Optional parameters: NA
Encodi ng consi derations: binary
Security considerations: Carries an RPKI Signed Checklist. This
medi a type contains no active content. See Section 5 of RFC 9323
for further information.
Interoperability considerations: NA
Publ i shed specification: RFC 9323
Applications that use this nmedia type: RPKlI operators
Fragrment identifier considerations: NA
Addi tional information:
Content: This nedia type is a signed object, as defined in
[ RFC6488], which contains a payload of a list of checksuns as
defined in RFC 9323.
Magi ¢ nunber(s): NA
File extension(s): .sig

Maci ntosh file type code(s): NA

Person & email address to contact for further information: Job
Snijders (job@astly.com

I ntended usage: COMMON
Restrictions on usage: NA
Author: Job Snijders (job@astly.com
Change controller: |ETF
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