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I nt roducti on

| OAM [ RFC9197] is used for monitoring traffic in the network by
incorporating |OAM data fields into in-flight data packets.

| OAM data may be represented in one of four possible | OAM opti ons:
Pre-all ocated Trace, Increnental Trace, Proof of Transit (POT), and
Edge-to- Edge. This docunent defines two new flags in the Pre-

al l ocated and Increnental Trace options: the Loopback and Active

fl ags.

The Loopback flag is used to request that each transit device al ong
the path | oops back a truncated copy of the data packet to the
sender. The Active flag indicates that a packet is used for active
measurenent. The term "active nmeasurenent” in the context of this
docunent is as defined in [RFC7799].

Conventi ons

Requi renment s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here
Ter mi nol ogy
Abbrevi ations used in this docunent:
| OAM In situ Operations, Adninistration, and Mi ntenance
OAM Qperations, Adm nistration, and M ntenance [ RFC6291]

New | OAM Trace Option Fl ags

Thi s docunent defines two new flags in the Pre-allocated and
I ncrenental Trace options:

Bit 1 "Loopback"” (L-bit): Wen set, the Loopback flag triggers the
sendi ng of a copy of a packet back towards the source, as further
described in Section 4.

Bit 2 "Active" (A-bit): \Wen set, the Active flag indicates that a
packet is an active neasurenent packet rather than a data packet,
where "active" is used in the sense defined in [RFC7799]. The
packet nmay be an | OAM probe packet or a replicated data packet
(the second and third use cases of Section 5).

Loopback in | OAM



The Loopback flag is used to request that each transit device al ong
the path | oops back a truncated copy of the data packet to the
sender. Loopback allows an | OAM encapsul ati ng node to trace the path
to a given destination and to receive per-hop data about both the
forward and return paths. Loopback is intended to provide an
accelerated alternative to Traceroute that allows the encapsul ating
node to receive responses fromnultiple transit nodes along the path
in less than one round-trip tine (RTT) and by sending a single
packet .

As illustrated in Figure 1, an | OAM encapsul ati ng node can push an

| OAM encapsul ati on that includes the Loopback flag onto some or al

of the packets it forwards using one of the | OAM encapsul ati on types,
e.g., [ICAMNSH] or [IOAM I PV6-OPTIONS]. The IOAMtransit node and

t he decapsul ati ng node both create copies of the packet and | oop them
back to the encapsul ati ng node. The decapsul ati ng node al so

term nates the | OAM encapsul ati on and then forwards the packet
towards the destination. The two | OAM | ooped-back copies are

term nated by the encapsul ati ng node.
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Fi gure 1: Loopback in | OAM

Loopback can be used only if a return path fromtransit nodes and
destination nodes towards the source (encapsul ati ng node) exists.
Specifically, |oopback is only applicable in encapsul ati ons in which
the identity of the encapsulating node is available in the
encapsul ati on header. |f an encapsul ati ng node receives a | ooped-
back packet that was not originated fromthe current encapsul ating
node, the packet is dropped.

4.1. Loopback: Encapsul ating Node Functionality

The encapsul ati ng node either generates synthetic packets with an
IOAM trace option that has the Loopback flag set or sets the Loopback
flag in a subset of the in-transit data packets. Loopback is used
either proactively or on-demand, i.e., when a failure is detected.
The encapsul ati ng node al so needs to ensure that sufficient space is
availabl e in the | OAM header for | oopback operation, which includes
transit nodes adding trace data on the original path and again on the
return path.

An |QAM trace option that has the Loopback flag set MJST have the
value '1" in the nost significant bit of | OAM Trace-Type and '0’ in
the rest of the bits of | OAM Trace-Type. Thus, every transit node
that processes this trace option only adds a single data field, which
is the Hop_Limand node_id data field. A transit node that receives
a packet with an 1OAM trace option that has the Loopback flag set and



the 1 OAM Trace-Type is not equal to 1" in the nost significant bit
and '0" in the rest of the bits MJST NOT | oop back a copy of the
packet. The reason for allowing only a single data field per hop is
to mninize the inpact of anplification attacks.

| OAM encapsul ati ng nodes MJST NOT push an | QAM encapsul ation with the
Loopback flag onto data packets that already include an | CAM

encapsul ation. This requirenment is intended to prevent | OAM Loopback
nesting where | ooped-back packets may be subject to | copback in a
nest ed | OAM Dorrai n.

4.1.1. Loopback Packet Selection

If an |1 OAM encapsul ati ng node incorporates the Loopback flag into all
the traffic it forwards, it may |l ead to an excessive anount of | ooped
back packets, which may overload the network and the encapsul ating
node. Therefore, an | OAM encapsul ati ng node that supports the
Loopback flag MJST support the ability to incorporate the Loopback
flag selectively into a subset of the packets that are forwarded by
it.

Various methods of packet selection and sanpling have been previously
defined, such as [RFC7014] and [RFC5475]. Simlar techniques can be
applied by an | OAM encapsul ati ng node to apply | oopback to a subset
of the forwarded traffic.

The subset of traffic that is forwarded or transmitted with a
Loopback flag SHOULD NOT exceed 1/N of the interface capacity on any
of the 1 OAM encapsul ating node’s interfaces. This requirenent
applies to the total traffic that incorporates a Loopback fl ag,
including traffic that is forwarded by the | OAM encapsul ati ng node
and probe packets that are generated by the | OAM encapsul ati ng node.
In this context, Nis a paraneter that can be configurable by network
operators. |If there is an upper bound, M on the nunber of | OAM
transit nodes in any path in the network, then configuring N such
that N>> M (i.e., Nis nuch greater than M is RECOWENDED. The
rationale is that a packet that includes the Loopback flag triggers a
| ooped- back packet fromeach IOAMtransit node along the path for a
total of M ooped-back packets. Thus, if N>> M then the nunber of

| ooped- back packets is significantly |ower than the nunber of data
packets forwarded by the | OAM encapsul ating node. It is RECOMVENDED
that the default value of N satisfies N>100 to be used in the absence
of explicit operator configuration or if there is no prior know edge
about the network topology or size.

An | OAM Dorai n in which the Loopback flag is used MIUST be confi gured
such that there is expected to be a return path fromeach of the | OAM
transit and | OAM decapsul ati ng nodes; if this expectati on does not
apply, or if the encapsulating node’s identity is not available in
the encapsul ati on header, then configuration MUST NOT enabl e the
Loopback flag to be set.

4.2. Receiving and Processing Loopback

A Loopback flag that is set indicates to the transit nodes processing
this option that they are to create a copy of the received packet and
send the copy back to the source of the packet. |In this context, the
source is the | OAM encapsul ating node and it is assunmed that the
source address is available in the encapsul ati on header. Thus, the
source address of the original packet is used as the destination
address in the copied packet. If 1OAMis used over an encapsul ation
that does not include the address of the encapsul ati ng node, then the
transit/decapsul ati ng node does not | oop back a copy of the origina
packet. The address of the node perform ng the copy operation is
used as the source address; the specific nethod of source address
assignnent is encapsul ation specific, e.g., if an I Pv6 encapsul ation



is used, then the source address can be assigned as specified in

[ RFC6724]. The copy is also truncated, i.e., any payl oad that
resides after the 1OAM option(s) is renoved before transmtting the

| ooped- back packet back towards the encapsul ating node. Creating the
copy that is |ooped back, and specifically the truncation, may
require sone encapsul ation-specific updates in the encapsul ation
header. The original packet continues towards its destination. The
L-bit MJST be cleared in the copy of the packet that a node sends
back towards the source

An | OAM node that supports the reception and processing of the
Loopback flag MJST support the ability to limt the rate of the

| ooped- back packets. The rate of | ooped-back packets SHOULD be
limted so that the nunber of | ooped-back packets is significantly

| ower than the nunber of packets that are forwarded by the device.
The | ooped-back data rate SHOULD NOT exceed 1/ N of the interface
capacity on any of the 10AM node’s interfaces. Using N>100 is
RECOMVENDED. Dependi ng on the | OAM node’ s architecture

consi derations, the | oopback response rate may be limted to a | ower
nunber in order to avoid overl oadi ng the | OAM node.

4.3. Loopback on the Return Path

On its way back towards the source, the copied packet is processed
Ii ke any other packet with OAM information, including adding
requested data at each transit node (assunming there is sufficient
space).

4.4. Terminating a Looped-Back Packet

Once the return packet reaches the | OAM Domai n boundary, | QAM
decapsul ati on occurs as with any ot her packet containing | OAM
informati on. Note that the | ooped-back packet does not have the
L-bit set. The | OAM encapsul ating node that initiated the origina
| oopback packet recognizes a received packet as an | OAM | ooped- back
packet by checking the Node IDin the Hop_Linmnode_id field that
corresponds to the first hop. |If the Node ID and | OAM Nanmespace
match the current 10AM node, it indicates that this is a | ooped-back
packet that was initiated by the current | OAM node and processed
accordingly. |If there is no match in the Node ID, the packet is
processed |ike a conventional | OAM encapsul ated packet.

Note that an | QAM encapsul ati ng node may be either an endpoint (such
as an | Pv6 host) or a switch/router that pushes a tunnel
encapsul ati on onto data packets. |n both cases, the functionality
that was descri bed above avoids | OAM data | eaks from t he | OAM Dorai n
Specifically, if an | OAM | ooped- back packet reaches an | OAM boundary
node that is not the 1 OAM node that initiated the | oopback, the node
does not process the packet as a | oopback; the | OAM encapsul ation is
renoved, preventing |OAMinformation froml eaking out fromthe | CAM
Domain. Since the packet does not have any payload, it is

term nated

5. Active Measurenment with | QAM

Active neasurenent nethods [ RFC7799] nake use of synthetically
generated packets in order to facilitate neasurenent. This section
presents use cases of active nmeasurenent using the | OAM Active fl ag.

The Active flag indicates that a packet is used for active
measurenent. An | OAM decapsul ati ng node that receives a packet with
the Active flag set in one of its Trace options nust term nate the
packet. The Active flag is intended to sinplify the inplenentation
of decapsul ating nodes by indicating that the packet shoul d not be
forwarded further. It is not intended as a replacenment for existing
active OAM protocols, which may run in higher |ayers and make use of



the Active flag.

An exanpl e of an | OAM depl oynent scenario is illustrated in Figure 2
The figure depicts two endpoints: a source and a destination. The
data traffic fromthe source to the destination is forwarded through
a set of network devices, including an | OAM encapsul ati ng node (which
i ncorporates one or nore | OAM options), a decapsul ati ng node (which
renoves the | OAM options), and optionally one or nore transit nodes.
The 1 OAM options are encapsul ated in one of the | OAM encapsul ation
types, e.g., [ICAMNSH or [| QAM I PV6-OPTI ONS] .

-------- + Fommmm e+ Fommmm e+ Fommmm e+ Fommmm e+
| | 10AM |..... | 10AM |..... | 10AM | | |
-------- + I I I I
L2/ L3 |<===>| L2/L3 |<===>| L2/L3 |<===>| L2/L3 |<===>| L2/L3
-------- + Fommmmm-- 4 Fommmmm-- 4 Fommmmm-- 4 Fommmmm-- 4
Sour ce Encapsul ati ng Transit Decapsul ati ng Destination
Node Node Node
S R | OAM Domain ----------- >

Fi gure 2: Network Using | OAM

Thi s docunent focuses on three possible use cases of active
measur enent using | OAM  These use cases are described using the
exanple of Figure 2

Endpoi nt active neasurenent:
syntheti c probe packets are sent between the source and
destination, traversing the 1 CAM Domain. Since the probe packets
are sent between the endpoints, these packets are treated as data
packets by the | OAM Domai n and do not require special treatnent at
the |OAM | ayer. Specifically, the Active flag is not used in this
case and the | OAM | ayer does not need to be aware that an active
measur enent nechani smis used at a higher |ayer.

| OAM active nmeasurenent using probe packets within the | OAM

Dormai n:
probe packets are generated and transnmitted by the | OAM
encapsul ati ng node and are expected to be term nated by the
decapsul ating node. | OAM data related to probe packets may be
exported by one or nore nodes along its path by an exporting
protocol that is outside the scope of this docunent (e.g.,
[ 1 OAM RAVEXPCORT] ). Probe packets include a Trace Option that has
its Active flag set, indicating that the decapsul ati ng node nust
term nate them The specification of these probe packets and the
processi ng of these packets by the encapsul ati ng and decapsul ati ng
nodes is outside the scope of this docunent.

| OAM acti ve nmeasurenent using replicated data packets:
probe packets are created by the encapsul ati ng node by sel ecting
some or all of the en route data packets and replicating them A
sel ected data packet and its (possibly truncated) copy is
forwarded with one or nore | QAM options while the original packet
is forwarded nornmally without | OAM options. To the extent
possi bl e, the original data packet and its replica are forwarded
through the same path. The replica includes a Trace Option that
has its Active flag set, indicating that the decapsul ati ng node
should termnate it. The current docunent defines the role of the
Active flag in allow ng the decapsul ating node to term nate the
packet, but the replication functionality and the functionality of
the decapsul ating node in this context is outside the scope of
thi s docunent.

If the volume of traffic that incorporates the Active flag is |arge,



it may overload the network and the | OAM node(s) that process the
active measurenent packet. Thus, the rate of the traffic that

i ncludes the Active flag SHOULD NOT exceed 1/N of the interface
capacity on any of the 10AM node’s interfaces. Using N>100 is
RECOMMVENDED. Depending on the | OAM node’s architecture

consi derations, the rate of Active-enabled | OAM packets may be
limted to a | ower nunber in order to avoid overl oadi ng the | OAM
node.

| ANA Consi der ati ons

| ANA has allocated the following bits in the "I OAM Trace- Fl ags”
registry as foll ows:

Bit 1 "Loopback" (L-bit)
Bit 2 "Active" (A-bit)

Thi s docunent is specified as the "Reference"” in the registry for
both bits.

Note that bit O is the nost significant bit in the "I OAM Trace- Fl ags"
registry. This bit was allocated by [RFC9197] as the 'Overflow bit.

Per f or mance Consi der ati ons

Each of the flags that are defined in this docunent nay have
performance inplications. Wen using the | oopback nechanism a copy
of the data packet is sent back to the sender (thus, generating nore
traffic than originally sent by the endpoints). Using active
measurenent with the Active flag requires the use of synthetic
(overhead) traffic.

Each of the mechanisnms that use the flags above has a cost in terns
of the network bandwi dth and may potentially |oad the node that

anal yzes the data. Therefore, it MJST be possible to use each of the
mechani sms on a subset of the data traffic; an encapsul ati ng node
needs to be able to set the Loopback and Active flags selectively in
a way that considers the effect on the network perfornmance, as
further discussed in Sections 4.1.1 and 5.

Transit and decapsul ati ng nodes that support | oopback need to be able
to limt the | ooped-back packets (as discussed in Section 4.2) so as
to ensure that the nechanisns are used at a rate that does not
significantly affect the network bandw dth and does not overload the
source node in the case of | oopback.

Security Considerations

The security considerations of |OAMin general are discussed in
[ RFC9197]. Specifically, an attacker may try to use the
functionality that is defined in this docunent to attack the network.

IOAM i s assunmed to be deployed in a restricted adm nistrative domain,
thus limting the scope of the threats above and their effect. This
is a fundanmental assunption with respect to the security aspects of

| OAM as further discussed in [RFC9197]. However, even given this
limted scope, security threats should still be considered and
mtigated. Specifically, an attacker may attenpt to overl oad network
devices by injecting synthetic packets that include an | OAM Trace
Option with one or nore of the flags defined in this docunent.
Simlarly, an on-path attacker may maliciously set one or nore of the
flags of transit packets.

Loopback fl ag:
an attacker that sets this flag, either in synthetic packets or
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transit packets, can potentially cause an amplification since each
device along the path creates a copy of the data packet and sends
it back to the source. The attacker can potentially |everage the
Loopback flag for a DDoS attack as multiple devices send | ooped-
back copies of a packet to a single victim

Active flag:
the inpact of synthetic packets with the Active flag is no worse
than synthetic data packets in which the Active flag is not set.
By setting the Active flag in en route packets, an attacker can
prevent these packets fromreaching their destination since the
packet is term nated by the decapsul ating device. However, note
that an on-path attacker may achieve the same goal by changing the
destination address of a packet. Another potential threat is
anplification; if an attacker causes transit switches to replicate
nmore packets than they are intended to replicate (either by
setting the Active flag or by sending synthetic packets), then
traffic is anmplified, causing bandw dth degradation. As nentioned
in Section 5, the specification of the replication mechanismis
not within the scope of this docunent. A specification that
defines the replication functionality should al so address the
security aspects of this nechani sm

Sone of the security threats that were discussed in this document may
be worse in a wide area network in which there are nested | CAM

Domai ns. For exanple, if there are two nested | OAM Donmai ns t hat use
| oopback, then a | ooped-back copy in the outer | OAM Donmai n may be
forwarded through another (inner) | OAM Dormain and nay be subject to

| oopback in that (inner) | OAM Domain, causing the anplification to be
worse than in the conventional case.

In order to mitigate the performance-rel ated attacks described in
Section 7, it should be possible for | OAM enabl ed devices to

sel ectively apply the nechani sns that use the flags defined in this
docunment to a subset of the traffic and to limit the performance of
synthetically generated packets to a configurable rate.
Specifically, | OAM nodes shoul d be able to:

* Limt the rate of | OAM packets with the Loopback flag (I OAM
encapsul ati ng nodes) as discussed in Section 4.1. 1.

* Limt the rate of |ooped back packets (IOAMtransit and
decapsul ati ng nodes) as discussed in Section 4. 2.

* Limt the rate of | OAM packets with the Active flag (1 OAM
encapsul ati ng nodes) as discussed in Section 5.

As defined in Section 4, transit nodes that process a packet with the
Loopback flag only add a single data field and truncate any payl oad
that follows the 1OAM option(s), thus significantly limting the
possi bl e i npact of an anplification attack
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