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El ectronic signatures have a limted lifespan with respect to the
time period that they can be validated and determined to be
authentic. The Signature Validation Token (SVT) defined in this
specification provides evidence that asserts the validity of an
electronic signature. The SVT is provided by a trusted authority,
whi ch asserts that a particular signature was successfully validated
according to defined procedures at a certain tinme. Any future
validation of that electronic signature can be satisfied by
validating the SVT without any need to also validate the origina

el ectronic signature or the associated digital certificates. The SVT
supports el ectronic signatures in Cryptographic Message Syntax (CMS),
XM., PDF, and JSON documents.
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I ntroduction

El ectronic signatures have a limted |ifespan regardi ng when they can
be validated and deternmined to be authentic. Mny factors nake it
more difficult to validate electronic signatures over tine. For



exanpl e:

* Trusted information about the validity of the certificate
containing the signer’s public key is not avail abl e.

* Trusted information about the time when the signature was actually
created is not avail abl e.

* Algorithns used to create the el ectronic signature may no | onger
be considered secure at the tine of validation and may therefore
no | onger be available in software libraries.

* Services necessary to validate the signature are no | onger
avail able at the time of validation

* Supporting evidence such as certification authority (CA)
certificates, Online Certificate Status Protocol (OCSP) responses,
Certificate Revocation Lists (CRLs), or timestanps is not
avail able or can’t be vali dat ed.

The chall enges to validation of an el ectronic signature increase over
time, and eventually it nmay sinply be inpossible to verify the
signature with a sufficient |evel of assurance.

Exi sting standards, such as the ETSI XAdES [ XADES] profile for XM
signatures [ XMLDSI G11], ETSI PAdES [ PADES] profile for PDF signatures
[1SOPDF2], and ETSI CAdES [ CADES] profile for CMS signatures

[ RFC5652], can be used to extend the time within which a signature
can be validated at the cost of significant conplexity, which

i nvol ves storing and validating significant anmounts of externa

evi dence data such as revocation data, signature tine stamps, and
archival tine stanps.

The Signature Validation Token (SVT) defined in this specification
takes a trusted signature validation process as an input and
preserves the validation result for the associated signhature and

si gned docunent. The SVT asserts that a particular electronic
signature was successfully validated by a trusted authority according
to defined procedures at a certain tine. Those procedures MJST

i nclude checks that the signature match the signed docunent, checks
that the signature can be validated by the signing certificate, and
checks that the signing certificate pass certificate path validation
[ RFC5280]. Those procedures MAY al so include checks associated with
a particular trust policy such as that an acceptable certificate
policy [ RFC5280] [ RFC3647] was used to issue the signer’s certificate
and checks that an acceptable signature policy was used by the signer
[ RFC3125] .

Once the SVT is issued by a trusted authority, any future validation
of that electronic signature can be satisfied by validating the SVT
wi thout any need to also revalidate the original electronic
signature.

As the SVT is used to preserve validation results obtained through
appl yi ng existing standards for signature validation, it is

conpl enmentary to and not a replacenent for such standards, including
the ETSI standards for long-termvalidation |isted above. The SVT
does, however, have the potentially positive effect that it may
significantly reduce the need to apply conplex |long-termvalidation
and preservation techniques for signhature validation if an SVT is

i ssued and applied to the signed docunent at an early stage where the
signature can be validated wi thout support of |arge anobunts of
external evidence. The use of SVIs may therefore drastically reduce
the conplexity of revalidation of old archived el ectronic signatures.

The SVT can be signed with private keys and al gorithms that provide



confidence for a considerable tine period. |In fact, nultiple SVTs
can be used to offer greater assurance. For exanple, one SVT could
be produced with a large RSA private key, a second one with a strong
elliptic curve, and a third one with a quantum safe digital signature
algorithmto protect agai nst advances in conputing power and
cryptanal ytic capabilities. Further, the trusted authority can add
additional SVTs in the future using fresh private keys and signatures
to extend the lifetinme of the SVIs if necessary.

Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent use the follow ng terns:

Signed Data: The data covered by a particular electronic signature.

This is typically equivalent to the signed content of a docunent,
and it represents the data that the signer intended to sign. 1In
some cases, such as in sone XM signhatures, the Signed Data can be
the collection of several data fragnents each referenced by the
signature. 1In the case of PDF, this is the data covered by the
"Byt eRange" paraneter in the signature dictionary. |In JSON Wb
Signature (JW5), this is the unencoded payl oad data (before
base64ur| encoding).

Signed Bytes: These are the actual bytes of data that were hashed

and signed by the digital signature algorithm In npost cases,
this is not the actual Signed Data but a collection of signature
nmet adata that includes references (hash) of the Signed Data as
wel |l as information about algorithns and other data bound to a
signature. In XM, this is the canonicalized Signedlnfo el ement.
In CM5 and PDF signatures, this is the DER-encoded
SignedAttributes structure. In JW5 this is the protected header
and payl oad data formatted according to [ RFC7515].

When these terns are used as defined in this section, they appear
with a capitalized first letter.

3.
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Si gnature Validation Token

Si gnature Validation Token Function

The Signature Validation Token (SVT) is created by a trusted service
to assert evidence of successful electronic signature validation
using a well-defined and trustworthy signature validation process.
The SVT binds the validation result to the validated signature, the
docunent signed by the signature, and the certificate of the signer
This allows a relying party to verify the validity of a signed
docunent wi thout having to revalidate the original signature or to
reuse any of its associated cryptographic algorithnms for as |ong as
the SVT itself can be validated. The SVT achieves this by binding
the following information to a specific el ectronic signature:

*

A unique identification of the electronic signature.
The data and metadata signed by the el ectronic signature.

The signer’s certificate that was validated as part of electronic
signature verification

The certification path that was used to validate the signer’s
certificate.
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* An assertion providing evidence of signature verification, the
time the verification was perforned, the procedures used to verify
the el ectronic signature, and the outcone of the verification

* An assertion providing evidence of the time at which the signature
is known to have existed, the procedures used to validate the tine
of existence, and the outcome of the validation

The SVT ains to support long-termvalidation that can be further
extended into the future by applying the follow ng strategies:

* by using secure algorithns with long |ife expectancy when signing
the SVT

* by reissuing the SVT before it beconmes insecure or is considered
expired

* optionally, by issuing multiple SVIs with different algorithnms to
provi de redundancy in case one algorithmis broken

2. Signature Validation Token Syntax
The SVT is carried in a JSON Wb Token (JW) as defined in [ RFC7519].
2.1. Data Types

The contents of clains in an SVT are specified using the follow ng
data types

String: JSON Data Type of string that contains an arbitrary case-
sensitive string val ue.

Base64Bi nary: JSON Data Type of string that contains a
Base64- encoded byte array of binary data.

Stringr URI:  JSON Data Type of string that contains an arbitrary
string or a URI as defined in [RFC7519]. It is REQURED to
contain the colon character (":") to be a URI.

URI: JSON Data Type of string that contains a URI as defined in
[ RFC7519] .

Integer: JSON Data Type of nunmber that contains a 32-bit signed
i nteger value (from-27231 to 27"31-1).

Long: JSON Data Type of number that contains a 64-bit signed integer
val ue (from-2763 to 2763-1).

NunericDate: JSON Data Type of nunber that contains data as defined
in [RFC7519], which is the nunber of seconds from
1970- 01- 01T00: 00: 00Z UTC until the specified UTC date/ti ne,
i ghoring | eap seconds.

Bool ean: JSON Data Type of bool ean that contains the explicit value
of true or false

oj ect<Cl ass>: A JSON object holding a clains object of a class
defined in this specification (see Section 3.2.2).

Map<Type>: A JSON object with name-value pairs where the value is an
obj ect of the specified Type in the notation. For exanple,
Map<String> is a JSON object with nane-val ue pairs where all
val ues are of type String.

Array: A JSON array of a specific data type as defined in this



section. An array is expressed in this specification by square
brackets. For exanple, [String] indicates an array of String
val ues, and [ Obj ect <DocHash>] i ndi cates an array of DocHash

obj ect s.

Null: A JSON null that represents an absent value. A claimwth a
null value is equivalent with an absent cl aim

3.2.2. Signature Validation Token JWI C ains
The SVT MJST contain only JWI clains in the following list:

"jti": A String data type that is a "JW ID' registered claim
according to [RFC7519]. It is RECOVMENDED that the identifier
hol ds a hexadeci mal string representation of a 128-bit unsigned
integer. An SVT MJST contain one "JWI ID' claim

"iss": A StringOrURI data type that is an "lssuer” registered claim
according to [RFC7519], which is an arbitrary unique identifier of
the SVT issuer. This value SHOULD have the value of a URl based
on a domain owned by the issuer. An SVT MJST contain one "lssuer"
claim

i at A NumericDate data type that is an "lIssued At" registered
claimaccording to [ RFC7519], which expresses the time when this
SVT was issued. An SVT MJST contain one "lssued At" claim

"aud": A [StringOURI] data type or a StringOrURI data type that is
an "Audi ence" registered claimaccording to [RFC7519]. The
audi ence claimis an array of one or nore identifiers, identifying
intended recipients of the SVI. Each identifier MAY identify a
single entity, a group of entities, or a comopn policy adopted by

a group of entities. |If only one value is provided, it MAY be
provided as a single String>r URI data type value instead of as an
array of values. Inclusion of the "Audience" claimin an SVT is
OPTI ONAL.

"exp": A NunericDate data type that is an "Expiration Tine"
regi stered claimaccording to [ RFC7519], which expresses the tine
when services and responsibilities related to this SVT are no
| onger provided by the SVT issuer. The precise nmeaning of the
expiration time claimis defined by |ocal policies. See
i npl ementati on note below. Inclusion of the "Expiration Tine"
claimin an SVT is OPTI ONAL.

sig val _clainms": An (bject<SigValidation> data type that contains
signature validation clainms for this SVT extending the standard
regi stered JW cl ai nrs above. An SVT MJST contain one

sig_val _clainms claim

Note: An SVT asserts that a particular validation process was
undertaken at a stated tinme. This fact never changes and never
expires. However, sonme other aspects of the SVT such as liability
for false clains or service provision related to a specific SVI may
expire after a certain period of tine, such as a service where an old
SVT can be upgraded to a new SVT signed with fresh keys and

al gorithns.

3.2.3. SigVvalidation Object Cd ass
The sig_val _claims JW claimuses the SigValidation object class. A
Si gVval i dation object holds all customclains, and a SigValidation
obj ect contains the follow ng paraneters:

"ver": A String data type representing the version. This paraneter
MJUST be present and the version in this specification indicated by
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the value "1.0".

profile": A StringOrURI data type representing the nane of a
profile that defines conventions followed for specific clains and
any extension points used by the SVT issuer. This paranmeter MJST
be present.

hash_al go": A URI data type that identifies the hash al gorithm used
to conpute the hash values within the SVI. The UR identifier
MUST be one defined in [RFC9231] or in the | ANA registry defined
by this specification. This paraneter MJST be present.

sig": An [Object<Signature>] data type that gives information about
val idated el ectronic signatures as an array of Signature objects.
If the SVT contains signature validation evidence for nore than
one signature, then each signature is represented by a separate
Signature object. At least one Signature object MJIST be present.

ext": A Map<String> data type that provides additional clains
related to the SVI. Extension clains are added at the discretion
of the SVT issuer; however, extension clainms MJST foll ow any
conventions defined in a profile of this specification (see
Section 4). Inclusion of this paraneter is OPTI ONAL.

4. Signature Cainms Cbject O ass

The sig paraneter in the SigValidation object class uses the
Si gnature object class. The Signature object contains clains related

t
t
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0 signature validation evidence for one signature, and it contains
he foll owi ng paraneters:

sig ref": An Object<SigReference> data type that contains reference
information identifying the target signature. This paraneter MJST
be present.

sig_data ref": An [ Object<Si gnedDat aRef erence>] data type that
contains an array of references to Signed Data that was signed by
the target electronic signature. At |east one SignedDataReference

obj ect MJST be present.

signer_cert_ref": An Object<CertReference> data type that
references the signer’'s certificate and optionally references a
supporting certification path that was used to verify the target

el ectronic signature. This paraneter MJST be present.

sig val": An [nject<PolicyValidation>] data type that contains an
array of results of signature verification according to defined

procedures. At |east one PolicyValidation object MIST be present.

time_val": An [Object<TineValidation> data type that contains an
array of tine verification results showing that the target
signature has existed at a specific tine in the past. |nclusion

of this parameter is OPTI ONAL

ext": A MAP<String> data type that provides additional clains
related to the target signature. Extension clains are added at
the discretion of the SVT issuer; however, extension clains MJST
foll ow any conventions defined in a profile of this specification
(see Section 4). Inclusion of this parameter is OPTI ONAL.

5. SigReference dains hject C ass

The sig ref paranmeter in the Signature object class uses the
Si gRef erence object class. The SigReference object provides

i
t

nformati on used to match the Signature clains object to a specific
arget electronic signature and to verify the integrity of the target



signature value and Signed Bytes, and it contains the foll ow ng
paraneters

"id': A String data type that contains an identifier assigned to the
target signature. Inclusion of this parameter is OPTI ONAL.

"sig_hash": A Base64Binary data type that contains a hash val ue of
the target electronic signature value. This paraneter MJST be
present.

"sb_hash": A Base64Binary data type that contains a hash val ue of
the Signed Bytes of the target electronic signature. This
par anet er MJUST be present.

3.2.6. SignedDat aReference Clains Ohject dass

The sig data_ref paranmeter in the Signature object class uses the
Si gnedDat aRef erence obj ect class. The SignedDat aRef erence object
provides information used to verify the target electronic signature
references to Signed Data as well as to verify the integrity of all
data that is signed by the target signature, and it contains the
foll owi ng paraneters

"ref": A String data type that contains a reference identifier for
the data or data fragnent covered by the target electronic
signature. This paranmeter MJST be present.

"hash": A Base64Binary data type that contains the hash val ue for
the data covered by the target electronic signature. This
par anet er MJUST be present.

3.2.7. PolicyVvalidation Cainms Object O ass

The sig_val paraneter in the Signature object class uses the

Pol i cyVal i dati on object class. The PolicyValidation object provides
i nformati on about the result of a validation process according to a
specific policy, and it contains the follow ng paraneters:

"pol": A StringOrURI data type that contains the identifier of the
policy governing the electronic signature verification process.
Thi s paraneter MJST be present.

"res": A String data type that contains the result of the electronic
signature verification process. The value MJST be one of
"PASSED', "FAILED', or "I|NDETERM NATE" as defined by
[ ETSI 319102-1]. This paraneter MJST be present.

"msg": A String data type that contains a nessage describing the
result. Inclusion of this parameter is OPTI ONAL.
"ext": A MAP<String> data type that provides additional clains

related to the target signature. Extension clainms are added at
the discretion of the SVT issuer; however, extension clains MJST
foll ow any conventions defined in a profile of this specification
(see Section 4). Inclusion of this paranmeter is OPTI ONAL.

3.2.8. TineValidation Cains Object dass

The tine_val paranmeter in the Signature object class uses the

Ti meVal i dati on object class. The TinmeValidation clains object

provi des information about the result of validating evidence of tine
asserting that the target signature existed at a particular tine in
the past. Evidence of tine is typically a tinestanp according to

[ RFC3161], but other types of evidence nay be used such as a
previously issued SVT for this signature. The TineValidation clains
obj ect contains the follow ng paraneters:



"time": A NunericDate data type that contains the verified tine.
Thi s paraneter MJST be present.

"type": A StringOURI data type that contains an identifier of the
type of evidence of time. This paranmeter MJST be present.

"iss": A StringOrURl data type that contains an identifier of the
entity that issued the evidence of tine. This paranmeter MJST be
present.

"id": A String data type that contains an unique identifier assigned
to the evidence of tine. Inclusion of this parameter is OPTI ONAL.

"hash": A Base64Binary data type that contains the hash value of the
val i dat ed evi dence of tine. Inclusion of this parameter is
OPTI ONAL.

"val": An [Object<PolicyValidation> data type that contains an
array of results of the tine evidence validation according to
defined validation procedures. Inclusion of this parameter is
OPTI ONAL.

"ext": A MAP<String> data type that provides additional clains
related to the target signature. Extension clains are added at
the discretion of the SVT issuer; however, extension clains MJST
foll ow any conventions defined in a profile of this specification
(see Section 4). Inclusion of this paranmeter is OPTI ONAL.

.2.9. CertReference Cainms Object O ass

The signer _cert _ref paraneter in the Signature object class uses the
Cert Ref erence object class. The CertReference object references a
single X 509 certificate or a X. 509 certification path either by
providing the certificate data or by providing hash references for
certificates that can be located in the target electronic signature,
and it contains the follow ng paraneters:

"type": A StringOURI data type that contains an identifier of the
type of reference. The type identifier MJST be one of the
identifiers defined below, an identifier specified by the selected
profile, or a URl identifier. This parameter MJST be present.

"ref": A [String] data type that contains an array of string

paraneters according to conventions defined by the type
identifier. At |east one paranmeter MJST be present.

The following type identifiers are defined:

"chain": The ref contains an array of Base64-encoded X. 509
certificates [RFC5280]. The certificates MJST be provided in the
order starting with the end entity certificate. Any follow ng
certificate nmust be able to validate the signature on the previous
certificate in the array.

"chai n_hash": The ref contains an array of one or nore
Base64- encoded hash val ues where each hash value is a hash over a
X. 509 certificate [RFC5280] used to validate the signature. The
certificates MJST be provided in the order starting with the end
entity certificate. Any following certificate nmust be able to
validate the signature on the previous certificate in the array.
This option MJUST NOT be used unless all hashed certificates are
present in the target electronic signature.

Note: All certificates referenced using the identifiers above are
X.509 certificates. Profiles of this specification MAY define



alternative types of public key containers; however, a major function
of these referenced certificates is not just to reference the public
key but also to provide the subject nane of the signer. It is
therefore inportant for the full function of an SVT that the

ref erenced public key container also provides the nmeans to identify
the signer.

3.2.10. SVT JOSE Header

4.

1.

The SVT JWI MUST contain the follow ng JSON Ohject Signing and
Encryption (JOSE) header parameters in accordance with Section 5 of
[ RFC7519] :

"typ": This paraneter MJST have the string value "JW" (upper case).
"alg": This paraneter identifies the algorithmused to sign the SVT
JWI. The algorithmidentifier MJST be specified in [ RFC7518] or

the 1 ANA "JSON Wb Signature and Encryption Algorithns" registry
[ ANA-JOSE- REG . The specified signature hash al gorithm MJST be
identical to the hash algorithmspecified in the hash_al go
paraneter of the SigValidation object within the sig _val clains
claim

The SVT header MJST contain a public key or a reference to a public

key used to verify the signature on the SVT in accordance with

[ RFC7515]. Each profile, as discussed in Section 4, MJST define the

requirenents for how the key or key reference is included in the

header .

Profiles

Each si gned docunent and signature type will have to define the
preci se content and use of several clains in the SVT.

At a mnimm each profile MJST define:
* The identifier of the profile
* How to reference the Signed Data content of the signed docunent

* How to reference the target electronic signature and the Signed
Bytes of the signature

* How to reference certificates supporting each electronic signature

* How to include public keys or references to public keys in the SVT

* \Wet her each electronic signature is supported by a single SVT, or
one SVT may support multiple electronic signatures of the sane
docunent

A profile MAY al so define:

* Explicit information on how to perform signature validation based
on an SVT

* How to attach an SVT to an el ectronic signature or signed docunent
Defined Profiles

The followi ng profiles are defined in appendi xes of this docunent:
Appendi x A: XM Signature Profile

Appendi x B: PDF Signature Profile
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Appendix C  JWS Profile

O her docunents MAY define other profiles that MAY conpl enent, anend,
or supersede these profiles.

Signature Verification with an SVT
Signature verification based on an SVT MJST foll ow t hese steps:

1. Locate all available SVTs available for the signed docunent that
are relevant for the target electronic signature.

2. Select the npst recent SVT that can be successfully validated and
meets the requirenent of the relying party.

3. Verify the integrity of the signature and the Signed Bytes of the
target electronic signhature using the sig ref claim

4. Verify that the Signed Data reference in the original electronic
signature matches the reference values in the sig data ref claim

5. Verify the integrity of referenced Signed Data using provided
hash values in the sig_data_ref claim

6. Obtain the verified certificates supporting the asserted
el ectronic signature verification through the signer_cert ref
claim

7. Verify that signature validation policy results satisfy the
requirenents of the relying party.

8. Verify that verified tine results satisfy the context for the use
of the signed docunent.

After successfully performng these steps, signature validity is
established as well as the trusted signer certificate binding the
identity of the signer to the electronic signature.

I ANA Consi derations

1. daimNanmes Registration

| ANA has registered the "sig_val _clains” claimnane in the "JSON Wb
Token C ai ns" registry established by Section 10.1 of [RFC7519].

1.1. Registry Contents

Claim Name: sig val _clains

ClaimDescription: Signature Validation Token

Change Controller: |ESG

Speci fication Docunent(s): Section 3.2.3 of RFC 9321
2. Header Paraneter Names Registration

| ANA has registered the "svt" Header Paraneter in the "JSON Wb

Si gnature and Encrypti on Header Paraneters" registry established by
[ RFC7515] .
2.1. Registry Contents

Header Par aneter Nane: svt

Header Parameter Description: Signhature Validation Token
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8.

8.

1.

Header Paraneter Usage Location(s): JWs
Change Controller: |ESG
Speci fication Document (s): Appendix C 1.1 of RFC 9321
Security Considerations
Level of Reliance

An SVT allows a signature verifier to still validate the origina
signature using the original signature data and to use the
information in the SVT selectively to confirmthe validity and
integrity of the original data, such as confirmng the integrity of
Signed Data or the validity of the signer’'s certificate, etc.

Anot her way to use an SVT is to conpletely rely on the validation
concl usi on provided by the SVT and to omit revalidation of the
original signature value and original certificate status checking
dat a.

This choice is a decision made by the verifier according to its own
policy and risk assessnent.

However, even when relying on the SVT validation conclusion of an
SVT, it is vital to still verify that the present SVT is correctly
associated with the docunent and signature that is being validated by
val idating the hashed reference data in the SVT of the signature,
signing certificate chain, Signed Data, and the Signed Bytes.

Aging Al gorithns

Even if the SVT provides protection against algorithns becom ng
weakened or broken over time, this protection is only valid for as
long as the algorithns used to sign the SVT are still considered
secure. It is advisable to reissue SVIs in cases where an al gorithm
protecting the SVT is getting close to its end of life.

One way to increase the resistance of al gorithns becom ng insecure,
is toissue multiple SVTIs for the same signature with different

al gorithms and key | engths where one algorithmcould still be secure
even if the corresponding algorithmused in the alternative SVT is
br oken.
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Appendi x A. XM Signature Profile

Thi s appendi x defines a profile for inplementing SVIs with a signed
XML docurent and defines the followi ng aspects of SVT usage:

* How to include reference data related to XM. signatures and XM
docunents in an SVT

* How to add an SVT token to an XM signature
XML docurents can have any nunber of signature el enents, signing an
arbitrary nunber of fragnents of XM. docunments. The actual signature
el ement may be included in the signed XM. docunent (envel oped),
i nclude the Signed Data (envel oping), or nay be separate fromthe
signed content (detached).
To provide a generic solution for any type of XM signature, an SVT
is added to each XM. signature elenment within the XM. signature
<ds: Obj ect > el enent.

A.1. Notation

A 1.1. References to XML El enents from XM. Schenas

When referring to el enents fromthe WBC XM. Si gnat ure nanespace
(https://ww. w3. org/ 2000/ 09/ xm dsi g#), the followi ng syntax is used:

* <ds: Si gnat ure>

When referring to elenents fromthe ETSI XAJES XM. Si gnature
nanespace (https://uri.etsi.org/01903/vl.3.2#), the foll ow ng syntax
is used:

* <xades: Cert Di gest >

When referring to elenents defined in this specification
(http://id.swedenconnect.se/svt/1.0/sig-prop/ns), the follow ng
syntax i s used:

* <svt: El enent >

A.2. SVT in XM. Docunents

When SVTs are provided for XM signatures, then one SVI MJST be
provi ded for each XM signature.

An SVT enbedded within the XM. signhature el enent MJST be placed in a
<svt: SignatureValidati onToken> el enent as defined in Appendix A 2.1

A.2.1. SignatureValidationToken Signature Property



The <svt: Si gnatureValidati onToken> el enent MUST be placed in a

<ds: Si gnatureProperty> el enment in accordance with [ XM.DSI GL1]. The
<ds: Si gnat ureProperty> el ement MJST be pl aced inside a

<ds: Si gnhatureProperties> el enent inside a <ds: Gbj ect> el enment inside
a <ds: Si gnature> el enent.

Note: [ XMLDSI G11] requires the Target attribute to be present in
<ds: Si gnatureProperty>, referencing the signature targeted by this
signature property. |If an SVT is added to a signature that does not
have an Id attribute, inplementations SHOULD add an Id attribute to
the <ds: Signature> el ement and reference that Id in the Target
attribute. This Id attribute and Target attribute value matching is
required by the [ XMLDSI G11] standard, but it is redundant in the
context of SVT validation as the SVT already contains infornmation
that uniquely identifies the target signature. Validation
applications SHOULD NOT reject an SVT token because of |d and Target
attribute msmatch and MJUST rely on mat chi ng agai nst a signature
using signed information in the SVT itself.

The <svt: Si gnatureValidationToken> el enent is defined by the
following XM Schena:

<?xm version="1.0" encodi ng="UTF-8"?>

<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
el enment For nDef aul t =" qual i fi ed"
t arget Nanespace="http://i d. swedenconnect. se/svt/ 1. 0/ si g- prop/ ns"
xm ns:svt="http://id. swedenconnect.se/svt/1.0/sig-prop/ns">

<xs: el enent name="Si gnat ur eVal i dati onToken"
type="svt: Si gnatureVal i dati onTokenType" />

<xs: conpl exType name="Si gnat ureVal i dati onTokenType" >
<xs: si npl eCont ent >
<xs: extension base="xs:string">
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

</ xs: schena>

The SVT token MUST be included as a string representation of the SVT
JWI. Note that this is the string representation of the JW w thout
further encoding. The SVIT MJST NOT be represented by the

Base64- encoded bytes of the JWI string.

Exanpl e:
<ds: Si gnature |d="M/Si gnaturel d">

<ds: Obj ect >
<ds: Si gnat ureProperties>
<ds: Si gnhat ureProperty Target="#MWSi gnaturel d">
<svt: Si gnat ureVal i dati onToken>
eyJ0eXAi O JKV1Q LCIhb. .. 2aNz
</ svt: Si gnatureValidati onToken>
</ ds: Si gnat ur ePr operty>
</ ds: Si gnat ureProperties>
</ ds: Qbj ect >
</ ds: Si gnat ur e>

A.2.2. Miltiple SVIs in an XM. Si gnature
If a new SVT is stored in a signhature that already contains a

previously issued SVT, inplenentations can choose either to replace
the existing SVT or to store the new SVT in addition to the existing



SVT.

If the new SVT is stored in addition to the old SVT, it SHOULD be
stored in a new <ds: SignatureProperty> el enent inside the existing
<ds: Si ghat ureProperties> el enent where the old SVT is | ocated.

For interoperability robustness, signature validation applications
MUST be able to handl e signatures where the new SVT is located in a
new <ds: Qbj ect > el enent.

A.3. XM Signature SVT C ains
A.3.1. XM Profile ldentifier

When this profile is used, the SigValidation object MIST contain a
"profile" claimw th the value "XW"

A.3.2. XM Signature Reference Data

The SVT Signature object MJIST contain a "sig ref" claim(SigReference
object) with the foll ow ng el enents:

"id": The Id-attribute of the XM. signature, if present.
"sig_hash": The hash over the signature val ue bytes.

"sb_hash": The hash over the canonicalized <ds: Si gnedl nfo> el enent
(the bytes the XM. signature algorithmhas signed to generate the
si gnature val ue).

A.3.3. XM Signed Data Reference Data

The SVT Signature object MJIST contain one instance of the "sig data"
claim (SignedData object) for each <ds: Reference> elenment in the
<ds: Si gnedl nfo> el ement. The "sig data" claimMJST contain the

foll owi ng el enents:

"ref": The value of the URI attribute of the corresponding
<ds: Ref erence> el enment.

"hash": The hash of all bytes that were identified by the
correspondi ng <ds: Reference> el enent after applying all identified
canoni cal i zation and transformation algorithnms. These are the
sanme bytes that are hashed by the hash value in the
<ds: Di gest Val ue> el enent inside the <ds: Reference> el enent.

A.3.4. XM Signer Certificate References

The SVT Signature object MJST contain a "signer_cert_ref" claim
(Cert Ref erence object). The "type" paraneter of the

"signer _cert_ref" claimMJST be either "chain" or "chain_hash".

* The "chain" type MJST be used when signature validation was
performed using one or nore certificates where sone or all of the
certificates in the chain are not present in the target signature.

* The "chai n_hash" type MJST be used when signature validation was
performed using one or nore certificates where all of the
certificates are present in the target signature.

A. 4. JOSE Header
A.4.1. SVT Signing Key Reference

The SVT JOSE header for XM signatures must contain one of the
foll owi ng header paraneters in accordance with [ RFC7515] for storing



a reference to the public key used to verify the signature on the
SVT:

"x5c": Holds an X. 509 certificate [ RFC5280] or a chain of
certificates. The certificate holding the public key that
verifies the signhature on the SVT MIST be the first certificate in
t he chain.

"kid": A key identifier holding the Base64-encoded hash val ue of the
certificate that can verify the signature on the SVI. The hash
al gorithm MUST be the sane hash al gorithm used when signing the
SVT as specified by the "al g" Header Paraneter.

Appendi x B. PDF Signature Profile

Thi s appendi x defines a profile for inplenenting SVIs with a signed
PDF docunent, and it defines the foll ow ng aspects of SVT usage:

* How to include reference data related to PDF signatures and PDF
docunents in an SVT.

* How to add an SVT token to a PDF docunent.

PDF docunent signatures are added as increnental updates to the

si gned PDF document and signs all data of the PDF document up unti
the current signature. Wen nore than one signature is added to a
PDF docunent the previous signature is signed by the next signature
and can not be updated with additional data after this event.

To minimze the inpact on PDF docurments with nultiple signatures and
to stay backwards conpatible with PDF software that does not

under stand SVTs, PDF docunents add one SVT token for all signatures
of the PDF as an extension to a docunent tinestanp added to the
signed PDF as an increnental update. This SVT covers all signatures
of the signed PDF

B.1. SVTs in PDF Docunents

The SVT for a signed PDF docurment MAY provide signature validation

i nformati on about any of the present signatures in the PDF. The SVT
MJUST contain a separate "sig" claim(Signature object) for each
signature on the PDF that is covered by the SVT.

An SVT added to a signed PDF docunent MJST be added to a docunent
timestanp in accordance with | SO 32000-2: 2020 [ | SOPDF2] .

The docunent timestanp contains an [ RFC3161] timestanp token
(TSTInfo) in Encapsul atedContentlnfo of the CM5 signhature. The SVT
MJST be added to the tinestanp token (TSTInfo) as an Extension object
as defined in Appendix B.1.1.

B.1.1. SVT Extension to Tinmestanp Tokens

The SVT extension is an Extension suitable to be included in TSTInfo
as defined by [ RFC3161].

The SVT extension is identified by the Cbject Identifier (AOD)
1.2.752.201.5. 2.

Thi s extension data (OCTET STRING holds the bytes of SVT JW,
represented as a UTF-8-encoded string.

This extensi on MUST NOT be marked critical

Note: Extensions in tinmestanp tokens according to [ RFC3161] are
imported fromthe definition of the X 509 certificate extensions



defined in [ RFC5280].
B.2. PDF Signature SVT Cains
B.2.1. PDF Profile Identifier

When this profile is used, the SigValidation object MIST contain a
"profile" claimwth the val ue "PDF"

B.2.2. PDF Signature Reference Data

The SVT Signature object MJST contain a "sig ref" claim(SigReference
object) with the follow ng el enents:

"id": Absent or a Null val ue.
"sig_hash": The hash over the signature val ue bytes.

"sb_hash": The hash over the DER-encoded SignedAttributes in
Si gner | nfo.

B.2.3. PDF Signed Data Reference Data

The SVT Signature object MJST contain one instance of the "sig_data"
claim (SignedData object) with the foll ow ng el enents:

r ef The string representation of the ByteRange val ue of the PDF
signature dictionary of the target signature. This is a sequence
of integers separated by space where each integer pair specifies
the start index and length of a byte range.

"hash": The hash of all bytes identified by the ByteRange val ue.
This is the concatenation of all byte ranges identified by the
Byt eRange val ue.

B.2.4. PDF Signer Certificate References

The SVT Signature object MJST contain a "signer_cert_ref" claim
(Cert Ref erence object). The "type" paraneter of the
"signer _cert_ref" claimMJST be either "chain" or "chain_hash".

* The "chain" type MJST be used when signature validation was
performed using one or nore certificates where sone or all of the
certificates in the chain are not present in the target signature.

* The "chai n_hash" type MJST be used when signature validation was
performed using one or nore certificates where all of the
certificates are present in the target signature

Not e: The referenced signer certificate MJUST match any certificates
ref erenced using ESSCert| D or ESSCert|Dv2 from [ RFC5035].

B.3. JOSE Header
B.3.1. SVT Signing Key Reference

The SVT JCSE header mnust contain one of the follow ng header

paraneters in accordance with [ RFC7515] for storing a reference to

the public key used to verify the signature on the SVT:

"x5c": Holds an X. 509 certificate [ RFC5280] or a chain of
certificates. The certificate holding the public key that
verifies the signature on the SVT MJST be the first certificate in
t he chain.

"kid": A key identifier holding the Base64-encoded hash val ue of the
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certificate that can verify the signature on the SVI. The hash
al gorithm MUST be the sane hash al gorithm used when signing the
SVT as specified by the "al g" Header Paraneter. The referenced
certificate SHOULD be the sanme certificate that was used to sign
the docunent timestanp that contains the SVT.

endix C.  JWS Profile

Thi s appendi x defines a profile for inplenmenting SVIs with a JWs
si gned payl oad according to [RFC7515], and it defines the follow ng
aspects of SVT usage:

* How to include reference data related to JW5 signatures in an SVT.
* How to add an SVT token to JWS signatures.

A JW5 may have one or nore signatures, depending on its serialization
format, signing the same payload data. A JWS either contains the
data to be signed (envel oping) or may sign any externally associated
payl oad data (detached)

To provide a generic solution for JW5, an SVT is added to each
present signature as a JW5 Unprotected Header. |If a JWS includes
mul tiple signhatures, then each signature includes its own SVT.

SVT in JWs

An SVT token MAY be added to any signature of a JW5 to support
validation of that signature. |If nore than one signature is present,
then each present SVT MJST provide information exclusively related to
one associ ated signature and MJST NOT include informati on about any
other signature in the JWs.

Each SVT is stored in its associated signature’s "svt" header as

defined in Appendix C. 1.1.
1. "svt" Header Paraneter

The "svt" (Signhature Validation Token) Header Paraneter is used to
contain an array of SVT tokens to support validation of the

associ ated signature. Each SVT token in the array has the format of
a JW as defined in [RFC7519] and is stored using its natural string
representation without further w apping or encoding.

The "svt" Header Paraneter, when used, MJST be included as a JWB
Unpr ot ect ed Header.

Note: A JWS Unprotected Header is not supported with JW5 Conpact
Serialization. A consequence of adding an SVT token to a JWs is
therefore that JW5 JSON Serialization MUST be used either in the form
of general JWS JSON Serialization (for one or nore signatures) or in
the formof flattened JW5 JSON Serialization (optionally used when
only one signature is present in the JW5).

2. Miltiple SVIs in a JW5 Signature

If a new SVT is stored in a signhature that already contains a
previously issued SVT, inplenentations can choose either to replace
the existing SVT or to store the new SVT in addition to the existing
SVT.

If a JW5 signature already contains an array of SVIs and a new SVT is
to be added, then the new SVT MJST be added to the array of SVT
tokens in the existing "svt" Header Paraneter.

JWS Signature SVT d ains



C.2.1. JIWs Profile lIdentifier

When this profile is used, the SigValidation object MIJST contain a
"profile" claimw th the value "JW5".

C.2.2. JWS Signhature Reference Data

The SVT Signature object MJIST contain a "sig ref" claim(SigReference
object) with the follow ng el enents:

"sig_hash": The hash over the associated signature value (the bytes
of the base64url -decoded signature parameter).

"sb_hash": The hash over all bytes signed by the associated
signature (the JW5 Signing Input according to [ RFC7515]).

C.2.3. JW5 Signed Data Reference Data

The SVT Signature object MJIST contain one instance of the "sig data"
claim (SignedbData object) with the foll ow ng el enents:

"ref": This paraneter MJST hold one of the follow ng three possible
val ues:

1. The explicit string value "payload" if the signed JW5 Payl oad
i s enbedded in a "payl oad" nenber of the JWs.

2. The explicit string value "detached" if the JW5 signs detached
payl oad data w thout explicit reference.

3. A URI that can be used to identify or fetch the detached
Signed Data. The nmeans to determine the URI for the detached
Signed Data is outside the scope of this specification

"hash": The hash over the JW5 Payl oad data bytes (not its base64url -
encoded string representation).

C.2.4. JW5 Signer Certificate References

The SVT Signature object MJUST contain a "signer_cert_ref" claim
(CertReference object). The "type" paraneter of the
"signer_cert_ref"” claimMJIST be either "chain" or "chain_hash".

*  The "chain" type MJST be used when signature validation was
performed using one or nore certificates where sone or all of the
certificates in the chain are not present in the target signature.

* The "chai n_hash" type MJST be used when signature validation was
performed using one or nore certificates where all of the
certificates are present in the target signature JOSE header using
the "x5c¢" Header Paraneter.

C. 3. SVT JCSE Header
C.3.1. SVT Signing Key Reference

The SVT JCSE header must contain one of the follow ng header
paraneters in accordance with [ RFC7515] for storing a reference to
the public key used to verify the signature on the SVT:

"x5c¢": Holds an X. 509 certificate [ RFC5280] or a chain of
certificates. The certificate holding the public key that
verifies the signhature on the SVIT MJST be the first certificate in
t he chain.



"kid": A key identifier holding the Base64-encoded hash val ue of the
certificate that can verify the signature on the SVI. The hash
al gorithm MJUST be the sane hash al gorithm used when signing the
SVT as specified by the "al g" Header Paraneter.

Appendi x D. Schemas
D.1. Concise Data Definition Language (CDDL)

The followi ng informative CDDL [ RFC8610] expresses the structure of
an SVT token:

svt = {
jti: text
iss: text
iat: uint

? aud: text / [* text]
? exp: uint
sig_val _clains: SigVval d ains

Si

gvaldainms = {
ver: text

profile: text
hash_al go: text
sig: [+ Signature]
? ext: Extension

Si

ghature = {

sig_ref: SigReference

sig _data ref: [+ SignedDat aRef erence]
signer_cert _ref: CertReference

sig val: [+ PolicyValidation]

? time_val: [* TinmeValidation]

? ext: Extension

Si

gReference = {

? id: text / nul

si g_hash: binary-val ue
sb_hash: bi nary-val ue

Si

gnedDat aRef erence = {
ref: text

hash: bi nary-val ue
}

Cert Reference = {
type: "chain" / "chain_hash"
ref: [+ text]

}

Pol i cyValidation = {
pol : text
res: "PASSED' / "FAILED' / "I NDETERM NATE"
? meg: text / nul
? ext: Extension

}

Ti meVal i dation = {
"tinme": uint
type: text
i ss: text



id: text / nul

hash: binary-value / nul
val: [* PolicyValidation]
ext: Extension

=N ) N )

Extension = {
+ text => text
Y/ null

bi nary-val ue = text ; base64 cl assic with padding

D.2. JSON Schema

The following informati ve JSON schema descri bes the syntax of the SVT
t oken payl oad.

{

"$schema": "https://json-schema. org/draft/2020-12/schema",
"title": "Signature Validation Token JSON Schema",
"description": "Schema defining the payload format for SVTs",
"type": "object",
"required": |

i,

"iss",

"iat",

"sig_val _cl ainms"

"properties": {
Iljtill: {
"description": "JW |ID",
"type": "string"

iss": {
"description": "lssuer",
"type": "string"

iat": {
"description": "lssued At",
"type": "integer"

"aud": {
"description": "Audience",
"type": [
"string",
"array"

]1
"items": {"type": "string"}
}1
n Xp": {
"description": "Expiration tinme (seconds since epoch)",
"type": "integer"

}

ig_val _clainms": {
"description": "Signature validation clains",
"type": "object",
"required": |

n Ver n ,
"profile",
"hash_al go",
" SI gll

]

roperties": {
"ver": {
"description": "Version",



"type": "string"

} i)

"profile": {
"description": "Inplenentation profile",
"type": "string"

"hash_algdH {
"description": "Hash algorithm URI",
"type": "string"

"sig": {
"description": "Validated signatures",
"type": "array",
"itens": {
"$ref": "#/ $def/ Si gnature"”
},
"mnltens": 1
},
"ext": {
"description": "Extension map",
"$ref": "#/ $def/Extension"
}
},
"addi tional Properties": fal se
}
"addi tional Properties": false,
"$def " {

"Signature": {
"type": "object",
"required": |
"sig_ ref",
"sig data_ref",
"signer _cert_ref",

"sig_val"
1,
"properties": {
"sig ref": {
"description": "Signature Reference",
"$ref": "#/ $def/ Si gRef er ence”
},
"sig_data_ref": {
"description": "Signed data array",
"type": "array",
"itens":
"$ref" : "#/ $def/ Si gnedDat aRef er ence"
}

inltens": 1

}

,igner_cert_ref": {
"description": "Signer certificate reference",
"$ref": "#/ $def/ Cert Ref erence”

}

"sig_val": {
"description": "Signature validation results",
"type": "array",
"itens": {
"$ref": "#/ $def/ PolicyValidation"
},
"mnltenms": 1

}

"time_val": {
"description": "Tinme validations",
"type": "array",
"itens":
"$ref": "#/ $def/ Ti meVal i dation"



}

3

"ext": {
"description": "Extension map",
"$ref": "#/ $def/ Ext ensi on"

}

}

dditional Properties": false

}

’igReference":{
"type": "object",
"required": |

"si g_hash",
"sb_hash"
]1
"properties": {
"sig_hash": {
"description": "Hash of the signature val ue",
"type": "string",
"format": "base64"
}1
"sb_hash": {
"description": "Hash of the Signed Bytes",
"type": "string",
"format": "base64"
s
"description": "Signature |ID reference",

"type": ["string","null"]

b

"addi tional Properties": false

}

i gnedDat aRef erence": {
"type": "object",
"required": |

"ref",
"hash"

]

roperties": {
"ref": {
"description": "Reference to the signed data",
"type": "string"

} 1

"hash": {
"description": "Signed data hash",
"type": "string",
"format": "base64"

}
} i)
"addi tional Properties": fal se

}

rt Ref erence": {
"type": "object",
"required": |
"type",
"ref"

]

1roperties": {
“type": { o
"description": "Type of certificate reference”,
"type": "string",
"enuni: ["chain","chain_hash"]
}1
n e.fll: {
"description": "Certificate reference data",



"type": "array",
"itens": {
"type": "string",
"format": "base64"

}

inltens": 1

}
} i)
"addi tional Properties": false

}

Pol i cyValidation":{
"type": "object",
"required": |

"pol ",
"res"

]

roperties": {
n pOI ll: {
"description": "Policy identifier"”,
"type": "string"

"}es": {
"description": "Signature validation result",
"type": "string",
"enunt': ["PASSED', " FAI LED', "| NDETERM NATE"]

},
"msg":
"description": "Message",
"type": ["string","null"]
"ext": {
"description": "Extension map",
"$ref": "#/ $def/Extension"
}

b

"addi tional Properties": fal se

}

"Ti meVal i dation": {
"type": "object",
"required": |

"tinme",
“type",
"iss"

]

roperties": {
"time": {
"description": "Verified tine",
"type": "integer”

“typet: { . .
"description": "Type of tine validation proof"
"type": "string"

"iss":

"description": "lIssuer of the tine proof",
"type": "string"

"id":

"description": "Time evidence identifier",
Iltypell: [Il St ri ngll , n nul I Il]

} i)

"hash": {
"description": "Hash of tinme evidence",
"type": ["string","null"],
"format": "base64"



}

"val " {
"description": "Validation result",
"type": "array",
"itens":
"$ref": "#/ $def/PolicyVvalidation"
}
1
"ext": {
"description": "Extension map",
"$ref": "#/ $def/ Ext ensi on"
}
3
"addi tional Properties": false
}
"Extension": {
"description": "Extension map",
"type": ["object","null"],
"required": [],

"addi tional Properties": {
"type": "string"
}

}

}
Appendi x E. Exanpl es

The following exanple illustrates a basic SVT according to this
specification issued for a signed PDF docunent.

Note: Line breaks in the decoded exanple are inserted for
readability. Line breaks are not allowed in valid JSON dat a.

Signature validation token JW:

eyJraWg O JPZWhJIKz QzNEpoYnZmRG50ZI ZcLzhy T3hHNOZr dnl qYUt WenFWe Ul G
Q hvaFZoQN1Zks4YWsvdj FTN g4cj dLYnFsK2Z2cGFl Mw4aW nNTJIROnkx UFE9
PSI sl nR5cCl 61 kpXVCI sl nFszyl 61 | JTNTEyI n0. eyJhdWQ O JodHRwWA w XC9I

eGFt cGxl LmNvbVw YXVkaW/uY2Ux | i wi aXNzl j oi aHROCHMBXCI9cL3N3ZWR bri\v
brbl Y3Quc2VeL3Zhbd kYXRvci | sl m hdCl 6 MI'Ywivie QLODQy MBwi anRpl j oi NGQx
Mzk2Zj Frnzj cy OGYOMSQLM Qv 2MAMLNZ QQODYi LCIzaWif dnFsX2NsYW t cyl 6
eyJzaWi A t 71 my4dCl 6bnVsbCwi c2l nX3ZhbCl 6WBsi bXNnl j oi TOsi LCII eHQ

Orb1bGasi ndl cyl 61 1 BBULNFRCI sl nBvbCl 61 mhOdHA6XCIcL2] kLnN3ZWRI brm\v
brbl Y3Quc2VcL3N2dFw c2l ndnfFsLXBvbd j eVwdHM c& peFw MDE f VOsI nNp
Z19yZWi Onsi c2l nX2hhc2gi O J5Y2VQVkxJenR cES5NOI ZT2hGSWyxbnk30Uht

SUNi U1Z6SWaTmlpenB83ckdJdOhOTj B6VEI TeUt Hak N2bmBuT2FRR2ZMXCOQVBZE
dEl 4CH LU1dl Wc9PSI sI ml ki j oi aWx NzMbCODI j NniZj MDYzNj M2YW 1ZTc1M2Yx
MGY3NTCcONj ci LCIzYI 90YXNol j oi QrdQV] RXQOE5cOFIYWhqSzFI YWhmRnhpKOF6
Q@ RKR1R1Zj MbVzNaV2pj ek RDVWJ4ZGvBWAWO0ZUhOY3hHVIMVnZ3B4 SE03NVW Y1E3
SE4XxZERKkbA 5SXdnPTOi f Swi c2l nbnmivy X2Nl cnRf cnvm j p71 nJl Zi | 6WI1 xK2Fh
SMV0Zzdy ZW FUnx VRFI FaVUOVKI aaFQOU V2aU RWiVLN28xROZL YVRQUTZ5K2t 4
XCOQTNRECNB1cVE2WEZya0g5d1l ESzR e TBSNFdy TkVybnc9PSI s| ngOUER4Y]j Va
S214MN/UU3F2VnZZRz hnMz Nz MDVKend CKO5nRUhGVTRn Yzl OcUcwa2dl a2Y2VzNv
THpr VHA3dXJJaDZZOUFhZl pZcWW el AycEUycDRRPTOI LCJEZDJIDNXNCVEI PUW/N
VB FQt NNVESVzk2bUJ1 Tnd3YTJ0el hNcyt Mi3VZY09VdI Br cnl HUj BhUEC4TzI u
SVAzbGI3Nkt qUTFoRGLSazZ6Qzh4MpkZz091 | Osl nR5cGUI O Jj aGFpbl 90YXNo
I N0sI NNpZ19kYXRhX3JI Zi | 6VBsi cnmvml j oi | i wi aGFzaCl 61 kZj R3BPT2Y4aV\|

UHQy MUJEZDJj R25MROR4AUl MLaj dzdk 00 YXBwivk gOMARERUxt MKNGY2VUWT Ay bRl

Sz Xam udGLRMz c2SWKYVE9BCcj MkeXpZenNnPTOi f Sx71 nJl Zi |1 61 i NAYWR cyOx
MAEXNTVKOTJi Zj ULNzcON EzYm 3Yj Y2MIQBN2NmzZCl sl mhhe2gi G JLUnt nYl 02
UFw brmh VN NI TWswWR2I VZI Ve LORUd3ZI WA 0ZVFr dOdl SnFDNUJ 6 VESWOGI RYn Bl

ZFRUdVdKUHhxdkowUl k4NGh3bTdl WAw ZzBI ckFPZWILdz 091 n1dLCI0aWLl| X3Zh
bCl 6WL19XSwi ZXhO0l j pudWksLCI2ZXI i G | xLj Ai LCIwcrm@maWl | j oi VEIM i wi

aCGFzaF9hbCGdvl j oi aHROcDpcLlwd3d3LnczLmdyZlwM AnvWw MDRcL3ht bGVu
YyNzaGELMTII i f X0. TdHCol USZj 2zM NKg7E44- 8VE_mJq6TGLOoPwnYSs_hyUbuX



nT LIpuk8GR5Yr ndeCuc PUYAWPxHt _f 68J1 QyFTi 0agOOVJj n1R7Pj 3Jt 6WEpYVN
n5LH DinaxD11ZxxbcYeHbsst d2Sy2uMa3Bdpsst GdPynSnt6GxY5uJoL0- 5vwo
3l - 4Bb3LCTi uxYPcnet Kl bDy2hEgJ3Hx1K4HFOSHgN3I npgBev3hnm2SLwW3hH5BCM
r ywBAhHYE6OGEOaQJ 6kt ASUPOj | | Hf awdi 1wl i Jt HTaGuvt yWSLk5cshmun9Hkdk
kRTA75bzug0l ydogh070r A8G e- s4Twaxzt t gkx 1KSkvy8n5FgvzWisZvcl CRmy
YOr Mkh_7607NXcxaj AP4yDOoKNs5nmB37ULe0vCN8a7WTr Fui aG ry7HhzRMAC5A
gxbDOBXPLYy oM 4qn4LRICHxCelLZ603ugvDOOM Y| k3el i yBwDu8gJH7Unyi cLxDc
Cr OhUK_kvREqj D27

Decoded JWI' Header:

{
"kid":"QOenl +434Jhbvf Dnt f W\ / 8r OxG/Fkvyj aKVJaVqgl FBXohVhAe5f K8anov
1S688r 7Kbal +f vpaHlj 8i bg52@By 1PQ==",
"typ":"JIWr,
"al g":"RS512"
}
Decoded JWI d ai ns:
{
"aud" : "http://exanple.conm audi encel”,
"iss" : "https://swedenconnect. se/validator",
"iat" : 1603458421,
"jti" ;o "4d1396f 1f f 728f 40d52403b61c574486" ,
"sig_val _clainms" : {
"sig" o
"ext" : null,
"sig_val" : [ {
"msg" : "K',
"ext" : null,
"res" : "PASSED',
"pol" : "http://id.swedenconnect. se/svt/sigval -policy/
t s- pki x/ 01"
Pl
"sig_ref" : {
"si g_hash" : "ycePVLI zdcpK971 YOhFI f 1ny79HM CbSVzIl eZNbi zo7r G w
HNNOz XI SyKG CvnonCaQ& L/ P3vDt B88y KSWeXg==",
"id" : "id-73989c6fc063636ab5e753f 10f 757467",
"sb_hash" : "BoPVAWCA9sAI ahj K1Haj f Fxi +AzC4JGTuf 39WBZW cz DCURX
dc9Yet eHt cxGVeggpxHI 75/ cQ7rHNLADdI i yI wg=="
}

i gner_cert_ref" :
"ref" : [ "l+aaJetg7rel ER UDYE U4ZI ZhT4RWvi | QZuK701G-KaTPQBy +
kx/ PNt Dr puq@Xf r KHOWYDK4ey0y4W NEr nw=="/,
"h4PDxb5ZKmx1eTSqvW YEBg33s05JzwB+NgEHFU4gc9t qG0kgH
kf 6VBoLzk Twwur | h6Y9Aaf ZYqc2zP2pE2p4Q==",
" Dd2C5sB0I OQe MWnEBk M6 QAWM 6 nBHNwwa2t z XMs +Lwu'Yc OUv Pkr
yGR0aPGBMnl P3I bw6Kj QLhDmRk6zC8x2j dg==" 1],

"type" : "chain_hash"
}1
"sig data ref" : [ {
" r ef " : moan ,
"hash" : "FcGOX 8il cPt 21GDd2cGnLGDxRS5) 7svMiapp2H41dDELMRCzc
eTY02ndeJf Wi nt mMB76! | XTOAr 31yzYzsg=="
boA
"ref" : "#xades-11al55d92bf 55774613bb7b661477cfd",
"hash" : "KRkgbz6P/ nhU63I MkOG Uf U/ DTweYi t eQkwGeJqC5BzTNVBbCGh
pedTTuW PxqvJORY84hwni7eY/ gOHr ACegKw=="
Pl
"time_val" @ [ ]
Pl
"ext" : null,
"ver" : "1.0",
"profile" : "XM",

"hash_al go" : "http://ww.w3. org/ 2001/ 04/ xm enc#sha512"



}
}
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