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the Det Net service

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are candi dates for any |level of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc9320

Copyri ght Notice

Copyright (c) 2022 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust

i nclude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided without warranty as descri bed
in the Revised BSD License.

Tabl e of Contents

1. Introduction
2. Term nology and Definitions
3. Det Net Bounded Latency Mde
3.1. Fl ow Admi ssion
3.1.1. Static Latency Calcul ation



3.1.2. Dynamc Latency Cal cul ati on

3.2. Relay Node Mdel
4. Conputing End-to-End Del ay Bounds

Non- queui ng Del ay Bound

Queui ng Del ay Bound
.1.  Per-Fl ow Queui ng Mechani sns
. 2. Aggregate Queui ng Mechani sns

I ngress Consi derations

I nt erspersed Det Net-Unaware Transit Nodes
chi eving Zero Congestion Loss
eui ng Techni ques

Queui ng Data Model

Frame Preenption

Ti me- Awar e Shaper

Credit-Based Shaper with Asynchronous Traffic Shaping
.4.1. Delay Bound Cal cul ation
.4.2. Flow Adni ssion
Guar ant eed Service
Cyclic Queuing and Forwardi ng
Exanpl e Application on DetNet |P Network
Security Considerations
I ANA consi derations
0. References

10.1. Normative References

10.2. Informative References
Acknowl edgnent s
Contributors
Aut hors’ Addresses

NN

()]
N
oprwrpNPE

ISR RSNCS
cuoohkwhE

oo

R©Oo~N

I nt roducti on

The ability for IETF Determnistic Networking (DetNet) or |EEE 802.1
Ti me- Sensitive Networking [| EEEB021TSN] to provide the Det Net
servi ces of bounded | atency and zero congestion | oss depends upon

A. configuring and all ocating network resources for the exclusive
use of DetNet flows;

B. identifying, in the data plane, the resources to be utilized by
any given packet; and

C. the detail ed behavior of those resources, especially transm ssion
queue sel ection, so that | atency bounds can be reliably assured.

As explained in [ RFC8655], DetNet flows are notably characterized by

1. a maxi num bandwi dt h, guaranteed either by the transnitter or by
strict input nmetering, and

2. a requirement for a guaranteed worst-case end-to-end | atency.

That | atency guarantee, in turn, provides the opportunity for the
network to supply enough buffer space to guarantee zero congestion
loss. In this docunment, it is assumed that the paths of DetNet flows
are fixed. Before the transm ssion of a DetNet flow, it is possible
to calculate end-to-end | atency bounds and the anount of buffer space
required at each hop to ensure zero congestion |loss; this can be used
by the applications identified in [ RFC8578].

Thi s docunent presents a timng nodel for sources, destinations, and
the DetNet transit nodes; using this nodel, it provides a nethodol ogy
to conpute end-to-end | atency and backl og bounds for various queuing
mechani sns that can be used by the managenent and control planes to
provi de DetNet qualities of service. The nethodol ogy used in this
docunent accounts for the possibility of packet reordering within a
Det Net node. The bounds on the anmount of packet reordering is out of



the scope of this docunment and can be found in

[ Packet Reor deri ngBounds]. Moreover, this docunment references
speci fic queui ng nechani sns, nmentioned in [ RFC8655], as proofs of
concept that can be used to control packet transm ssion at each
out put port and achieve the DetNet quality of service (QS).

Usi ng the nodel presented in this docunment, it is possible for an

i npl ementer, user, or standards devel opnment organi zation to select a
set of queuing nmechani sns for each device in a DetNet network and to
sel ect a resource reservation algorithmfor that network so that
those el ements can work together to provide the Det Net service.
Section 7 provides an exanple application of the timng node
introduced in this docunent on a DetNet IP network with a combination
of different queuing nmechani sns.

Thi s docunent does not specify any resource reservation protocol or
control plane function. It does not describe all of the requirenents
for that protocol or control plane function. |t does describe
requirenents for such resource reservati on nethods and for queuing
mechani sns that, if net, will enable themto work together

2. Term nol ogy and Definitions

Thi s docunent uses the terns defined in [ RFC8655]. Moreover, the
following terns are used in this docunent:

T- SPEC
TrafficSpecification, as defined in Section 5.5 of [RFC9016].

arrival curve
An arrival curve function al pha(t) is an upper bound on the numnber
of bits seen at an observation point within any tinme interval t.

Cyclic Queuing and Forwar di ng.

CBS
Credi t - Based Shaper.

TSN
Ti me- Sensi ti ve Networ ki ng.

PRECF
A collective nane for Packet Replication, Elinmination, and
Ordering Functions.

POF
A Packet Ordering Function is a function that reorders packets
within a DetNet flow that are received out of order. This
function can be inplenented by a DetNet edge node, a DetNet relay
node, or an end system

3. DetNet Bounded Latency Mdel
3.1. Fl ow Admi ssion

Thi s docunent assunes that the following paradigmis used to admt
Det Net fl ows:

1. Performany configuration required by the DetNet transit nodes in
the network for aggregates of DetNet flows. This configuration
i s done beforehand and not tied to any particular DetNet flow.

2. Characterize the new DetNet flow, particularly in terns of
requi red bandw dt h.



3. Establish the path that the DetNet flow will take through the
network fromthe source to the destination(s). This can be a
poi nt-to-point or a point-to-mnultipoint path.

4. Conpute the worst-case end-to-end | atency for the DetNet flow
usi ng one of the nethods below (Sections 3.1.1 and 3.1.2). In
the process, determ ne whether sufficient resources are avail abl e
for the DetNet flow to guarantee the required latency and to
provi de zero congestion | o0ss.

5. Assuming that the resources are available, conmit those resources
to the DetNet flow. This may require adjusting the parameters
that control the filtering and/ or queui ng nechani sns at each hop
along the DetNet flow s path.

Thi s paradi gm can be inpl enmented using peer-to-peer protocols or
using a central controller. |In some situations, a |ack of resources
can require backtracking and recursing through the above list.

| ssues, such as service preenption of a DetNet flow in favor of
anot her, when resources are scarce, are not considered here. Also
not addressed is the question of how to choose the path to be taken
by a Det Net fl ow

3.1.1. Static Latency Cal cul ation

The static probl em
G ven a network and a set of DetNet flows, conpute an end-to-
end | atency bound (if conputable) for each DetNet flow and
compute the resources, particularly buffer space, required in
each DetNet transit node to achi eve zero congestion |oss.

In this calculation, all of the DetNet flows are known before the
cal cul ati on comences. This problemis of interest to relatively
static networks or static parts of larger networks. It provides
bounds on |l atency and buffer size. The calculations can be extended
to provide gl obal optimzations, such as altering the path of one
Det Net flow in order to nake resources avail able to another Det Net
flowwith tighter constraints.

This calculation may be nore difficult to performthan the dynamc
calculation (Section 3.1.2) because the DetNet flows passing through
one port on a DetNet transit node affect each other’s latency. The
effects can even be circular, fromnode Ato Bto C and back to A
On the other hand, the static cal culation can often accomodate
queui ng et hods, such as transmi ssion selection by strict priority,
that are unsuitable for the dynam c cal cul ation

3.1.2. Dynamc Latency Cal cul ati on

The dynam c probl em
G ven a network whose maxi mum capacity for DetNet flows is
bounded by a set of static configuration paranmeters applied
to the DetNet transit nodes and given just one Det Net fl ow,
comput e the worst-case end-to-end | atency that can be
experienced by that flow, no matter what other DetNet flows
(within the network’s configured paraneters) mght be created
or deleted in the future. Also, conpute the resources,
particularly buffer space, required in each DetNet transit
node to achi eve zero congestion |o0ss.

This calculation is dynamic, in the sense that DetNet flows can be
added or deleted at any tinme, with a mnimum of conputation effort
and without affecting the guarantees already given to other Det Net
flows.



Dynam c | atency cal cul ati on can be done based on the static one
described in Section 3.1.1; when a new DetNet flow is created or

del eted, the entire calculation for all DetNet flows is repeated. |If
an al ready-established Det Net fl ow would be pushed beyond its | atency
requirenents by the new DetNet flow request, then the new Det Net fl ow
request can be refused or sone other suitable action can be taken

The choi ce of queuing nethods is critical to the applicability of the
dynani ¢ cal cul ation. Sone queuing nethods (e.g., CQ, Section 6.6)
make it easy to configure bounds on the network’s capacity and to
make i ndependent cal cul ations for each DetNet flow.  Some ot her
queui ng nmethods (e.g., strict priority with the credit-based shaper
defined in Section 8.6.8.2 of [IEEE8021()) can be used for dynamc
Det Net flow creation but yield poorer |atency and buffer space

guar ant ees than when that same queuing nethod is used for static

Det Net flow creation (Section 3.1.1).

3.2. Relay Node Mdel

A nodel for the operation of a DetNet transit node is required in
order to define the | atency and buffer calculations. |In Figure 1, we
see a breakdown of the per-hop |atency experienced by a packet
passing through a DetNet transit node in ternms that are suitable for
computi ng both hop-by-hop | atency and per-hop buffer requirements.

Det Net transit node A Det Net transit node B
oo e e eee oo + o e e eeeao oo +
| Queui ng | | Queui ng
| Regul at or subsystem | | Regul at or subsystem |
| +- - - -+ - - - -+ | | +- - - -+ - - - -+ |
-=->+ e A S Y Y Y B o e
| - - - -+ - - - -+ | | - - - -+ - - - -+ |
I I I I
o e e eeeoooaao-- + oo e e e eeeao oo +
| <->| <------ S| <------- S| <->| <----> <=3 <------ >l <------ >| <->| <--
2,3 4 5 6 1 2,3 4 5 6 1 2,3
1: Qutput del ay 4: Processing del ay
2: Link del ay 5: Regul ation del ay

3: Frane preenption del ay 6: Queui ng subsystem del ay
Figure 1: Timng Mdel for DetNet or TSN

In Figure 1, we see two DetNet transit nodes that are connected via a
link. In this nodel, the only queues that we deal with explicitly
are attached to the output port; other queues are nodel ed as
variations in the other delay tines (e.g., an input queue could be
nodel ed as either a variation in the link delay (2) or the processing
delay (4)). There are six delays that a packet can experience from
hop to hop.

1. CQutput del ay

This is the tine taken fromthe selection of a packet for output
froma queue to the transmi ssion of the first bit of the packet
on the physical link. |If the queue is directly attached to the
physi cal port, output delay can be a constant. However, in many
i npl ementations, a multiplexed connection separates the queuing
mechanismfroma nulti-port Network Interface Card (NNC). This
causes variations in the output delay that are hard for the
forwardi ng node to predict or control

2. Link del ay
This is the tinme taken fromthe transm ssion of the first bit of

the packet to the reception of the last bit, assuming that the
transm ssion is not suspended by a frame preenption event. This



del ay has two conponents: the first-bit-out to first-bit-in del ay
and the first-bit-in to last-bit-in delay that varies w th packet
size. The forner is typically constant. However, a virtua
"l'ink" could exhibit a variable |ink delay.

3. Frame preenption del ay

If the packet is interrupted in order to transmt another packet
or packets (e.g., frame preenption, as in [| EEE8023], clause 99),
an arbitrary delay can result.

4. Processing del ay

This delay covers the tine fromthe reception of the last bit of
the packet to the tinme the packet is enqueued in the regul ator
(queui ng subsystemif there is no regulator), as shown in

Figure 1. This delay can be variable and depends on the details
of the operation of the forwardi ng node.

5. Regul at or queui ng del ay

A regul ator, also known as shaper in [ RFC2475], del ays sone or

all of the packets in a traffic streamin order to bring the
streaminto conpliance with an arrival curve; an arrival curve
"al pha(t)’ is an upper bound on the nunber of bits observed
within any interval t. The regulator delay is the tine spent
fromthe insertion of the last bit of a packet into a regulation
queue until the tinme the packet is declared eligible according to
its regulation constraints. W assume that this tinme can be
cal cul ated based on the details of regulation policy. |If there
is no regulation, this tine is zero.

6. Queui ng subsystem del ay

This is the tine spent for a packet from being declared eligible
until being selected for output on the next link. W assume that
this time is cal cul abl e based on the details of the queuing
mechanism |If there is no regulation, this tine is fromthe
insertion of the packet into a queue until it is selected for

out put on the next link

Not shown in Figure 1 are the other output queues that we presune are
al so attached to that sane output port as the queue shown, and

agai nst which this shown queue conpetes for transm ssion
opportunities.

In this analysis, the nmeasurenent is fromthe point at which a packet
is selected for output in a node to the point at which it is selected
for output in the next downstream node (i.e., the definition of a
"hop"). In general, any queue selection nmethod that is suitable for
use in a DetNet network includes a detailed specification as to
exactly when packets are selected for transnission. Any variations
in any of the delay tinmes 1-4 result in a need for additional buffers

in the queue. |If all delays 1-4 are constant, then any variation in
the time at which packets are inserted into a queue depends entirely
on the timng of packet selection in the previous node. |f delays

1-4 are not constant, then additional buffers are required in the
queue to absorb these variations. Thus:

* Variations in the output delay (1) require buffers to absorb that
variation in the next hop, so the output delay variations of the
previ ous hop (on each input port) mnmust be known in order to
cal culate the buffer space required on this hop

* Variations in the processing delay (4) require additional output
buffers in the queues of that same DetNet transit node. Depending



on the details of the queuing subsystem delay (6) calcul ati ons,
t hese vari ati ons need not be visible outside the DetNet transit
node.

4. Conputing End-to-End Del ay Bounds
4.1. Non-queui ng Del ay Bound

End-to-end | at ency bounds can be conputed using the delay nodel in
Section 3.2. Here, it is inportant to be aware that, for severa
queui ng mechani sms, the end-to-end | atency bound is |l ess than the sum
of the per-hop | atency bounds. An end-to-end | atency bound for one
Det Net fl ow can be conputed as

end_to_end _del ay_bound = non_queui ng_del ay_bound +
queui ng_del ay_bound

The two ternms in the above fornula are conputed as foll ows.

First, at the h-th hop along the path of this DetNet flow, obtain an
upper - bound per-hop_non_queui ng_del ay_bound[ h] on the sum of the
bounds over delays 1, 2, 3, and 4 of Figure 1. These upper bounds
are expected to depend on the specific technol ogy of the Det Net
transit node at the h-th hop but not on the T-SPEC of this DetNet
flow [ RFC9016]. Then, set non_queui ng_del ay_bound = the sum of per-
hop_non_queui ng_del ay_bound[ h] over all hops h.

Second, conpute queui ng_del ay bound as an upper bound to the sum of
the queui ng del ays along the path. The val ue of queuing_del ay_bound
depends on the information on the arrival curve of this DetNet flow
and possibly of other flows in the network, as well as the specifics
of the queui ng mechani sns depl oyed al ong the path of this Det Net
flow. Note that arrival curve of the DetNet flow at the source is

i mredi ately specified by the T-SPEC of this flow The conputation of
queui ng_del ay_bound is described in Section 4.2 as a separate

secti on.

4.2. Queuing Del ay Bound

For several queui ng nmechani sns, queui ng_delay bound is | ess than the
sum of upper bounds on the queuing delays (5 and 6) at every hop
This occurs with (1) per-flow queuing and (2) aggregate queuing wth
regul ators, as explained in Sections 4.2.1, 4.2.2, and 6. For other
queui ng nmechani sns, the only avail abl e val ue of queui ng_del ay_bound
is the sumof the per-hop queuing del ay bounds.

The conput ation of per-hop queui ng del ay bounds nust account for the
fact that the arrival curve of a DetNet flowis no | onger satisfied
at the ingress of a hop, since burstiness increases as one flow
traverses one DetNet transit node. |If a regulator is placed at a
hop, an arrival curve of a DetNet flow at the entrance of the queuing
subsystem of this hop is the one configured at the regulator (al so
cal | ed shaping curve in [NetCal Book]); otherw se, an arrival curve of
the flow can be derived using the delay jitter of the flow fromthe

| ast regulation point (the last regulator in the path of the flowif
there is any, otherwi se the source of the flow to the ingress of the
hop; nore fornally, assunme a DetNet flow has an arrival curve at the
| ast regulation point equal to 'alpha(t)’ and the delay jitter from
the last regulation point to the ingress of the hopis 'V . Then,
the arrival curve at the ingress of the hop is ’'al pha(t+V)’

For exanple, consider a DetNet flowwith T-SPEC "Interval: tau,
MaxPacket sPerlnterval : K, MxPayl oadSi ze: L" at the source. Then, a
| eaky-bucket arrival curve for such flow at the source is al pha(t)=r
* t+ b, t>0; alpha(0)=0, where r is the rate and b is the bucket
size, conputed as



r K* (L+L') / tau,

b

K * (L+L').

where L' is the size of any added networking technol ogy-specific
encapsul ation (e.g., MLS | abel(s), UDP, or |IP headers). Now, if the
flow has a delay jitter of 'V fromthe last regulation point to the
ingress of a hop, an arrival curve at this point isr *t +b +7r *
V, inplying that the burstiness is increased by r*V. Mre detailed
informati on on arrival curves is available in [NetCal Book].

.2.1. Per-Fl ow Queui ng Mechani sns

Wth such nmechani snms, each flow uses a separate queue inside every
node. The service for each queue is abstracted with a guaranteed
rate and a latency. For every DetNet flow, a per-node |atency bound,
as well as an end-to-end | atency bound, can be computed fromthe
traffic specification of this DetNet flow at its source and fromthe
val ues of rates and latencies at all nodes along its path. An

i nstance of per-flow queuing is GQuaranteed Service [RFC2212], for
which the details of |atency bound cal culation are presented in
Section 6.5.

.2.2. Aggregate Queuing Mechani sns

Wth such nmechanisns, nmultiple flows are aggregated into macro-fl ows
and there is one FI FO queue per macro-flow. A practical exanple is
the credit-based shaper defined in Section 8.6.8.2 of [|EEE8021Q,
where a macro-flowis called a "class". One key issue in this
context is howto deal with the burstiness cascade; individual flows
that share a resource dedicated to a nacro-flow may see their
burstiness increase, which may in turn cause increased burstiness to
other flows downstream of this resource. Conputing del ay upper
bounds for such cases is difficult and, in sonme conditions,

i mpossi bl e [ CharnyDel ay] [BennettDelay]. Al so, when bounds are
obt ai ned, they depend on the conpl ete configuration and nust be
reconput ed when one flowis added (i.e., the dynamc calculation in
Section 3.1.2).

A solution to deal with this issue for the DetNet flows is to reshape
them at every hop. This can be done with per-flow regulators (e.g.,

| eaky-bucket shapers), but this requires per-flow queuing and defeats
the purpose of aggregate queuing. An alternative is the interleaved
regul ator, which reshapes individual DetNet flows w thout per-flow
queui ng [ Specht UBS] [I| EEEB021Qxcr]. Wth an interl eaved regul ator,
the packet at the head of the queue is regulated based on its (flow)
regul ation constraints; it is released at the earliest tinme at which
this is possible without violating the constraint. One key feature
of a per-flow or interleaved regulator is that it does not increase
wor st -case | atency bounds [LeBoudecTheory]. Specifically, when an
interl eaved regulator is appended to a FI FO subsystem it does not
increase the worst-case delay of the latter. In Figure 1, when the
order of packets fromthe output of a queuing subsystemat node A to
the entrance of a regulator at node B is preserved, then the

regul ator does not increase the worst-case |atency bounds. This is
made possible if all the systens are FIFO or a Det Net Packet Ordering
Function (POF) is inplenented just before the regulator. This
property does not hold if packet reordering occurs fromthe output of
a queui ng subsystemto the entrance of the next downstream

interl eaved regulator, e.g., at a non-FIFO sw tching fabric.

Figure 2 shows an exanple of a network with 5 nodes, an aggregate
queui ng mechanism and interleaved regulators, as in Figure 1. An
end-to-end del ay bound for DetNet flow f, traversing nodes 1 to 5, is
cal cul ated as foll ows:



end _to_end | atency bound of flow f = Cl2 + C23 + C34 + $4

In the above fornula, Cj is a bound on the delay of the queuing
subsystemin node i and interleaved regul ator of node j, and S4 is a
bound on the delay of the queuing subsystemin node 4 for DetNet flow
f. In fact, using the delay definitions in Section 3.2, Cj is a
bound on a sum of delays 1, 2, 3, and 6 of node i and delays 4 and 5
of node j. Simlarly, S4 is a bound on sumof delays 1, 2, 3, and 6
of node 4. A practical exanple of the queuing nodel and del ay
calculation is presented Section 6. 4.

R T S e SRt S S
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Figure 2: End-to-End Del ay Conputation Exanpl e

I f packet reordering does not occur, the end-to-end | atency bound

cal cul ation provided here gives a tighter |atency upper bound than
woul d be obtai ned by adding the | atency bounds of each node in the
path of a DetNet flow [ TSNWi t hATS] .

4.3. Ingress Considerations

A sender can be a DetNet node that uses exactly the same queuing

met hods as its adjacent DetNet transit node so that the | atency and
buf fer bounds cal cul ations at the first hop are indistinguishable
fromthose at a |later hop within the Det Net domain. On the other
hand, the sender may be Det Net unaware; in which case, sone
conditioning of the DetNet flow may be necessary at the ingress

Det Net transit node. The ingress conditioning typically consists of
the regul ators described in Section 3. 2.

4.4. Interspersed Det Net-Unaware Transit Nodes

It is sometines desirable to build a network that has both Det Net -
aware transit nodes and Det Net-unaware transit nodes and for a Det Net
flow to traverse an island of Det Net-unaware transit nodes while
still allowing the network to offer delay and congestion | oss
guarantees. This is possible under certain conditions.

In general, when passing through a DetNet-unaware island, the island
may cause delay variation in excess of what woul d be caused by Det Net
nodes. That is, the DetNet flow m ght be "lunpier" after traversing
the Det Net-unaware island. DetNet guarantees for delay and buffer
requirenents can still be calculated and net if and only if the
followi ng are true

1. The latency variation across the DetNet-unaware island nmust be
bounded and cal cul abl e.

2. An ingress conditioning function (Section 4.3) is required at the
reentry to the Det Net-aware domain. This will, at least, require
sone extra buffering to accormpdate the additional del ay
variation and thus further increases the |atency bound.

The ingress conditioning is exactly the same problemas that of a
sender at the edge of the DetNet donmain. The requirenent for bounds
on the latency variation across the DetNet-unaware island is
typically the nmost difficult to achieve. Wthout such a bound, it is
obvi ous that DetNet cannot deliver its guarantees, so a Det Net-
unawar e island that cannot offer bounded | atency variati on cannot be



used to carry a DetNet flow
Achi evi ng Zero Congestion Loss

When the input rate to an output queue exceeds the output rate for a
sufficient length of time, the queue nust overflow. This is
congestion loss, and this is what DetNet seeks to avoid.

To avoi d congestion | osses, an upper bound on the backl og present in
the regul ator and queui ng subsystem of Figure 1 must be conputed
during resource reservation. This bound depends on the set of flows
that use these queues, the details of the specific queuing mechani sm
and an upper bound on the processing delay (4). The queue nust
contain the packet in transm ssion, plus all other packets that are
waiting to be selected for output. A conservative backl og bound that
applies to all systenms can be derived as foll ows.

The backl og bound is counted in data units (bytes or words of
multiple bytes) that are relevant for buffer allocation. For every
flow or an aggregate of flows, we need one buffer space for the
packet in transnission, plus space for the packets that are waiting
to be selected for output.

Let

* total _in_rate be the sumof the line rates of all input ports that
send traffic to this output port. The value of total _in rate is
in data units (e.g., bytes) per second.

* nb_input_ports be the nunber of input ports that send traffic to
this output port.

* max_packet | ength be the maxi mum packet size for packets that may
be sent to this output port. This is counted in data units.

* max_del ay456 be an upper bound, in seconds, on the sum of the
processing delay (4) and the queuing delays (5 and 6) for any
packet at this output port.

Then, a bound on the backlog of traffic in the queue at this output
port is

backl og_bound = (nb_input_ports * max_packet _| ength) +
(total _in_rate * max_del ay456)

The above bound is over the backlog caused by the traffic entering
the queue fromthe input ports of a DetNet node. |If the DetNet node
al so generates packets (e.g., creation of new packets or replication
of arriving packets), the bound nust accordingly incorporate the

i nt roduced backl og.

Queui ng Techni ques

In this section, we present a general queuing data nodel, as well as
some exanpl es of queuing nmechanisnms. For sinplicity of |atency bound
conputation, we assunme a | eaky-bucket arrival curve for each Det Net
flow at the source. Also, at each DetNet transit node, the service
for each queue is abstracted with a mninum guaranteed rate and a

| at ency [ Net Cal Book] .

.1. Queuing Data Mdel

Sophi sti cat ed queui ng nechanisns are available in Layer 3 (L3) (e.g.,
see [ RFC7806] for an overview). 1In general, we assune that "Layer 3"
queues, shapers, neters, etc., are precisely the "regul ators" shown

in Figure 1. The "queuing subsystenms” in this figure are FIFO. They



are not the province solely of bridges; they are an essential part of
any DetNet transit node. As illustrated by numerous inplenentation
exanpl es, sone of the "Layer 3" nechanisns described in docunents,
such as [RFC7806], are often integrated in an inplenentation, wth
the "Layer 2" mechanisns al so inplemented in the same node. An
integrated nodel is needed in order to successfully predict the
interactions anong the different queui ng nechani sns needed in a
network carrying both Det Net flows and non-Det Net fl ows.

Fi gure 3 shows the general nodel for the flow of packets through the
queues of a DetNet transit node. The DetNet packets are mapped to a
nunber of regulators. Here, we assune that the Packet Replication,
Eli m nation, and Ordering Functions (PRECF) are perforned before the
Det Net packets enter the regulators. Al packets are assigned to a
set of queues. Packets conpete for the selection to be passed to
queues in the queuing subsystem Packets again are selected for

out put fromthe queui ng subsystem
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Figure 3: | EEE 802. 1Q Queui ng Mddel: Data Fl ow

Sone rel evant mechani snms are hidden in this figure and are performnmed
in the queue boxes:

* discardi ng packets because a queue is ful

* di scardi ng packets marked "yell ow' by a metering function in
preference to discarding "green" packets [ RFC2697]

Ideal ly, neither of these actions are perfornmed on Det Net packets.
Ful | queues for DetNet packets occur only when a DetNet flowis

nm sbehavi ng, and the Det Net QoS does not include "yellow' service for
packets in excess of a committed rate.

The queue assignment function can be quite conplex, even in a bridge
[ EEEB021Q, because of the introduction of per-streamfiltering and
policing ([I EEEB021Q, clause 8.6.5.1). 1In addition to the Layer 2
priority expressed in the 802.1Q VLAN tag, a DetNet transit node can
utilize the information fromthe non-exhaustive list below to assign
a packet to a particul ar queue



* input port

* selector based on a rotating schedule that starts at regular,
time-synchroni zed interval s and has nanosecond precision

* MAC addresses, VLAN ID, |IP addresses, Layer 4 port nunbers, and
Differentiated Services Code Point (DSCP) [RFC8939] [ RFC8964]

* the queue assignment function can contain metering and policing
functions

* MPLS and/or pseudowi re | abels [ RFC6658]

The "Transni ssion sel ection" function deci des which queue is to
transfer its ol dest packet to the output port when a transni ssion
opportunity arises.

6.2. Franme Preenption

In [ EEEB021Q and [I| EEEB023], the transm ssion of a frame can be
interrupted by one or nore "express" franes; then, the interrupted
franme can continue transnission. The frame preenption is nodel ed as
consi sting of two MAC/ PHY stacks: one for packets that can be
interrupted and one for packets that can interrupt the interruptible
packets. Only one |layer of frame preenption is supported -- a
transmitter cannot have nore than one interrupted frane in progress.
Det Net flows typically pass through the interrupting MAC. For those
Det Net flows with T-SPEC, |atency bounds can be cal cul ated by the
met hods provided in the follow ng sections that account for the
effect of frame preenption, according to the specific queuing
mechanismthat is used in DetNet nodes. Best-effort queues pass
through the interruptible MAC and can thus be preenpted.

6.3. Time-Aware Shaper

In [ EEEB021(Q, the notion of time-scheduling queue gates is
described in Section 8.6.8.4. On each node, the transm ssion

sel ection for packets is controlled by tinme-synchronized gates; each
out put queue is associated with a gate. The gates can be either open
or closed. The states of the gates are determ ned by the gate
control list (GCL). The GCL specifies the opening and closing tinmes
of the gates. The design of the GCL nust satisfy the requirenent of

| at ency upper bounds of all DetNet flows; therefore, those Det Net
flows that traverse a network that uses this kind of shaper nust have
bounded latency if the traffic and nodes are confornant.

Note that scheduled traffic service relies on a synchroni zed network
and coordinated GCL configuration. Synthesis of the GCL on nmultiple
nodes in a network is a scheduling problemconsidering all DetNet
flows traversing the network, which is a nondeterninistic polynom al -
time hard (NP-hard) problem|[Sch8021Cbv]. Also, at the tine of
witing, scheduled traffic service supports no nore than eight
traffic queues, typically using up to seven priority queues and at

| east one best effort.

6.4. Credit-Based Shaper with Asynchronous Traffic Shaping

In this queuing nodel, it is assumed that the Det Net nodes are FIFO
We consider the four traffic classes (Definition 3.268 of

[ EEEB021(Q)): control -data traffic (CDT), class A class B, and best
effort (BE) in decreasing order of priority. Flows of classes A and
B are DetNet flows that are less critical than CDT (such as studio
audi o and video traffic, as in | EEE 802. 1BA Audi o- Vi deo- Bri dgi ng) .
This nodel is a subset of Tine-Sensitive Networking, as described
next .



Based on the timng nodel described in Figure 1, contention occurs
only at the output port of a DetNet transit node; therefore, the
focus of the rest of this subsection is on the regul ator and queuing
subsystemin the output port of a DetNet transit node. The input
flows are identified using the information in (Section 5.1 of

[ RFC8939]). Then, they are aggregated into ei ght macro-fl ows based
on their service requirenents; we refer to each macro-flow as a
class. The output port perforns aggregate scheduling with eight
queues (queui ng subsystens): one for CDT, one for class A flows, one
for class B flows, and five for BE traffic denoted as BEO-BE4. The
queui ng policy for each queuing subsystemis FIFO |In addition, each
node out put port also perforns per-flow regulation for class A and B
flows using an interleaved regulator (IR). This regulation is called
asynchronous traffic shaping [| EEE8021Qcr]. Thus, at each output
port of a node, there is one interleaved regul ator per input port and
per class; the interleaved regulator is mapped to the regul ator
depicted in Figure 1. The detailed picture of scheduling and

regul ation architecture at a node output port is given by Figure 4.
The packets received at a node input port for a given class are
enqueued in the respective interleaved regulator at the output port.
Then, the packets fromall the flows, including CDOT and BE flows, are
enqueued in a queui ng subsysteny there is no regulator for CDT and BE
flows.
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A I A A A B
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Figure 4: The Architecture of an Qutput Port inside a Relay Node with
Interl eaved Regulators (I Rs) and a Credit-Based Shaper (CBS)

Each of the queuing subsystens for classes A and B contains a credit-
based shaper (CBS). The CBS serves a packet froma class according
to the available credit for that class. As described in

Section 8.6.8.2 and Annex L.1 of [IEEE8021Q, the credit for each
class A or B increases based on the idle slope (as guaranteed rate)
and decreases based on the sendslope (typically equal to the

di fference between the guaranteed and the output link rates), both of
whi ch are parameters of the CBS. The CDT and BEO-BE4 flows are
served by separate queui ng subsystens. Then, packets fromall flows
are served by a transm ssion sel ection subsystemthat serves packets
fromeach class based on its priority. Al subsystens are non-
preenptive. Guarantees for class A and B traffic can be provided
only if CDT is bounded. It is assumed that the CDT has a | eaky-
bucket arrival curve with two paranmeters: r_h as rate and b_h as
bucket size. That is, the anpbunt of bits entering a node within a



time interval t is bounded by r_h * t + b_h.

Additionally, it is assuned that the class A and B flows are al so
regul ated at their source according to a | eaky-bucket arrival curve.
At the source, the traffic satisfies its regulation constraint, i.e.,
the delay due to interleaved regul ator at the source is ignored.

At each DetNet transit node inplenenting an interleaved regul ator,
packets of multiple flows are processed in one FI FO queue. The
packet at the head of the queue is regul ated based on its |eaky-
bucket paraneters. It is released at the earliest time at which this
is possible without violating the constraint.

The regul ation paraneters for a flow (| eaky-bucket rate and bucket
size) are the sanme at its source and at all DetNet transit nodes
along its path in the case where all clocks are perfect. However, in
reality, there is clock non-ideality throughout the DetNet domain,
even with clock synchronization. This phenomenon causes inhaccuracy
in the rates configured at the regulators that may | ead to network
instability. To avoid instability, the rates are set as the source
rates with some positive margin when configuring regul ators.

[ ThomasTi me] describes and provides solutions to this issue.

.4.1. Delay Bound Cal cul ation

A del ay bound of the queuing subsystem ((4) in Figure 1) of a given
Det Net node for a flow of class A or B can be conputed if the
foll owi ng condition hol ds:

The sum of | eaky-bucket rates of all flows of this class at this
transit node <= R where R is given below for every class

If the condition holds, the delay bounds for a flow of class X (A or
B) is d_X and cal cul ated as:

d X=TX+ (bt XxLmnX/RX- L mnXc
where L_mn_X is the m ni num packet lengths of class X (Aor B); c is
the output link transmssion rate; and b .t X is the sumof the b term
(bucket size) for all the flows of the class X. Paranmeters R X and
T X are calculated as follows for class A and B, separately.
If the flowis of class A

RA=1_A* (c-r_h)/ c

TA=(L.nA+b_h+r_h=*L_n/c)l(c-r_h)

where | _Ais the idle slope for class A, L_nA is the naxi mum packet

I ength of class B and BE packets; L n is the maxi num packet |ength of
classes A, B, and BE; and r_h is the rate and b_h is the bucket size
of CDT | eaky-bucket arrival curve.

If the flowis of class B:
RB=1B* (c-r_h)/ c

TB=(LBE+LA+LNA* I _A(c_h-I_A +bh+r_h*L_nl/
c)/(c-r_h)

where | _Bis the idle slope for class B; L_A is the maxi num packet
Il ength of class A; and L_BE is the maxi num packet |ength of class BE

Then, as discussed in Section 4.2.2, an interl eaved regul ator does
not increase the delay bound of the upstream queui ng subsystem
therefore, an end-to-end delay bound for a DetNet flow of class X (A



or B) is the sumof d_X i for all node i in the path of the flow,
where d X i is the delay bound of queuing subsystemin node i, which
is conmputed as above. According to the notation in Section 4.2.2,
the del ay bound of the queuing subsystemin a node i and interleaved
regulator in node j, i.e., Gj, is:

Gj = d X

More information of delay analysis in such a DetNet transit node is
described in [ TSNwi t hATS]

6. 4. 2. Fl ow Adm ssi on

The del ay bound cal cul ation requires sone information about each
node. For each node, it is required to know the idle slope of the
CBS for each class A and B (I _Aand | _B), as well as the transni ssion
rate of the output link (c). Besides, it is necessary to have the

i nformati on on each class, i.e., nmaxi mum packet |ength of classes A
B, and BE. Moreover, the |eaky-bucket paranmeters of CDT (r_h, b_h)
must be known. To adnit a flow or flows of classes A and B, their
del ay requirenments nust be guaranteed not to be violated. As
described in Section 3.1, the two problens (static and dynanic) are
addressed separately. |In either of the problens, the rate and del ay
must be guaranteed. Thus,

The static adm ssion control
The | eaky-bucket paraneters of all class A or B flows are
known; therefore, for each flow f of either class Aor B, a
del ay bound can be cal cul ated. The conputed del ay bound for
every flow of class A or B nust not be nore than its del ay
requirenent. Mboreover, the sumof the rate of each flow
(r_f) must not be nore than the rate allocated to each cl ass
(R. If these two conditions hold, the configuration is
decl ared admi ssi bl e.

The dynam ¢ adm ssi on contr ol

For dynanic admi ssion control, we allocate a static val ue

for rate (R) and a nmaxi mum bucket size (b_t) to every node

and each class A or B. |In addition, for every node and

each class A or B, two counters are naintained:
R acc is equal to the sum of the | eaky-bucket rates of all
flows of this class already admtted at this node; at al
times, we nust have:

R acc <= R (Eq. 1)

b _acc is equal to the sumof the bucket sizes of all flows
of this class already admitted at this node; at all tines,
we nust have

b acc <= b t. (Eq. 2)

A newclass Aor Bflowis adnmitted at this node if Egs. (1)
and (2) continue to be satisfied after adding its |eaky-
bucket rate and bucket size to R acc and b_acc. A class A or
Bflowis admtted in the network if it is admtted at all
nodes along its path. Wen this happens, all variables R acc
and b_acc along its path nust be increnented to reflect the
addition of the flow Similarly, when a class A or B flow

| eaves the network, all variables R acc and b_acc along its
pat h nmust be decrenmented to reflect the rempoval of the flow.

The choice of the static values of Rand b t at all nodes and cl asses
must be done in a prior configuration phase: R controls the bandwi dth
allocated to this class at this node, and b_t affects the delay bound
and the buffer requirenent. The value of R must be set such that



R<=1_X*(c-r_h)/c

where | _X is the idleslope of credit-based shaper for class X={A B},
c is the transm ssion rate of the output link, and r_h is the | eaky-
bucket rate of the CDT class.

6.5. CQuaranteed Service

The Guaranteed Service is defined in [RFC2212]. The flow, at the
source, has a | eaky-bucket arrival curve with two parameters: r as
rate and b as bucket size, i.e., the anpbunt of bits entering a node
within a tine interval t is bounded by r * t + b.

If a resource reservation on a path is applied, a node provides a
guaranteed rate R and nmaxi num service latency of T. This can be
interpreted in a way that the bits mght have to wait up to T before
being served with a rate greater or equal to R The del ay bound of
the flow traversing the node is T + b / R

Consi der a Guaranteed Service [ RFC2212] path including a sequence of
nodes, where the i-th node provides a guaranteed rate R i and naxi mum
service latency of T_i. Then, the end-to-end delay bound for a flow
on this can be calculated as sumT_i) + b/ mn(R.i).

The provided del ay bound is based on a sinple case of Guaranteed
Service, where only a guaranteed rate and nmaxi mum service | atency and
a | eaky-bucket arrival curve are available. |[|f nore information
about the flowis known, e.g., the peak rate, the delay bound is nore
complicated; the details are available in [RFC2212] and Section 1.4.1
of [ Net Cal Book] .

6.6. Cyclic Queuing and Forwardi ng

Annex T of [IEEE8021(Q describes Cyclic Queuing and Forwardi ng (CQF),
whi ch provi des bounded | atency and zero congestion | o0ss using the

ti me-schedul ed gates of Section 8.6.8.4 of [IEEE8021Q . For a given
class of DetNet flows, a set of two or nore buffers is provided at
the out put queue | ayer of Figure 3. A cycle tine T c is configured
for each class of DetNet flows c, and all of the buffer sets in a
class of DetNet flows swap buffers sinmultaneously throughout the

Det Net domain at that cycle rate, all in phase. In such a mechanism
the regul ator, as nentioned in Figure 1, is not required.

In the case of two-buffer CQF, each class of DetNet flows ¢ has two
buffers, nanely bufferl and buffer2. In a cycle (i) when bufferl
accunul ates received packets fromthe node’'s reception ports, buffer2
transmts the already stored packets fromthe previous cycle (i-1).
In the next cycle (i+1), buffer2 stores the received packets and
bufferl transmts the packets received in cycle (i). The duration of
each cycle is T_c.

The cycle time T_c must be carefully chosen; it needs to be |arge
enough to acconmmodate all the DetNet traffic, plus at |east one
maxi mum packet (or fragnment) size fromlower priority queues, which
m ght be received within a cycle. Also, the value of T ¢ includes a
time interval, called dead tine (DT), which is the sumof delays 1
2, 3, and 4 defined in Figure 1. The value of DT guarantees that the
| ast packet of one cycle in a node is fully delivered to a buffer of
the next node in the same cycle. A two-buffer CQF is recomrended if
DT is small conpared to T_c. For a large DI, CQF with nore buffers
can be used, and a cycle identification |abel can be added to the
packets.

The per-hop latency is determned by the cycle tinme T_c: a packet
transmitted froma node at a cycle (i) is transmtted fromthe next



node at cycle (i+1). Then, if the packet traverses h hops, the
maxi mum | at ency experienced by the packet is fromthe begi nning of
cycle (i) to the end of cycle (i+h); also, the mininumlatency is
fromthe end of cycle (i), before the DT, to the beginning of cycle
(i+h). Then, the maxi num | atency is:

(h+l) T_c
and the mnimum |l atency is:
(h-1) T_c + DI.

Ingress conditioning (Section 4.3) may be required if the source of a
Det Net flow does not itself enmploy CQF. Since there are no per-flow
paraneters in the CQF techni que, per-hop configuration is not
required in the CQF forwardi ng nodes.

Exanpl e Application on DetNet |P Network

Thi s section provides an exanple application of the timng nodel
presented in this docunent to control the adm ssion of a DetNet flow
on a DetNet-enabled I P network. Consider Figure 5, taken from
Section 3 of [RFC8939], which shows a sinple |IP network:

* End system 1 inplenments Guaranteed Service [RFC2212], as in
Section 6.5, between itself and relay node 1.

* Sub-network 1 is a TSN network. The nodes in sub-network 1
i mpl ement credit-based shapers with asynchronous traffic shaping,
as in Section 6. 4.

* Sub-network 2 is a TSN network. The nodes in sub-network 2
i mpl ement Cyclic Queuing and Forwarding with two buffers, as in
Section 6. 6.

* The relay nodes 1 and 2 inplenent credit-based shapers with
asynchronous traffic shaping, as in Section 6.4. They al so
performthe aggregati on and mapping of IP DetNet flows to TSN
streans (Section 4.4 of [RFC9023]).

DetNet IP Rel ay Rel ay Det Net IP
End System Node 1 Node 2 End System
1 2
TS + TS +
| Appl [ <---emmmmm--- End-to-End Service ----------- >| Appl |
dememmaaaa e oo +
| Service |<-: Service :-- DetNet flow--: Service :->| Service |
Fomm oo - I + Fomm oo - I +
| Forwar di ng| | Forwardi ng| | Forwar di ng| | Forwardi ng|
I B +- - B +- ., ---,-=-=-=-+ +------- L-=+

: Link : \ R . / \ R . /
oo + +----[ Sub- ]----+ +-[  Sub- ]-+
[ Net wor k] [ Net wor k]
I Coo
I DetNet IP -------mmmmmiiaa oo >|
[<--- dl --->|<--------mmm- - d2_p --------------- >/ <-- d3_p -->|

Figure 5: A Sinple DetNet-Enabled I P Network, Taken from RFC 8939

Consider a fully centralized control plane for the network of
Figure 5, as described in Section 3.2 of [ DETNET- CONTROL- PLANE] .
Suppose end system 1l wants to create a DetNet flowwith a traffic
specification destined to end system2 with end-to-end del ay bound
requirenent D. Therefore, the control plane receives a flow



est abli shnent request and cal cul ates a nunber of valid paths through
the network (Section 3.2 of [DETNET- CONTROL-PLANE]). To select a
proper path, the control plane needs to conpute an end-to-end del ay
bound at every node of each selected path p

The end-to-end delay bound is dl1 + d2_p + d3_p, where dl1 is the del ay
bound fromend system1 to the entrance of relay node 1, d2_p is the
del ay bound for path p fromrelay node 1 to the entrance of the first
node in sub-network 2, and d3_p is the delay bound of path p fromthe
first node in sub-network 2 to end system 2. The conputation of dl
is explained in Section 6.5. Since the relay node 1, sub-network 1,
and rel ay node 2 inpl enent aggregate queuing, we use the results in
Sections 4.2.2 and 6.4 to conpute d2_p for the path p. Finally, d3_p
is conputed using the delay bound conputation of Section 6.6. Any
path p, such that dl1 + d2_p + d3_p <= D, satisfies the delay bound
requi renent of the flow If there is no such path, the control plane
may conmpute a new set of valid paths and redo the del ay bound

comput ation or reject the DetNet flow.

As soon as the control plane selects a path that satisfies the del ay
bound constraint, it allocates and reserves the resources in the path
for the DetNet flow (Section 4.2 of [ DETNET- CONTROL- PLANE] ).

Security Considerations

Detail ed security considerations for DetNet are catal oged in
[ RFC9055], and nore general security considerations are described in
[ RFC8655] .

Security aspects that are unique to DetNet are those whose aimis to
provi de the specific QS aspects of DetNet, specifically bounded end-
to-end delivery |atency and zero congestion |loss. Achieving such

| oss rates and bounded | atency may not be possible in the face of a
hi ghly capabl e adversary, such as the one envisioned by the Internet
Threat Mdel of BCP 72 [RFC3552], which can arbitrarily drop or del ay
any or all traffic. |In order to present neani ngful security

consi derations, we consider a sonewhat weaker attacker who does not
control the physical links of the DetNet donmain but nmay have the
ability to control or change the behavior of sone resources within

t he boundary of the Det Net donain.

Lat ency bound cal cul ati ons use paraneters that refl ect physica
quantities. |If an attacker finds a way to change the physica
quantities, unknown to the control and managenent planes, the |atency
calculations fail and nmay result in | atency violation and/or
congestion | osses. An exanple of such attacks is to nake sone
traffic sources under the control of the attacker send nore traffic
than their assumed T-SPECs. This type of attack is typically avoided
by ingress conditioning at the edge of a DetNet domain. However, it
must be insured that such ingress conditioning is done per flow and
that the buffers are segregated such that if one flow exceeds its
T-SPEC, it does not cause buffer overflow for other flows.

Sone queui ng mechani sms require time synchronizati on and operate
correctly only if the time synchronization works correctly. In the
case of CQF, the correct alignnents of cycles can fail if an attack
agai nst tinme synchronization fools a node into having an incorrect
of fset. Some of these attacks can be prevented by cryptographic
aut hentication as in Annex K of [|EEE1588] for the Precision Tine
Protocol (PTP). However, the attacks that change the physica

| atency of the links used by the time synchronization protocol are
still possible even if the time synchronization protocol is protected
by aut hentication and cryptography [Del ayAttack]. Such attacks can
be detected only by their effects on | atency bound viol ati ons and
congestion | osses, which do not occur in normal DetNet operation
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