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A SUBNETWORK ADDRESSI NG SCHEME

STATUS OF TH S MEMO

Thi s RFC suggests a proposed protocol for the ARPA-Internet
community, and requests discussion and suggestions for inprovenents.
Distribution of this neno is unlimted.

I NTRCDUCT! ON

Several recent RFCs have discussed the need for a "subnet" structure
within the internet addressing scheme, and have proposed strategies
for "subnetwork" addressing and routing. In particular, Jeff Mqgu

in his RFG-917, "Internet Subnets", describes an addressing schene in
whi ch a variabl e nunber of the leading bits of the host portion of
the address are used to identify the subnet. The drawback to this
schene is that it is necessary to nodify the host inplenentation in
order to inplenent it. Wiile the nodification is a sinple one, it is
necessary to retrofit it into all inplenentations, including those
which are already in the field. (See RFC-917 by Mugul for various
alternative approaches to this problem such as using Address

Resol ution Protocol.)

This RFC proposes an alternative addressing scheme for subnets which,
in nost cases, requires no nodification to host software whatsoever.

The drawbacks of this schenme are that the total nunber of subnets in
any one network are limted, and that nodification is required to al

gat eways

THE PROPCSAL

In this schenme, the individual subnets of a network are nunbered
using Cass C addresses. Since it is necessary with this schene that
a Class C address used to nunber a subnet be distinguishable froma
Class C address used to nunber an isolated network, we will reserve
for subnetworks the upper half of the Cass C address space, in other
words all those C ass C addresses for which the high order bit is on
VWhen a network is to be organized as a series of subnetworks, a bl ock
of these reserved Cass C addresses will be assigned to that network
specifically a block of 256 addresses having the two first bytes
identical. Thus, the various subnetworks of a network are

di stinguished by the third byte of the Internet address. (This
addressing scheme inplies the limtation that there can only be 256
subnetworks in a net. |If nore networks are required, two blocks wll
have to be allocated, and the total viewed as two separate networks.)
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The gateways and hosts attached to this subnetted network use these
addresses as ordinary Cass C addresses. Thus, no nodification to
any host software is required for hosts attached to a subnetwork.

For gateways not directly attached to the subnetted network, it is an
unaccept abl e burden to separately store the routing information to
each of the subnets. The goal of any subnet addressing schene is to
provide a strategy by which distant gateways can store routing
information for the network as a whole. |In this schenme, since the
first two bytes of the address is the sane for every subnet in the
network, those first two bytes can be stored and mani pul ated as if
they are a single Cass B address by a distant gateway. These
addresses, which can be used either as a Cass B or Cass C address
as appropriate, have been infornmally called Cass "B 1/2" addresses.

In nore detail, a gateway would treat C ass C addresses as foll ows
under the scheme. First, test to see whether the high order bit of
the address is on. |If not, the address is an ordinary Class C

address and shoul d be treated as such

If the bit is on, this Cass C address identifies a subnet of a
network. Test to see if this gateway is attached to that network.
If so, treat the address as an ordinary C ass C address.

If the gateway is not attached to the network containing that
subnetwork, discard the third byte of the dass C address and treat
the resulting two bytes as a Cass B address. Note that there can be
no conflict between this two-byte pattern and an ordinary Cass B
address, because the first bits of this address are not those of a
valid Class B address, but rather those of a C ass C address.

OPTI M ZATI ONS

If a network grows to nore than 256 subnetworks, it will be necessary
to design two distinct blocks of special Cass C addresses, and to
view this aggregate as two separate networks. However, the gateways
of these two networks can, by proper design, run a joint routing

al gorithm whi ch mai ntains optinal routes between the two hal ves, even
if they are connected together by a nunber of gateways.

I ndeed, in general it is possible for gateways that are not directly
attached to a subnetworked network to be specially programmed to
renenber the individual O ass C addresses, if doing so provides
greatly inproved network efficiency in sone particul ar case.

It was stated earlier that no nodification to the host software is
necessary to inplement this scheme. There is one case in which a
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m nor nodi fication may prove hel pful. Consider the case of a distant
host, not immediately attached to this subnetworked network. That
host, even though at a distance, will nonethel ess nmaintain separate
routing entries for each of the distinct subnetwork addresses about
which it has any know edge. For nost hosts, storing this information
for each subnet represents no problem because nost inplenentations
do not try to renenber routing informati on about every network
address in the Internet, but only those addresses that are of current
interest. |If, however, for some reason the host has a table which
attenpts to renenber routing information about every Internet address
it has ever seen, than that host should be progranmed to understand
the gateway’s algorithmfor collapsing the addresses of distant
subnets fromthree bytes to two. However, it is not a reconmended

i npl ementation strategy for the host to maintain this degree of
routing informati on, so under nornal circunstances, the host need not
be concerned with the C to B conversion.

DRAVBBACK

The nmaj or drawback of this schene is that any inplenmentation storing
| arge tabl es of addresses nmust be changed to know the "B 1/2"
conversion rule. Mst inportantly, all gateways nust be programmed to
know this rule. Thus, adoption of this scheme will require a
schedul ed mandat ory change by every gateway inplementation. The
difficulty of organizing this is unknown.

OTHER VARI ATI ONS

It is possible to imagi ne other variations on the patterns of

col | apsi ng addresses. For exanple, 256 C ass B addresses coul d be
gathered together and coll apsed into one Class A address. However,
since the first three bits of the resulting C ass A address woul d be
constrained, this would permt only 32 such subnetted networks to
exist. A nore interesting alternative would be to pernit the
col l apse of Class C addresses into a single Cass A address. It is
not entirely obvious the best way of organizing the sub-fields of
this address, but this conbination would pernmit a few very large nets
of subnets to be assenbled within the Internet.

The nost interesting variation of "B 1/2" addresses is to increase
the nunber of bits used to identify the subnet by taking bits from
the resulting Cl ass B address. For exanple, if 10 bits were used to
identify the subnet (providing 1024 subnets per network), then the
gat eway, when forning the equival ent address, would not only drop the
third byte but also mask the last two bits of the B address. Since
the first three bits of the address are constrained, this would | eave
13 bits for the network nunber, or 8192 possi bl e subnetworked
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networks. This nunber is not as |large as would be desirable, so it
is clear that selecting the size of the subnet field is an inportant
conprom se

Danny Cohen has suggested that this scheme should be fully
generalized so that the boundari es between the network, subnetwork,
and host field be arbitrarily novable. The problemin such a
generalization is to determne how the gateway is to naintain the
table or algorithm which pernmits the collapsing of the address to
occur. This RFC proposes that, in the short run, only one single
formof "B 1/2" addresses be inplenented as an Internet subnet

st andar d.
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