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1. Introduction

The Internet Architecture Board (1 AB) hol ds occasi onal workshops
designed to consider long-termissues and strategies for the
Internet, and to suggest future directions for the Internet
architecture. This long-term planning function of the 1AB is

conmpl enentary to the ongoi ng engineering efforts performed by working
groups of the Internet Engineering Task Force (IETF).

The Measuring Network Quality for End-Users workshop [ WORKSHOP] was
held virtually by the Internet Architecture Board (I AB) on Septenber
14-16, 2021. This report summari zes the workshop, the topics

di scussed, and sone prelininary conclusions drawmn at the end of the
wor kshop.

1.1. Probl em Space

The Internet in 2021 is quite different fromwhat it was 10 years
ago. Today, it is a crucial part of everyone’'s daily life. People
use the Internet for their social life, for their daily jobs, for
routine shopping, and for keeping up with major events. An

i ncreasi ng nunber of people can access a gigabit connection, which
woul d be hard to i magi ne a decade ago. Additionally, thanks to

i nprovenents in security, people trust the Internet for financia
banki ng transactions, purchasing goods, and everyday bill paynents.

At the same tinme, some aspects of the end-user experience have not

i mproved as nmuch. Many users have typical connection |atencies that
remain at decade-old levels. Despite significant reliability

i nprovenents in data center environnents, end users also still often
see interruptions in service. Despite algorithmc advances in the
field of control theory, one still finds that the queuing delays in



the last-mle equi pnent exceeds the accunul ated transit del ays.
Transport inprovenents, such as QU C, Miltipath TCP, and TCP Fast
Qpen, are still not fully supported in sone networks. Likew se,
various advances in the security and privacy of user data are not
wi del y supported, such as encrypted DNS to the |ocal resolver.

Sone of the major factors behind this | ack of progress is the popul ar
perception that throughput is often the sole nmeasure of the quality
of Internet connectivity. Wth such a narrow focus, the Measuring
Network Quality for End-Users workshop ained to discuss various

t opi cs:

* \hat is user |atency under typical working conditions?

* How reliable is connectivity across |longer tine periods?
* Do networks allow the use of a broad range of protocols?
* \What services can be run by network clients?

*  \What kind of IPv4, NAT, or IPv6 connectivity is offered, and are
there firewal |l s?

* \What security mechani snms are available for |ocal services, such as
DNS?

* To what degree are the privacy, confidentiality, integrity, and
aut henticity of user conmuni cations guarded?

* Inproving these aspects of network quality will |ikely depend on
measuring and exposing netrics in a nmeaningful way to all involved
parties, including to end users. Such nmeasurenent and exposure of
the right metrics will allow service providers and network
operators to concentrate focus on their users’ experience and wl|
si mul t aneously enpower users to choose the Internet Service
Providers (1SPs) that can deliver the best experience based on
their needs.

*  \What are the fundanmental properties of a network that contributes
to a good user experience?

* \What netrics quantify these properties, and how can we coll ect
such metrics in a practical way?

* \What are the best practices for interpreting those nmetrics and
i ncorporating themin a decision-maki ng process?

* \What are the best ways to comuni cate these properties to service
provi ders and network operators?

* How can these netrics be displayed to users in a neaningful way?
Wor kshop Agenda

The Measuring Network Quality for End-Users workshop was divided into

the following main topic areas; see further discussion in Sections 4

and 5:

* Introduction overviews and a keynote by Vint Cerf

* Metrics considerations

* (Cross-layer considerations

* Synthesis



3.

*

Group concl usi ons

Posi ti on Papers

The foll owi ng position papers were received for consideration by the
wor kshop attendees. The workshop’s web page [ WORKSHOP] cont ai ns
archives of the papers, presentations, and recorded vi deos.

*

Ahrred Al dabbagh. "Regul atory perspective on neasuring network
quality for end users" [Al dabbagh2021]

Al Mrton. "Dream Pipe or Pipe-Dream What Do Users Want (and how
can we assure it)?" [Mrton2021]

Al exander Kozlov. "The 2021 National Internet Segnent Reliability
Resear ch"

Anna Brunstrom "Measuring network quality - the MONRCE
experience"

Bob Briscoe, Geg Wite, Vidhi Goel, and Koen De Schepper. "A
Si ngl e Common Metric to Characterize Varying Packet Del ay"
[ Bri scoe2021]

Brandon Schlinker. "Internet Performance from Facebook’s Edge"
[ Schl i nker 2019]

Chri stoph Paasch, Kristen McIntyre, Randall Meyer, Stuart
Cheshire, and Oner Shapira. "An end-user approach to the Internet
Score" [MIntyre2021]

Chri stoph Paasch, Randall Meyer, Stuart Cheshire, and Omer
Shapira. "Responsiveness under Working Conditions" [Paasch2021]

Dave Reed and Levi Perigo. "Measuring ISP Performance in
Br oadband America: A Study of Latency Under Load" [Reed2021]

Eve M Schooler and Rick Taylor. "Non-traditional Network
Metrics"”

G no Dion. "Focusing on |atency, not throughput, to provide
better internet experience and network quality" [Di on2021]

Gregory Mrsky, Xiao Mn, Gyan M shra, and Liuyan Han. "The error
performance netric in a packet-switched network" [M rsky2021]

Jana lyengar. "The Internet Exists In Its Use" [lyengar2021]

Jari Arkko and Mrja Kuehlewind. "Observability is needed to

i mprove network quality" [Arkko2021]

Joachim Fabini. "Network Quality froman End User Perspective"

[ Fabi ni 2021]

Jonat han Foul kes. "Metrics hel pful in assessing Internet Quality”
[ Foul kes2021]

Kal evi Kil kki and Benajamn Finley. "In Search of Lost QS"

[ Ki | kki 2021]

Kart hi k Sundaresan, Greg Wite, and Steve d ennon. "Latency

Measurenent: \What is latency and how do we neasure it?"

Keith Wnstein. "Five Observations on Measuring Network Quality
for Users of Real -Tinme Media Applications"
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Ken Kerpez, Jinous Shafiei, John G offi, Pete Chow, and D anel
Bousaber. "W-Fi and Broadband Data" [ Kerpez2021]

Kenjiro Cho. "Access Network Quality as Fitness for Purpose”

Koen De Schepper, divier Tilmans, and G no Dion. "Challenges and
opportunities of hardware support for Low Queuing Latency wi thout
Packet Loss" [ DeSchepper2021]

Kyle MacM I lian and N ck Feanster. "Beyond Speed Test: Measuring
Latency Under Load Across Different Speed Tiers" [MacM I Iian2021]

Lucas Pardue and Sreeni Tellakula. "Lower-|ayer performance not
i ndi cative of upper-Ilayer success" [Pardue2021]

Matt Mathis. "Prelimnary Longitudinal Study of Internet
Responsi veness" [ Mat hi s2021]

M chael Welzl. "A Case for Long-Term Statistics" [Welzl 2021]

M khai | Liubogoshchev. "Cross-|ayer Cooperation for Better
Net wor k Servi ce" [Liubogoshchev2021]

M ngrui Zhang, Vidhi Goel, and Lisong Xu. "User-Perceived Latency
to Measure CCAs" [Zhang2021]

Nei | Davies and Peter Thonmpson. "Measuring Network |npact on
Application Qutcomes Using Quality Attenuation" [Davies2021]

A ivier Bonaventure and Francois M chel. "Packet delivery time as
a tie-breaker for assessing W-Fi access points" [M chel 2021]

Pedro Casas. "10 Years of Internet-QE Measurenents. Video,
Cl oud, Conferencing, Wb and Apps. Wat do we Need fromthe
Net wor k Si de?" [Casas2021]

Praveen Bal asubramani an. "Transport Layer Statistics for Network
Qual ity" [ Bal asubramani an2021]

Rajat Ghai. "Using TCP Connect Latency for neasuring CX and
Net wor k Optim zation" [ Chai 2021]

Robin Marx and Joris Herbots. "Merge Those Metrics: Towards
Holistic (Protocol) Loggi ng" [ Marx2021]

Sandor Laki, Szilveszter Nadas, Bal azs Varga, and Luis M
Contreras. "lncentive-Based Traffic Managenent and QS
Measur erment s" [ Laki 2021]

Sat adal Sengupta, Hyojoon Kim and Jennifer Rexford. "Fine-
Grained RTT Mnitoring Inside the Network" [Sengupta2021]

Stuart Cheshire. "The Internet is a Shared Network"
[ Cheshi re2021]

Toerl ess Eckert and Alex Cemm "network-quality-eckert-clemm
00. 4"

Vijay Sivaraman, Sharat Madanapalli, and H mal Kumar. "Measuring
Net wor k Experi ence Meaningfully, Accurately, and Scal abl y"
[ Si var aman2021]

Yaakov (J) Stein. "The Futility of QoS" [ Stein2021]

Wor kshop Topi cs and Di scussi on
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1.

1.

The agenda for the three-day workshop was broken into four separate
sections that each played a role in framng the discussions. The
wor kshop started with a series of introduction and probl em space
presentations (Section 4.1), followed by netrics considerations
(Section 4.2), cross-layer considerations (Section 4.3), and a

synt hesi s di scussion (Section 4.4). After the four subsections
concl uded, a followon discussion was held to draw concl usi ons that
coul d be agreed upon by workshop participants (Section 5).

I ntroducti on and Overvi ews

The workshop started with a broad focus on the state of user Quality
of Service (QS) and Quality of Experience (QE) on the Internet
today. The goal of the introductory talks was to set the stage for
the wor kshop by describing both the problem space and the current
solutions in place and their limtations.

The introduction presentations provided views of existing QS and QoE
measurenents and their effectiveness. Al so discussed was the
interaction between nultiple users within the network, as well as the
interacti on between nmultiple |layers of the OSI stack. Vint Cerf

provi ded a keynote describing the history and i nportance of the

t opi c.

1. Key Points fromthe Keynote by Vint Cerf

We nay be operating in a networking space with dramatically different
paraneters conpared to 30 years ago. This differentiation justifies
reconsi dering not only the inportance of one nmetric over the other
but al so reconsidering the entire metaphor.

It is time for the experts to |l ook at not only adjusting TCP but al so
expl oring other protocols, such as QU C has done lately. It’'s
important that we feel free to consider alternatives to TCP. TCP is
not a teddy bear, and one should not be afraid to replace it with a
transport layer with better properties that better benefit its users.

A suggestion: we shoul d consider exercises to identify desirable
properties. As we are looking at the paranmetric spaces, one can
identify "desirable properties", as opposed to "fundanental
properties", for exanple, a lowlatency property. An exanple com ng
fromthe Advanced Research Projects Agency (ARPA): you want to know
where the missile is now, not where it was. Understanding drives
particul ar paraneter creation and selection in the design space.

When paraneter values are changed in extreme, such as connectiveness,
alternative designs will emerge. One case study of note is the

i nterplanetary protocol, where "ping" is no | onger indicative of
anything useful. Wiile we | ook at responsiveness, we shoul d not

i gnore connectivity.

Unfortunately, maintaining backward conpatibility is painful. The
wor k on designing IPv6 so as to transition fromlPv4 could have been
done better if the backward conpatibility was considered. It is too

late for IPv6, but it is not too late to consider this issue for
potential future problens.

IPv6 is still not inplenented fully everywhere. 1It’s been a |ong
road to deployment since starting work in 1996, and we are still not
there. In 1996, the thinking was that it was quite easy to inplenent
I Pv6, but that failed to hold true. 1In 1996, the dot-com boom began,
where a | ot of noney was spent quickly, and the nonent was not caught
intime while the market expanded exponentially. This should serve
as a cautionary tale.

One | ast point: consider performance across nultiple hops in the



Internet. W' ve not seen many end-to-end netrics, as successfully
devel opi ng end-to-end neasurenents across different network and

busi ness boundaries is quite hard to achieve. A good question to ask
when devel opi ng new protocols is "will the new protocol work across
mul ti pl e network hops?"

Mul ti-hop networks are being gradually replaced by humongous, fl at
networks with sufficient connectivity between operators so that
systens becone 1 hop, or 2 hops at nobst, away from each other (e.g.,
CGoogl e, Facebook, and Amazon). The fundanental architecture of the
Internet is changing.

.1.2. Introductory Tal ks

The Internet is a shared network built on IP protocols using packet
switching to interconnect multiple autononmous networks. The
Internet’s departure fromcircuit-sw tching technologies allowed it
to scal e beyond any other known network design. On the other hand,
the lack of in-network regulation nade it difficult to ensure the
best experience for every user

As I nternet use cases continue to expand, it becones increasingly
more difficult to predict which network characteristics correlate
with better user experiences. Different application classes, e.qg.,

vi deo stream ng and tel econferencing, can affect user experience in
ways that are conplex and difficult to neasure. |Internet utilization
shifts rapidly during the course of each day, week, and year, which
further conplicates identifying key nmetrics capable of predicting a
good user experience.

QS initiatives attenpted to overcone these difficulties by strictly

prioritizing different types of traffic. However, QS netrics do not
al ways correlate with user experience. The utility of the QS netric
is further linmted by the difficulties in building solutions with the
desired QoS characteristics

Q@E initiatives attenpted to integrate the psychol ogi cal aspects of
how quality is perceived and create statistical nodels designed to
optinize the user experience. Despite these high nodeling efforts,
the QoE approach proved beneficial in certain application classes.
Unfortunately, generalizing the nodels proved to be difficult, and
the question of how different applications affect each other when
sharing the sane network remains an open probl em

The industry’s focus on giving the end user nore throughput/bandw dth
|l ed to remarkabl e advances. | n many places around the world, a hone
user enjoys gigabit speeds to their 1SP. This is so remarkabl e that
it would have been brushed off as science fiction a decade ago.
However, the focus on increased capacity came at the expense of

negl ecting another inportant core netric: latency. As a result, end
users whose experience is negatively affected by high |atency were
advi sed to upgrade their equi pnent to get nore throughput instead.

[ MacM I'1i an2021] showed that sonetinmes such an upgrade can lead to

| at ency i nprovenents, due to the econom cal reasons of overselling
the "val ue-priced" data plans.

As the industry continued to give end users nore throughput, while
nmostly neglecting | atency concerns, application designs started to
enpl oy various | atency and short service disruption hiding

techni ques. For exanple, a user’s web browser perfornance experience
is closely tied to the content in the browser’s |ocal cache. Wile
such techni ques can clearly inprove the user experience when using
stale data is possible, this devel opnent further decoupl es user
experience fromcore netrics

In the nost recent 10 years, efforts by Dave Taht and the bufferbl oat



society have led to significant progress in updating queuing
algorithms to reduce | atencies under | oad conpared to sinpler FIFO
queues. Unfortunately, the hone router industry has yet to inplenent
these algorithns, nostly due to narketing and cost concerns. Most
hone router manufacturers depend on Systemon a Chip (SoC)
acceleration to create products with a desired throughput. SoC
manuf acturers opt for sinpler algorithns and aggressive aggregati on,
reasoni ng that a higher-throughput chip will have guaranteed denmand
Because consuners are offered choices primarily anong different high-
t hroughput devi ces, the perception that a higher throughput |leads to
hi gher a QoS continues to strengthen

The hone router is not the only place that can benefit fromcl earer

i ndi cations of acceptable performance for users. Since users
perceive the Internet via the lens of applications, it is inportant
that we call upon application vendors to adopt solutions that stress
|l ower latencies. Unfortunately, while bandwi dth is straightforward
to neasure, responsiveness is trickier. Many applications have found
a set of netrics that are helpful to their real mbut do not
generalize well and cannot becone universally applicable.

Furthernore, due to the highly conpetitive application space, vendors
may have economic reasons to avoid sharing their nost useful netrics

.1.3. Introductory Tal ks - Key Points
1. Measuring bandwi dth is necessary but is not alone sufficient.

2. In many cases, Internet users don’'t need nore bandw dth but
rat her need "better bandwi dth", i.e., they need other
connectivity inprovenents.

3. Users perceive the quality of their Internet connection based on
the applications they use, which are affected by a conbinati on of
factors. There's little value in exposing a typical user to the
entire spectrum of possible reasons for the poor performance
perceived in their application-centric view.

4. Many factors affecting user experience are outside the users

sphere of control. [It’s unclear whether exposing users to these
other factors will help themunderstand the state of their
networ k performance. |In general, users prefer sinple,
categorical choices (e.g., "good", "better", and "best" options).

5. The Internet content market is highly conpetitive, and many
applications develop their own "secret sauce".

.2. Metrics Considerations

In the second agenda section, the workshop continued its discussion
about netrics that can be used instead of or in addition to avail able
bandwi dt h. Several workshop attendees presented deep-dive studies on
measur enent net hodol ogy.

.2.1. Common Performance Metrics

Losing Internet access entirely is, of course, the worst user
experience. Unfortunately, unless rebooting the hone router restores
connectivity, there is little a user can do other than contacting
their service provider. Nevertheless, there is value in the
systematic collection of availability netrics on the client side;
these can help the user’s ISP |l ocalize and resol ve issues faster
whil e enabling users to better choose between | SPs. One can neasure
availability directly by sinply attenpting connections fromthe
client side to distant |ocations of interest. For exanple, Qokla's

[ Speedtest] uses a | arge nunmber of Android devices to measure network
and cellular availability around the globe. Ookla collects hundreds



of millions of data points per day and uses these for accurate
availability reporting. An alternative approach is to derive
availability fromthe failure rates of other tests. For exanple,

[ FCC_MBA] and [ FCC_MBA net hodol ogy] use thousands of off-the-shelf
routers, with measurement software devel oped by [ SankKnows]. These
routers performan array of network tests and report availability
based on whether test connections were successful or not.

Measuring avail able capacity can be hel pful to end users, but it is
even nore val uable for service providers and application devel opers.
Hi gh-definition video stream ng requires significantly nore capacity
than any other type of traffic. At the tine of the workshop, video
traffic constituted 90% of overall Internet traffic and contri buted
to 95% of the revenues from nonetization (via subscriptions, fees, or
ads). As a result, video streaming services, such as Netflix, need
to continuously cope with rapid changes in avail able capacity. The
ability to neasure avail able capacity in real tine | everages the
different adaptive bitrate (ABR) conpression algorithns to ensure the
best possi bl e user experience. Measuring aggregated capacity denmand
allows 1SPs to be ready for traffic spikes. For exanple, during the
end- of -year holiday season, the gl obal demand for capacity has been
shown to be 5-7 tinmes higher than during other seasons. For end
users, know edge of their capacity needs can help them sel ect the

best data plan given their intended usage. |In many cases, however,
end users have nore than enough capacity, and addi ng nore bandw dth
will not inprove their experience -- after a point, it is no |onger

the limting factor in user experience. Finally, the ability to
differentiate between the "throughput" and the "goodput" can be
hel pful in identifying when the network is saturated.

In measuring network quality, latency is defined as the time it takes
a packet to traverse a network path fromone end to the other. At
the tinme of this report, users in nmany places worl dw de can enj oy
Internet access that has adequately high capacity and availability
for their current needs. For these users, |atency inprovenents,

rat her than bandw dth inprovements, can lead to the nost significant
i nprovenents in QOE. The established |atency netric is a round-trip
time (RTT), commonly neasured in mlliseconds. However, users often
find RTT values unintuitive since, unlike other performance netrics,
hi gh RTT val ues indi cate poor |atency and users typically understand
hi gher scores to be better. To address this, [Paasch2021] and

[ Mat hi s2021] present an inverse metric, called "Round-trips Per

M nute" (RPM.

There is an inportant distinction between "idle |atency" and "l at ency
under working conditions". The forner is nmeasured when the network

i s underused and reflects a best-case scenario. The latter is
measur ed when the network is under a typical workload. Unti

recently, typical tools reported a network’s idle |atency, which can
be m sleading. For exanple, data presented at the workshop shows
that idle latencies can be up to 25 tines |ower than the |atency
under typical working |oads. Because of this, it is essential to
make a clear distinction between the two when presenting |atency to
end users.

Data shows that rapid changes in capacity affect |atency.

[ Foul kes2021] attenpts to quantify how often a rapid change in
capacity can cause network connectivity to becone "unstable" (i.e.,
having high latency with very little throughput). Such changes in
capacity can be caused by infrastructure failures but are much nore
of ten caused by in-network phenonena, |ike changing traffic

engi neering policies or rapid changes in cross-traffic.

Data presented at the workshop shows that 36% of neasured |ines have
capacity netrics that vary by nore than 10%t hr oughout the day and
across multiple days. These differences are caused by many



vari abl es, including |ocal connectivity nethods (W-Fi vs. Ethernet),
conpeting LAN traffic, device |oad/configuration, tinme of day, and

| ocal | oop/backhaul capacity. These factor variations nake nmeasuring
capacity using only an end-user device or other end-network
measurenent difficult. A network router seeing aggregated traffic
frommultiple devices provides a better vantage point for capacity
measurenents. Such a test can account for the totality of |oca
traffic and perform an i ndependent capacity test. However, various
factors mght still limt the accuracy of such a test. Accurate
capacity neasurenent requires nultiple sanples

As users perceive the Internet through the I ens of applications, it
may be difficult to correlate changes in capacity and latency with
the quality of the end-user experience. For exanple, web browsers
rely on cached page versions to shorten page load tinmes and nitigate
connectivity losses. In addition, social networking applications
often rely on prefetching their "feed" items. These techni ques nake
the core in-network nmetrics less indicative of the users’ experience
and necessitates collecting data fromthe end-user applications

t hensel ves.

It is helpful to distinguish between applications that operate on a
"fixed latency budget” fromthose that have nore tol erance to | atency
variance. Coud ganm ng serves as an exanpl e application that
requires a "fixed | atency budget”, as a sudden | atency spi ke can
decide the "win/lose" ratio for a player. Conpanies that conpete in
the lucrative cloud gam ng market nake significant infrastructure

i nvestnents, such as building entire data centers closer to their
users. These data centers highlight the econonic benefit that |ower
nunbers of |atency spi kes outwei gh the associ ated depl oynent costs.
On the other hand, applications that are nore tolerant to |atency
spi kes can continue to operate reasonably well through short spikes.
Yet, even those applications can benefit fromconsistently | ow

| at ency dependi ng on usage shifts. For exanple, Video-on-Denand
(VOD) apps can work reasonably well when the video is consuned
linearly, but once the user tries to "switch a channel" or to "skip
ahead", the user experience suffers unless the latency is
sufficiently | ow.

Finally, as applications continue to evolve, in-application netrics
are gaining in inportance. For exanple, VOD applications can assess
the QOE by application-specific netrics, such as whether the video

pl ayer is able to use the highest possible resolution, identifying
when the video is snooth or freezing, or other simlar netrics.
Application devel opers can then effectively use these netrics to
prioritize future work. Al popular video platfornms (YouTube,
Instagram Netflix, and others) have devel oped franmeworks to coll ect
and anal yze VOD netrics at scale. One exanple is the Scuba franmework
used by Meta [ Scuba].

Unfortunately, in-application netrics can be challenging to use for
conparative research purposes. First, different applications often
use different metrics to neasure the sane phenonena. For exanpl e,
application A may measure the snmoothness of video via "mean tinme to
rebuffer”, while application B may rely on the "probability of
rebuffering per second" for the sanme purpose. A different challenge
with in-application netrics is that VOD is a significant source of
revenue for conpanies, such as YouTube, Facebook, and Netfli x,
placing a proprietary incentive against exchanging the in-application
data. A final concern centers on the privacy issues resulting from
in-application netrics that accurately describe the activities and
preferences of an individual end user

.2.2. Availability Metrics

Avail ability is sinply defined as whether or not a packet can be sent



and then received by its intended recipient. Availability is naively
thought to be the sinplest to nmeasure, but it is nore conplex when
considering that continual, instantaneous neasurenents woul d be
needed to detect the smallest of outages. Also difficult is
determining the root cause of infallibility: was the user’s line
down, was sonething in the mddle of the network, or was it the
service with which the user was attenpting to conmuni cate?

4.2.3. Capacity Metrics

If the network capacity does not neet user demands, the network
quality will be inpacted. Once the capacity neets the demands,
increasing capacity won't lead to further quality inprovenents.

The actual network connection capacity is determ ned by the equi pnent
and the lines along the network path, and it varies throughout the
day and across multiple days. Studies involving DSL lines in North
America indicate that over 30% of the DSL |ines have capacity metrics
that vary by nore than 10%t hroughout the day and across multiple
days.

Sonme factors that affect the actual capacity are:

1. Presence of a conpeting traffic, either in the LAN or in the WAN
environments. In the LAN setting, the conpeting traffic reflects
the nmultiple devices that share the Internet connection. 1In the
WAN setting, the conpeting traffic often originates fromthe
unrel ated network flows that happen to share the sane network
pat h.

2. Capabilities of the equi pment along the path of the network
connection, including the data transfer rate and the anmount of
menory used for buffering.

3. Active traffic nmanagenent neasures, such as traffic shapers and
policers that are often used by the network providers.

There are other factors that can negatively affect the actual |ine
capaciti es.

The user demands of the traffic follow the usage patterns and
preferences of the particular users. For exanple, |arge data
transfers can use any avail abl e capacity, while the nmedia stream ng
applications require limted capacity to function correctly.

Vi deoconf erenci ng applications typically need | ess capacity than

hi gh-definition video stream ng.

4.2.4. Latency Metrics

End-to-end latency is the tine that a particul ar packet takes to
traverse the network path fromthe user to their destination and
back. The end-to-end | atency conprises several conponents:

1. The propagation delay, which reflects the path distance and the
i ndividual link technologies (e.g., fiber vs. satellite). The
propagati on doesn’t depend on the utilization of the network, to
the extent that the network path remmins constant.

2. The buffering delay, which reflects the tine segnments spent in
the menory of the network equi pment that connect the individua
network links, as well as in the nenory of the transmtting
endpoint. The buffering delay depends on the network
utilization, as well as on the algorithns that govern the queued
segment s.

3. The transport protocol delays, which reflect the time spent in



retransm ssion and reassenbly, as well as the tinme spent when the
transport is "head-of-Iine blocked"

4. Sone of the workshop subnissions that have explicitly called out
the application delay, which reflects the inefficiencies in the
application | ayer.

Typically, end-to-end | atency is nmeasured when the network is idle.
Resul ts of such neasurenents nostly reflect the propagati on delay but
not other kinds of delay. This report uses the term"idle |atency"
to refer to results achieved under idle network conditions.

Alternatively, if the latency is measured when the network is under
its typical working conditions, the results reflect nmultiple types of
del ays. This report uses the term"working |latency" to refer to such
results. Oher sources use the term"latency under |oad" (LUL) as a
synonym

Data presented at the workshop reveal s a substantial difference
between the idle |atency and the working | atency. Depending on the
traffic direction and the technol ogy type, the working latency is
between 6 to 25 times higher than the idle |atency:

[ sl el s el el oo e ]
| Direction | Technology |Wrking | Idle | Working - |Working /|
| | Type | Latency | Latency | ldle | 1dle |
| | | | | Difference |Ratio |
B b oot oo e e e et e e et o}
| Downstream | FTTH | 148 | 10 | 138 | 15 |
R R +-------- I R I +
| Downstream | Cable | 103 | 13 | 90 | 8 |
I i I i +-------- +---- - - - I i +---- - - - +
| Downstream | DSL | 194 | 10 | 184 | 19 |
I I F----- - - R I R +
| Upstream | FTTH | 207 | 12 | 195 | 17 |
R R +-------- I R I +
| Upstream | Cable | 176 | 27 | 149 | 6 |
I i I i +-------- +---- - - - I i +---- - - - +
| Upstream | DSL | 686 | 27 | 659 | 25 |
I I F----- - - R I R +
Table 1

Wi le historically the tooling avail able for measuring | atency
focused on neasuring the idle latency, there is a trend in the
industry to start measuring the working latency as well, e.g.,
Appl e’ s [ NetworkQuality].

4.2.5. Measur enent Case Studies

The partici pants have proposed several concrete nethodol ogies for
measuring the network quality for the end users.

[ Paasch2021] introduced a nethodol ogy for neasuring working | atency
fromthe end-user vantage point. The suggested nethod increnentally
adds network flows between the user device and a server endpoint

until a bottleneck capacity is reached. Fromthese nmeasurenents, a
round-trip latency is nmeasured and reported to the end user. The

aut hors chose to report results with the RPM netric. The nethodol ogy
had been inplemented in Apple’ s macOS Monterey.

[ Mat hi s2021] applied the RPM netric to the results of nore than 4
billion downl oad tests that M Lab performed from 2010-2021. During
this tinme frane, the M Lab neasurenent platform underwent severa
upgrades that allowed the research teamto conpare the effect of

di fferent TCP congestion control algorithnms (CCAs) on the measured



end-to-end | atency. The study showed that the use of cubic CCA | eads
to increased working latency, which is attributed to its use of
| ar ger queues.

[ Schli nker 2019] presented a | arge-scale study that aimed to establish
a correl ati on between goodput and QoE on a large social network. The
aut hors perforned the neasurenments at nultiple data centers from

whi ch video segnments of set sizes were streaned to a | arge nunber of
end users. The authors used the goodput and throughput netrics to
det ermi ne whether particular paths were congest ed.

[ Reed2021] presented the anal ysis of working | atency measurenents
coll ected as part of the Measuring Broadband America (MBA) program by
the Federal Conmunication Conmm ssion (FCC). The FCC does not include
working latency in its yearly report but does offer it in the raw
data files. The authors used a subset of the raw data to identify

i mportant differences in the working |atencies across different |SPs.

[ MacM I 1i an2021] presented anal ysis of working | atency across
multiple service tiers. They found that, unsurprisingly, "premunf
tier users experienced | ower working | atency conpared to a "val ue"
tier. The data denonstrated that working | atency varies
significantly within each tier; one possible explanation is the
difference in equi pnent deployed in the hones.

These studi es have stressed the inportance of measurenent of working
| atency. At the tinme of this report, many hone router manufacturers
rely on hardware-accel erated routing that uses FlI FO queues. Focusing
on nmeasuring the working | atency neasurenents on these devices and
maki ng the consunmer aware of the effect of choosing one nmanufacturer
vs. another can help inprove the honme router situation. The idea
test would be able to identify the working | atency and pi npoint the
source of the delay (hone router, |SP, server side, or some network
node in between).

Anot her source of high working |l atency comes fromnetwork routers
exposed to cross-traffic. As [Schlinker2019] indicated, these can
becone saturated during the peak hours of the day. Systematic
testing of the working latency in routers under |oad can hel p inprove
bot h our understandi ng of |atency and the inpact of deployed
infrastructure

4.2.6. Metrics Key Points

The netrics for network quality can be roughly grouped into the
fol |l owi ng:

1. Availability metrics, which indicate whether the user can access
the network at all.

2. Capacity metrics, which indicate whether the actual |ine capacity
is sufficient to neet the user’s demands.

3. Latency netrics, which indicate if the user gets the data in a
timely fashion.

4. Higher-order netrics, which include both the network netrics,
such as inter-packet arrival tinme, and the application netrics,
such as the nmean time between rebuffering for video stream ng.

The availability netrics can be seen as a derivative of either the
capacity (zero capacity leading to zero availability) or the | atency
(infinite latency leading to zero availability).

Key points fromthe presentations and di scussions included the
fol | owi ng:



1. Availability and capacity are "hygienic factors" -- unless an
application is capable of using extra capacity, end users wll
see little benefit from using over-provisioned |ines.

2. Wirking latency has a stronger correlation with the user
experience than | atency under an idle network load. Wbrking
| at ency can exceed the idle |atency by order of magnitude.

3. The RPMnetric is a stable nmetric, with positive val ues being
better, that nmay be nore effective when communicating |atency to
end users.

4. The relationship between throughput and goodput can be effective
in finding the saturation points, both in client-side
[ Paasch2021] and server-side [Schlinker2019] settings.

5. Wbirking | atency depends on the al gorithm choice for addressing
endpoi nt congestion control and router queuing.

Finally, it was commonly agreed to that the best netrics are those
that are actionabl e.

4.3. Cross-Layer Considerations

In the cross-layer segnent of the workshop, participants presented
mat eri al on and di scussed how to accurately neasure exactly where
probl ems occur. Discussion centered especially on the differences
bet ween physically wired and wirel ess connections and the
difficulties of accurately determ ning problem spots when multiple
different types of network segnents are responsible for the quality.
As an exanpl e, [Kerpez2021] showed that a |imted bandwi dth of 2.4
Ghz W-Fi bottlenecks the nost frequently. |In conparison, the w der
bandwi dth of the 5 Ghz W-Fi has only bottl enecked in 20% of
observati ons.

The participants agreed that no single component of a network
connection has all the data required to neasure the effects of the
networ k performance on the quality of the end-user experience.

* Applications that are running on the end-user devices have the
best insight into their respective perfornmance but have linited
visibility into the behavior of the network itself and are unable
to act based on their linmted perspective.

* | SPs have good insight into QoS considerations but are not able to
infer the effect of the QoS netrics on the quality of end-user
experi ences.

* Content providers have good insight into the aggregated behavior
of the end users but lack the insight on what aspects of network
performance are | eading indicators of user behavior.

The workshop had identified the need for a standard and extensible
way to exchange network performance characteristics. Such an
exchange standard shoul d address (at least) the foll ow ng:

* A scalable way to capture the performance of nmultiple (potentially
t housands of) endpoi nts.

* The data exchange format shoul d prevent data nanipul ati on so that
the different participants won't be able to gane the mechani sns.

* Preservation of end-user privacy. |In particular, federated
| earni ng approaches should be preferred so that no centralized
entity has the access to the whol e picture.



* A transparent nodel for giving the different actors on a network
connection an incentive to share the perfornance data they
col |l ect.

* An acconpanying set of tools to analyze the data.
4.3.1. Separation of Concerns

Conmonly, there’'s a tight coupling between collecting performance
metrics, interpreting those metrics, and acting upon the
interpretation. Unfortunately, such a nmodel is not the best for
successful |y exchangi ng cross-| ayer data, as:

* actors that are able to collect particular performance netrics
(e.g., the TCP RTT) do not necessarily have the context necessary
for a neaningful interpretation,

* the actors that have the context and the conputational /storage
capacity to interpret netrics do not necessarily have the ability
to control the behavior of the network/application, and

* the actors that can control the behavior of networks and/or
applications typically do not have access to conpl ete neasurenent
dat a.

The participants agreed that it is inportant to separate the above
three aspects, so that:

* the different actors that have the data, but not the ability to
interpret and/or act upon it, should publish their neasured data
and

* the actors that have the expertise in interpreting and
synt hesi zi ng perfornmance data should publish the results of their
interpretations.

4.3.2. Security and Privacy Considerations

Preserving the privacy of Internet end users is a difficult
requirenent to neet when addressing this problemspace. There is an
intrinsic trade-of f between collecting nore data about user
activities and infringing on their privacy while doing so.

Partici pants agreed that observability across nmultiple layers is
necessary for an accurate neasurenent of the network quality, but
doing so in a way that minimzes privacy | eakage i s an open question

4. 3.3. Metri c Measurenent Consi derations

* The following TCP protocol netrics have been found to be effective
and are avail abl e for passive neasurenent:

- TCP connection | atency neasured using sel ective acknow edgnent
(SACK) or acknow edgnent (ACK) timng, as well as the timng
bet ween TCP retransm ssion events, are good proxies for end-to-
end RTT neasurenents.

- On the Linux platform the tcp_info structure is the de facto
standard for an application to inspect the performance of
ker nel -space networking. However, there is no equival ent de
facto standard for user-space networKking.

*  The QU C and MASQUE protocol s nmake passive performance
measur enents nore chal | engi ng.

- An approach that uses federated neasurenent/hierarchica



aggregation may be nore valuable for these protocols.

- The QOG format seens to be the nbst mature candidate for such
an exchange.

4.3.4. Towards | nproving Future Cross-Layer Cbservability

4. 3.

4. 3.

The ownership of the Internet is spread across nultiple

adm ni strative donai ns, maki ng neasurenent of end-to-end performance
data difficult. Furthernore, the i mense scale of the Internet makes
aggregation and analysis of this difficult. [Marx2021] presented a
simple logging format that could potentially be used to collect and
aggregate data fromdifferent |ayers.

Anot her aspect of the cross-layer coll aboration hanpering neasurenent
is that the majority of current algorithms do not explicitly provide
performance data that can be used in cross-layer analysis. The |ETF
community could be nore diligent in identifying each protocol’s key
performance indicators and exposing themas part of the protoco

speci fication.

Despite all these challenges, it should still be possible to perform
limted-scope studies in order to have a better understandi ng of how
user quality is affected by the interaction of the different
components that constitute the Internet. Furthernore, recent

devel opment of federated |earning algorithns suggests that it mght
be possible to performcross-1ayer perfornmance nmeasurenents while
preserving user privacy.

5. FEfficient Collaboration between Hardware and Transport Protocols

Wth the advent of the low |l atency, |low loss, and scal abl e t hroughput
(L4S) congestion notification and control, there is an even higher
need for the transport protocols and the underlying hardware to work
i n unison.

At the time of the workshop, the typical home router uses a single

FI FO queue that is large enough to allow anortizing the | ower-I|ayer
header overhead across nultiple transport PDUs. These desi gns worked
well with the cubic congestion control algorithm yet the newer
generation of algorithns can operate on nuch smaller queues. To
fully support latencies less than 1 ms, the home router needs to work
efficiently on sequential transm ssions of just a few segments vs.
bei ng optim zed for |arge packet bursts.

Anot her design trait common in hone routers is the use of packet
aggregation to further anortize the overhead added by the | ower-|ayer
headers. Specifically, multiple | P datagrans are conbined into a
single, large transfer frame. However, this aggregation can add up
to 10 ns to the packet sojourn del ay.

Fol I owi ng the fambus "you can’'t inprove what you don’t neasure"
adage, it is inportant to expose these aggregation delays in a way
that would allow identifying the source of the bottlenecks and maki ng
hardware nore suitable for the next generation of transport

pr ot ocol s.

6. Cross-Layer Key Points

* Significant differences exist in the characteristics of metrics to
be measured and the required optim zations needed in wrel ess vs.
wi red networks.

* |dentification of an issue’'s root cause is hanpered by the
chal l enges in neasuring nulti-segnment network paths



4. 4.

4. 4.

4. 4.

* No single component of a network connection has all the data
required to neasure the effects of the conplete network
performance on the quality of the end-user experience.

* Actionable results require both proper collection and
interpretation.

* Coordi nati on anong network providers is inportant to successfully
i nprove the neasurenent of end-user experiences.

* Simultaneously providing accurate neasurenments while preserving
end-user privacy is challenging.

* Passive neasurenents from protocol inplenentations may provide
beneficial data.

Synt hesi s

Finally, in the synthesis section of the workshop, the presentations
and di scussi ons concentrated on the next steps likely needed to nake
forward progress. O particular concernis howto bring forward
measur enents that can make sense to end users trying to select

bet ween various networking subscription options.

1. Measur enent and Metrics Consi derations

One inportant consideration is how decisions can be nade and what
actions can be taken based on collected netrics. Measurenments mnust
be integrated with applications in order to get true application

vi ews of congestion, as neasurenments over different infrastructure or
via other applications may return incorrect results. Congestion
itself can be a tenporary problem and mtigation strategies my need
to be different depending on whether it is expected to be a short-
termor |ong-term phenomenon. A significant challenge exists in
measuring short-term probl ens, driving the need for continuous
measurenents to ensure critical nmoments and long-termtrends are
captured. For short-term probl ens, workshop participants debated
whet her an issue that goes away is indeed a problemor is a sign that
a network is properly adapting and sel f-recoveri ng.

I mportant consideration nust be taken when constructing netrics in
order to understand the results. Measurenments can al so be affected
by individual packet characteristics -- differently sized packets
typically have a linear relationship with their delay. Wth this in
m nd, neasurenments can be divided into a delay based on geographica
di stances, a packet-size serialization delay, and a variable (noise)
del ay. Each of these three sub-conmponent delays can be different and
i ndi vidual | y measured across each segnent in a multi-hop path.

Vari abl e del ay can al so be significantly inpacted by externa
factors, such as bufferbloat, routing changes, network |oad shari ng,
and other | ocal or renote changes in perfornmance. Network

measur enents, especially |oad-specific tests, nust also be run |ong
enough to ensure that any problens associated w th buffering,

queui ng, etc. are captured. Measurenment technol ogi es should al so

di stingui sh between upstream and downstream nmeasurenents, as well as
nmeasure the difference between end-to-end paths and sub-path

measur enent s.

2. End-User Metrics Presentation

Det erm ni ng end-user needs requires informative measurenments and
metrics. How do we provide the users with the service they need or
want? |s it possible for users to even voice their desires
effectively? Only high-level, sinplistic answers like "reliability",
"capacity", and "service bundling" are typical answers given in end-
user surveys. Technical requirenments that operators can consune,



like "lowlatency"” and "congestion avoi dance", are not ternms known to
and used by end users.

Exanpl e netrics useful to end users m ght include the nunber of users
supported by a service and the nunber of applications or streans that
a network can support. An exanple solution to combat networking

i ssues include incentive-based traffic managenent strategies (e.qg.,
an application requesting |lower |atency may al so nmean accepting | ower
bandwi dth). User-perceived | atency nust be considered, not just
network | atency -- user experience in-application to in-server

| at ency and network-to-network measurenents may only be studying the
| owest -1 evel |atency. Thus, picking the right protocol to use in a
measurenent is critical in order to match user experience (for
exanpl e, users do not transmt data over |ICVP, even though it is a
common neasur enent tool).

I n-application measurenments shoul d consi der how to nmeasure different
types of applications, such as video stream ng, file sharing, multi-
user gam ng, and real -time voice comunications. |t may be that
asking users for what trade-offs they are willing to accept would be
a hel pful approach: would they rather have a network with | ow | at ency
or a network with higher bandw dth? Ganers may make different

deci sions than honme office users or content producers, for exanple.

Furt hernmore, how can users make these trade-offs in a fair manner
that does not inpact other users? There is a tension between
solutions in this space vs. the cost associated with solving these
probl ems, as well as which custonmers are willing to front these

i nprovenent costs.

Chal | enges in providing higher-priority traffic to users centers
around the ability for networks to be willing to listen to client
requests for higher incentives, even though comercial interests may
not flowto themw thout a cost incentive. Shared nediuns in genera
are subject to oversubscribing, such that the nunber of users a
networ k can support is either accurate on an underutilized network or
may assume an average bandwi dth or other usage metric that fails to
be accurate during utilization spikes. Individual netrics are also
af fected by in-hone devices fromcheap routers to m crowaves and by
(rmul'ti-)user behaviors during tests. Thus, a single nmetric alone or
a single reading without context nmay not be useful in assisting a
user or operator to determ ne where the problem source actually is.

User conprehension of a network remains a chall engi ng probl em
Mul tiple workshop participants argued for a single nunber
(potentially calculated with a weighted aggregation forrmula) or a
smal | nunmber of measurenments per expected usage (e.g., a "gam ng"
score vs. a "content producer" score). Many agreed that some users
may instead prefer to consunme sinplified or col or-coded ratings
(e.g., good/better/best, red/yellow green, or bronze/gold/platinun.
4.4.3. Synthesis Key Points

* Some proposed metrics:

- Round-trips Per Mnute (RPM

- users per network

- latency

- 99% | atency and bandw dth

*  ©Medi an and nean neasurenents are distractions fromthe rea
probl emns.



* Shared network usage greatly affects quality.

* Long neasurenents are needed to capture all facets of potentia
net wor k bottl enecks.

* Better-funded research in all these areas is needed for progress.

* End users will best understand a sinplified score or ranking
system

Concl usi ons

During the final hour of the three-day workshop, statenents that the
group deened to be sumary statenents were gathered. Later, any
statenents that were in contention were discarded (listed further
bel ow for conpl eteness). For this docunent, the authors took the
original list and divided it into rough categories, applied some
suggested edits discussed on the mailing list, and further edited for
clarity and to provi de context.

.1. General Statenents
1. Bandwidth is necessary but not al one sufficient.

2. In many cases, Internet users don't need nore bandw dt h but
rat her need "better bandwi dth", i.e., they need other
i mprovenents to their connectivity.

3. W need both active and passive nmeasurements -- passive
measur enents can provi de historical debuggi ng.

4. W need passive neasurenents to be continuous, archivable, and
queriable, including reliability/connectivity neasurenents.

5. Avreally nmeaningful nmetric for users is whether their application
will work properly or fail because of a lack of a network with
sufficient characteristics.

6. A useful metric for goodness nust actually incentivize goodness
-- good netrics should be actionable to help drive industries
towar ds i nprovenent .

7. A lower-latency Internet, however achieved, would benefit all end
users.

.2. Specific Statements about Detail ed Protocol s/ Techni ques
1. Round-trips Per Mnute (RPM is a useful, consumable netric.

2. W need a usable tool that fills the current gap between network
reachability, latency, and speed tests.

3. End users that want to be involved in QS decisions should be
able to voice their needs and desires.

4. Applications are needed that can performand report good quality
nmeasurenents in order to identify insufficient points in network
access.

5. Research done by regul ators indicate that users/consumers prefer
a sinple netric per application, which frequently resolves to
whet her the application will work properly or not.

6. New measurenents and QoS or QE techni ques should not rely only
or depend on reading TCP headers.



7. It is clear fromdevel opers of interactive applications and from
network operators that lower latency is a strong factor in user
QQE. However, netrics are lacking to support this statenent
directly.

. 3. Probl em St at enent s and Concer ns

1. Latency nmean and nedi ans are distractions frombetter
neasur enment s.

2. It is frustrating to only neasure network services w thout
si mul t aneously i nprovi ng those servi ces.

3. Stakehol der incentives aren’'t aligned for easy wins in this
space. Incentives are needed to notivate inprovenents in public
network access. Measurenents nay be one step towards driving
competitive market incentives.

4. For future-proof networking, it is inportant to nmeasure the
ecol ogi cal inpact of material and energy usage.

5. W do not have incontrovertible evidence that any one netric
(e.g., latency or speed) is nore inmportant than others to
persuade devi ce vendors to concentrate on any one optim zation

.4. No- Consensus- Reached Statenents
Addi ti onal statenents were di scussed and recorded that did not have
consensus of the group at the tine, but they are listed here for

conpl et eness:

1. W do not have incontrovertible evidence that bufferbloat is a
preval ent probl em

2. The measurenent needs to support reporting |localization in order
to find problens. Specifically:

* Detecting a problemis not sufficient if you can't find the
| ocati on.

* Need nore than just English -- different |ocalization
concerns.

3. Stakehol der incentives aren’'t aligned for easy wins in this
space.

Fol I ow- On Wor k
There was di scussion during the workshop about where future work
shoul d be perfornmed. The group agreed that sone work coul d be done
nmore i mediately within existing | ETF worki ng groups (e.g., |PPM
Det Net, and RAW, while other longer-termresearch may be needed in
| RTF groups.

I ANA Consi derati ons
Thi s document has no | ANA acti ons.

Security Considerations

A few security-rel evant topics were discussed at the workshop,
including but not Iimted to:

* what prioritization techniques can work wi thout invading the
privacy of the comrunicating parties and
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* how oversubscri bed networks can essentially be viewed as a DDoS
attack.
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