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1. Introduction

Thi s docunent provides an overvi ew of operational networking and
transport protocol issues that pertain to the quality of experience
(QE) when streanming video and other high-bitrate nedia over the

I nternet.

Thi s docunent is intended to explain the characteristics of streamnng
medi a delivery that have surprised network designers or transport
experts who | ack specific nmedia expertise, since strean ng nedia

hi ghl i ghts key differences between commpn assunptions in existing
net wor ki ng practices and observations of nedia delivery issues
encount ered when stream ng nedi a over those existing networks.

1.1. Key Definitions

Thi s docunent defines "high-bitrate stream ng nedia over the
Internet" as foll ows:

* "High-bitrate" is a context-sensitive termbroadly intended to
capture rates that can be sustained over sone but not all of the
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target audi ence’s network connections. A snapshot of val ues
commonly qualifying as high-bitrate on today's Internet is given
by the higher-value entries in Section 3.1.1

"Stream ng" nmeans the continuous transm ssion of nmedia segnents
froma server to a client and its simultaneous consunption by the
client.

- The term "simultaneous" is critical, as nedia segnent
transm ssion is not considered "streaning" if one downl oads a
media file and plays it after the downl oad is conpl eted.
Instead, this would be called "downl oad and pl ay".

- This has two inplications. First, the sending rate for nedia
segnents nust nmatch the client’s consunption rate (whether
| cosely or tightly) to provide uninterrupted playback. That
is, the client nust not run out of nedia segnents (buffer
underrun) and rmust not accept nore nedia segnents than it can
buffer before playback (buffer overrun).

- Second, the client’s nedia segnent consunption rate is linmted
not only by the path's avail able bandw dth but al so by nedi a
segnent availability. The client cannot fetch nmedia segnents
that a nmedi a server cannot provide (yet).

"Media" refers to any type of nedia and associ ated streans, such
as video, audio, netadata, etc.

"Over the Internet" means that a single operator does not have
control of the entire path between nedia servers and nedi a
clients, so it is not a "walled garden”

Thi s docunent uses these terns to describe the streaning nedia
ecosyst em

Stream ng Media Operator: an entity that provides stream ng nedi a
servers

Medi a Server: a server that provides streaming nedia to a nedia

pl ayer, which is also referred to as a streaning nedia server, or
simply a server

Internediary: an entity that is on-path, between the stream ng nedi a

operator and the ultimte nedia consuner, and that is nmedia aware

When the streaming nedia is encrypted, an internediary nust have

credentials that allow the internmediary to decrypt the media in
order to be nmedia aware

An internediary can be one of many specialized subtypes that neet
this definition.

Medi a Player: an endpoint that requests streaming nmedia froma nedia

server for an ultimate nedia consuner, which is also referred to
as a streaming nmedia client, or sinply a client

Utimte Media Consuner: a human or nmachi ne using a nedia player
Document Scope

A full review of all stream ng nedia considerations for all types of
medi a over all types of network paths is too broad a topic to cover

conprehensively in a single docunent.

Thi s docunent focuses chiefly on the |arge-scal e delivery of

streamng high-bitrate media to end users. It is primarily intended



for those controlling endpoints involved in delivering stream ng
media traffic. This can include origin servers publishing content,
intermediaries |ike content delivery networks (CDNs), and providers
for client devices and nedi a pl ayers.

Most of the considerations covered in this docunent apply to both
"live nedia" (created and streamed as an event is in progress) and
"medi a on demand" (previously recorded nedia that is streamed from
storage), except where noted.

Most of the considerations covered in this docunent apply to both
medi a that is consumed by a nedia player, for viewing by a human, and
media that is consumed by a nachine, such as a nedia recorder that is
executing an adaptive bitrate (ABR) stream ng al gorithm except where
not ed.

Thi s docunent contains

* a short description of stream ng video characteristics in
Section 2 to set the stage for the rest of the docunent,

* general guidance on bandwi dth provisioning (Section 3) and | atency
consi derations (Section 4) for streanming nedia delivery,

* a description of adaptive encoding and adaptive delivery
techni ques in common use for stream ng video, along with a
description of the chall enges nedia senders face in detecting the
bitrate avail abl e between the nedi a sender and nedi a recei ver, and
a collection of nmeasurenments by a third party for use in analytics
(Section 5),

* a description of existing transport protocols used for nedia
stream ng and the issues encountered when using those protocols,
along with a description of the QU C transport protocol [RFC9000]
nmore recently used for stream ng nedia (Section 6),

* a description of inplications when stream ng encrypted nedi a
(Section 7), and

* a pointer to additional resources for further reading on this
rapi dly changi ng subject (Section 8).

Topi cs outside this scope include the foll ow ng:

* an in-depth examination of real-tinme, two-way interactive nedia,
such as videoconferencing; although this document touches lightly
on topics related to this space, the intent is to |let readers know
that for nore in-depth coverage they should | ook to other
docunents, since the techniques and issues for interactive real -
time, two-way nmedia differ so dramatically fromthose in |arge-
scal e, one-way delivery of stream ng nedi a.

* gpecific reconendati ons on operational practices to nmitigate
i ssues described in this docunment; although sone known mitigations
are nentioned in passing, the primary intent is to provide a point
of reference for future solution proposals to describe how new
technol ogi es address or avoid existing probl ens.

* generalized network performance techniques; while considerations,
such as data center design, transit network design, and "walled
garden” optimnzations, can be crucial conponents of a performant
stream ng nedi a service, these are considered i ndependent topics
that are better addressed by other docunents.

* transparent tunnels; while tunnels can have an inpact on stream ng
media via issues like the round-trip time and the maxi num
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transm ssion unit (MrU) of packets carried over tunnels, for the
pur poses of this docunent, these issues are considered as part of
the set of network path properties.

Questions about whether this docunment al so covers "Web Real - Ti ne
Conmuni cati on (WbRTC)" have conme up often. It does not. WebRTC s
princi pal nmedia transport protocol [RFC3834] [RFC8835], the Real -tine
Transport Protocol (RTP), is nmentioned in this docunent. However, as
noted in Section 2, it is difficult to give general guidance for
unreliable nmedia transport protocols used to carry interactive real -
time nedia.

Qur Focus on Stream ng Vi deo

As the Internet has grown, an increasingly |arge share of the traffic
delivered to end users has becone video. The nbst recent avail able
estimates found that 75% of the total traffic to end users was video
in 2019 (as described in [ RFC8404], such traffic surveys have since
becone i nmpossible to conduct due to ubiquitous encryption). At that
time, the share of video traffic had been growing for years and was
projected to continue growi ng (Appendix D of [CVNI]).

A substantial part of this growmh is due to the increased use of
stream ng video. However, video traffic in real-tinme conmunications
(for example, online videoconferencing) has al so grown significantly.
Wil e both stream ng video and vi deoconferencing have real -tine
delivery and |l atency requirenments, these requirenents vary from one
application to another. For additional discussion of |atency

requi renents, see Section 4.

In many contexts, nedia traffic can be handl ed transparently as
generic application-level traffic. However, as the volune of nedia
traffic continues to grow, it is becomng increasingly inportant to
consider the effects of network design decisions on application-I|eve
performance, with considerations for the inpact on nedia delivery.

Much of the focus of this docunment is on nedia stream ng over HITP
HTTP is widely used for media stream ng because

* support for HTTP is widely available in a wi de range of operating
syst ens,

* HITP is also used in a wide variety of other applications,

* HITP has been denonstrated to provide acceptabl e performance over
the open Internet,

* HTTP includes state-of-the-art standardi zed security mechani smns,
and

* HTTP can use al ready-depl oyed caching infrastructure, such as
CDNs, | ocal proxies, and browser caches.

Various HTTP versions have been used for nedia delivery. HITP/ 1.0,
HTTP/ 1.1, and HTTP/2 are carried over TCP [ RFC9293], and TCP' s
transport behavior is described in Section 6.1. HITP/3 is carried
over QU C, and QUIC s transport behavior is described in Section 6. 3.

Unreliable nmedia delivery using RTP and ot her UDP-based protocols is
al so discussed in Sections 4.1, 6.2, and 7.2, but it is difficult to
gi ve general guidance for these applications. For instance, when
packet | oss occurs, the nost appropriate response may depend on the
type of codec being used.

Bandwi dt h Provi si oni ng
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1. Scaling Requirements for Media Delivery

1.1. Video Bitrates

1.

Vi deo bitrate selection depends on many vari abl es including the
resolution (height and width), frame rate, color depth, codec,
encodi ng paraneters, scene conplexity, and amount of notion

General | y speaking, as the resolution, frane rate, color depth, scene
conpl exity, and anount of notion increase, the encoding bitrate
increases. As newer codecs with better conpression tools are used,
the encoding bitrate decreases. Sinilarly, a multi-pass encodi ng
general |y produces better quality output conpared to single-pass
encoding at the same bitrate or delivers the sanme quality at a | ower
bitrate.

Here are a few common resol utions used for video content, with
typical ranges of bitrates for the two nost popul ar video codecs
[ Encodi ngs] .

[ Rl el ety el
| Nane | Wdth x Height | H. 264 | H. 265 |
B e s sl el e e e ey o3
| DVD | 720 x 480 | 1.0 Mops | 0.5 Mops |
R R R R +
| 720p (1K) | 1280 x 720 | 3-4.5 Mops | 2-4 Mops |
I i I I I i I i +
| 1080p (2K) | 1920 x 1080 | 6-8 Mops | 4.5-7 Mops

I I I I I +
| 2160p (4k) | 3840 x 2160 | NA | 10-20 Mbps |
R R R R +

Table 1. Typical Resolutions and Bitrate Ranges Used
for Video Encoding

* Note that these codecs do not take the actual "avail able
bandwi dt h" between nmedi a servers and medi a players into account
when encodi ng because the codec does not have any idea what
networ k paths and network path conditions will carry the encoded
video at sone point in the future. It is comon for codecs to
offer a small nunber of resource variants, differing only in the
bandwi dt h each variant targets.

* Note that nedia players attenpting to receive encoded video across
a network path with insufficient avail able path bandw dth m ght
request the nedia server to provide video encoded for | ower
bitrates, at the cost of |lower video quality, as described in
Section 5. 3.

* In order to provide multiple encodings for video resources, the
codec nust produce nultiple variants (also called renditions) of
the video resource encoded at various bitrates, as described in
Section 5. 2.

2. Virtual Reality Bitrates

The bitrates given in Section 3.1.1 describe video streans that
provide the user with a single, fixed point of view-- therefore, the
user has no "degrees of freedoni', and the user sees all of the video
i mmge that is avail able.

Even basic virtual reality (360-degree) videos that allow users to

| ook around freely (referred to as "three degrees of freedoni or
3DoF) require substantially larger bitrates when they are captured
and encoded, as such videos require nultiple fields of view of the
scene. Yet, due to smart delivery nethods, such as vi ewport-based or
tile-based stream ng, there is no need to send the whole scene to the



user. Instead, the user needs only the portion corresponding to its
vi ewpoi nt at any given tinme [Survey360].

In more imersive applications, where limted user novenment ("three
degrees of freedom plus" or 3DoF+) or full user noverment ("six
degrees of freedont or 6DoF) is allowed, the required bitrate grows
even further. 1In this case, inmmersive content is typically referred
to as volunetric nedia. One way to represent the volunetric nmedia is
to use point clouds, where streanming a single object may easily
require a bitrate of 30 Mips or higher. Refer to [MPEA] and [ PCC
for nore details.

. 2. Pat h Bottl enecks and Constraints

Even when the bandwi dth requirenents for nedia streans along a path
are well understood, additional analysis is required to understand
the constraints on bandwi dth at various points along the path between
medi a servers and nedia players. Media streanms can encounter

bottl enecks at many points along a path, whether the bottleneck
happens at a node or at a path segnent al ong the path, and these
bottl enecks may involve a | ack of processing power, buffering
capacity, link speed, or any other exhaustible resource.

Medi a servers may react to bandw dth constraints using two
i ndependent feedback | oops:

* Media servers often respond to application-level feedback fromthe
medi a player that indicates a bottleneck sonewhere al ong the path
by sending a different nmedia bitrate. This is described in
greater detail in Section 5.

* Media servers also typically rely on transport protocols with
capaci ty-seeki ng congestion controllers that probe for avail able
pat h bandwi dth and adjust the nedia sending rate based on
transport mechanisnms. This is described in greater detail in
Section 6.

The result is that these two (potentially conpeting) "hel pful"”
mechani sns each respond to the sane bottleneck with no coordination
bet ween t hensel ves, so that each is unaware of actions taken by the
other, and this can result in QoE for users that is significantly

| ower than what coul d have been achi eved.

One m ght wonder why nedia servers and transport protocols are each
unawar e of what the other is doing, and there are multiple reasons
for that. One reason is that nedia servers are often inplenented as
applications executing in user space, relying on a general -purpose
operating systemthat typically has its transport protocols

i mpl emented in the operating system kernel, making decisions that the
medi a server never knows about.

As one exanple, if a nedia server overestinmates the avail abl e
bandwi dth to the nedia player,

* the transport protocol may detect |oss due to congestion and
reduce its sending w ndow size per round trip,

* the media server adapts to application-level feedback fromthe
medi a player and reduces its own sending rate, and/or

* the transport protocol sends nedia at the new, |lower rate and
confirnms that this new, lower rate is "safe" because no transport-
| evel loss is occurring.

However, because the nedia server continues to send at the new, | ower
rate, the transport protocol’s maxi mum sending rate is now limted by
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the amount of information the media server queues for transm ssion
Therefore, the transport protocol cannot probe for available path
bandwi dth by sending at a higher rate until the nmedia player requests
segnents that buffer enough data for the transport to performthe

pr obi ng.

To avoid these types of situations, which can potentially affect al
the users whose stream ng nedia segnents traverse a bottleneck path
segnent, there are several possible nmitigations that stream ng
operators can use. However, the first step toward nitigating a
problemis knowi ng that a problemis occurring.

1. Recognizing Changes from a Baseline

There are nmany reasons why path characteristics m ght change in
normal operation. For exanpl e:

* |f the path topol ogy changes. For exanple, routing changes, which
can happen in normal operation, may result in traffic being
carried over a new path topology that is partially or entirely
disjointed fromthe previous path, especially if the new path
topol ogy includes one or nore path segnents that are nore heavily
| oaded, offer |lower total bandw dth, change the overall Path MIU
size, or sinply cover nore distance between the path endpoints.

* |f cross traffic that also traverses part or all of the sane path
topol ogy i ncreases or decreases, especially if this new cross
traffic is "inelastic" and does not respond to indications of path
congesti on.

* Wreless links (W-Fi, 5G LTE, etc.) may see rapid changes to
capacity fromchanges in radio interference and signal strength as
endpoi nts nove.

To recogni ze that a path carrying stream ng nmedi a has experienced a
change, maintaining a baseline that captures its prior properties is
fundanmental. Analytics that aid in that recognition can be nore or

| ess sophisticated and can usefully operate on several different tine
scales, frommlliseconds to hours or days.

Useful properties to nonitor for changes can include the foll ow ng:

* round-trip tines

* Jloss rate (and explicit congestion notification (ECN) [RFC3168]
when in use)

* out-of-order packet rate
* packet and byte receive rate
* application-level goodput

* properties of other connections carrying conpeting traffic, in
addition to the connections carrying the streanm ng nedia

* externally provided neasurenents, for exanple, fromnetwork cards
or metrics collected by the operating system

Pat h Requirenents

The bitrate requirenents in Section 3.1 are per end user actively
consunming a nedia feed, so in the worst case, the bitrate demands can
be multiplied by the nunber of sinultaneous users to find the

bandwi dth requirenents for a delivery path with that number of users
downstream For exanple, at a node with 10,000 downstream users



si mul t aneously consum ng vi deo streans, approximtely 80 Gops m ght
be necessary for all of themto get typical content at 1080p
resol ution.

However, when there is some overlap in the feeds being consuned by
end users, it is sonetimes possible to reduce the bandw dth

provi sioning requirenents for the network by perform ng sonme kind of
replication within the network. This can be achi eved via object
caching with the delivery of replicated objects over individua
connections and/or by packet-level replication using nmulticast.

To the extent that replication of popular content can be perfornmed,
bandwi dth requirenents at peering or ingest points can be reduced to
as low as a per-feed requirenent instead of a per-user requirenent.

3.4. Caching Systens

VWhen demand for content is relatively predictable, and especially
when that content is relatively static, caching content close to
requesters and prel oading caches to respond quickly to initia
requests are often useful (for exanple, HTTP/ 1.1 caching is described
in [RFCO111]). This is subject to the usual considerations for
caching -- for exanple, how much data nust be cached to nake a
significant difference to the requester and how the benefit of
cachi ng and prel oadi ng cache bal ances agai nst the costs of tracking
stale content in caches and refreshing that content.

It is worth noting that not all high-denand content is "live"
content. One relevant exanple is when popul ar stream ng content can
be staged close to a significant nunber of requesters, as can happen
when a new epi sode of a popular showis released. This content may
be largely stable and is therefore lowcost to maintain in nultiple
pl aces throughout the Internet. This can reduce demands for high
end-t o-end bandw dth wi thout having to use nechanisns |ike multicast.

Caching and prel oading can al so reduce exposure to peering point
congestion, since less traffic crosses the peering point exchanges if
the caches are placed in peer networks. This is especially true when
the content can be prel oaded during off-peak hours and if the
transfer can nmake use of "A Lower-Effort Per-Hop Behavi or (LE PHB)
for Differentiated Services" [RFC8622], "Low Extra Del ay Background
Transport (LEDBAT)" [RFC6817], or simlar mechani sms.

Al'l of this depends, of course, on the ability of a stream ng nedia
operator to predict usage and provision bandw dth, caching, and other
mechani snms to neet the needs of users. |In sone cases (Section 3.5),
this is relatively routine, but in other cases, it is nore difficult
(Section 3.6).

Wth the enmergence of ultra-lowlatency stream ng, responses have to
start streaming to the end user while still being transnmitted to the
cache and while the cache does not yet know the size of the object.
Sone of the popul ar caching systens were desighed around a cache
footprint and had deeply ingrained assunpti ons about know ng the size
of objects that are being stored, so the change in design
requirenents in |long-established systens caused sone errors in
production. |Incidents occurred where a transmission error in the
connection fromthe upstream source to the cache could result in the
cache holding a truncated segrment and transnmitting it to the end
user’s device. 1In this case, players rendering the streamoften had
a pl ayback freeze until the player was reset. |In sonme cases, the
truncat ed obj ect was even cached that way and served | ater to other
pl ayers as well, causing continued stalls at the sane spot in the
media for all players playing the segnment delivered fromthat cache
node.



3.5. Predictable Usage Profiles

H storical data shows that users consume nore videos, and these

vi deos are encoded at a bitrate higher than they were in the past.

I mprovenents in the codecs that hel p reduce the encoding bitrates
with better conpression al gorithns have not offset the increase in
the demand for the higher quality video (higher resolution, higher
frane rate, better color gamut, better dynam c range, etc.). In
particul ar, nobile data usage in cellular access netwrks has shown a
| arge junp over the years due to increased consunption of

entertai nnent and conversational video

3.6. Unpredictable Usage Profiles

It is also possible for usage profiles to change significantly and
suddenly. These changes are nore difficult to plan for, but at a
m ni mum recogni zi ng that sudden changes are happening is critical

The two exanples that follow are instructive.
3.6.1. Peer-to-Peer Applications

In the first exanple, described in "Report fromthe | ETF Wrkshop on
Peer-to-Peer (P2P) Infrastructure, May 28, 2008" [ RFC5594], when the
BitTorrent file sharing application came into w despread use in 2005,
sudden and unexpected growth in peer-to-peer traffic led to
complaints fromI|SP custoners about the perfornance of del ay-
sensitive traffic (Voice over IP (VolP) and ganming). These
performance issues resulted fromat |east tw causes:

* Many access networks for end users used underlying technol ogi es
that are inherently asymetric, favoring downstream bandw dth
(e.g., ADSL, cellular technol ogies, and nost | EEE 802. 11
variants), assuning that nost users will need nmore downstream
bandwi dt h t han upstream bandwidth. This is a good assunption for
client-server applications, such as stream ng nmedia or software
downl oads, but BitTorrent rewarded peers that upl oaded as rmuch as
t hey downl oaded, so BitTorrent users had nmuch nore synmmetric usage
profiles, which interacted badly with these asymretric access
net wor k technol ogi es.

* Some P2P systems al so used distributed hash tables to organize
peers into a ring topol ogy, where each peer knew its "next peer"
and "previous peer". There was no connection between the
application-level ring topology and the | ower-I|evel network
topol ogy, so a peer’'s "next peer" mght be anywhere on the
reachable Internet. Traffic nodels that expected nost
communi cation to take place with a relatively small numnber of
servers were unable to cope with peer-to-peer traffic that was
much | ess predictable.

Especially as end users increase the use of video-based socia
networ ki ng applications, it will be hel pful for access network
providers to watch for increasing nunbers of end users upl oadi ng
significant anmounts of content.

3.6.2. Inpact of d obal Pandenic

Early in 2020, the COVI D-19 pandeni c and resulting quarantines and
shutdowns led to significant changes in traffic patterns due to a

| arge number of people who suddenly started working and attending
school renotely and using nore interactive applications (e.qg.,

vi deoconferenci ng and streanmi ng nedia). Subsequently, the Internet
Architecture Board (1 AB) held a COVID-19 Network | npacts Wrkshop

[ RFCO075] in November 2020. The follow ng observations fromthe
wor kshop report are worth consi dering.
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* Participants describing different types of networks reported
different kinds of inpacts, but all types of networks saw i npacts.

*  Mobile networks saw traffic reductions, and residential networks
saw significant increases.

* Reported traffic increases fromI|SPs and | nternet Exchange Points
(I' XPs) over just a few weeks were as big as the traffic growth
over the course of a typical year, representing a 15-20% surge in
growth to land at a new normal that was nuch hi gher than
anti ci pat ed.

* At Deutscher Commercial Internet Exchange (DE-CI X) Frankfurt, the
world's largest IXP in terns of data throughput, the year 2020 has
seen the largest increase in peak traffic within a single year
since the | XP was founded in 1995

* The usage pattern changed significantly as work-from hone and
vi deoconf erenci ng usage peaked during normal work hours, which
woul d have typically been off-peak hours with adults at work and
children at school. One night expect that the peak woul d have had
nmore inpact on networks if it had happened during typical evening
peak hours for stream ng applications.

* The increase in daytine bandw dth consunption reflected both
significant increases in essential applications, such as
vi deoconferencing and virtual private networks (VPNs), and
entertai nnent applications as people watched vi deos or played
garnes.

* At the I XP level, it was observed that physical link utilization
increased. This phenonenon coul d probably be expl ained by a
hi gher | evel of uncacheable traffic, such as videoconferencing and
VPNs, fromresidential users as they stopped comruting and
switched to working at hone.

Again, it will be helpful for stream ng operators to nonitor traffic
as described in Section 5.6, watching for sudden changes in
per f or mance.

Lat ency Consi derations

Stream ng nedia latency refers to the "glass-to-glass" time duration,
which is the delay between the real-life occurrence of an event and
the streamed nedi a being appropriately played on an end user’s
device. Note that this is different fromthe network | atency
(defined as the time for a packet to cross a network fromone end to
anot her end) because it includes nedia encodi ng/ decodi ng and
buffering tinme and, for nost cases, also the ingest to an

i ntermedi ate service, such as a CDN or other nedia distribution
service, rather than a direct connection to an end user

The team working on this docurment found these rough categories to be
useful when considering a stream ng nedia application s |atency
requirenents:

* ultra-lowlatency (less than 1 second)

* |lowlatency live (less than 10 seconds)

* non-lowlatency live (10 seconds to a few m nutes)

* on-demand (hours or nore)

U tra-Low Latency



Utra-lowlatency delivery of nmedia is defined here as having a
gl ass-to-gl ass delay target under 1 second.

Some nedia content providers aimto achieve this level of latency for
live media events. This introduces new chal |l enges when conpared to
the other latency categories described in Section 4, because ultra-

|l owlatency is on the sane scale as comonly observed end-to-end
network | atency variation, often due to bufferbloat [CoDel], W-Fi
error correction, or packet reordering. These effects can nake it
difficult to achieve ultra-lowlatency for nmany users and nmay require
accepting relatively frequent user-visible nedia artifacts. However,
for controlled environments that provide mtigations agai nst such
effects, ultra-lowlatency is potentially achievable with the right
provi sioning and the right nmedia transport technol ogi es.

Most applications operating over |IP networks and requiring |atency
this low use the Real -tine Transport Protocol (RTP) [RFC3550] or
WebRTC [ RFC8825], which uses RTP as its nedia transport protocol,
along with several other protocols necessary for safe operation in
br owsers.

It is worth noting that many applications for ultra-lowl atency
delivery do not need to scale to as many users as applications for

| ow| atency and non-low 1l atency live delivery, which sinplifies many
del i very considerations.

Recommended readi ng for applications adopting an RTP-based approach
al so includes [ RFC7656]. For increasing the robustness of the

pl ayback by inmpl enenti ng adapti ve pl ayout methods, refer to [ RFC4733]
and [ RFC6843].

4.1.1. Near-Real -Tinme Latency

Sone Internet applications that incorporate nedia streamn ng have
specific interactivity or control -feedback requirenments that drive
much | ower gl ass-to-glass nmedia |atency targets than 1 second. These
i ncl ude vi deoconferencing or voice calls; renote video ganepl ay;
renote control of hardware platforns |ike drones, vehicles, or

surgi cal robots; and many ot her envi sioned or deployed interactive
appl i cations.

Applications with latency targets in these regines are out of scope
for this docunent.

4.2. Low Latency Live

Lowlatency live delivery of nedia is defined here as having a gl ass-
to-gl ass delay target under 10 seconds.

This level of latency is targeted to have a user experience simlar
to broadcast TV delivery. A frequently cited problemwth failing to
achieve this level of latency for live sporting events is the user
experience failure fromhaving crowmds w thin earshot of one another
who react audibly to an inmportant play or fromusers who | earn of an
event in the match via some other channel, for exanple, social nedia,
before it has happened on the screen showi ng the sporting event.

Applications requiring lowlatency live nedia delivery are generally
feasible at scale with some restrictions. This typically requires
the use of a prem um service dedicated to the delivery of |live nedia,
and sone trade-offs may be necessary relative to what is feasible in
a higher-latency service. The trade-offs may include higher costs,
delivering a lower quality nedia, reduced flexibility for adaptive
bitrates, or reduced flexibility for available resolutions so that
fewer devices can receive an encoding tuned for their display. Low



|l atency live delivery is also nore susceptible to user-visible
di sruptions due to transient network conditions than higher-Iatency
servi ces

I mpl ementation of a lowlatency Iive media service can be achi eved
with the use of HITP Live Streaming (HLS) [ RFC8216] by using its | ow
| at ency extension (called LL-HLS) [HLS-RFC8216BIS] or with Dynamc
Adaptive Stream ng over HITP (DASH) [ MPEG DASH] by using its | ow

| at ency extension (called LL-DASH) [LL-DASH]. These extensions use
the Conmon Media Application Format (CMAF) standard [ MPEG CVAF] t hat
all ows the nedia to be packaged into and transnmitted in units smaller
than segnents, which are called "chunks" in CMAF | anguage. This way,
the | atency can be decoupled fromthe duration of the nedia segnents.
Wthout a CMAF-1i ke packaging, |lower |atencies can only be achieved
by using very short segnent durations. However, using shorter
segnents neans using nore frequent intra-coded franes, and that is
detrinmental to video encoding quality. The CMAF standard allows us
to still use |longer segments (inproving encoding quality) w thout
penal i zi ng | at ency.

Wiile an LL-HLS client retrieves each chunk with a separate HTTP CET
request, an LL-DASH client uses the chunked transfer encoding feature
of the HTTP [ CMAF- CTE], which allows the LL-DASH client to fetch al
the chunks belonging to a segnent with a single GET request. An HTTP
server can transmt the CMAF chunks to the LL-DASH client as they
arrive fromthe encoder/packager. A detailed conparison of LL-HLS
and LL-DASH is given in [ MVBP20].

4.3. Non-Low Latency Live

Non-| ow | atency live delivery of nmedia is defined here as a live
stream that does not have a | atency target shorter than 10 seconds.

This level of latency is the historically commobn case for segnented
medi a delivery using HLS and DASH. This level of latency is often
consi dered adequate for content |like news. This level of latency is
al so sometines achieved as a fall back state when sone part of the
delivery systemor the client-side players do not support |owl atency
|ive streani ng.

This level of latency can typically be achieved at scale with
commodity CDN services for HTTP(s) delivery, and in sone cases, the
increased tine window can allow for the production of a w der range
of encoding options relative to the requirenents for a | ower-| atency
service without the need for increasing the hardware footprint, which
can allow for wi der device interoperability.

4.4. On-Denmand

On-demand nedia streamng refers to the playback of pre-recorded
medi a based on a user’s action. |n sone cases, on-demand nedia is
produced as a by-product of a |live nedia production, using the sane
segnents as the live event but freezing the manifest that describes
the nedia available fromthe nedia server after the |ive event has
finished. In other cases, on-denmand nedia is constructed out of pre-
recorded assets with no stream ng necessarily involved during the
production of the on-denand content.

On-demand nedi a generally is not subject to | atency concerns, but
other timng-related considerations can still be as inportant or even
nmore inportant to the user experience than the sane considerations
with live events. These considerations include the startup tine, the
stability of the nedia stream s playback quality, and avoi dance of
stalls and other nedia artifacts during the playback under all but
the nost severe network conditions.



In sone applications, optim zations are avail able to on-demand nedi a
but are not always available to |live events, such as prel oading the
first segnment for a startup tinme that does not have to wait for a
net wor k downl oad to begin.

5. Adaptive Encoding, Adaptive Delivery, and Measurenment Collection

Thi s section describes one of the best-known ways to provide a good
user experience over a given network path, but one thing to keep in
mnd is that application-level nechanisns cannot provide a better
experience than the underlying network path can support.

5.1. Overview

A sinple nodel of nedia playback can be described as a nedia stream
consuner, a buffer, and a transport mechanismthat fills the buffer
The consunption rate is fairly static and is represented by the
content bitrate. The size of the buffer is also conmonly a fixed
size. The buffer fill process needs to be at |east fast enough to
ensure that the buffer is never enpty; however, it also can have
significant conplexity when things |ike personalization or
advertising insertion workflows are introduced.

The challenges in filling the buffer in a timely way fall into two
broad categori es:

* Content variation (also sonetines called a "bitrate |adder") is
the set of content renditions that are available at any given
sel ection point.

* Content selection conprises all of the steps a client uses to
determ ne which content rendition to play.

The nechani smused to select the bitrate is part of the content
sel ection, and the content variation is all of the different bitrate
rendi ti ons.

Adaptive bitrate stream ng ("ABR stream ng" or sinply "ABR') is a
commonl y used technique for dynam cally adjusting the nedia quality
of a streamto match bandwi dth availability. Wen this goal is

achi eved, the nedia server will tend to send enough nedi a that the
medi a pl ayer does not "stall", w thout sending so nmuch media that the
medi a pl ayer cannot accept it.

ABR uses an application-level response strategy in which the
streaming client attenpts to detect the avail able bandw dth of the
network path by first observing the successful application-|ayer
downl oad speed; then, given the avail able bandwi dth, the client
chooses a bitrate for each of the video, audio, subtitles, and

nmet adata (anong a |inmted nunber of available options for each type
of nmedia) that fits within that bandw dth, typically adjusting as
changes in avail abl e bandwi dth occur in the network or changes in
capabilities occur during the playback (such as avail able nenory,
CPU, display size, etc.).

5.2. Adaptive Encoding

Medi a servers can provide nedia streans at various bitrates because
the nmedi a has been encoded at various bitrates. This is a so-called
"l adder" of bitrates that can be offered to nmedia players as part of
the mani fest so that the media player can sel ect anong the avail abl e
bitrate choices

The nedia server nay al so choose to alter which bitrates are nade
avail abl e to players by adding or removing bitrate options fromthe
| adder delivered to the player in subsequent manifests built and sent
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to the player. This way, both the player, through its selection of
bitrate to request fromthe nanifest, and the server, through its
construction of the bitrates offered in the manifest, are able to
af fect network utilization.

Adaptive Segmented Delivery

Adapti ve segnented delivery attenpts to optimze its own use of the
pat h between a nedia server and a nedia client. ABR playback is
commonl y inpl enented by streaming clients using HLS [ RFC8216] or DASH
[ MPEG-DASH] to performa reliable segnented delivery of nedia over
HTTP. Different inplenmentations use different strategies

[ ABRSurvey], often relying on proprietary algorithns (called rate
adaptation or bitrate selection algorithns) to performavail abl e
bandwi dth estimation/prediction and the bitrate sel ection

Many systens will do an initial probe or a very sinple throughput
speed test at the start of nedia playback. This is done to get a
rough sense of the highest (total) nmedia bitrate that the network
bet ween the server and player will likely be able to provide under
initial network conditions. After the initial testing, clients tend
to rely upon passive network observations and will nake use of

pl ayer-side statistics, such as buffer fill rates, to nonitor and
respond to changi ng network conditions.

The choice of bitrate occurs within the context of optimzing for one
or nore nmetrics nonitored by the client, such as the highest

achi evabl e audi ovisual quality or the | owest chances for a
rebuffering event (playback stall).

Adverti si ng

The inclusion of advertising alongside or interspersed with streamn ng
media content is common in today’'s nedia | andscape.

Sone conmonly used forns of advertising can introduce potential user
experience issues for a nedia stream This section provides a very
brief overview of a conplex and rapidly evol ving space.

The sane techniques used to allow a nmedia player to switch between
renditions of different bitrates at segnent boundaries can al so be
used to enable the dynanmic insertion of advertisenents (hereafter
referred to as "ads"), but this does not nean that the insertion of
ads has no effect on the user’s quality of experience.

Ads may be inserted with either Cient-side Ad Insertion (CSAl) or
Server-side Ad Insertion (SSAl). In CSAl, the ABR nanifest wll
generally include links to an external ad server for some segnents of
the media stream while in SSAl, the server will remain the sane
during ads but will include nmedia segnents that contain the
advertising. In SSAl, the nedia segnents may or nmay not be sourced
froman external ad server like with CSAl.

In general, the nore targeted the ad request is, the nmore requests
the ad service needs to be able to handl e concurrently. If
connectivity is poor to the ad service, this can cause rebuffering
even if the underlying nedia assets (both content and ads) can be
accessed quickly. The less targeted the ad request is, the nore
likely that ad requests can be consolidated and that ads can be
cached simlarly to the nmedia content.

In sone cases, especially with SSAl, advertising space in a streamis
reserved for a specific advertiser and can be integrated with the

vi deo so that the segnents share the sanme encodi ng properties, such
as bitrate, dynamic range, and resolution. However, in nany cases,
ad servers integrate with a Supply Side Platform (SSP) that offers



advertising space in real-time auctions via an Ad Exchange, w th bids
for the advertising space conmng from Denand Side Platfornms (DSPs)
that collect noney fromadvertisers for delivering the ads. Most
such Ad Exchanges use application-level protocol specifications

publi shed by the Interactive Advertising Bureau [|AB-ADS], an

i ndustry trade organization

Thi s ecosystem bal ances several conpeting objectives, and integrating
with it naively can produce surprising user experience results. For
exanmpl e, ad server provisioning and/or the bitrate of the ad segnments
mght be different fromthat of the main content, and either of these
differences can result in playback stalls. For another exanple,
since the inserted ads are often produced i ndependently, they m ght
have a different base volunme | evel than the main content, which can
make for a jarring user experience.

Anot her maj or source of conpeting objectives comes from user privacy
consi derations vs. the advertiser’s incentives to target ads to user
segnents based on behavioral data. Miltiple studies, for exanple,

[ BEHAVE] and [ BEHAVE2], have reported |large inprovenents in ad

ef fecti veness when using behaviorally targeted ads, relative to
untargeted ads. This provides a strong incentive for advertisers to
gain access to the data necessary to perform behavi oral targeting,

| eadi ng sone to engage in what is indistinguishable froma pervasive
moni toring attack [ RFC7258] based on user tracking in order to
collect the relevant data. A nore conplete review of issues in this
space is available in [ BALANCI NG .

On top of these conpeting objectives, this market historically has
had incidents of msreporting of ad delivery to end users for
financial gain [ADFRAUD]. As a nmitigation for concerns driven by
those incidents, sone SSPs have required the use of specific nedia
pl ayers that include features |ike reporting of ad delivery or
provi di ng additional user information that can be used for tracking.

In general, this is a rapidly devel opi ng space w th nmany

consi derations, and medi a stream ng operators engaged in advertising
may need to research these and other concerns to find solutions that
meet their user experience, user privacy, and financial goals. For
further reading on nitigations, [BAP] has published sone standards
and best practices based on user experience research.

5.5. Bitrate Detection Chall enges

Thi s ki nd of bandw dt h-measur enent system can experience vari ous
troubles that are affected by networking and transport protoco

i ssues. Because adaptive application-level response strategies are
often using rates as observed by the application | ayer, there are
sometines inscrutable transport-|evel protocol behaviors that can
produce surprising neasurenent val ues when the application-|eve
feedback | oop is interacting with a transport-Ievel feedback | oop

A few specific exanples of surprising phenonena that affect bitrate
detection measurenents are described in the foll ow ng subsections.

As these exanples will denonstrate, it is comopn to encounter cases
that can deliver application-level nmeasurenents that are too |ow, too
hi gh, and (possibly) correct but that vary nore quickly than a | ab-
tested selection al gorithm m ght expect.

These effects and others that cause transport behavior to diverge
fromlab nodeling can sonetinmes have a significant inpact on bitrate
sel ection and on user QOE, especially where players use naive

measur enent strategies and selection algorithnms that do not account
for the likelihood of bandw dth neasurenents that diverge fromthe
true path capacity.
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5.1. Idle Time between Segnents

When the bitrate selection is chosen substantially bel ow the
avai | abl e capacity of the network path, the response to a segnent
request will typically conplete in nuch | ess absolute tine than the
duration of the requested segnment, leaving significant idle time
bet ween segnment downl oads. This can have a few surprising
consequences:

* TCP slowstart, when restarting after idle, requires nultiple RTTs
to re-establish a throughput at the network’s avail abl e capacity.
When the active transmssion tinme for segnments is substantially
shorter than the tine between segnents, |eaving an idle gap
bet ween segnents that triggers a restart of TCP slowstart, the
estimate of the successful downl oad speed conming fromthe
application-visible receive rate on the socket can thus end up
much | ower than the actual available network capacity. This, in
turn, can prevent a shift to the nost appropriate bitrate.

[ RFC7661] provides sone mitigations for this effect at the TCP
transport layer for senders who anticipate a high incidence of
this probl em

*  Mbile flow bandwi dth spectrum and tinm ng nappi ng can be inpacted
by idle tinme in some networks. The carrier capacity assigned to a
physical or virtual link can vary with activity. Depending on the
idle tine characteristics, this can result in a |ower available
bitrate than woul d be achievable with a steadier transmission in
the sane network

Sone receiver-side ABR al gorithms, such as [ELASTIC], are designed to
try to avoid this effect.

Another way to mitigate this effect is by the help of two

si mul t aneous TCP connections, as explained in [ MWys1l] for M crosoft
Smooth Streaming. |In sonme cases, the systemlevel TCP slowstart
restart can al so be disabled, for exanple, as described in
[ORei |l | y-HPBN] .

5.2. Noi sy Measurenents

In addition to snoothing over an appropriate tine scale to handle
network jitter (see [ RFC5481]), ABR systens relying on measurenents
at the application | ayer also have to account for noise fromthe in-
order data transmi ssion at the transport |ayer

For instance, in the event of a | ost packet on a TCP connection with
SACK support (a common case for segmented delivery in practice), |oss
of a packet can provide a confusing bandw dth signal to the receiving
application. Because of the sliding windowin TCP, many packets may
be accepted by the receiver without being available to the
application until the m ssing packet arrives. Upon the arrival of
the one m ssing packet after retransmit, the receiver will suddenly
get access to a lot of data at the same tine.

To a receiver neasuring bytes received per unit tinme at the
application layer and interpreting it as an estinate of the avail able
networ k bandwi dth, this appears as a high jitter in the goodput
measur enent, presenting as a stall followed by a sudden | eap that can
far exceed the actual capacity of the transport path fromthe server
when the hole in the received data is filled by a |ater

retransm ssion.

5.5.3. Wde and Rapid Variation in Path Capacity

As many end devi ces have noved to wirel ess connections for the fina
hop (such as W-Fi, 5G LTE, etc.), new problenms in bandw dth



det ecti on have energed

In nost real -world operating environnents, wireless |inks can often
experi ence sudden changes in capacity as the end user device noves
fromplace to place or encounters new sources of interference.

M crowave ovens, for example, can cause a throughput degradation in
W-Fi of nmore than a factor of 2 while active [Mcro].

These swings in actual transport capacity can result in user
experience i ssues when interacting with ABR al gorithnms that are not
tuned to handle the capacity variation gracefully.

5. 6. Measur enent Col | ecti on

Medi a pl ayers use neasurenents to guide their segnent-by-segnent
adaptive stream ng requests but nay al so provi de neasurenents to
stream ng nedi a providers.

In turn, media providers may base anal ytics on these measurenents to
gui de deci sions, such as whether adaptive encoding bitrates in use
are the best ones to provide to nedia players or whether current
medi a content caching is providing the best experience for viewers.

To that effect, the Consuner Technol ogy Association (CTA), who owns
the Web Application Video Ecosystem (WAVE) project, has published two
i mportant specifications.

* CTA-2066: Streaming Quality of Experience Events, Properties and
Metrics

[ CTA-2066] specifies a set of nedia player events, properties, QE
metrics, and associated term nology for representing streaning nedia
(OE across systens, nedia players, and anal ytics vendors. Wile al
these events, properties, netrics, and associ ated term nol ogy are
used across a nunber of proprietary analytics and nmeasurenent
solutions, they were used in slightly (or vastly) different ways that
led to interoperability issues. CTA-2066 attenpts to address this

i ssue by defining comon term nol ogy and how each netric should be
conputed for consistent reporting.

* CTA-5004: Web Application Video Ecosystem- Comon Media dient
Dat a ( CMCD)

Many assune that the CDNs have a holistic view of the health and
performance of the streanming clients. However, this is not the case.
The CDNs produce nillions of log |ines per second across hundreds of
thousands of clients, and they have no concept of a "session" as a
client would have, so CDNs are decoupled fromthe nmetrics the clients
generate and report. A CDN cannot tell which request belongs to

whi ch pl ayback session, the duration of any nmedia object, the
bitrate, or whether any of the clients have stalled and are
rebuffering or are about to stall and will rebuffer. The consequence
of this decoupling is that a CDN cannot prioritize delivery for when
the client needs it nost, prefetch content, or trigger alerts when
the network itself may be underperform ng. One approach to couple
the CDN to the playback sessions is for the clients to comunicate
standardi zed nedi a-rel evant information to the CDNs while they are
fetching data. [CTA-5004] was devel oped exactly for this purpose.

6. Transport Protocol Behaviors and Their Inplications for Media
Transport Protocols

Wthin this docunent, the term"nedia transport protocol" is used to
descri be any protocol that carries nedia nmetadata and nedi a segnents
inits payload, and the term"transport protocol" describes any
protocol that carries a nmedia transport protocol, or another



transport protocol, in its payload. This is easier to understand if
the reader assunes a protocol stack that |ooks sonething like this:

Medi a Segnent s

Transport Protocol (s)
wher e

*  "Media segnents” would be sonething like the output of a codec or
sonme ot her source of nmedia segnents, such as cl osed-capti oning,

* "Media format" woul d be sonething |ike an RTP payl oad for nat
[ RFC2736] or an |1SO base nedia file format (I SOBMFF) profile
[ 1 SOBMFF] ,

*  "Media transport protocol” would be something |ike RTP [ RFC3550]
or DASH [ MPEG DASH], and

*  "Transport protocol" would be a protocol that provides appropriate
transport services, as described in Section 5 of [RFC3095].

Not all possible streaning nedia applications follow this nodel, but
for the ones that do, it seens useful to distinguish between the
protocol layer that is aware it is transporting nedia segnents and
underlying protocol |ayers that are not aware.

As described in the abstract of [RFC8095], the | ETF has standardi zed
a nunber of protocols that provide transport services. Although
these protocols, taken in total, provide a wide variety of transport
services, Section 6 will distinguish between two extrenes:

* transport protocols used to provide reliable, in-order nedia
delivery to an endpoint, typically providing fl ow control and
congestion control (Section 6.1), and

* transport protocols used to provide unreliable, unordered nedia
delivery to an endpoint, without flow control or congestion
control (Section 6.2).

Because newl y standardi zed transport protocols, such as QU C

[ RFC9000], that are typically inplenmented in user space can evol ve
their transport behavior nore rapidly than currently used transport
protocols that are typically inplemented in operating system kerne
space, this docunment includes a description of how the path
characteristics that stream ng nedia providers nmay see are likely to
evol ve; see Section 6. 3.

It is worth noting explicitly that the transport protocol |ayer might
i nclude nmore than one protocol. For exanple, a specific nedia
transport protocol mght run over HTTP, or over WebTransport, which
in turn runs over HITP

It is worth noting explicitly that nore conpl ex network protoco

stacks are certainly possible -- for instance, when packets with this
protocol stack are carried in a tunnel or in a VPN, the entire packet
woul d I'ikely appear in the payl oad of other protocols. If these

environments are present, streanming nedia operators may need to
anal yze their effects on applications as well.

Medi a Transport over Reliable Transport Protocols



The HLS [ RFC8216] and DASH [ MPEG DASH] mnedi a transport protocols are
typically carried over HTTP, and HTTP has used TCP as its only
standardi zed transport protocol until HTTP/3 [ RFC9114]. These nedia
transport protocols use ABR response strategi es as described in
Section 5 to respond to changi ng path characteristics, and underlying
transport protocols are also attenpting to respond to changi ng path
characteristics.

The past success of the largely TCP-based Internet is evidence that
the various flow control and congestion control mechanisns that TCP
has used to achieve equilibriumquickly, at a point where TCP senders
do not interfere with other TCP senders for sustained periods of time
[ RFC5681], have been largely successful. The Internet has continued
to work even when the specific TCP mechani sns used to reach

equi l i brium changed over tine [ RFC7414]. Because TCP provided a
common tool to avoid contention, even when significant TCP-based
applications like FTP were |argely replaced by other significant TCP-
based applications |like HITP, the transport behavior remained safe
for the Internet.

Modern TCP i npl ementati ons [ RFC9293] continue to probe for avail able
bandwi dt h and "back off" when a network path is saturated but nmay

al so work to avoid growi ng queues al ong network paths, which can
prevent ol der TCP senders from qui ckly detecting when a network path
is becom ng saturated. Congestion control nechanisns, such as Copa
[ COPA18] and Bottl eneck Bandwi dth and Round-trip propagation tine
(BBR) [ BBR- CONGESTI ON- CONTRCOL], make these deci sions based on
measured path delays, assuming that if the neasured path delay is

i ncreasing, the sender is injecting packets onto the network path
faster than the network can forward them (or the receiver can accept
them), so the sender should adjust its sending rate accordingly.

Al t hough conmon TCP behavi or has changed significantly since the days
of [Jacobson-Karels] and [ RFC2001], even with addi ng new congestion
controllers such as CUBI C [ RFC8312], the common practice of

i mpl ementing TCP as part of an operating system kernel has acted to
limt how quickly TCP behavi or can change. Even with the w despread
use of autonmted operating systemupdate installation on nany end-
user systens, streamng nedia providers could have a reasonabl e
expectation that they could understand TCP transport protoco

behavi ors and that those behaviors would remain relatively stable in
the short term

6.2. Media Transport over Unreliable Transport Protocols

Because UDP does not provide any feedback nechanismto senders to
help limt inpacts on other users, UDP-based application-I|eve

prot ocol s have been responsible for the decisions that TCP-based
applications have delegated to TCP, i.e., what to send, how nuch to
send, and when to send it. Because UDP itself has no transport-|ayer
f eedback mechani sns, UDP-based applications that send and receive
substantial ampunts of information are expected to provide their own
f eedback nechanisns and to respond to the feedback the application
receives. This expectation is npost recently codified as a Best
Current Practice [ RFC8085].

In contrast to adaptive segnented delivery over a reliable transport
as described in Section 5.3, sone applications deliver streamn ng
medi a segnents using an unreliable transport and rely on a variety of
appr oaches, i ncl udi ng:

* nmedia encapsulated in a raw MPEG Transport Stream ( MPEG TS)
[ MPEG- TS] over UDP, which nakes no attenpt to account for
reordering or loss in the transport,

* RTP [ RFC3550], which can notice packet |oss and repair somne



limted reordering,

* the Stream Control Transm ssion Protocol (SCTP) [RFC9260], which
can use partial reliability [RFC3758] to recover from sone |oss
but can abandon recovery to linmit head-of-line blocking, and

* the Secure Reliable Transport (SRT) [SRT], which can use forward
error correction and time-bound retransm ssion to recover from
loss within certain limts but can abandon recovery to lint head-
of -1i ne bl ocki ng.

Under congestion and | oss, approaches |ike the above generally
experience transient nmedia artifacts nore often and del ay of playback
effects less often, as conpared with reliable segnment transport.
O'ten, one of the key goals of using a UDP-based transport that

all ows sone unreliability is to reduce |atency and better support
applications |ike videoconferencing or other live-action video with

i nteractive conmponents, such as some sporting events.

Congestion avoi dance strategies for deploynents using unreliable
transport protocols vary widely in practice, ranging from being
entirely unresponsive to responding by using strategies, including:

* feedback signaling to change encoder settings (as in [RFC5762]),
* fewer enhancenent |layers (as in [ RFC6190]), and

* proprietary methods to detect QOE issues and turn off video to
al l ow | ess bandwi dt h-i ntensive nmedia, such as audi o, to be
del i vered

RTP relies on RTCP sender and receiver reports [ RFC3550] as its own

f eedback nmechani sm and even includes circuit breakers for unicast RTP
sessions [ RFC8083] for situations when normal RTP congestion contro
has not been able to react sufficiently to RTP flows sending at rates
that result in sustained packet | oss.

The notion of "circuit breakers" has also been applied to other UDP
applications in [ RFC8084], such as tunneling packets over UDP that
are potentially not congestion controlled (for exanple,

"encapsul ating MPLS in UDP", as described in [RFC7510]). |If
stream ng medi a segnents are carried in tunnels encapsul ated in UDP
these nedia streanms may encounter "tripped circuit breakers”, with
resulting user-visible inpacts.

6.3. QU C and Changi ng Transport Protocol Behavior

The QUIC protocol, devel oped froma proprietary protocol into an | ETF
St andards Track protocol [RFCI9000], behaves differently than the
transport protocols characterized in Sections 6.1 and 6. 2.

Al't hough QUIC provides an alternative to the TCP and UDP transport
protocols, QU Cis itself encapsulated in UDP. As noted el sewhere in
Section 7.1, the QUIC protocol encrypts alnost all of its transport
paraneters and all of its payload, so any intermediaries that network
operators nmay be using to troubl eshoot HTTP streani ng nedi a
performance i ssues, perform analytics, or even intercept exchanges in
current applications will not work for QU C based applications

wi t hout maki ng changes to their networks. Section 7 describes the

i mplications of media encryption in nore detail.

Wiile QU C is designed as a general -purpose transport protocol and
can carry different application-layer protocols, the current
standardi zed mapping is for HITP/3 [ RFC9114], which describes how
QUIC transport services are used for HITP. The convention is for
HTTP/ 3 to run over UDP port 443 [Port443], but this is not a strict



requirenment.

When HTTP/ 3 is encapsulated in QU C, which is then encapsulated in
UDP, stream ng operators (and network operators) m ght see UDP
traffic patterns that are simlar to HITP(S) over TCP. UDP ports may
be bl ocked for any port numbers that are not commonly used, such as
UDP 53 for DNS. Even when UDP ports are not bl ocked and QUI C packets
can flow, stream ng operators (and network operators) may severely
rate-limt this traffic because they do not expect to see legitinmate
hi gh- bandwi dth traffic, such as stream ng nedia over the UDP ports
that HTTP/ 3 is using.

As noted in Section 5.5.2, because TCP provides a reliable, in-order
delivery service for applications, any packet loss for a TCP
connecti on causes head-of-1ine blocking so that no TCP segnents
arriving after a packet is lost will be delivered to the receiving
application until retransnission of the |ost packet has been
received, allowing in-order delivery to the application to continue.
As described in [ RFC9000], QUIC connections can carry multiple
streans, and when packet | osses do occur, only the streans carried in
the | ost packet are del ayed.

A QUIC extension currently being specified [ RFC9221] adds the
capability for "unreliable" delivery, simlar to the service provided
by UDP, but these datagrans are still subject to the QU C
connection’s congestion controller, providing sone transport-|eve
congesti on avoi dance neasures, which UDP does not.

As noted in Section 6.1, there is an increasing interest in
congestion control algorithns that respond to del ay measurenents

i nstead of responding to packet |oss. These algorithnms may deliver
an i nproved user experience, but in some cases, they have not
responded to sustai ned packet |oss, which exhausts avail able buffers
al ong the end-to-end path that may affect other users sharing that
path. The QUI C protocol provides a set of congestion control hooks
that can be used for algorithmagility, and [ RFC9002] defines a basic
congestion control algorithmthat is roughly simlar to TCP NewReno
[ RFC6582]. However, QUIC senders can and do unilaterally choose to
use different algorithns, such as | oss-based CUBI C [ RFC8312], del ay-
based Copa or BBR, or even sonething conpletely different.

The Internet community does have experience wth depl oyi ng new
congestion controllers w thout causing congestion coll apse on the
Internet. As noted in [ RFC8312], both the CUBI C congestion
controller and its predecessor BIC have significantly different
behavi or from Reno-style congestion controllers, such as TCP NewReno
[ RFC6582]; both were added to the Linux kernel to allow
experinentation and analysis, both were then selected as the default
TCP congestion controllers in Linux, and both were depl oyed gl obally.

The point nmentioned in Section 6.1 about TCP congestion controllers
being inplenmented in operating systemkernels is different with QU C
Al t hough QUI C can be inplenented in operating system kernels, one of
the design goals when this work was chartered was "QU C i s expected
to support rapid, distributed devel opnent and testing of features”;
to neet this expectation, many inplenenters have chosen to inpl enent
QUIC in user space, outside the operating systemkernel, and to even
distribute QUC libraries with their own applications. It is worth
noting that streaning operators using HTTP/3, carried over QU C, can
expect nore frequent depl oynent of new congestion controller behavior
than has been the case with HTTP/1 and HTTP/ 2, carried over TCP

It is worth considering that if TCP-based HTTP traffic and UDP-based
HTTP/ 3 traffic are allowed to enter operator networks on roughly
equal terns, questions of fairness and contention will be heavily
dependent on interactions between the congestion controllers in use



for TCP-based HITP traffic and UDP-based HTTP/ 3 traffic.
Stream ng Encrypted Media
"Encrypted Media" has at |east three meanings:

* Media encrypted at the application layer, typically using sone
sort of Digital Rights Managenent (DRM system or ot her object
encryption/security mechani smand typically renmaining encrypted at
rest when senders and receivers store it.

* Media encrypted by the sender at the transport |ayer and remaining
encrypted until it reaches the ultimte nedia consuner (in this
docunent, it is referred to as end-to-end nedia encryption).

* Media encrypted by the sender at the transport |ayer and renmining
encrypted until it reaches sone internediary that is _not_ the
ultimte nmedia consuner but has credentials allow ng decryption of
the media content. This intermediary may exani ne and even
transformthe nedia content in sonme way, before forwarding re-
encrypted nedia content (in this docunent, it is referred to as
hop- by- hop nmedi a encryption).

Thi s docunent focuses on nedia encrypted at the transport |ayer,
whet her encryption is performed hop by hop or end to end. Because
medi a encrypted at the application layer will only be processed by
application-level entities, this encryption does not have transport-
| ayer inplications. O course, both hop-by-hop and end-to-end
encrypted transport may carry nedia that is, in addition, encrypted
at the application |ayer.

Each of these encryption strategies is intended to achieve a
different goal. For instance, application-level encryption nmay be
used for business purposes, such as avoiding piracy or enforcing
geographic restrictions on playback, while transport-|ayer encryption
may be used to prevent nedia stream mani pul ation or to protect
mani f est s.

Thi s docunent does not take a position on whether those goals are
val i d.

Bot h end-to-end and hop-by-hop nedia encryption have specific
inmplications for stream ng operators. These are described in
Sections 7.2 and 7. 3.

.1. General Considerations for Stream ng Media Encryption

The use of strong encryption does provide confidentiality for
encrypted stream ng nedia, fromthe sender to either the ultimate
medi a consuner or to an internediary that possesses credentials

all owi ng decryption. This does prevent deep packet inspection (DPl)
by any on-path internediary that does not possess credentials

al | owi ng decryption. However, even encrypted content streans nay be
vul nerable to traffic analysis. An on-path observer that can
identify that encrypted traffic contains a nedia stream could
"fingerprint" this encrypted nedia stream and then conpare it agai nst
"fingerprints" of known content. The protection provided by strong
encryption can be further lessened if a streaming nedia operator is
repeatedly encrypting the sane content. "ldentifying HITPS- Protected
Netflix Videos in Real -Tinme" [CODASPY17] is an exanple of what is
possi bl e when identifying HITPS- protected videos over TCP transport,
based either on the length of entire resources being transferred or
on characteristic packet patterns at the beginning of a resource
being transferred. |If traffic analysis is successful at identifying
encrypted content and associating it with specific users, this tells
an on-path observer what resource is being streaned, and by who,



al most as certainly as exam ning decrypted traffic.

Because HTTPS has historically |ayered HTTP on top of TLS, which is
inturn layered on top of TCP, intermediaries have historically had
access to unencrypted TCP-1level transport information, such as
retransm ssions, and sone carriers exploited this information in
attenpts to inprove transport-Ilayer performance [ RFC3135]. The npst
recent standardized version of HITPS, HITP/3 [RFC9114], uses the QU C
protocol [RFCI9000] as its transport layer. QJCrelies on the TLS
1.3 initial handshake [ RFC8446] only for key exchange [ RFC9001] and
encrypts alnost all transport paraneters itself, except for a few

i nvari ant header fields. 1In the QU C short header, the only
transport-level paraneter that is sent "in the clear” is the
Destination Connection ID [ RFC8999], and even in the QU C | ong
header, the only transport-level parameters sent "in the clear" are
the version, Destination Connection ID, and Source Connection ID
For these reasons, HITP/3 is significantly nore "opaque" than HTTPS
with HTTP/ 1 or HTTP/ 2.

[ RFC9312] discusses the manageability of the QU C transport protoco
that is used to encapsulate HTTP/ 3, focusing on the inplications of
QUIC s design and wire i mage on network operations involving QU C
traffic. It discusses what network operators can consider in some
detail.

More broadly, "Considerations around Transport Header
Confidentiality, Network Operations, and the Evol ution of I|nternet
Transport Protocol s" [ RFCO065] describes the inpact of increased
encryption of transport headers in general terns.

It is also worth noting that considerations for heavily encrypted
transport protocols also conme into play when streaming nedia is
carried over IP-level VPNs and tunnels, with the additiona
consideration that an internediary that does not possess credentials
al l owi ng decryption will not have visibility to the source and
destination |IP addresses of the packets being carried inside the

t unnel

7.2. Considerations for Hop-by-Hop Media Encryption

Hop- by- hop medi a encryption offers the benefits described in
Section 7.1 between the stream ng nmedi a operator and authorized

i ntermedi ari es, anong authorized internediaries, and between

aut hori zed internediaries and the ultinmte media consuner; however,
it does not provide these benefits end to end. The streaning nedia
operator and ultinmate nedia consumer nust trust the authorized
internmediaries, and if these intermedi ari es cannot be trusted, the
benefits of encryption are |ost.

Al t hough the | ETF has put consi derabl e enphasis on end-to-end
stream ng nedia encryption, there are still inportant use cases that
require the insertion of internediaries.

There are a variety of ways to involve intermediaries, and sone are
much nore intrusive than others

From a stream ng nedi a operator’s perspective, a nunber of
considerations are in play. The first question is |likely whether the
stream ng nedia operator intends that intermediaries are explicitly
addressed from endpoi nts or whether the stream ng nedia operator is
willing to allow intermediaries to "intercept” stream ng content
transparently, with no awareness or perm ssion fromeither endpoint.

If a stream ng nedi a operator does not actively work to avoid
interception by on-path internediaries, the effect will be
i ndi stinguishable from"inpersonation attacks", and endpoi nts cannot



be assured of any level of confidentiality and cannot trust that the
content received cane fromthe expected sender

Assumi ng that a stream ng nedia operator does intend to allow
intermediaries to participate in content stream ng and does intend to
provi de sone | evel of privacy for endpoints, there are a nunber of
possi bl e tools, either already available or still being specified.
These include the foll ow ng:

Server and Network Assisted DASH [ MPEG DASH- SAND :
Thi s specification introduces explicit nmessagi ng bet ween DASH
clients and DASH aware network el ements or anong vari ous DASH
aware network el enents for the purpose of inproving the efficiency
of stream ng sessions by providing infornmation about real-tine
operational characteristics of networks, servers, proxies, caches,
CDNs, as well as a DASH client’s performance and status.

"Doubl e Encryption Procedures for the Secure Real -Time Transport

Prot ocol (SRTP)" [RFCB8723]:
Thi s specification provides a cryptographic transformfor the SRTP
that provides both hop-by-hop and end-to-end security guarantees.

Secure Franes [ SFRAME] :
[ RFC8723] is closely tied to SRTP, and this cl ose association
i npeded wi despread depl oynent, because it could not be used for
the nost conmon nedia content delivery nechanisns. A nore recent
proposal, Secure Franes [ SFRAME], al so provides both hop-by-hop
and end-to-end security guarantees but can be used with other
medi a transport protocols beyond SRTP

A stream ng nmedi a operator’s choice of whether to involve
intermediaries requires careful consideration. As an exanple, when
ABR mani f ests were commonly sent unencrypted, some access network
operators woul d nodi fy manifests during peak hours by renoving high-
bitrate renditions to prevent players from choosing those renditions,
thus reducing the overall bandw dth consurmed for delivering these
medi a streans and thereby reducing the network | oad and i nproving the
average user experience for their custoners. Now that ubi quitous
encryption typically prevents this kind of nodification, a stream ng
medi a operator who used internediaries in the past, and who now

wi shes to maintain the sane | evel of network health and user

experi ence, nust choose between adding intermediaries who are

aut hori zed to change the manifests or addi ng sonme ot her form of
conplexity to their service

Sone resources that mght informother simlar considerations are
further discussed in [RFC8824] (for WDbRTC) and [ RFC9312] (for HITP/ 3
and QUI Q).

.3. Considerations for End-to-End Media Encryption

End-to-end nmedi a encryption offers the benefits described in
Section 7.1 fromthe stream ng nedia operator to the ultimate nedia
consuner.

End-to-end nedi a encrypti on has becone nuch nore wi despread in the
years since the | ETF i ssued "Pervasive Mnitoring Is an Attack"

[ RFC7258] as a Best Current Practice, describing pervasive nonitoring
as a much greater threat than previously appreciated. After the
Snowden di scl osures, many content providers made the decision to use
HTTPS protection -- HITP over TLS -- for nobst or all content being
delivered as a routine practice, rather than in exceptional cases for
content that was considered sensitive.

However, as noted in [RFC7258], there is no way to prevent pervasive
moni toring by an attacker while allowing nonitoring by a nore benign
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entity who only wants to use DPI to exami ne HITP requests and
responses to provide a better user experience. |If a nodern encrypted
transport protocol is used for end-to-end nedia encryption,

unaut hori zed on-path intermedi ari es are unable to exam ne transport
and application protocol behavior. As described in Section 7.2, only
an intermediary explicitly authorized by the stream ng nmedi a operator
who is to exam ne packet payl oads, rather than intercepting packets
and exam ni ng them wi t hout authorization, can continue these

practi ces.

[ RFC7258] states that "[t]he IETF will strive to produce
specifications that mtigate pervasive nonitoring attacks", so
stream ng operators should expect the IETF s direction toward
preventing unaut horized nonitoring of | ETF protocols to continue for
the foreseeable future

Addi ti onal Resources for Streamnming Media

The Media Operations (MOPS) conmunity maintains a list of references
and resources; for further readi ng, see [ MOPS- RESOURCES] .

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

Security is an inportant matter for stream ng nedia applications, and
the topic of nedia encryption was explained in Section 7. This
docunent itself introduces no new security issues.
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