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1. Introduction

The vision of intent-based networks has attracted a lot of attention
because it promises to sinplify the managenent of networks by hunman
operators. This is done by sinply specifying what shoul d happen on
the network w thout giving any instructions on howto do it. This
promni se caused nany researcher-led activities and tel ecom conpani es
to start researching this new vision and nany Standards Devel oprent
Organi zations (SDOs) to propose different intent frameworks.

Thi s docunent proposes an intent classification nethodol ogy and an

i ntent taxonomy. The scope of these proposals is to ensure a common
understanding in the research comunity in terns of what the intent
users, intent types, or intent solutions, etc., are for specific
scenarios that are being considered.

The docunent represents the consensus of the Network Managenent

Research Group (NVRG. It has been revi ewed extensively by the
Research Group (RG nenbers who are actively involved in the research
and devel opnent of the technol ogy covered by this docunment. It is

not an | ETF product and is not a standard.
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1. Research Activities

I ntent-based networking is an active research topic spanning across
different areas that could benefit froman intent classification and
t axonony.

Sone exanpl es incl ude:

* intent expression and recognition ([Bezahaf2l], [Bezahaf19],
[Jacobs18]). The use of a common classification could provide
consi stency in the understanding of the various forns of intent
expressi ons being proposed and i nvesti gated.

* the orchestration of cognitive autononous radi o access networks
(RANs) [Banerjee2l] where intents are classified based on their
content.

* intent network verification [Tianl19], where the authors are
wor ki ng to propose new i ntent | anguage.

Furthernore, this docunent is already proving to be extrenely

rel evant to the research comunity as it has been used as the basis
for proposing self-generated Intent-based systens [Bezahaf19], for
advancing Virtual Network Function (VNF) placenment sol utions based on
I nternet-Based Networks (IBNs) that rely on defining user intent
profiles corresponding to abstract network services [Leivadeas2l],
for inproving existing solutions in provisioning intent-based

net wor ks, for proposing new approaches to service nmanagenent

[ Davol i 21], and even for defining grammars for users to specify the
hi gh-1 evel requirenents for blockchain selection in the form of

i ntent [Padovan20]. As well, the docunent has been nentioned in
surveys addressing the topic of intelligent intent-based autononous
net wor ks [ Mehnmood21] [ Szil agyi 21].

Thi s docunent al so descri bes an exanple on how this proposal has been
successfully applied in an academ ¢ environnent [POCC-IBN] by
researchers in the area of Software-Defined Networking / Network
Function Virtualization (SDNNFV) for defining the scope of their
project. The specific problem addressed by researchers is howto
apply intent concepts at different |evels that correspond to

di fferent stakehol ders.

The | EEE Communi cati ons Soci ety Technical Comm ttee on Network
Qperation and Managenent (1 EEE-CNOM), | RTF Network Managenent
Research Group, and |FIP W36.6 have devel oped a taxonony for network
and service managenent [IFIP-NSM that is used by the research
community in network managenent and operations to structure the
research area through a well-defined set of keywords and to inprove
quality of reviews in subnmissions to journals, conferences, and

wor kshops. The proposed i ntent taxononmy nmay be contributed as an
extension to this taxonony for intent-driven nanagenent.

2. Standards and Open-Source Activities

Several SDOs and open-source projects, such as the | RTF NVRG Open
Net wor ki ng Foundation (ONF) [ONF] / Open Network Operating System
(ONCS) [ ONOsS], European Tel ecomruni cations Standards Institute (ETSI)
/| Experiential Networked Intelligence (ENI), and TMF with its

aut ononous networ ks, have proposed intents for defining a set of
networ k operations to execute in a declarative manner.

More recently, the IRTF NVRG is working on "Intent-Based Networking -
Concepts and Definitions" [RFC9315]. This docunment clarifies the
concept of "Intent" and provides an overview of the functionality
that is associated with it. The goal is to contribute towards a
common and shared understandi ng of ternms, concepts, and functionality



1.

3.

that can be used as the foundation to guide further definition of
associ ated research and engi neering problens and their solutions.

The present docunent, together with [RFC9315], ains to becone the
foundation for future intent-related topic discussions regarding the
NVRG.

The SDOs usually conme up with their own way of specifying an intent
and their own understanding of what an intent is. Additionally, each
SDO defines a set of terns and | evel of abstraction, its intent

users, and the applications and usage scenari os.

However, nost intent approaches proposed by SDOs share the same
f eat ures:

* |t nust be declarative in nature, neaning that an intent user
specifies the goal on the network w thout specifying howto
achi eve that goal

* |t nust be vendor agnostic in the sense that it abstracts the
network capabilities or the network infrastructure fromthe intent
user, and it can be ported across different platforns.

* It must provide an easy-to-use interface, which sinplifies the
interaction of the intent users with the intent systemthrough the
usage of famliar term nology or concepts.

* |t should be able to detect and resolve intent conflicts, which
i nclude, for exanple, static (conmpile-tinme) conflicts and dynanic
(run-tine) conflicts.

Scope

The focus of this docunent is on the definition of criteria enabling
the categorization of intents from viewpoint of the stakehol ders.
Concepts and definitions related to I BN are provided in [ RFC9315].

Thi s docunent nostly addresses intents in the context of network
i ntents; however, other types of intents are not excluded, as
presented in Sections 4.4 and 6. 2.

It is inpossible to fully differentiate intents only by the conmmon
characteristics foll owed by concepts, terms, and intentions. This
docunent clarifies what an intent represents for different

st akehol ders through a classification on various di nensions, such as
solutions, intent users, and intent types. This classification
ensures comon under standi ng anong all participants and is used to
determ ne the scope and priority of individual projects, proof of
concepts (PoCs), research initiatives, or open-source projects.

The scope of intent classification in this docurment includes
solutions, intent users, and intent types; the initial classification
table is nade according to this scope. The methodol ogy presented can
be used to update the classification tables by adding or renoving
different solutions, intent users, or intent types to cater to future
scenarios, applications, or donains.

Abbr evi ati ons

Al: Artificial Intelligence

CE: Custoner Equi pnent

CFS: Custoner Facing Service

CLI: Command-Line Interface



DB: Dat abase
DC. Data Center
ECA: Event Condition Action
GBP: G oup-Based Policy
GPU. G aphics Processing Unit
I BN: | ntent-Based Network
NFV:  Network Function Virtualization
&M OAM & Mai nt enance
ONF:  Open Networ ki ng Foundati on
ONCS:  Open Network Operating System
PNF:  Physical Network Function
Q@E: Qality of Experience
RFS: Resource Facing Service
SDO. St andards Devel opnent Organi zation
SD- WAN:  Sof t war e- Def i ned W de- Area Network
SLA: Service Level Agreenent
SUPA: Sinplified Use of Policy Abstractions
VM  Virtual Machine
VNF:  Virtual Network Function
Definitions

A common and shared understanding of terns and definitions related to
IBN is provided in [RFC9315] as follows:

Intent: A set of operational goals (that a network should neet) and
outconmes (that a network is supposed to deliver) defined in a
decl arative manner without specifying how to achieve or inplenent
t hem

I ntent-Based Network: A network that can be managed using intent.

Policy: A set of rules that governs the choices in behavior of a
system

Intent User: A user that defines and issues the intent request to
the intent-based managenent system

O her definitions relevant to this docunent, such as intent scope,
i ntent network scope, intent abstraction, intent abstraction, and
intent life cycle are available in Section 5

Abstract Intent Requirenents
In order to understand the different intent requirenents that would

drive intent classification, we first need to understand what intent
means for different intent users.



4.

4.

1. Wiat is intent?

The term"Intent" has becone very widely used in the industry for

di fferent purposes; sonetinmes its use is not even in agreenent with
SDO- shared principles mentioned in Section 1. [RFC9315] brings
clarification with relation to what an intent is and how it
differentiates frompolicies and services.

Di fferent stakehol ders have different perspectives of the network;
therefore, they have different intent requirenents. Their intent is
someti nmes technical, non-technical, abstract, or technol ogy specific.
Therefore, it is inportant to start a discussion in the industry and
academ ¢ communities about what intent is for different solutions and
intent users. It is also inperative to try to propose sone intent
categories/classifications that could be understood by a w der

audi ence. This would help us define intent interfaces, donain-

speci fic | anguages, and nodel s.

2. Intent Solutions and Intent Users

Intent types are defined by all aspects that are required to profile
different requirenents to easily distinguish between them However,
in order to facilitate a clustered classification, we can focus on
two aspects: the solution and intent user. They can be considered to
be the main keys to classify intents, as we can easily group
requirenents by solution and intent user

On the one hand, different solutions and intent users have different
requi renents, expectations, and priorities for intent-based
networ ki ng. Therefore, intent users require different intent types,
depending on their context, since they participate in different use
cases. For instance, sone intent users are nore technical and
require intents that expose nore technical information. Qher intent
users do not have know edge of the network infrastructure and require
intents that shield themfromdifferent networking concepts and

t echnol ogi es.

The followi ng are the solutions and intent users that intent-based
net wor ki ng needs to support:

+
| Solutions |
[ gt —— e p—p—p—p—_——(————————————————————————————
I
I
I

| Carrier Net wor k Operators, Service |
| Networks Desi gners / App Devel opers, Service

| Qperators, Customers / Subscribers |
Fomm e oo - o e e e e e e e e e e e e e e mmemamao o +
| DC | doud Adm nistrators, Underl ay |
| Networks | Network Adm nistrators, Application |
| | Devel opers, Customers / Tenants |
Fom e e o - o m e e e e e e e e e ee e +
| Enterprise | Enterprise Adm nistrators, |
| Networks | Application Devel opers, End Users
R oo e m e e e e e e e e e e e e mm e mmmaa o - +

Table 1: Intent Solutions and Intent Users

These intent solutions and intent users represent a starting point
for the classification and are expendabl e through the met hodol ogy
presented in Section 6.1

* For carrier network scenarios, for exanple, if a custoner/
subscri ber wants to watch high-definition video, then the intent
is to convert the video inmage to 1080p
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* For DC network scenarios, admnistrators have their own clear
network intent such as |oad balancing. For all traffic flows that
need NFV service chaining, they can restrict the nmaxi nrum | oad of
any VNF node / container bel ow 50% and the maxi mum | oad of any
network |ink bel ow 70%

* For enterprise network scenarios, when hosting a video conference,
multiple renote accesses are required. An exanple of the intent
fromthe network adnministrator is as follows: for any end user of
this application, the arrival tine of hol ogram objects of all the
renote tel e-presenters should be synchronized within 50 ns to
reach the destination viewer for each conversation session.
Benefits of Intents for Different Stakehol ders

Current network APIs and CLIs are too conmpl ex because they are highly
integrated with the | ow1level concepts exposed by networKks.

Customers, application devel opers, and end users nust not be required
to set | P addresses, VLANs, subnets, or ports, whereas operators may
still want to have both nore technical and network visibility. Al

st akehol ders woul d benefit fromsinpler interfaces, such as:

* request gold VPN service between sites A B, and C

* provide CE redundancy for the custonmer sites

* add access rules to the network service

Operators and administrators manual Iy troubl eshoot and fix their
net wor ks and services. They instead want to:

* sinplify and automate network operations

* sinplify definitions of network services

* provide sinple customer APIs for val ue-added services (operators)
* be infornmed if the network or service is not behaving as requested

* enabl e automatic optim zation and correction for sel ected
scenari os

* have systens that learn fromhistoric informati on and behavi or
Currently, intent users cannot build their own services and policies
wi t hout beconi ng technical experts and perform ng nanual nai ntenance
actions. They instead want to be able to:

* build their own network services with their own policies via
sinmple interfaces, w thout becom ng networking experts

* have their network services up and runni ng based on intent and
automati on only, w thout any manual actions or maintenance

Intent Types That Need to Be Supported

Next to the intent solutions and intent users, another way to
categorize the intent is through the intent types. The follow ng
intent types and subtypes need to be supported in order to address
the requirenents fromdifferent solutions and intent users.

* Custonmer service intent

- for custoner self service with SLA

- for service operator orders



*  Network and underlay network service intent
- for service operator orders

- for intent-driven network configuration, verification,
correction, and optim zation

- for intent created and provided by the underlay network
admi ni strator

*  Network and underlay network intent
- for network configuration
- for automated |ife-cycle managenent of network configurations

- for network resources (switches, routers, routing, policies,
and underl ay)

* C oud nanagenent intent
- for DC configuration, VMs, DB servers, and Application servers
- for conmunication between VMs

* O oud resource nmanagenent intent

- for cloud resource |life-cycle managenent (policy-driven self-
configuration and auto-scaling and recovery/optim zation)

* Strategy intent
- for security, QS, application policies, traffic steering, etc.

- for configuring and nmonitoring policies, alarmgeneration for
non- conpl i ance, and auto-recovery

- for design nodels and policies for network and network service
desi gn

- for design workflows, nodels, and policies for operational task
intents

* (Qperational task intents
- for network mgration
- for device replacenents
- for network software upgrades

- for automating any other tasks that operators/adm nistrator
of ten perform

It is inportant to nmention all of the previously nentioned types and
subtypes nay affect other intents. For exanple, operational task
intent can nodify many other intents. The task itself is short
lived, but the nodification of other intents has an inpact on their
life cycle, so those changes nmust continue to be continuously

moni tored and self corrected/optim zed.

Functi onal Characteristics and Behavi or

Intent can be used to operate imediately on a target (nuch Iike
i ssuing a command) or whenever it is appropriate (e.g., in response



to an event). In either case, intent has a nunber of behaviors that
serve to further organize its purpose, as described by the follow ng
subsecti ons.

5.1. Abstracting Intent Operation

The nodeling of intents can be abstracted using the follow ng three-
tupl e:

{Context, Capabilities, Constraints}

* Context grounds the intent and determines if it is relevant or not
for the current situation. Thus, context selects intents based on
applicability.

* Capabilities describe the functionality that the intent can
perform Capabilities take different fornms depending on the
expressivity of the intent as well as the progranm ng paradi gn(s)
used.

* Constraints define any restrictions on the capabilities to be used
for that particular context.

Met adat a can be attached via strategy tenplates to each of the

el ements of the three-tuple and may be used to describe how the
intent should be used and how it operates as well as prescribe any
operational dependencies that nust be taken into account.

Al'though different intent categories share the sane abstracted intent
nmodel , each category will have its own specific context,
capabilities, and constraints.

5.2. Intent User Types

Expandi ng on the introduction in Section 4.2, intent user types
represent the intent users that define and issue the intent request.
Depending on the intent solutions, there are specific intent users.
Exanmpl es of intent users are custoners, network operators, service
operators, enterprise adm nistrators, cloud adm nistrators, underlay
networ k adnini strators, or application devel opers.

* Custoners and end users do not necessarily know the functional and
operational details of the network that they are using.
Furthernore, they lack skills to understand such details; in fact,
such know edge is typically not relevant to their job. In
addition, the network nay not expose these details to its intent
users. This class of intent users focuses on the applications
that they run and uses services offered by the network. Hence,
they want to specify policies that provide consistent behavior
according to their business needs. They do not have to worry
about how the intents are deployed onto the underlying network and
especially whether the intents need to be translated to different
forms to enable network el ements to understand them

*  Application developers work in a set of abstractions defined by
their application and progranm ng environnent(s). For exanple,
many application devel opers think in terns of objects (e.g., a
VPN). Wiile this makes sense to the application devel oper, nost
net wor k devi ces do not have a VPN object per se; rather, the VPN
is formed through a set of configuration statenents for that
device in concert with configuration statenments for the other
devi ces that together nake up the VPN. Hence, the view of
application devel opers nmatches the services provided by the
network but may not directly correspond to other views of other
i ntent users.
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*  Network operators may have the know edge of the underlying
networ k. However, they may not understand the details of the
applications and services of custoners.

I ntent Scope
Intents are used to manage the behavi or of the networks they are
applied to and all intents are applied within a specific scope, such
as:

* connectivity scope, if the intent creates or nodifies a connection

* security/privacy scope, if the intent specifies the security
characteristics of the network, custonmers, or end users

* application scope, when the intent specifies the applications to
be affected by the intent request

* QoS scope, when the intent specifies the QoS characteristics of
t he network

These intent scopes are expendabl e t hrough t he met hodol ogy presented
in Section 6. 1.

I ntent Network Scope

Regardl ess of the intent user type, their intent request affects the
net wor k, or network conponents, which are representing the intent
targets.

Thus, the intent network scope, or policy target as known in the area
of declarative policy, can represent VNFs or PNFs, physical network
el ements, canpus networks, SD-WANs, RANs, cloud edges, cloud cores,
branches, etc.

I ntent Abstraction

Intent can be classified by whether it is necessary to feed back
technical network information or non-technical information to the
intent user after the intent is executed. As well, intent
abstraction covers the |evel of technical details in the intent
itsel f.

* Non-technical intent users do not care how the intent is executed
nor do they care about the details of the network. As a result,
they do not need to know the configuration information of the
underlying network. They only focus on whether the intent
execution result achieves the goal and the execution effect such
as the quality of completion and the | ength of execution. 1In this
scenario, we refer to an abstraction wi thout technical feedback

* Administrators, such as network admnistrators, performintents,
such as allocating network resources, selecting transm ssion
pat hs, handling network failures, etc. They require multiple
f eedback indicators for network resource conditions, congestion
conditions, fault conditions, etc., after execution. In this
case, we refer to an abstraction with technical feedback

As per the definition of "intent" provided in [ RFC9315], |ower-I|eve
intents are not considered to qualify as intents. However, we kept
this classification to identify any PoCs / Denps / Use Cases that
still either require or inplenment a | ower |evel of abstraction for
intents.

Intent Life Cycle



Intents can be classified into transient and persistent intents:

Transient: The intent has no |ife-cycle nmanagenent. As soon as the
specified operation is successfully carried out, the intent is
finished and can no |l onger affect the target object.

Persistent: The intent has life-cycle nanagenment. Once the intent
is successfully activated and depl oyed, the systemw ||l keep all
rel evant intents active until they are deactivated or renoved.

5.7. Autononous Driving Levels

In different phases of the autononmous driving network [ TMF-AUTQ, the
intents are different. Depending on the Autononpous Network Level of
the overall solution, we may have different intent requirenents and
types. For exanple, at |ower |levels, the custonmer intent is:

* automatically converted to configuration policies only while at
the hi gher |evels,

* covering the full life cycle,
* converted to both configuration and nonitoring policies, and
* self assured using Al.

Typi cal exanpl es of autononous driving networks level 0 to 5 are
shown bel ow.

Level 0 - Traditional manual network:
Q&M per sonnel manual |y control the network and obtain network
al arns and | ogs.

- No intent

Level 1 - Partially automated network:
Aut omat ed scripts are used to automate service provisioning,
net wor k depl oynment, and nmi ntenance. The network provides shal |l ow
perception of the network status and decisi on naki ng suggesti ons.

- No intent

Level 2 - Automated network:
This entails the automati on of nobst service provisioning, network
depl oynent, and mai nt enance of a conprehensive perception of
network status and | ocal machi ne deci si on- naki ng.

- sinple intent on service provisioning

Level 3 - Self-optimzation network:
This entails a deep awareness of network status and autonatic
network control, neeting requirenents of intent users of the
net wor k.

- Intent based on network status cognition

Level 4 - Partial autononous network:
In alimted environnent, people do not need to participate in
deci si on- naki ng and networ ks can adj ust thensel ves.

- Intent based on limted Al

Level 5 - Autononbus network:
In different network environments and network conditions, the
network can automatically adapt and adjust to neet people’'s
i ntentions.
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- Intent based on Al
Intent C assification

Thi s section proposes an approach to intent classification that may
help to classify mainstreamintent-rel ated denos/tool s.

The three classifications in this docunent have been proposed from
scratch (followi ng the nmet hodol ogy presented) through three
iterations: one for a carrier network intent solution, one for a DC
intent solution, and one for an enterprise intent solution. For each
intent solution, we identified the specific intent users and intent
types. Then, we further identified intent scope, network scope,
abstractions, and life-cycle requirenents.

These cl assifications and the generated tables can be easily
extended. For exanple, for the DC intent solution, a new category
"resource scope” is identified, and the classification table has been
ext ended accordi ngly.

In the future, as new scenarios, applications, and domai ns energe,
new cl assifications and taxononies can be identified, follow ng the
proposed net hodol ogy.

The intent classifications have been docunmented to the best of our
know edge at the tinme of witing. Additional classifications wll
nmost likely come to light in the future.

The output of the intent classification is the intent taxonony
i ntroduced in the subsections of this section

Thus, the subsections of Section 6 introduce the proposed intent
classification nmethodol ogy, the consolidated intent taxonony for
three intent solutions, and the concrete exanples of intent
classifications for three different intent solutions (e.g., carrier
networ k, data center, and enterprise) that were derived using the
proposed net hodol ogy and can be filled in for PoCs, denbs, research
proj ects, or future docunents.

1. Intent Cassification Methodol ogy

Thi s section describes the nethodol ogy used to derive the initia
classification proposed in the docunent. The proposed net hodol ogy
can be used to create new intent classifications fromscratch by
anal yzing the sol ution know edge. As well, the nethodol ogy can be
used to update existing classification tables by adding or renoving
different solutions, intent users, or intent types in order to cater
to future scenarios, applications, or domains.

| Sol uti on Know edge (requirenents, |
| use cases, technol ogies, network, intent
| users, intent requirements) |

o e o e e e e e e oo +
| I nput Rx=Read
| Ux=Updat e (Add/ Renove)
Fommm e m - V-mmmae e +
| 1. 1dentify Intent]|
| Solution R +
| | |
R AT + |
RL| | u |
R + U8 | ] R2 R +
| | R > 2. ldentify |
||

| 8.1dentify New +--------- +
I

| Categories | R8 | w2 | I nt ent



S | | | | +--------- + User Types
AR Ao + I T R to------ [----------- +
I [ 11| |1 I
| ++-+-V-V---+-V-+ |
E - +o-o - - + U7 | | R3 +o-o - - Vemmmmmmmeaa +
| 7.1 dentify S S > I nt ent Fo-em- - > 3. ldentify |
| Life-Cycle | R7 | A assification| U3 | Type |
| Requirements <------ + S + of Intent |
S LAY + S ATV A g S RS |------------ +
I (I 1 I
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Figure 1: Intent O assification Methodol ogy

The intent classification workflow starts fromthe solution

know edge, which can provide information on requirenents, use cases,
technol ogi es used, network properties, intent users that define and
i ssue the intent request, and requirenments. The foll ow ng defines
the steps to classify an intent:

1. Receive the information provided in the solution know edge as
input for identifying the intent solution (e.g., carrier,
enterprise, and data center). Intent solutions are reviewed
agai nst the existing classification and can either be used if
present or added if not there; if not needed, they can be renpved
fromthe classification (R1-Ul).

2. ldentify the intent user types (e.g., custoner, network
operators, service operators, etc.). Review the existing intent
classification. Then use the intent user type if present; add it
if it is not there or renove it if not needed (R2-U2).

3. ldentify the types of intent (e.g., network intent, custoner
service intent). Reviewthe existing classification and then
use, add, or renove the intent type (R3-U3).

4. ldentify the intent scopes (e.g., connectivity, application)
based on the solution knowl edge. Then, review the existing
classification. Use, add, or renove the identified intent scope
(R4-W4) .

5. ldentify the network scopes (e.g., canpus, radio access). Then,
review the existing classification. Either use, add, or renove
the identified network scope (R5-U5).

6. ldentify the abstractions (e.g., technical, non-technical).
Then, review the existing classification and either use, add, or
renove the abstractions (R6-U6).

7. ldentify the life-cycle requirenents (e.g., persistent,
transient). Then, review the existing classification. Either
use, add, or renove the life-cycle requirenments (R7-U7).

8. ldentify any new categories. Use and add the newWy identified
categories. New categories can be identified as new domai ns or



appl i cations energe or as new areas of concern (e.g., privacy,
conpliance) arise that are not listed in the current nethodol ogy.

6.2. Intent Taxonomny

The foll owi ng taxonomny describes the various intent solutions, intent
user types, intent types, intent scopes, network scopes,
abstractions, and life cycles. The taxonony represents the output of
the intent classification tables for each of the solutions addressed
(i.e., carrier, data center, and enterprise solutions).

The intent scope categories in Figure 2 are shared anong the carrier,
DC, and enterprise solutions. The abbreviations (Cx) in Sections
6.3.2 and 6.4.2 are introduced with the scope of fitting as col um
title in the follow ng tables.

Fo oo +
+-->| Carrier Enterprise Data Center|
| o e e e e e e e e m e a oo - +
| T +
| | Cust onmer/ Subscri ber/ End User
R + | Net work or Service Operator
+>+Sol ution +--+ | Appl i cation Devel oper

I
I
I
>| Enterpri se Adm ni strator |
|
I

| Fomm e e e oo + +-
| | | d oud Adm nistrator
I R + | | Underlay Network Adm nistrator
+>+| nt ent R e I +
| | User | R e +
| | Type | | Cust orer Service |Intent |
| +---------- + | Strategy Intent |
| +---------- + | Net wor k Service Intent |
+>+| nt ent oo >| Underl ay Network Service Intent |
R + | | Type | | Net wor k | nt ent |
| Intent +-+ +---------- + | Underl ay Network I ntent |
+o-em- - + | | Operational Task Intent |
| +---------- + | A oud Managenent | ntent |
+>+| nt ent +---+ | O oud Resource Management |ntent|
| | Scope | [ S e +
| +----a--- + | . +
| +->| Connectivity  Application QS |
| +-----a--- + | Security/ Privacy Storage Conpute|
+>+Net wor k R T S e I +
| | Scope R e e +
I R + | | Radi o Access Branch |
| +->| Transport Access SD WAN |
| +-----e--- + | Transport Aggr. VNF PNF |
+>+Abstrac- +----+ | Transport Core Physi cal |
| [tion | | | G oud Edge Logi cal |
| +---------- + | | G oud Core Canpus |
I R + I e +
+>+Life | I e R +
| Cycl e +--+ +>| Techni cal Non- Techni cal |
- + e +
| o mm e e e e e e e e e e e e e oo +
+- - >| Per si st ent Tr ansi ent |
T +

Figure 2: Intent Taxonony
6.3. Intent Classification for Carrier Solution
6.3.1. Intent Users and Intent Types
This section addresses steps 1, 2, and 3 fromFigure 1. The

follow ng table describes the intent users in carrier solutions and
intent types with their descriptions for different intent users.



| I'ntent User
+:::::::::::::
Cust oner/
Subscri ber

Cust oner
Servi ce
| nt ent

Strat egy
I nt ent

Net wor k
Servi ce
| nt ent

Net wor k
| nt ent

Qper ati onal
Task | ntent

Custoner self service with SLA
and val ue- added servi ce.

Exanpl e: Always maintain a high
quality of service and high
bandwi dt h for gol d- 1| evel

subscri bers.

Operation statenent: Measure the
net wor k congestion status, give
different adaptive paraneters to
stations of different priority;
thus, in a heavy | oad situation,
make the bandwi dth of the high-
priority customers guaranteed

At the sane time, ensure the
overall utilization of the
system and i nprove the overal

t hroughput of the system

Cust omer desi gns nodel s and
policy intents to be used by
custonmer service intents.

Exanpl e: Request reliable
service during peak traffic
periods for video-type apps.

Servi ce provided by the network
service operator to the custoner
(e.g., the service operator).

Exanpl e: Request network service
with del ay guarantee for access
customer A.

Net wor k operator requests

net wor k- wi de (service underl ay
or ot her network-w de
configuration) or network-
resource configurations
(switches, routers, routing, or
policies). Includes
connectivity, routing, QoS,
security, application policies,
traffic steering policies, alarm
generation for non-conpliance,
aut o-recovery, etc.

Exanpl e: Request high priority
queuing for traffic of class A

Net wor k operator requests
execution of any automated task
ot her than network service
intent and network intent (e.g.,
network mgration, server

repl acenents, device

repl acenents, or network
sof t war e upgrades).

Exanpl e: Request migration of



| | all services in network N to
| | backup path P

Strat egy
I nt ent

| Network operator designs nodel s,
| policy intents, and workflows to
| be used by network service

| intents, network intents, and

| operational task intents.

| Workflows can automate any tasks
| that the network operator often
| perforns in addition to network
| service intents and network

| intents.

I

I

I

I

Exanpl e: Ensure the | oad on any
link in the network is not
hi gher than 50%

Cust omrer
Servi ce
I nt ent

Servi ce
Oper at or

Servi ce operator’s customer
orders, custoner service, or
SLA.

Exanpl e: Provide service S with
guar ant eed bandw dth for
customer A

Servi ce operator’s network
orders / network SLA.

I

I

I

| Exanpl e: Provide network

| guarantees in ternms of security,
| low latency, and high bandw dt h.
Qper ationa
Task | ntent

Servi ce operator requests
execution of any automated task
ot her than custoner service
intent and network service

i ntent.

Exanpl e: Update service operator
portal platforms and their
software regularly. Move
services fromnetwork operator 1
to network operator 2.

Strat egy
I nt ent

| Service operator designs nodel s,
| policy intents, and workflows to
| be used by custoner service

| intents, network service

| intents, and operational task

| intents. Wrkflows can automate
| any task that the service

| operator often perforns in

| addition to network service

| intents and network intents.

I

I

I

I

I

I

Exanpl e: Request network service
guarantee to avoid network
congestion during special

peri ods such as Bl ack Friday and
Chri st mas.

Cust oner Custonmer service intent AP
Service provided to the application

plication | |
I I
| I'ntent | devel opers.
I I

vel oper

]



| | Exanple: APl to request network
| | to watch HD video (4K/ 8K).

Fom e o - e
| Network | Network service intent API

| Service | provided to the application

| I'ntent | devel opers.

I I

| | Example: APl to request network

| | service, nmonitoring, and traffic

| | groonmi ng.

R o m e e e e e e e e e e e e e e e ao oo
| Network | Network intent APl provided to

| I'ntent | the application devel opers.

I I

| | Exanple: APl to request network

| | resource configurations.
R o m e e e e e e e e e e e e e e e ao oo

Oper ati ona
Task I ntent

| Operational task intent API

| provided to the application
| developers. This is for the
| trusted internal operator /

| service providers / customer
| DevOps.

I

I

I

Exanmpl e: APl to request server
m grations.

Fom e o - e
| Strategy | Application devel oper designs
| Intent | nodels, policy, and workflows to
| | be used by custoner service
| | intents, network service
| | intents, and operational task
| | intents. This is for the
| | trusted internal operator /
| | service provider / custoner
| | DevOps.
I I
| | Example: APl to design network
| | | oad-bal anci ng strategies during
| | peak tinmes.
R R o m e e e e e e e e e e e e e e e ao oo

Table 2: Intent Classification for Carrier Solution
.2. Intent Categories

Thi s subsection addresses steps 4 to 7 fromFigure 1. The follow ng
are the proposed categories:

Intent Scope: Cl=Connectivity, C2=Security/Privacy, C3=Application,
C4=QoS

Net wor k Scope:
Net wor k Domai n: Cl=Radi o Access, C2=Transport
Access, C3=Transport Aggregation, C4=Transport Core, C5=Cl oud
Edge, C6=C oud Core
Net wor k Function (NF) Scope: Cl=VNFs, C2=PNFs

Abstraction (ABS): Cl=Technical (with technical feedback), C2=Non-
technical (w thout technical feedback) (see Section 5.2).

Life cycle (L-C: Cl=Persistent (full life cycle), C2=Transient
(short Ilived)



6.3.3. Intent Cassification Exanple

This section contains an exanple of how the nethodol ogy described in
Section 6.1 can be used in order to classify intents introduced in
the "A Multi-Level Approach to IBN' PoC denmonstration [POC-IBN.

This PoC is |l ed by academics carrying out research in the area of
SDN/ NFV, and the specific problemthey are addressing is the
application of the intent concept at different |levels that correspond
to different stakeholders. For this research work, they considered
two types of intents: slice intents and service chain intents.

In this PoC [POC-IBN, a slice intent expresses a request for a
network slice with two types of components: a set of top-I|ayer
virtual functions and a set of virtual switches and/or routers of L2/
L3 VNFs. A service chain intent expresses a request for a service
operated through a chain of service conponents running in L4-L7
virtual functions.

Fol l owi ng the intent classification nethodol ogy descri bed step by
step in Section 6.1, the followi ng can be derived:

1. The intent solution for both intents is carrier network.

2. The intent user type is network operator for the slice intent and
service operator for the service chain intent.

3. The type of intent is a network service intent for the slice
intent and a custonmer service intent for the service chain
intent.

4. The intent scopes are connectivity and application
5. The network scope is VNF, cloud edge, and cloud core.

6. The abstractions are with technical feedback for the slice intent
and wi t hout technical feedback for the service chain intent.

7. The life cycle is persistent.

The foll owing table shows how to represent this information in a
tabular form The "X" in the table refers to the slice intent; the
"Y' in the table refers to the service chain intent.

[ R ety el sl el el ety gl
| I nt ent | I ntent Type|l ntent | NF | Net wor k | ABS |L-C |
| User | | Scope | Scope| Scope | | |
| | +==—t4=——t=——t=——t ===t ==t ===t == == == == == ==4==+4
| | | C1| C2| C3| C4| C1| C2| C1| C2| C3| C4| C5] C8| C1| C2| C1| C2|
[ Rl ety e ety ety Sl Sty Sl ety Sty Sty et Sy Sty ety Sty Sy Sty et Sl
| Customer/ |CQustomer | | | | | | | | o o o o I | | | |
| Subscri ber| Service e A e O (O R A

| Operational | | | | [ [ | | | [ [ | | | | |
| Task Intent| | | | [ [ | | [ [ | | | | |
Fommmee e e e T e

I | I ntent e T e O A A R (R N
| S e e N T
I |Strategy | | | | [ o 1 [ 1 | | | |
I | I ntent T e O A R R (R N
S R T e S
| Network | Net work [ X1 X X 0 IX X X
| Operator | Service [ e A I I e A A O Y N
| I ntent e T e e U A A O (R N
Fommmee e e S
| Net wor k e R R I T D A A }
Fomm e e e e
I
I

I
I
|
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I
I
I
I
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I | Strategy | | | | [ [ o 1 [ 1 | | | |
I | I ntent T e O A R R (R N
S R T e S

Figure 3: Intent Cassification Exanple for Carrier Solution
6.4. Intent Classification for Data Center Network Sol utions
6.4.1. Intent Users and Intent Types
The following table describes the intent users in DC network

solutions and intent types with their descriptions for different
i ntent users.

| nt ent bet ween servers and VM.

[ ey ey oo e U
| I'ntent User | I'ntent Type | Intent Type Description |
| Custoner/ | Customer | Custoner self service via tenant

| Tenants | Service | portal. |
| | | |
| | | Exampl e: Request GPU conputing and

| | | storage resources to neet 10k |
| | | video surveillance services. |
| - e +
| | Strategy | This includes nodels and policy

| | I'ntent | intents designed by customers/ |
| | | tenants to be reused later during

| | | instantiation. |
I I I I
| | | Exanpl e: Request dynam ¢ conputing

| | | and storage resources of the |
| | | service in special and daily |
| | | tines. |
oo Fom e o - o m e e e e e e e e eeee e +
| doud | doud | Configuration of VMs, DB Servers,

| Administrator | Managenment | app servers, and comunication |
I I I I



Under | ay
Net wor k
Adm ni strator

| doud

| Resource

| Managenent
| I'ntent

I

I

Oper ati onal
Task I ntent

Strat egy
I nt ent

| Underl ay
| Network
| Service
| I'ntent
I

I

I

Under | ay
Net wor k
I nt ent

Exanpl e: Request connectivity
between VM6 A, B, and C in network

Pol i cy-driven self configuration
and recovery/optim zation.

Exanpl e: Request automatic life-
cycl e managenent of VM cl oud
resources.

Cl oud adm ni strator requests
execution of any automated task
ot her than cl oud nanagenent
intents and cl oud resource
management intents.

Exanpl e: Request upgrade operating
systemto version X on all VMs in
net wor k N1.

Qperational statenent: An intent
to update a system ni ght
reconfigure the system topol ogy
(connect to a service and to
peers), exchange data (update the
content), and uphold a certain QoE
| evel (allocate sufficient network
resources). Thus, the network
carries out the necessary
configuration to best serve such
an intent, e.g., setting up direct
connections between terninals and
al l ocating fair shares of router
queues consi dering ot her network
services

Cl oud admi ni strator designs
nmodel s, policy intents, and

wor kfl ows to be used by other
intents. Automate any tasks that
adm nistrator often perforns in
addition to life cycle of cloud
managenent intents and cl oud
managenent resource intents.

Exanpl e: I n case of energency,
automatically mgrate all cloud
resources to DC2.

Service created and provi ded by
t he underl ay network

adm ni strator.

Exanpl e: Request underlay service
bet ween DC1 and DC2 with bandw dth

Under | ay network adm nistrator
requests some DCN-wi de underl| ay
networ k configuration or network
resource configurations.

Exanpl e: Establish and all ocate
DHCP address pool .



Qper ati onal
Task | ntent

| Underlay network adm nistrator

| requests execution of any

| automated task other than underl ay
| network service and resource

| intent.

|

| Exampl e: Request autonmtic rapid

I
I

det ection of device failures and
pre-al arm correl ation.

Qper ati onal
Task | ntent

Qperational task intent API
provided to the trusted

appl i cation devel oper (internal
DevOps) .

Exampl e: APl to request automatic
rapi d detection of device failures
and pre-alarmcorrel ation.

| Strategy | Application devel oper designs
| I'ntent | nodels, policy intents, and

R o m m e e e e e e e e ee oo
| Strategy | Underlay network adm nistrator
| I'ntent | designs nodels, policy intents,
| | and workflows to be used by other
| | intents. Automate any tasks that
| | the adm nistrator often perforns.
I I
| | Exanple: For all traffic flows
| | that need NFV service chai ning,
| | restrict the maxi num | oad of any
| | VNF node/ contai ner bel ow 50% and
| | the maxi num | oad of any network
| | I'ink below 70%
o m e e e oo - o m e e e oo - o e e e e e e e e e e e e e e e e e o
| Application | doud | d oud managemnent intent API
| Devel oper | Managenent | provided to the application
| | Intent | devel opers.
I I I
| | | Example: APl to request
| | | configuration of VMs or DB
| | | Servers.
| S o e m e e e e e e e e e e
| | doud | d oud resource managenent intent
| | Resource | APl provided to the application
| | Managenent | devel opers.
| | I'ntent |
| | | Exanple: APl to request automatic
| | | life-cycle managenent of cloud
| | | resources.
| - e
| | Underl ay | Underlay network service API
| | Network | provided to the application
| | Service | devel opers.
| | Intent |
| | | Exanple: APl to request real-tine
| | | nmonitoring of device condition.
| - e
| | Underl ay | Underlay network resource AP
| | Network | provided to the application
| | Intent | devel opers.
I I I
| | | Exanmple: APl to request dynanic
| | | managenent of | Pv4 address pool
| | | resources.
| Fom - e e
I
I
I
I
I
|
I
I
I
I
I



bui |l di ng bl ocks to be used by |
other intents. This is for the |
trusted internal DCN DevOps. |
I
I
I

Exanpl e: APl to request | oad-
bal anci ng t hreshol ds.

Table 3: Intent Cassification for Data Center Network Sol utions
6.4.2. Intent Categories
The following are the proposed categori es:

I ntent Scope: Cl=Connectivity, C2=Security/Privacy, C3=Application,
A=QoS, C5=Storage, C6=Conpute

Net wor k Scope
Net wor k Domai n:  DC Net wor k
DCN Network (DCN Net) Scope: Cl=Logical, C2=Physica
DCN Resource (DCN Res) Scope: Cl=Virtual, C2=Physica

Abstraction (ABS): Cl=Technical (with technical feedback), C2=Non-
technical (w thout technical feedback) (see Section 5.2).

Life cycle (L-C: Cl=Persistent (full life cycle), C2=Transient
(short Ilived)

6.4.3. Intent Cassification Exanple

Thi s section depicts an exanpl e on how t he net hodol ogy described in
Section 6.1 can be used by the research community to classify
intents. As mentioned in Section 6.3.3, a successful use of the
classification proposed in this docunment is introduced in the PoC
denmonstration titled "A Miulti-Level Approach to IBN' [POC-IBN. The
PoC is |l ed by academnmi cs carrying out research in the area of SDN NFV;
the specific problemthey are addressing is the application of the
intent concept at different levels that correspond to different

st akehol ders.

For their research work, they considered two types of intents: slice
intents and service chain intents. For the data center solution
only the slice intent is relevant.

As already nentioned in Section 6.3.3, a slice intent expresses a
request for a network slice with two types of conponents: a set of
top-layer virtual functions and a set of virtual sw tches and/or
routers of L2/L3 VNFs.

Foll owi ng the intent classification nethodol ogy described step by
step in Section 6.1, we identify the foll ow ng:

1. The intent solution is data center

2. The intent user type is the cloud admnistrator for the slice
intent and service chain intent.

3. The type of intent is a cloud managenent intent for the slice
intent.

4. The intent scopes are connectivity and application

5. The network scope is logical; the resource scope is virtual
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Figure 4: Intent C assification Exanple for Data Center Network
Sol uti ons
6.5. Intent Classification for Enterprise Solution
6.5.1. Intent Users and Intent Types
The followi ng table describes the intent users in enterprise
solutions and their intent types.
oo R o m m e e e e e e e e ee oo +
| I'ntent User | Intent Type | Intent Type Description |
T S o e e e e e e e e e e e e e e +
End User Cust oner Enterprise end user self service
Service or applications; enterprise may
I nt ent have nultiple types of end users.

Exanpl e: Request access to VPN
service. Request video conference
bet ween end user A and B

Strat egy
I nt ent

| This includes nodels and policy

| intents designed by end users to
| be used by end-user intents and

| their applications.
I
I
I

Exanpl e: Create a video conference
type for a weekly neeting

Net wor k
Servi ce
I nt ent

Enterprise
Admi ni strat or
(internal or
VSP)

Servi ce provided by the
adm nistrator to the end users and
their applications.

I

I

I

I

| Exanple: For any end user of

| application X, the arrival of

| hol ogram obj ects of all the renmpte
| tele-presenters should be

| synchronized within 50 nms to reach
| the destination viewer for each
| conversation session. Create

| managenent VPN connectivity for
| type of service A

I

I

I

I

I

I

I

I

I

Qperational statenent: The job of
the network layer is to ensure
that the delay is between 50-70 ns
through the routing algorithm At
the sane tinme, the node resources
need to nmeet the bandw dth

requi renents of 4K video

conf erences.

| Network | Administrator requires network- |
| I'ntent | wide configuration (e.g., underlay |



or canpus) or resource
configuration (switches, routers,
or policies).

I I

I I

I I

I I

| | Example: Configure switches in

| | campus network 1 to prioritize

| | traffic of type A. Configure

| | YouTube as business non-rel evant.
Qper ationa
Task I ntent

Admi ni strator requests execution
of any automated task other than
network service intents and
network intents.

Exanpl e: Request network security
aut omat ed tasks such as web
filtering and DDoS cl oud
protection.

Strat egy
I nt ent

| Adm ni strator designs nodel s,

| policy intents, and workflows to
| be used by other intents.

| Automate any tasks that the

| administrator often perforns.
I
I
I
I

Exanmpl e: I n case of energency,
automatically shift all traffic of
type A through network N.

End- User
| nt ent

plication
vel oper

| End-user service / application
| intent APl provided to the

| application devel opers.
I
I
I

]

Exanpl e: APl for request to open a
VPN service

Net wor k
Servi ce

| | Network service APl provided to
I I

| I'ntent

I I

I I

I I

appl i cation devel opers.

Exanpl e: APl for request network
bandwi dth and | atency for hosting
a video conference.

Net wor k
I nt ent

Net work APl provided to
appl i cation devel opers.

Exanpl e: APl for requesting
net wor k devi ce configuration

Qper ationa
Task | ntent

Qperational task intent API
provided to the trusted
appl i cation devel oper (interna
DevOps) .

Exampl e: APl for requesting
aut omati c nonitoring and
interception for network security.

Strat egy
I nt ent

| Application devel oper designs

| nodels, policy intents, and

| building blocks to be used by

| other intents. This is for the
| trusted internal DevOps.

I

I

I

Exanpl e: APl for strategy intent
in case of energencies.



Table 4: Intent Cassification for Enterprise Solution
.2. Intent Categories
The followi ng are the proposed categori es:

Intent Scope: Cl=Connectivity, C2=Security/Privacy, C3=Application,
C4=QoS

Net work (Net) Scope: Cl=Campus, C2=Branch, C3=SD- WAN

Abstraction (ABS): Cl=Technical (with technical feedback), C2=Non-
technical (w thout technical feedback) (see Section 5.2)

Life cycle (L-O: Cl=Persistent (full life cycle), C2=Transient
(short Ilived)

The following is the intent classification table exanple for
enterprise solutions.

Fom e e e oo - o e e e e oo o o m e e e - B +----- +----- +
| I'ntent User | I'ntent Type | Intent | Net | ABS | L-C |
I I | Scope I I I I
| | S S +--mna +--mna +
| | | C1] C2| C3| C4| C1| C2| C3| C1] 2] C1] 2]
. - B I T S e e e -
| End User | Custoner N [ Y A [ I I B
I | Service I Y Y Y A [ A R B
I | Intent (A O (R A B B
| Fe e e e e ma - - BT R e il il st I SR PP B S o
I | Strategy [ Y A [ I R B
I | I'ntent N A (R Y R R I I O
Fom e e e oo - o e e e e oo o S T T S S S S i S
| Enterprise | Network N
| Adm nistrator | Service [ N N (N I I R N
I | I'ntent N Y (R Y R R I R O
| Fe e e e e ma - R R S Kl sl s I PP PP T L o
I | Network N I N Y N [ IR R B
I | I'ntent [ Y (R Y A A R
| B R S R Rl Ealiadis sliatie sl (L SR B PR o
I | Operational | | [ | [ [ | | | | | |
I | Task I Y N [ I R B
I | I'ntent [ T A (R Y A R I R O
| Fe e e e ma - R R S e sl s I L PP B S o
I | Strategy N [ Y A [ I I B
I | I'ntent [ Y (R R R I I
R S T T S
| Application | End-User I Y N [ I R B
| Devel oper | I'ntent [ T A (R Y A R I R O
| Fe e e e ma - R R S e sl s I L PP B S o
I | Network N [ Y A [ I I B
I | Service I Y Y Y A [ A R B
I | Intent (A O (R A B B
| Fe e e e e ma - - BT R e il il st I SR PP B S o
I | Network [ Y A [ I R B
I | I'ntent N A (R Y R R I I O
| e R TR B i sl el sl st sl el il o
I | Operational | | [ [ | [ | | [ | | |
I | Task [ N N NN I B
I | I'ntent N Y (R Y R R I R O
| Fe e e e e ma - R R S Kl sl s I PP PP T L o
I

I

| Strategy e e
| Intent O e e D B B
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Figure 5: Intent Categories for Enterprise Solution
Concl usi ons

Thi s docunent is aligned with the RG objectives and supports
investigations into intent-based networking by proposing an intent
categori zati on nmet hodol ogy and taxonomy. It brings clarification to
what an intent represents for different stakehol ders through the
proposal of an intent classification approach, ensuring that a common
under st andi ng anong all the participants exists. This, together with
the proposed intent taxonony provides a solid foundation for future
intent-rel ated di scussions within the NVRG

The benefits of this intent classification document in the research
community have been denonstrated through a PoC inpl erentation
[POC-1BN] in which the document’s concepts have been applied at
different |evels corresponding to different stakehol ders.

Security Considerations

Thi s docunent identifies security and privacy as categories of the
intent scope. The intents could be solely security intents and
privacy intents, or security can be enbedded in the intents that

i nclude al so connectivity, application, and QS scope.

Security and privacy scope is when the intent specifies the security
characteristics of the network, custoners, or end users, and privacy
for custonmers and end users.

More details of these security intents will be described in future
docunents that specify architecture, functionality, user intents, and
nmodel s.  An analysis of the security considerations of the overal

i ntent-based systemis provided in Section 9 of [RFC9315].
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