I nternet Research Task Force (I RTF) A. demm

Request for Comments: 9315 Fut ur ewei
Cat egory: I nformational L. G avaglia
| SSN: 2070-1721 Noki a

L. Z. Ganville

Federal University of Rio Grande do Sul (UFRGS)
J. Tantsura

M crosof t

Cct ober 2022

I ntent - Based Networking - Concepts and Definitions
Abstract

Intent and Intent-Based Networking are taking the industry by storm
At the same tine, terns related to Intent-Based Networking are often
used | oosely and inconsistently, in many cases overl apping and
confused with other concepts such as "policy." This docunent
clarifies the concept of "intent" and provides an overvi ew of the
functionality that is associated with it. The goal is to contribute
towards a common and shared understandi ng of terns, concepts, and
functionality that can be used as the foundation to guide further
definition of associated research and engi neering problens and their
sol uti ons.

Thi s docunent is a product of the |IRRTF Network Managenent Research

Goup (NVRG. It reflects the consensus of the research group,
havi ng recei ved many detailed and positive reviews by research group
participants. It is published for informational purposes.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

Thi s docunent is a product of the Internet Research Task Force
(IRTF). The I RTF publishes the results of Internet-related research
and devel opnent activities. These results m ght not be suitable for
depl oynent. This RFC represents the consensus of the Network
Managenent Research Group of the Internet Research Task Force (I RTF).
Docurnent s approved for publication by the | RSG are not candi dates for
any level of Internet Standard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww.rfc-editor.org/info/rfc9315

Copyright Notice

Copyright (c) 2022 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this document.

Tabl e of Contents



I ntroduction
Definitions and Acronyns
I ntroduction of Concepts
3.1. Intent and Intent-Based Managenent
2. Related Concepts
3.2.1. Service Mdels
3.2.2. Policy and Policy-Based Network Managenent
3.2.3. Distinguishing between Intent, Policy, and Service
Model s
4. Principles
5. Intent-Based Networking - Functionality
Intent Ful fill ment
1. Intent Ingestion and Interaction with Users
. Intent Translation
. Intent Ochestration
ntent Assurance
. Mnitoring
. Intent Conpliance Assessnent
. Intent Conpliance Actions
. . Abstraction, Aggregation, Reporting
Life Cycle
Addi tional Considerations
I ANA Consi derations
. Security Considerations
10. Informative References
Acknowl edgnent s
Aut hors’ Addresses

wh e

o ¢
gooaooanaaaE
el

NNDNDN

.2
.3
I
.1
.2
.3
.4

©CoOoN

I nt roducti on

Thi s docunent is a product of the |IRRTF Network Managenent Research
Goup (NVRG. It reflects the consensus of the RG receiving reviews
and explicit support frommany participants. It is published for

i nformati onal purposes.

In the past, interest regardi ng managenment and operations in the | ETF
has focused on individual network and device features.

St andar di zati on enphasi s has general ly been put on nmanagenent
instrunmentation that needed to be provided to a networking device. A
prinme exanple of this is SNWP-based nmanagenent [RFC3411] and the 200+
M Bs that have been defined by the | ETF over the years. Mre recent
exanpl es include YANG data nodel definitions [ RFC7950] for aspects
such as interface configuration, Access Control List (ACL)
configuration, and Syslog configuration

There is a clear sense and reality that managi ng networks by
configuring nmyriads of "nerd knobs" on a device-by-device basis is no
| onger an option in nodern network environments. Significant

chal  enges arise with keeping device configurations not only

consi stent across a network but al so consistent with the needs of
services and service features they are supposed to enable.

Addi tional challenges arise with regard to being able to rapidly
adapt the network as needed and to be able to do so at scale. At the
same time, operations need to be streanlined and aut omat ed wherever
possible to not only | ower operational expenses but also allow for
rapid reconfiguration of networks at sub-second tinme scales and to
ensure that networks are delivering their functionality as expected.
Anmong other things, this requires the ability to consune operationa
data, perform analytics, and dynamcally take actions in a way that
is aware of context as well as intended outconmes at near real-tine
speeds.

Accordingly, the I ETF has begun to address end-to-end nmanagenent
aspects that go beyond the real mof individual devices in isolation.
Exanpl es include the definition of YANG nodel s for network topol ogy
[ RFC8345] or the introduction of service nodels used by service



orchestration systens and controllers [ RFC8309]. Mich of the

i nterest has been fuel ed by the discussion about how to nmanage
aut onom ¢ networks as di scussed in the ANl MA Wrki ng G oup

Aut onomi ¢ networks are driven by the desire to | ower operationa
expenses and neke the nanagenent of the network as a whole nore
straightforward, putting it at odds with the need to nanage the
networ k one device and one feature at a tinme. However, while
aut onom ¢ networks are intended to exhibit "self-managenent™
properties, they still require input froman operator or outside
systemto provide operational guidance and infornation about the
goal s, purposes, and service instances that the network is to serve.

This input and operational guidance are commonly referred to as
"intent," and a network that allows network operators to provide
their input using intent is referred to as an "Intent-Based Network"
(IBN), while a systemthat helps inplement intent is referred to as
an "I ntent-Based Systeni (I1BS). Those systens can nanifest
thenselves in a nunber of ways -- for exanple, as a controller or
managenent systemthat is inplenmented as an application that runs on
a server or set of servers, or as a set of functions that are
distributed across a network and that collectively performtheir

i ntent-based functionality.

However, intent is about nmore than just enabling a form of operator
interaction with the network that involves higher-1layer abstractions.
It is also about the ability to |l et operators focus on what they want
their desired outcones to be while | eaving details to the |IBN
(respectively I BS) about how those outconmes woul d be achi eved.
Focusi ng on the outcone enabl es much greater operational efficiency
and flexibility at greater scale, in shorter time scales, and with

| ess dependency on human activities (and therefore | ess possibility
for mstakes). This also nakes Intent-Based Networking an idea
candidate for artificial intelligence techniques that can bring about
the next level of network automation [ CLEMVRO].

Thi s vision has since caught on with the industry, leading to a
significant nunber of solutions that offer Intent-Based Managenent
that prom se network providers to nmanage networks holistically at a
hi gher | evel of abstraction and as a systemthat happens to consi st
of interconnected conponents as opposed to a set of independent

devi ces (that happen to be interconnected). Those offerings include
IBNs and I BSs (offering a full life cycle of intent), Software-
Defined Network (SDN) controllers (offering a single point of contro
and adm nistration for a network), and network managenent and

Qper ations Support Systens (CSSs).

It has been recognized for a long tine that conprehensi ve managenent
sol utions cannot operate only at the |level of individual devices and
| ow| evel configurations. |In this sense, the vision of intent is not
entirely new. In the past, ITU T s nodel of a Tel ecomuni cations
Managenent Network (TMN) introduced a set of managenent |ayers that
defined a managenent hierarchy consisting of network el enent,
network, service, and business nmanagenment [ MB010]. High-Ieve
operational objectives would propagate in a top-down fashion from
upper to lower layers. The associated abstraction hierarchy was
crucial to deconpose managenent conplexity into separate areas of
concern. This abstraction hierarchy was acconpani ed by an
informati on hierarchy that concerned itself at the owest level with
devi ce-specific information, but that woul d, at higher |ayers,

i nclude, for exanple, end-to-end service instances. Simlarly, the
concept of Policy-Based Network Managenent (PBNM has, for a |ong
time, touted the ability to all ow users to manage networks by
speci fyi ng high-1evel nanagenent policies, with policy systens
automatically "rendering" those policies, i.e., breaking them down
into |l owlevel configurations and control |ogic.



| As a note, in the context of this docunent, "users" generally

| refers to operators and adm nistrators who are responsible for

| the managenent and operation of comruni cati on services and

| networking infrastructures, not to "end users" of comunication
| services

What has been nissing, however, is putting these concepts into a nore
current context and updating themto account for current technol ogy
trends. This docunent clarifies the concepts behind intent. It
differentiates intent fromrelated concepts. It also provides an
overview of first-order principles of Intent-Based Networking as well
as the associated functionality. The goal is to contribute to a
common and shared understandi ng that can be used as a foundation to
articul ate research and engi neering problens in the area of Intent-
Based Net wor ki ng.

It should be noted that the articulation of IBNrelated research
probl ems is beyond the scope of this docunent. However, it should be
recogni zed that |ntent-Based Networking has beconme an inportant topic
in the research community. Per |EEE Xplore [| EEEXPLORE], as of
Decenber 2021, in the past decade since 2012, there have been 1138
papers with the index term"intent", of which 411 specifically
mention networking. The tine period since 2020 al one accounts for
316 papers on intent and 153 for intent networking, indicating
accelerating interest. In addition, workshops dedicated to this
thene are beginning to appear, such as the | EEE Internationa

Wor kshop on | ntent-Based Networking [WN21], as well as various
special journal issues [IEEE-TITS21]. A survey of current intent-
driven networking research has been published in [ PANGO], listing
anong the nost pressing current research chall enges aspects such as
intent translation and understanding, intent interfaces, and
security.

Definitions and Acronymns
ACL: Access Control List
APl :  Application Progranmi ng Interface

I BA: Intent-Based Analytics. Analytics that are defined and derived
fromusers’ intent and used to validate the intended state.

I BN: Intent-Based Network. A network that can be managed using
i ntent.
IBS: Intent-Based System A systemthat supports managenent

functions that can be guided using intent.

Intent: A set of operational goals (that a network should neet) and
outcones (that a network is supposed to deliver) defined in a
decl arative manner without specifying how to achieve or inplenent
t hem

I ntent - Based Management: The concept of perform ng nanagenent based
on the concept of intent.

PBNM  Pol i cy-Based Network Managenent
PDP:  Policy Decision Point
PEP: Policy Enforcenent Point

Policy: A set of rules that governs the choices in behavior of a
system

Service Mddel: A nodel that represents a service that is provided by



a network to a user.

SSoT: Single Source of Truth. A functional block in an I BN system
that nornalizes users’ intent and serves as the single source of
data for the | ower |ayers

Statement of Intent: A specification of one particular aspect or
conponent of intent, also referred to as an intent statenent.

SVoT: Single Version of Truth

User: In the context of this docunent, an operator and/or
adm ni strator responsible for the managenent and operation of
conmuni cati on services and networking infrastructure (as opposed
to an end user of a communication service).

3. Introduction of Concepts

The foll owi ng section provides an overvi ew of the concept of intent
and | ntent-Based Managenent. It also provides an overview of the
rel ated concepts of service nobdels and policies (and Policy-Based
Net wor k Managenent), and explains how they relate to intent and

I nt ent - Based Managenent .

3.1. Intent and Intent-Based Managenent

In this docunment, intent is defined as a set of operational goals
(that a network is supposed to neet) and outcones (that a network is
supposed to deliver) defined in a declarative manner wi thout

speci fying how to achieve or inplement them

The term"intent" was first introduced in the context of Autononic
Net wor ks, where it is defined as "an abstract, high-level policy used
to operate the network" [RFC7575]. According to this definition, an
intent is a specific type of policy provided by a user to provide

gui dance to the Autonomi c Network that woul d otherw se operate

wi t hout human intervention. However, to avoid using intent sinply as
a synonymfor policy, a distinction that differentiates intent
clearly fromother types of policies needs to be introduced.

| One note regarding the use of the plural formof "intent": in
| the English | anguage, the term"intent" is generally used only
| in singular form However, the specification of intent as a

| whole usually involves the specification of several individua
| statenents of intent, or intent statenments. |n sonme cases,

| intent statenents are colloquially also referred to as

| "intents", although in general, the use of the term"intents"

| is discouraged.

I ntent - Based Managenent ains to | ead towards networks that are
fundanentally sinpler to manage and operate, requiring only m ninal
outside intervention. Networks, even when they are autonomc, are
not cl airvoyant and have no way of automatically knowi ng particul ar
operational goals nor which instances of networking services to

support. In other words, they do not know what the intent of the
network provider is that gives the network the purpose of its being.
This still needs to be communicated to the network by what informally

constitutes intent. That being said, the concept of intent is not
limted just to autonomic networks, such as networks that feature an
Aut ononi ¢ Control Plane [ RFC8994], but applies to any network.

Intent defines goals and outconmes in a nanner that is purely
decl arative, specifying what to acconplish, not howto achieve it.
Intent thus applies several inportant concepts sinultaneously:

* It provides data abstraction: Users do not need to be concerned



with | ow | evel device configuration and nerd knobs.

It provides functional abstraction from particul ar managenent and
control logic: Users do not need to be concerned even with how to
achieve a given intent. What is specified is the desired outcone
with the IBS automatically figuring out a course of action (e.g.,
using an algorithmor applying a set of rules derived fromthe
intent) for how to achi eve the outcone.

The followi ng are sonme exanples of intent, expressed in natura
| anguage for the sake of clarity (actual interfaces used to convey
intent may differ):

*

"Steer networking traffic originating fromendpoints in one
geography away from a second geography, unless the destination
lies in that second geography." (states what to achieve, not how.)

"Avoid routing networking traffic originating froma given set of
endpoints (or associated with a given custoner) through a
particul ar vendor’s equi pnent, even if this occurs at the expense
of reduced service levels." (states what to achi eve, not how,
provi di ng additional guidance for how to trade off between

di fferent goal s when necessary.)

"Maxim ze network utilization even if it means trading off service
| evel s (such as latency, |oss) unless service | evels have
deteriorated 20% or nore fromtheir historical nean." (a desired
outcome, with a set of constraints for additional guidance, that
does not specify how to achieve this.)

"Ensure VPN services have path protection at all tinmes for al
paths." (a desired outcone of which it may not be clear how it can
be precisely accommodat ed.)

"CGenerate in situ Operations, Adm nistration, and Mi ntenance
(OAM data and network telemetry for later offline analysis
whenever significant fluctuations in |atency across a path are
observed." (goes beyond event-condition-action by not being
speci fic about what constitutes "significant" and what specific
data to collect.)

"Route traffic in a Space Information Network in a way that

m ni m zes dependency on stratospheric balloons unless the intended
destination is an aircraft." (does not specify how to precisely
achieve this; extrapolates on scenari os nentioned in [ PAN&0].)

"For a smart city service, ensure traffic signal control traffic

uses dedi cated and redundant slices that avoid fate sharing." (a

desired outconme with a set of constraints and additional guidance
wi t hout specifying how to precisely achieve this; extrapol ates on
scenarios from [ GHARBAQUI 21] .)

In contrast, the follow ng are exanpl es of what woul d not constitute
intent (again, expressed in natural |anguage for the sake of
clarity):

*

"Configure a given interface with an IP address." (This would be
consi dered device configuration and fiddling with configuration
knobs, not intent.)

"When interface utilization exceeds a specific threshold, enmit an
alert.” (This would be a rule that can hel p support network
automation, but a sinple rule is not an intent.)

"Configure a VPN with a tunnel fromA to B over path P." (This
woul d be considered as a configuration of a service.)



* "Deny traffic to prefix Pl unless it is traffic fromprefix P2."
(This woul d be an exanple of an access policy or a firewall rule,
not intent.)

In networks, in particular in networks that are deemed autonomic
intent should ideally be rendered by the network itself, i.e.,
translated i nto device-specific rules and courses of action

Ideally, intent would not need to be orchestrated or broken down by a
hi gher-1level, centralized system but by the network devices

t hensel ves using a conbination of distributed algorithnms and | oca
device abstractions. In this idealized vision, because intent holds
for the network as a whole, intent should ideally be automatically

di ssem nated across all devices in the network, which can thensel ves
deci de whether they need to act on it.

However, such decentralization will not be practical in all cases.
Certain functions will need to be at |east conceptually centralized.
For exanple, users may require a single conceptual point of
interaction with the network. The systemproviding this point acts
as the operational front end for the network through which users can
direct requests at the network and from which they can receive
updat es about the network. It may appear to users as a single
system even if it is inmplenented in a distributed manner. |In turn,
it interacts with and manages ot her systens in the network as needed
in order torealize (i.e., to fulfill and to assure) the desired
intent. Likew se, the vast najority of network devices may be

i ntent-agnostic and focus only (for exanple) on the actual forwarding
of packets. Many devices may al so be constrained in terns of their
processing resources. This neans that not every device nmay be able
to act on intent on its owm. Again, intent in those cases can be
achi eved by a separate systemthat perforns the required actions.

Anot her reason to provide intent functionality froma conceptually
centralized point is in cases where the realization of a certain type
of intent benefits from gl obal know edge of a network and its state.
In many cases, such a global view may be inpractical to maintain by

i ndi vi dual devices, for exanple due to the volume of data and tine
lags that are involved. It nay even be inpractical for devices to
sinply access such a view from another renpte systemif such were
avai | abl e.

Al of this inplies that in many cases, certain intent functionality
needs to be provided by functions that are specialized for that

pur pose and that nay be provided by dedi cated systens (which in sone
cases could al so co-host other networking functions). For exanple,
the transl ation of specific types of intent into correspondi ng
courses of action and algorithns to achieve the desired outcones may
need to be provided by such specialized functions. O course, to
avoid single points of failure, the inplenmentation and hosting of
such functions may still be distributed even if conceptually
centralized

Regardl ess of its particular inplenentation in a centralized or
decentralized manner, an IBN is a network that can be managed using
intent. This nmeans that it is able to recognize and ingest intent of
an operator or user and configure and adapt itself according to the
user intent, achieving an intended outcone (i.e., a desired state or
behavi or) without requiring the user to specify the detail ed
techni cal steps for how to achi eve the outcone. Instead, the IBN
will be able to figure out on its own how to achi eve the outcone.
Simlarly, an IBSis a systemthat allows users to manage a network
using intent. Such a systemw || serve as a point of interaction
with users and inplenment the functionality that is necessary to

achi eve the intended outcones, interacting for that purpose with the
networ k as required.



O her definitions of intent exist, such as [TR523]. Intent there is
sinmply defined as a declarative interface that is typically provided
by a controller. It inplies the presence of a centralized function
that renders the intent into | ower-level policies or instructions and
orchestrates them across the network. Wile this is certainly one
way of inplementation, the definition that is presented here is nore
enconpassi ng and anbitious, as it enphasizes the inportance of
managi ng the network by specifying desired outcones wthout the
specific steps to be taken in order to achieve the outcone. A
controller APl that sinply provides abstraction at the network |eve
is nore linmted and woul d not necessarily qualify as intent.

Li kewi se, ingestion and recognition of intent may not necessarily
occur via an APl based on function invocations and sinple request-
response interactions but may involve other types of human-nmachi ne

i nteractions such as dialogs to provide clarifications and
refinements to requests.

3.2. Related Concepts
3.2.1. Service Mdels

A service nodel is a nodel that represents a service that is provided
by a network to a user. Per [RFC8309], a service nodel describes a
service and its parameters in a portable and inpl enentation-agnostic
way that can be used independently of the equi pnent and operating
envi ronment on which the service is realized. Two subcategories are
di stingui shed: a "Customer Service Mdel" describes an instance of a
service as provided to a custoner, possibly associated with a service
order, and a "Service Delivery Mdel" describes how a service is
instanti ated over existing networking infrastructure.

An exanpl e of a service could be a Layer 3 VPN service [ RFC8299], a
Network Slice [ NETWORK-SLICE], or residential |Internet access.
Servi ce nodel s represent service instances as entities in their own
right. Services have their own paraneters, actions, and life cycles.
Typi cal ly, service instances can be bound to end users of

conmuni cati on services who mght be billed for the services provided.

Instantiating a service typically involves multiple aspects:

* A user (or northbound system) needs to define and/or request a
service to be instantiated.

* Resources, such as |IP addresses, AS nunbers, VLAN or VXLAN pool s,
i nterfaces, bandw dth, or menory need to be all ocat ed.

* How to map services to the resources needs to be defined.
Mul tipl e mappings are often possible, which to sel ect may depend
on context (such as which type of access is available to connect
the end user of a comunication service with the service).

*  Bi ndi ngs between upper- and | ower-Ilevel objects need to be
mai nt ai ned.

* Once instantiated, the service operational state needs to be
val i dated and assured to ensure that the network indeed delivers
the service as requested.

The realization of service nodels involves a system such as a
controller, that provides provisioning logic. This includes breaking
down hi gh-1evel service abstractions into |ower-|evel device
abstractions, identifying and allocating systemresources, and
orchestrating individual provisioning steps. O chestration
operations are generally conducted using a "push" nodel in which the
control |l er/ manager initiates the operations as required, then pushes



down the specific configurations to the device and val i dates whet her
the new changes have been accepted and the new operational /derived
states are achieved and in sync with the intent/desired state. In
addition to instantiating and creating new instances of a service,
updati ng, nodifying, and deconm ssioning services al so need to be
supported. The device itself typically remains agnostic to the
service or the fact that its resources or configurations are part of
a service/concept at a higher |ayer.

Instantiated service nodels map to instantiated | ower-|layer network
and devi ce nodels. Exanples include instances of paths or instances
of specific port configurations. The service nodel typically also
nmodel s dependenci es and | ayering of services over |ower-|ayer
net wor ki ng resources that are used to provide services. This
facilitates nmanagenent by allowing to foll ow dependencies for

troubl eshooting activities and to performinpact analysis in which
events in the network are assessed regarding their inmpact on services
and custoners. Services are typically orchestrated and provisi oned
top to bottom which also facilitates keeping track of the assignnent
of network resources (conposition), while troubl eshooted bottom up
(decomposition). Service nodels mght al so be associated with other
data that does not concern the network but provides busi ness context.
Thi s includes things such as custonmer data (such as billing
information), service orders and service catalogs, tariffs, service
contracts, and Service Level Agreenments (SLAs), including contractua
agreenents regardi ng renedi ati on actions.

[ SERVI CE- MAPPI NG YANG is an exanple of a data nodel that provides a
mappi ng for custoner service nodels (e.g., the L3VPN Service Mdel)
to Traffic Engineering (TE) nodels (e.g., the TE Tunnel or the
Abstraction and Control of Traffic Engi neered Networks Virtua

Net wor k nodel ).

Li ke intent, service nodels provide higher |ayers of abstraction
Service nodel s are often al so conpl enented with mappi ngs that capture
dependenci es between service and device or network configurations.
Unlike intent, service nodels do not allow to define a desired
"outcone" that would be automatically maintained by an IBS. |nstead,
the managenent of service nodels requires the devel opnent of

sophi sticated al gorithns and control |ogic by network providers or
systemintegrators.

3.2.2. Policy and Policy-Based Network Managenent

Pol i cy- Based Network Managenent (PBNM is a nanagenent paradi gmthat
separates the rules that govern the behavior of a systemfromthe
functionality of the system It promises to reduce nmai ntenance costs
of information and comuni cation systens while inproving flexibility
and runtine adaptability. It is present today at the heart of a

mul titude of mmnagenent architectures and paradi gns, including SLA-
driven, business-driven, autononous, adaptive, and sel f-* nanagenent
[ BOUTABAO7]. The interested reader is asked to refer to the rich set
of existing literature, which includes this and many ot her
references. In the following, we will only provide a nuch-abridged
and distilled overview.

At the heart of policy-based nmanagenent is the concept of a policy.
Multiple definitions of policy exist: "Policies are rules governing
the choices in the behavior of a system [SLOMAN94]. "Policy is a
set of rules that are used to nanage and control the changi ng and/ or
mai ntai ning of the state of one or nore managed objects”

[ STRASSNERO3]. Common to nost definitions is the definition of a
policy as a "rule." Typically, the definition of a rule consists of
an event (whose occurrence triggers a rule), a set of conditions
(whi ch get assessed and whi ch nust be true before any actions are
actually "fired"), and finally, a set of one or nore actions that are



carried out when the condition hol ds.

Pol i cy- based nanagenent can be consi dered an inperative nmanagenent
paradi gm Policies precisely specify what needs to be done when and
in which circunstance. By using policies, nanagenent can, in effect,
be defined as a set of sinple control |oops. This nakes policy-based
managenent a suitable technol ogy to inplenent autonom c behavior that
can exhi bit sel f-* managenent properties, including self-
configuration, self-healing, self-optimzation, and self-protection
This is notwi thstanding the fact that policy-based nanagenent may
make use of the concept of abstractions (such as, "Bob gets gold
service") that hide fromthe user the specifics of how that
abstraction is rendered in a particul ar depl oynent.

Policies typically involve a certain degree of abstraction in order
to cope with the heterogeneity of networking devices. Rather than
havi ng a devi ce-specific policy that defines events, conditions, and
actions in terns of device-specific comrands, paraneters, and data
model s, a policy is defined at a higher |level of abstraction

i nvol ving a canoni cal nodel of systens and devices to which the
policy is to be applied. A policy agent on a controller or the

devi ce subsequently "renders" the policy, i.e., translates the
canoni cal nodel into a device-specific representation. This concept
al l ows applying the sane policy across a wi de range of devices

wi t hout needing to define multiple variants. |In other words, policy
definition is decoupled frompolicy instantiation and policy
enforcenment. This enabl es operational scale and all ows network
operators and authors of policies to think in higher terns of
abstraction than device specifics and be able to reuse the sane,

hi gh-1 evel definition across different networking domai ns, WAN, data
center (DC), or public cloud.

PBNM i s typically "push-based": Policies are pushed onto devices
where they are rendered and enforced. The push operations are
conducted by a manager or controller that is responsible for

depl oyi ng policies across the network and nmonitoring their proper
operation. That being said, other policy architectures are possible.
For exanple, policy-based nanagenent can al so include a pul

conponent in which the decision regarding which action to take is

del egated to a so-called Policy Decision Point (PDP). This PDP can
reside outside the nanaged device itself and has typically gl oba
visibility and context with which to nake policy decisions. Wenever
a network device observes an event that is associated with a policy
but lacks the full definition of the policy or the ability to reach a
concl usi on regardi ng the expected action, it reaches out to the PDP
for a decision (reached, for exanple, by deciding on an action based
on various conditions). Subsequently, the device carries out the
deci sion as returned by the PDP; the device "enforces" the policy and
hence acts as a PEP (Policy Enforcement Point). Either way, PBNM
architectures typically involve a central conponent from which
policies are deployed across the network and/or policy decisions
served.

Li ke intent, policies provide a higher |ayer of abstraction. Policy
systens are also able to capture dynam c aspects of the system under
managenent through the specification of rules that allow defining
various triggers for specific courses of action. Unlike intent, the
definition of those rules (and courses of action) still needs to be
articulated by users. Since the intent is unknown, conflict
resolution within or between policies requires interactions with a
user or sonme kind of logic that resides outside of PBNM In that
sense, policy constitutes a | ower |evel of abstraction than intent,
and it is conceivable for IBSs to generate policies that are
subsequent |y depl oyed by a PBNM system allowi ng PBNMto support

I nt ent - Based Net wor ki ng.



.2.3. Distinguishing between Intent, Policy, and Service Mdels

What intent, policy, and service nodels all have in comopn is the
fact that they involve a higher layer of abstraction of a network

t hat does not invol ve device specifics, generally transcends

i ndi vi dual devi ces, and rmakes the network easier to manage for
appl i cations and human users conpared to having to manage the network
one device at a tine. Beyond that, differences energe.

Summari zed di ff erences:

* A service nodel is a data nodel that is used to describe instances
of services that are provided to custoners. A service nodel has
dependenci es on | ower-|evel nodels (device and network nodel s)
when describing how the service is nmapped onto the underlying
network and I T infrastructure. |Instantiating a service nodel
requires orchestration by a systenm the logic for howto
orchestrat e/ manage/ provi de the service nodel and how to map it
onto underlying resources is not included as part of the node
itself.

* Policy is a set of rules, typically nodel ed around a vari ati on of
events/conditions/actions, used to express sinple control |oops
that can be rendered by devices without requiring intervention by
the outside system Policies |let users define what to do under
what circunstances, but they do not specify the desired outcone.

* Intent is a high-level, declarative goal that operates at the
| evel of a network and services it provides, not individua
devices. It is used to define outconmes and hi gh-1evel operationa
goal s, without specifying how those outcomes shoul d be achi eved or
how goal s shoul d specifically be satisfied, and wi thout the need
to enunerate specific events, conditions, and actions. Wich
algorithmor rules to apply can be autonmatically "l earned/derived
fromintent” by the IBS. 1In the context of autononic networKking,
intent is ideally rendered by the network itself; also, the
di ssem nati on of intent across the network and any required
coordi nati on between nodes is resolved by the network w thout the
need for external systens.

One anal ogy to capture the difference between policy-based systens
and I1BSs is that of Expert Systens and Learning Systens in the field
of Artificial Intelligence. Expert Systems operate on know edge
bases with rules that are supplied by users, anal ogous to policy
systens whose policies are supplied by users. They are able to nake
automatic inferences based on those rules but are not able to "learn"
new rules on their own. Learning Systens (popul arized by deep

| earni ng and neural networks), on the other hand, are able to learn
wi t hout dependi ng on user progranmng or articulation of rules.
However, they do require a learning or training phase requiring |arge
data sets; explanations of actions that the system actually takes
provide a different set of challenges. Analogous to |IBSs, users
focus on what they would like the |earning systemto acconplish but
not howto do it.

Princi pl es

The following main operating principles allow characterizing the
i ntent-based/-driven/-defined nature of a system

1. Single Source of Truth (SSoT) and Single Version of Truth (SVoT).
The SSoT is an essential conponent of an IBS as it enables
several inportant operations. The set of validated intent
expressions is the systenmis SSoT. SSoT and the records of the
operational states enable conmparing the intended/desired state
and actual /operational states of the systemand determ ning drift



between them SSoT and the drift information provide the basis
for corrective actions. |If the IBSis equipped with the neans to
predict states, it can further develop strategies to anticipate,
pl an, and pro-actively act on any diverging trends with the aim
to mninmze their inpact. Beyond providing a nmeans for

consi stent system operation, SSoT also allows for better
traceability to validate if/howthe initial intent and associ ated
busi ness goal s have been properly net in order to evaluate the

i npacts of changes in the intent paraneters and inpacts and
effects of the events occurring in the system

Single Version (or View) of Truth derives fromthe SSoT and can
be used to perform other operations such as querying, polling, or
filtering measured and correlated information in order to create
so-called "views." These views can serve the users of the IBS
In order to create intent statenents as single sources of truth
the I1BS nust follow well-specified and wel | -docunent ed processes
and nodels. |In other contexts, SSoT is also referred to as the

i nvari ance of the intent [ LENROMD5].

One touch but not one shot. |In an ideal IBS, the user expresses
intent in one formor another, and then the systemtakes over al
subsequent operations (one touch). A zero-touch approach could
al so be imagined in the case where the IBS has the capabilities
or means to recognize intentions in any formof data. However,
the zero- or one-touch approach should not distract fromthe fact
that reaching the state of a well-forned and valid intent
expression is not a one-shot process. On the contrary, the
interfacing between the user and the |IBS coul d be designed as an
interactive and iterative process. Depending on the |evel of
abstraction, the intent expressions may initially contain nore or
less inplicit parts and inprecise or unknown paraneters and
constraints. The role of the IBSis to parse, understand, and
refine the intent expression to reach a well-formed and valid

i ntent expression that can be further used by the systemfor the
fulfillment and assurance operations. An intent refinenent
process could use a conbination of iterative steps involving the
user to validate the proposed refined intent and to ask the user
for clarifications in case sone paraneters or variables could not
be deduced or |earned by neans of the systemitself. In
addition, the IBS will need to noderate between conflicting
intent, hel ping users to properly choose between intent
alternatives that may have different ramfications

Aut onony and Supervision. A desirable goal for an IBSis to

of fer a high degree of flexibility and freedomon both the user
side and systemside, e.g., by giving the user the ability to
express intent using the user’s own terns, by supporting
different fornms of expression for individual statenments of intent
and being capable of refining the intent expressions to well-
fornmed and expl oitabl e expressions. The dual principle of

aut onony and supervision allows operating a systemthat will have
the necessary | evels of autonomy to conduct its tasks and
operations without requiring the intervention of the user and
taking its own decisions (within its areas of concern and span of
control) as how to performand neet the user expectations in
terns of performance and quality, while at the sane tine
providing the proper |evel of supervision to satisfy the user
requirenents for reporting and escal ati on of rel evant

i nformati on.

Learning. An IBSis a learning system |In contrast to an

i nperative type of system such as Event-Condition-Action policy
rul es, where the user defines beforehand the expected behavi or of
the systemto various events and conditions, in an |IBS, the user
only decl ares what the systemis supposed to achi eve and not how



to achieve these goals. There is thus a transfer of reasoning/
rationality fromthe hunan (domai n know edge) to the system
This transfer of cognitive capability also inplies the
availability in the IBS of capabilities or neans for | earning,
reasoni ng, and know edge representati on and nanagenment. The
learning abilities of an IBS can apply to different tasks such as
optim zation of the intent rendering or intent refinenent
processes. The fact that an IBS is a continuously evol ving
system creates the condition for continuous |earning and
optinmization. Qher cognitive capabilities such as planning can
al so be leveraged in an IBS to anticipate or forecast future
system state and response to changes in intent or network
conditions and thus el aboration of plans to acconmmpdate the
changes while preserving systemstability and efficiency in a
trade-of f with cost and robustness of operations.

5. Capability exposure. Capability exposure consists in the need
for expressive network capabilities, requirenments, and
constraints to be able to compose/ deconpose intent and map the
user’'s expectations to the systemcapabilities.

6. Abstract and outcome-driven. Users do not need to be concerned
with how intent is achieved and are enpowered to think in terns
of outcomes. In addition, they can refer to concepts at a higher
| evel of abstractions, independent, e.g., of vendor-specific
renderi ngs.

The described principles are perhaps the npost proninent, but they are
not an exhaustive list. There are additional aspects to consider,
such as:

* Intent targets are not individual devices but typically
aggregations (such as groups of devices adhering to a common
criteria, such as devices of a particular role) or abstractions
(such as service types, service instances, or topol ogies).

* Abstraction and inherent virtualization: agnostic to
i mpl ement ati on details.

* Human-tailored network interaction: |IBN should speak the |anguage
of the user as opposed to requiring the user to speak the | anguage
of the devicel/ net work.

* Explainability as an inportant |IBN function, detection and | BN
ai ded resolution of conflicting intent, and reconciliation of what
the user wants and what the network can actually do.

* Inherent support, verification, and assurance of trust.

Al'l of these principles and considerations have inplications on the
design of IBSs and their supporting architecture. Accordingly, they
need to be considered when deriving functional and operationa
requirenents.

I ntent - Based Networking - Functionality

I ntent -Based Networking involves a wide variety of functions that can
be roughly divided into two categories:

* Intent Fulfillment provides functions and interfaces that allow
users to comunicate intent to the network and that performthe
necessary actions to ensure that intent is achieved. This
includes algorithns to deternine proper courses of action and
functions that learn to optim ze outconmes over tinme. |n addition,
it also includes functions such as any required orchestration of
coordi nated configuration operations across the network and



rendering of higher-level abstractions into | ower-level parameters
and control knobs.

* Intent Assurance provides functions and interfaces that allow
users to validate and nonitor that the network is indeed adhering
to and complying with intent. This is necessary to assess the
ef fecti veness of actions taken as part of fulfillment, providing
i nportant feedback that allows those functions to be trained or

tuned over tine to optim ze outcones. In addition, Intent
Assurance is necessary to address "intent drift." Intent is not
meant to be transactional, i.e., "set and forget", but is expected
to remain in effect over tine (unless explicitly stated
otherwise). Intent drift occurs when a systemoriginally neets
the intent, but over tinme gradually allows its behavior to change
or be affected until it no | onger does or does so in a |ess

ef fective manner.

The foll owi ng sections provide a nore conprehensive overvi ew of those
functions.

.1. Intent Fulfill nment

Intent fulfillnment is concerned with the functions that take intent
fromits origination by a user (generally, an adm nistrator of the
responsi bl e organi zation) to its realization in the network.

.1.1. Intent Ingestion and Interaction with Users

The first set of functions is concerned with "ingesting" intent,

i.e., obtaining intent through interactions with users. They provide
functions that recognize intent frominteraction with the user as
wel | as functions that allow users to refine their intent and
articulate it in such ways so that it becones actionable by an |IBS
Typically, those functions go beyond those provided by a non-intent-
based API, although non-intent-based APIs may also still be provided
(and needed for interactions beyond human users, i.e., with other
machi nes). Many cases would al so involve a set of intuitive and
easy-to-navigate workflows that guide users through the intent

i ngestion phase, naking sure that all inputs that are necessary for

i ntent nodeling and consecutive translation have been gathered. They
may support unconventional human-nachine interactions, in which a
human wi Il not sinply give conmands but instead a hunman-machine
dialog is used to provide clarifications, to explain ramfications
and trade-offs, and to facilitate refinenments.

The goal is ultimately to nake I BSs as easy and natural to use and
interact with as possible, in particular allow ng human users to
interact with the IBS in ways that do not involve a steep |earning
curve that forces the user to learn the "l anguage” of the system
Ideally, it will be the IBSs that are increasingly able to | earn how
to understand the user, as opposed to the other way around. O
course, further research will be required to nake this a reality.

1.2, Intent Transl ation

A second set of functions needs to translate user intent into courses
of action and requests to take against the network, which will be
meani ngful to network configuration and provisioning systems. These
functions lie at the core of IBS, bridging the gap between
interaction with users on the one hand and the managenment and
operations side that will need to orchestrate provisioning and
configuration across the network

Beyond nerely breaki ng down a higher |ayer of abstraction (intent)
into a |lower |ayer of abstraction (policies and device
configuration), Intent Translation functions can be conmpl enented with



functions and algorithnms that performoptimzations and that are able
to learn and inprove over tinme in order to result in the best

out cones, specifically in cases where nultiple ways of achieving

t hose outcones are conceivable. For exanple, satisfying an intent
may i nvol ve conputation of paths and other paraneters that will need
to be configured across the network. Heuristics and algorithns to do
so may evolve over time to optim ze outcomes that may depend on a
myriad of dynami c network conditions and context.

5.1.3. Intent O-chestration

A third set of functions deals with the actual configuration and
provi sioning steps that need to be orchestrated across the network
and that were determ ned by the previous intent translation step.

5.2. I ntent Assurance

Intent Assurance is concerned with the functions that are necessary
to ensure that the network indeed conplies with the desired intent
once it has been fulfill ed.

5.2.1. Monitoring

A first set of assurance functions nonitors and observes the network
and its exhibited behavior. This includes all the usual assurance
functions such as nonitoring the network for events and performance
outliers, performng neasurenents to assess service levels that are
bei ng delivered, and generating and collecting telenetry data.

Moni toring and observation are required as the basis for the next set
of functions that assess whether the observed behavior is in fact in
compliance with the behavior that is expected based on the intent.

5.2.2. Intent Conpliance Assessnent

At the core of Intent Assurance are functions that conpare the actua
net wor k behavi or that is being nonitored and observed with the

i nt ended behavior that is expected per the intent and is held by
SSoT. These functions continuously assess and val i date whet her the
observation indicates conpliance with intent. This includes
assessing the effectiveness of intent fulfillnent actions, including
verifying that the actions had the desired effect and assessing the
magni t ude of the effect as applicable. It can also include functions
that perform anal ysis and aggregati on of raw observation data. The
results of the assessnment can be fed back to facilitate |earning
functions that optinze outcones.

Intent conpliance assessnent al so includes assessing whether intent
drift occurs over time. Intent drift can be caused by a contro

pl ane or |ower-Ilevel managenent operations that inadvertently cause
behavi or changes that conflict with intent that was orchestrated
earlier. 1BSs and Networks need to be able to detect when such drift
occurs or is about to occur as well as assess the severity of the
drift.

5.2.3. Intent Conpliance Actions

When intent drift occurs or network behavior is inconsistent with
desired intent, functions that are able to trigger corrective actions
are needed. This includes actions needed to resolve intent drift and
bring the network back into conpliance. Alternatively, and where
necessary, reporting functions need to be triggered that alert
operators and provide themw th the necessary informati on and tools
to react appropriately, e.g., by helping themarticul ate

nmodi fications to the original intent to noderate between conflicting
concerns.



5.2.4. Abstraction, Aggregation, Reporting

The outcone of Intent Assurance needs to be reported back to the user
in ways that allow the user to relate the outcones to their intent.
This requires a set of functions that are able to anal yze, aggregate,
and abstract the results of the observations accordingly. In many
cases, |lower-level concepts such as detail ed performance statistics
and observations related to | ow | evel settings need to be "up-

| evel ed" to concepts the user can relate to and take action on

The required aggregation and anal ysis functionality needs to be
compl enented with functions that report intent conpliance status and
provi de adequate summari zation and visualization to human users.

6. Life Cycle

Intent is subject to alife cycle: it comes into being, may undergo
changes over the course of time, and may at some point be retracted.
This life cycle is closely tied to various interconnection functions
that are associated with the intent concept.

Figure 1 depicts an intent life cycle and its main functions. The
functions were introduced in Section 5 and are divided into two
functional (horizontal) planes reflecting the distinction between
fulfillment and assurance. |In addition, they are divided into three
(vertical) spaces

The spaces indicate the different perspectives and interactions with
different roles that are involved in addressing the functions:

* The User Space involves the functions that interface the network
and IBS with the human user. 1t involves the functions that allow
users to articulate and the IBS to recognize that intent. It also
i nvol ves the functions that report back the status of the network
relative to the intent and that allow users to assess outcones and
whether their intent has the desired effect.

* The Translation, or Intent-Based System (I1BS) Space involves the
functions that bridge the gap between intent users and the network
operations infrastructure. This includes the functions used to
translate an intent into a course of action as well as the
algorithms that are used to plan and optim ze those courses of
action also in consideration of feedback and observations fromthe

network. It also includes the functions to analyze and aggregate
observations fromthe network in order to validate conpliance with
the intent and to take corrective actions as necessary. In

addition, it includes functions that abstract observations from
the network in ways that relate themto the intent as comruni cated
by users. This facilitates the reporting functions in the user
space.

*  The Network Qperations Space, finally, involves orchestration,
configuration, monitoring, and measurenent functions, which are
used to effectuate the rendered intent and observe its effects on
t he networ k.

User Space : Translation / |IBS : Network Ops
: Space : Space
R i + . R i + R S R +
Ful fill |recognize/|---> |translate/|-->| learn/ | -->] configure/|
| generate | | | | plan/ | | provision
| i ntent | <--- ] refine | | render | |
B N B
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Assure  +---+---+ R LR + +o-o-- +---+ | observe/
|report | <---- |abstract |<---| analyze | <----| |
Fo-em- - + N R + | aggr egat e| T +
. SR -

Figure 1. Intent Life Cycle

When carefully inspecting the diagram it beconmes apparent that the
intent life cycle, in fact, involves tw cycles, or |oops:

* The "inner" intent control |oop between |IBS and Network Operations
space is conpletely autonom c and does not involve any human in
the loop. It represents closed-loop automation that involves
automati c analysis and validation of intent based on observations
fromthe network operations space. Those observations are fed
into the function that plans the rendering of networking intent in
order to nake adjustnments as needed in the configuration of the
network. The | oop addresses and counteracts any intent drift that
may be occurring, using observations to assess the degree of the
network’s intent conpliance and autonmatically pronpting actions to
address any di screpancies. Likewise, the loop allows to assess
the effectiveness of any actions that are taken in order to
continuously learn and i nprove how intent needs to be rendered in
order to achieve the desired outcones.

* The "outer" intent control | oop extends to the user space. It
i ncludes the user taking action and adjusting their intent based
on observations and feedback fromthe IBS. Intent is thus

subjected to a life cycle: It cones into being, may undergo
refinements, nodifications, and changes of tinme, and may at sone
point in tine even get retracted.

Addi ti onal Consi derations

G ven the popularity of the term"intent," it is tenpting to broaden
its use to enconpass other related concepts, resulting in "intent-
washi ng" that paints those concepts in a new light by sinply applying
new i ntent terminology to them A common exanple concerns referring
to the northbound interface of SDN controllers as "intent interface.”
However, in some cases, this actually makes sense not just as a

mar keting ploy but as a way to better relate previously existing and
new concepts.

In that sense and with regards to intent, it makes sense to
di stingui sh vari ous subcategories of intent as foll ows:

Qperational Intent: defines intent related to operational goals of
an operator; it corresponds to the original "intent" termand the
concepts defined in this docunent.

Rule Intent: a synonymfor policy rules regarding what to do when
certain events occur.

Service Intent: a synonymfor custoner service nodel [RFC8309].

Flow Intent: a synonymfor a Service Level Objective for a given
fl ow.

A conprehensive set of classifications of different concepts and
categories of intent will be described in a separate docunent.

| ANA Consi der ati ons



Thi s docunent has no | ANA acti ons.
Security Considerations

Thi s docunent describes concepts and definitions of |ntent-Based

Net wor ki ng. As such, the bel ow security considerations remain high
level, i.e., in the formof principles, guidelines, or requirenents.
More detail ed security considerations will be described in the
docunents that specify the architecture and functionality.

Security in Intent-Based Networking can apply to different facets:
* Securing the IBS itself.

* Mtigating the effects of erroneous, harnful, or conprom sed
i ntent statenents.

* Expressing security policies or security-related paraneters with
intent statenents.

Securing the IBS ainms at naking the |IBS operationally secure by

i mpl ementing security nechanisns and appl yi ng security best
practices. In the context of Intent-Based Networking, such
mechani sms and practices may consist of intent verification and

val i dation, operations on intent by authenticated and authorized
users only, and protection against or detection of tanpered
statenents of intent. Such mechanisns nmay al so include the
introduction of multiple levels of intent. For exanple, intent
related to securing the network should occur at a "deeper" |evel that
overrides other levels of intent if necessary, and that is not

subj ect to nodification through regul ar operations but through ones
that are specifically secured. Use of additional nechani sns such as
expl anation conponents that describe the security ramfications and
trade-of fs shoul d be considered as well.

Mtigating the effects of erroneous or conprom sed statenents of
intent ains at making the I BS operationally safe by providing
checkpoi nt and saf eguard mechani sns and operating principles. In the
context of Intent-Based Networking, such nmechani sns and principles
may consist of the ability to automatically detect unintended,
detrimental, or abnormal behavior; the ability to automatically (and
gracefully) roll back or fall back to a previous "safe" state; the
ability to prevent or contain error anplification (due to the

conbi nation of a higher degree of autonmation and the intrinsic higher
degree of freedom anbiguity, and inplicit information conveyed by
intent statenents); and dynanic |evels of supervision and reporting
to make the user aware of the right information at the right tine
with the right level of context. Erroneous or harnful intent
statenments may i nadvertently propagate and conprom se security. In
addition, conpromised intent statenents (for exanple, forged by an

i nside attacker) nay sabotage or harmthe network resources and nake
them vul nerable to further, larger attacks, e.g., by defeating
certain security nechani sns.

Expressing security policies or security-related parameters as intent
consists of using the intent formalism (a high-level, declarative
abstraction) or part(s) of an intent statenment to define security-
rel ated aspects such as:

* data governance;

* Jlevel(s) of confidentiality in data exchange;

* Jlevel(s) of availability of systemresources, of protection in
forwardi ng paths, and of isolation in processing functions;
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* level (s) of encryption; and
* authorized entities for given operations.

The devel opnment and introduction of Intent-Based Networking in
operational environnents will certainly create new security concerns.
Such security concerns have to be anticipated at the design and
specification tinme. However, |Intent-Based Networking may al so be
used as an enabler for better security. For instance, security and
privacy rules could be expressed in a nore human-friendly and generic
way and be | ess technol ogy specific and | ess conplex, leading to
fewer lowlevel configuration mstakes. The detection of threats or
attacks could al so be nade nore sinple and conprehensive thanks to
conflict detection at higher level or at coarser granularity.

More thorough security anal yses shoul d be conducted as our
under st andi ng of Intent-Based Networking technol ogy matures.
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