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I nt roducti on

QUIC [QUI G TRANSPORT] is a new transport protocol that is

encapsul ated in UDP. QU C integrates TLS [QU CTLS] to encrypt al
payl oad data and nost control information. QU C version 1 was
designed primarily as a transport for HITP with the resulting
protocol being known as HTTP/3 [ QUI CHTTP].

Thi s docunent provides guidance for network operations that manage
QU Ctraffic. This includes guidance on howto interpret and utilize
information that is exposed by QU C to the network, requirenents and
assunptions of the QUIC design with respect to network treatnment, and
a description of how common network managenment practices will be

i npacted by QU C

QU Cis an end-to-end transport protocol; therefore, no informtion
in the protocol header is intended to be nutable by the network
This property is enforced through integrity protection of the wire
i mge [WRE-I MAGE]. Encryption of nobst transport-layer contro
signaling nmeans that less information is visible to the network in
comparison to TCP

Integrity protection can also sinplify troubl eshooting at the end
poi nts as none of the nodes on the network path can nodify transport
| ayer information. However, it means in-network operations that
depend on nodification of data (for exanples, see [ RFC9065]) are not
possi bl e wi t hout the cooperation of a QU C endpoint. Such
cooperation mght be possible with the introduction of a proxy that
aut henticates as an endpoint. Proxy operations are not in scope for
thi s docunent.

Net wor k managenent is not a one-size-fits-all endeavor; for exanple,
practi ces consi dered necessary or even mandatory within enterprise



networks with certain conpliance requirenments would be inperm ssible
on ot her networks w thout those requirenents. Therefore, presence of
a particular practice in this docunment should not be construed as a
recomendation to apply it. For each practice, this docunent
describes what is and is not possible with the QU C transport

prot ocol as defi ned.

Thi s docunent focuses solely on network nmanagenent practices that
observe traffic on the wire. For exanple, replacenent of

troubl eshooti ng based on observation with active neasurenent
techniques is therefore out of scope. A nore generalized treatnent
of network managenent operations on encrypted transports is given in
[ RFCO065] .

QUI C-specific term nol ogy used in this docunent is defined in
[ QUI G- TRANSPORT] .

2. Features of the QUC Wre | mge

Thi s section discusses aspects of the QU C transport protocol that
have an inpact on the design and operation of devices that forward
QUI C packets. Therefore, this section is primarily considering the
unencrypted part of QUC s wire inage [ WRE-1MAGE], which is defined
as the information available in the packet header in each QU C
packet, and the dynam cs of that information. Since QUC is a
versi oned protocol, the wire image of the header format can al so
change fromversion to version. However, the field that identifies
the QU C version in some packets and the format of the Version
Negoti ati on packet are both inspectable and invariant

[ QU G| NVARI ANTS] .

Thi s docunent addresses version 1 of the QU C protocol, whose wire
image is fully defined in [QU C TRANSPORT] and [QUI C-TLS]. Features
of the wire inmage described herein nay change in future versions of
the protocol except when specified as an invariant [ QU C | NVARI ANTS]
and cannot be used to identify QU C as a protocol or to infer the
behavi or of future versions of QU C

2.1. QUIC Packet Header Structure

QUI C packets may have either a | ong header or a short header. The
first bit of the QU C header is the Header Form bit and indicates
whi ch type of header is present. The purpose of this bit is

i nvari ant across QU C versi ons.

The | ong header exposes nore information. |t contains a version
nunmber, as well as Source and Destination Connection |IDs for

associ ating packets with a QUIC connection. The definition and

| ocation of these fields in the QU C |ong header are invariant for
future versions of QU C, although future versions of QU C nmay provide
additional fields in the | ong header [ QU C |1 NVARI ANTS] .

In version 1 of QUC, the |ong header is used during connection
establishnent to transmit CRYPTO handshake data, perform version
negotiation, retry, and send O-RTT dat a.

Short headers are used after a connection establishnent in version 1
of QUI C and expose only an optional Destination Connection ID and the
initial flags byte with the spin bit for RTT nmeasurement.

The following information is exposed in QU C packet headers in all
versions of QUIC (as specified in [ QU C I NVAR ANTS]):

versi on nunber: The version nunber is present in the |ong header and
identifies the version used for that packet. During Version
Negoti ation (see Section 17.2.1 of [QU C TRANSPORT] and



Section 2.8), the Version field has a special value (0x00000000)
that identifies the packet as a Version Negotiation packet. QUJC
version 1 uses version 0x00000001. COperators should expect to
observe packets with other version nunbers as a result of various
I nternet experinents, future standards, and greasing [ RFC7801].

An | ANA registry contains the values of all standardi zed versions
of QU C, and nmay contain sone proprietary versions (see

Section 22.2 of [QUI G TRANSPORT]). However, other versions of
QUI C can be expected to be seen in the Internet at any given tine.

Source and Destination Connection ID: Short and | ong headers carry a
Destination Connection ID, which is a variable-length field. |If
the Destination Connection IDis not zero length, it can be used
to identify the connection associated with a QU C packet for |oad
bal anci ng and NAT rebi ndi ng purposes; see Sections 4.4 and 2.6.
Long packet headers additionally carry a Source Connection |D.
The Source Connection IDis only present on | ong headers and
i ndi cates the Destination Connection ID that the other endpoint
shoul d use when sendi ng packets. On |ong header packets, the
| ength of the connection IDs is also present; on short header
packets, the I ength of the Destination Connection IDis inplicit,
as it is knowmn from preceding | ong header packets.

In version 1 of QUC, the followi ng additional information is
exposed:

"Fixed Bit": In version 1 of QUC, the second-npbst-significant bit
of the first octet is set to 1, unless the packet is a Version
Negoti ati on packet or an extension is used that nodifies the usage
of this bit. |If the bit is set to 1, it enables endpoints to
easily denultiplex with other UDP-encapsul ated protocols. Even
though this bit is fixed in the version 1 specification, endpoints
m ght use an extension that varies the bit [ QU C GREASE].
Therefore, observers cannot reliably use it as an identifier for

QI C.

| atency spin bit: The third-nost-significant bit of the first octet
in the short header for version 1. The spin bit is set by
endpoi nts such that tracking edge transitions can be used to
passi vel y observe end-to-end RTT. See Section 3.8.2 for further
detail s.

header type: The |ong header has a 2-bit packet type field follow ng
the Header Form and Fixed Bits. Header types correspond to stages
of the handshake; see Section 17.2 of [ QU C TRANSPORT] for
details.

Il ength: The Iength of the remmining QU C packet after the Length
field present on |l ong headers. This field is used to inplenent
coal esced packets during the handshake (see Section 2.2).

token: Initial packets nmay contain a token, a variable-Iength opaque
val ue optionally sent fromclient to server, used for validating
the client’s address. Retry packets also contain a token, which
can be used by the client in an Initial packet on a subsequent
connection attenpt. The length of the token is explicit in both
cases.

Retry (Section 17.2.5 of [QU C TRANSPORT]) and Version Negotiation
(Section 17.2.1 of [QUI C TRANSPORT]) packets are not encrypted

Retry packets are integrity protected. Transport paraneters are used
to authenticate the contents of Retry packets later in the handshake.
For other kinds of packets, version 1 of QU C cryptographically
protects other information in the packet headers:

Packet Number: All packets except Version Negotiation and Retry



packets have an associ ated packet nunber; however, this packet
nunber is encrypted, and therefore not of use to on-path
observers. The offset of the packet nunber can be decoded in | ong
headers while it is inplicit (depending on Destination Connection
ID length) in short headers. The length of the packet nunber is
crypt ographically protected.

Key Phase: The Key Phase bit (present in short headers) specifies
the keys used to encrypt the packet to support key rotation. The
Key Phase bit is cryptographically protected.

2.2. Coal esced Packets

Multiple QU C packets may be coal esced into a single UDP datagram
with a datagram carrying one or nore |ong header packets foll owed by
zero or one short header packets. Wen packets are coal esced, the
Length fields in the I ong headers are used to separate QUI C packets;
see Section 12.2 of [QU G TRANSPORT]. The Length field is a
variable-length field, and its position in the header also varies
dependi ng on the | engths of the Source and Destination Connection

I Ds; see Section 17.2 of [ QU C TRANSPORT] .

2.3. Use of Port Nunbers

Applications that have a mapping for TCP and QUIC are expected to use
the sanme port nunber for both services. However, as for all other

| ETF transports [ RFC7605], there is no guarantee that a specific
application will use a given registered port or that a given port
carries traffic belonging to the respective regi stered servi ce,
especially when application |layer information is encrypted. For
exanple, [QU G HITP] specifies the use of the HITP Alternative

Servi ces nmechani sm [ RFC7838] for discovery of HITP/ 3 services on

ot her ports.

Further, as QUIC has a connection ID, it is also possible to maintain
mul tiple QU C connections over one 5-tuple (protocol, source, and
destination |IP address and source and destination port). However, if
the connection IDis zero length, all packets of the 5-tuple likely
bel ong to the sanme QUI C connection

2.4. The QUI C Handshake

New QUI C connections are established using a handshake that is
di stinguishable on the wire (see Section 3.1 for details) and
contains sone information that can be passively observed.

To illustrate the information visible in the QU C wire inmage during

t he handshake, we first show the general communication pattern
visible in the UDP datagrans containing the QU C handshake. Then, we
exam ne each of the datagrans in detail.

The QUI C handshake can nornally be recogni zed on the wire through
four flights of datagrans labeled "Client Initial", "Server Initial",
"Client Completion", and "Server Conpletion" as illustrated in
Figure 1.

A handshake starts with the client sending one or nore datagrans
containing Initial packets (detailed in Figure 2), which elicits the
Server Initial response (detailed in Figure 3), which typically
contains three types of packets: Initial packet(s) with the begi nning
of the server’s side of the TLS handshake, Handshake packet(s) with
the rest of the server’s portion of the TLS handshake, and 1-RTT
packet(s), if present.

dient Server
I I



+----Client Initial----------------------- >|

t+----(zero or nore O-RTT)----------------- >|
I I
I T Server Initial----+
| <-------- (1-RTT encrypted data starts)----+
I I
+----Client Completion-------------------- >|
+----(1-RTT encrypted data starts)-------- >|
I I
I Server Conpletion----+

I I
Figure 1: General Comunication Pattern Visible in the QU C Handshake

As shown here, the client can send O0-RTT data as soon as it has sent
its ClientHello and the server can send 1-RTT data as soon as it has
sent its ServerHello. The Cdient Conpletion flight contains at |east
one Handshake packet and could al so include an Initial packet.

During the handshake, QU C packets in separate contexts can be

coal esced (see Section 2.2) in order to reduce the nunber of UDP

dat agrans sent during the handshake.

Handshake packets can arrive out-of-order w thout inpacting the
handshake as | ong as the reordering was not acconpani ed by extensive
del ays that trigger a spurious Probe Tinmeout (Section 6.2 of

[ QU CGRECOVERY]). |If QUIC packets get |ost or reordered, packets
bel onging to the sane flight mght not be observed in close tine
successi on, though the sequence of the flights will not change
because one flight depends upon the peer’s previous flight.

Dat agranms that contain an Initial packet (Client Initial, Server
Initial, and sone Cient Conpletion) contain at |east 1200 octets of
UDP payl oad. This protects against anplification attacks and
verifies that the network path neets the requirenents for the mininum
QUI C I P packet size; see Section 14 of [QU G TRANSPORT]. This is
acconpl i shed by either adding PADDI NG frames within the Initial
packet, coal escing other packets with the Initial packet, or |eaving
unused payload in the UDP packet after the Initial packet. A network
path needs to be able to forward packets of at |east this size for
QUIC to be used.

The content of Initial packets is encrypted using Initial Secrets,
whi ch are derived froma per-version constant and the client’s
Destination Connection ID. That content is therefore observabl e by
any on-path device that knows the per-version constant and is
considered visible in this illustration. The content of QU C
Handshake packets is encrypted using keys established during the
initial handshake exchange and is therefore not visible.

Initial, Handshake, and 1-RTT packets belong to different
cryptographic and transport contexts. The Cient Conpletion

(Figure 4) and the Server Conpletion (Figure 5) flights conclude the
Initial and Handshake contexts by sending final acknow edgnments and
CRYPTO franes.

| UDP header (source and destination UDP ports) )

| QUIC long header (type = Initial, Version DAD SOD) (Length)
| QUC GRWTO fram header T o
TS Gientmeiio (inel. s swy T
| QUC PADDING frames T o
Fo m o e e e e e e e oo +<- +



Figure 2: Exanple Cdient Initial Datagram Wthout O0-RTT

A Cient Initial packet exposes the Version, Source, and Destination
Connection I Ds without encryption. The payload of the Initial packet
is protected using the Initial secret. The conplete TLS CientHell o,
i ncluding any TLS Server Nanme Indication (SNI) present, is sent in
one or nore CRYPTO franes across one or nore QU C Initial packets.

e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeao o +

| UDP header (source and destination UDP ports) |

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +

| QUICIlong header (type = Initial, Version, DCI D, SClD) (Lengt h)
T +

| QUIC CRYPTO franme header |
N TSR . +

| TLS ServerHello | ]

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmme—oa- + |

| QUIC ACK frame (acknow edging client hello) |
T +<- +

| QUIC long header (type = Handshake, Version, DCID, SCID) (Length)
N TSR . +

| encrypted payl oad (presunably CRYPTO franes) | ]

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +<-+

| QUIC short header |
T +

| 1-RTT encrypted payl oad |

e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeao o +

Figure 3: Coal esced Server Initial Datagram Pattern

The Server Initial datagram al so exposes the version nunber and the
Source and Destination Connection IDs in the clear; the payload of
the Initial packet is protected using the Initial secret.

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmme—oa- +

| UDP header (source and destination UDP ports) |

o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo o +

| QUIC Ilong header (type = Initial, Version, DCI D, SClD) (Lengt h)
N TSR . +

| QUIC ACK frame (acknow edging Server Initial) |

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmme—oa- +<- +

| QUIC Ilong header (type = Handshake, Version, DCID, SCID) (Length)
o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo o +

| encrypted payl oad (presunably CRYPTQ ACK franes) |

e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeao o +<-+

| QUIC short header |

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmme—oa- +

| 1-RTT encrypted payl oad |

o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo o +

Figure 4: Coal esced dient Conpletion Datagram Pattern

The Client Conpletion flight does not expose any additi onal

i nformati on; however, as the Destination Connection IDis server-
selected, it usually is not the sane IDthat is sent in the dient
Initial. dient Conpletion flights contain 1-RTT packets that

i ndi cate the handshake has conpl eted (see Section 3.2) on the client
and for three-way handshake RTT estimation as in Section 3.8.

T +

| UDP header (source and destination UDP ports) |

e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeao o +

| QUIC Ilong header (type = Handshake, Version, DCID, SCID) (Length)
N NN +

| encrypted payl oad (presunmably ACK frane) |



Figure 5: Coal esced Server Conpletion Datagram Pattern

Simlar to Cient Conpletion, Server Conpletion does not expose
addi tional information; observing it serves only to determ ne that
t he handshake has conpl et ed.

VWhen the client uses O-RTT data, the Cient Initial flight can al so
i nclude one or nore 0-RTT packets as shown in Figure 6

e m e e e e e e e e e e e e e e e e e e e e e e e e e e meee e +

| UDP header (source and destination UDP ports) |

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e mao +

| QUIC Ilong header (type = Initial, Version, DCID, SCI D) (Length)
o o o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +

| QUIC CRYPTO franme header |
I N s +

| TLS dientHello (incl. TLS SNI) | ]

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e mao +<- +

| QUICIlong header (type = 0-RTT, Version, DCI D, SClD) (Lengt h)
o +

| O-RTT encrypted payl oad |

e m e e e e e e e e e e e e e e e e e e e e e e e e e e meee e +<-+

Figure 6: Coal esced O-RTT Cient Initial Datagram

When a 0-RTT packet is coalesced with an Initial packet, the datagram
will be padded to 1200 bytes. Additional datagrans containing only
0-RTT packets with | ong headers can be sent after the client Initia
packet, which contains nore O-RTT data. The anobunt of O-RTT
protected data that can be sent in the first flight is limted by the
initial congestion wi ndow, typically to around 10 packets (see
Section 7.2 of [ QU C RECOVERY]).

2.5. Integrity Protection of the Wre |Imge

As soon as the cryptographic context is established, all information
in the QU C header, including exposed information, is integrity
protected. Further, information that was exposed in packets sent
before the cryptographi c context was established is validated during
the cryptographi c handshake. Therefore, devices on path cannot alter
any information or bits in QUIC packets. Such alterations would
cause the integrity check to fail, which results in the receiver

di scardi ng the packet. Sonme parts of Initial packets could be
altered by renoving and reappl ying the authenticated encryption

wi t hout immediate discard at the receiver. However, the
crypt ogr aphi ¢ handshake val i dates nost fields and any nodifications
in those fields will result in a connection establishment failure

| at er.

2.6. Connection ID and Rebi ndi ng

The connection ID in the QU C packet headers all ows association of
QUI C packets using information i ndependent of the 5-tuple. This
al | ows rebinding of a connection after one of the endpoints (usually
the client) has experienced an address change. Further, it can be
used by in-network devices to ensure that related 5-tuple flows are
appropri ately bal anced together (see Section 4.4).

Client and server each choose a connection ID during the handshake;
for exanple, a server mght request that a client use a connection



I D, whereas the client m ght choose a zero-length value. Connection
IDs for either endpoint may change during the lifetine of a
connection, with the new connection |ID being supplied via encrypted
franes (see Section 5.1 of [QU CTRANSPORT]). Therefore, observing a
new connection I D does not necessarily indicate a new connection

[QUI G LB] specifies algorithms for encoding the server mapping in a
connection IDin order to share this information with sel ected on-
pat h devi ces such as | oad bal ancers. Server mappi ngs should only be
exposed to selected entities. Uncontrolled exposure would all ow
linkage of nultiple I P addresses to the sane host if the server also
supports mgration that opens an attack vector on specific servers or
pools. The best way to obscure an encoding is to appear randomto
any ot her observers, which is nbst rigorously achieved with
encryption. As a result, any attenpt to infer information from
specific parts of a connection IDis unlikely to be useful

2. 7. Packet Nunbers

The Packet Nunber field is always present in the QU C packet header
in version 1; however, it is always encrypted. The encryption key
for packet nunber protection on Initial packets (which are sent

bef ore cryptographi c context establishnent) is specific to the QU C
versi on whil e packet nunber protection on subsequent packets uses
secrets derived fromthe end-to-end cryptographic context. Packet
nunbers are therefore not part of the wire inmage that is visible to
on-path observers

2.8. \Version Negotiation and G easing

Versi on Negoti ation packets are used by the server to indicate that a
requested version fromthe client is not supported (see Section 6 of

[ QUI G TRANSPORT] ). Version Negotiation packets are not intrinsically
protected, but future QU C versions could use |ater encrypted
messages to verify that they were authentic. Therefore, any

nmodi fication of this list will be detected and may cause the
endpoints to termnate the connection attenpt.

Al so note that the Iist of versions in the Version Negotiation packet
may contain reserved versions. This nmechanismis used to avoid
ossification in the inplenmentation of the selection mechani sm
Further, a client may send an Initial packet with a reserved version
nunber to trigger version negotiation. In the Version Negotiation
packet, the connection IDs of the client’s Initial packet are
reflected to provide a proof of return-routability. Therefore,
changing this information will al so cause the connection to fail

QU C is expected to evolve rapidly. Therefore, new versions (both
experinental and | ETF standard versions) will be deployed on the
Internet nore often than with other comonly depl oyed Internet and
transport-layer protocols. Use of the Version field for traffic
recognition will therefore behave differently than with these
protocols. Using a particular version nunber to recognize valid QU C
traffic is likely to persistently mss a fraction of QUC fl ows and
completely fail in the near future. Reliance on the Version field
for the purpose of adm ssion control is also likely to lead to

uni ntended failure nodes. Admission of QU C traffic regardless of
versi on avoids these failure npdes, avoi ds unnecessary depl oynent
del ays, and supports continuous version-based evol ution

3. Network-Visible Informati on about QU C Fl ows

This section addresses the different kinds of observations and

i nferences that can be nade about QU C flows by a passive observer in
the network based on the wire image in Section 2. Here, we assunme a
bi directi onal observer (one that can see packets in both directions



in the sequence in which they are carried on the wire) unless noted,
but typically without access to any keying information

3.1. ldentifying QUC Traffic

The QUIC wire image is not specifically designed to be

di stinguishable fromother UDP traffic by a passive observer in the
network. While certain QUIC applications may be heuristically
identifiable on a per-application basis, there is no general nethod
for distinguishing QUC traffic from otherw se uncl assifiable UDP
traffic on a given link. Therefore, any unrecognized UDP traffic may
be QU C traffic.

At the time of witing, two application bindings for QU C have been
publ i shed or adopted by the I ETF. HTTP/3 [ QU C HTTP] and DNS over

Dedi cated QUI C Connections [RFC9250]. These are both known to have
active Internet deploynents, so an assunption that all QU C traffic
is HITP/3 is not valid. HITP/3 uses UDP port 443 by convention but
various nethods can be used to specify alternate port nunmbers. O her
applications (e.g., Mcrosoft’s SMB over QU C) al so use UDP port 443
by default. Therefore, sinple assunptions about whether a given flow
is using QU C (or indeed which application m ght be using QU C) based
sol ely upon a UDP port nunber may not hold; see Section 5 of

[ RFC7605] .

Wil e the second-nobst-significant bit (0x40) of the first octet is
set to 1 in nmost QU C packets of the current version (see Section 2.1
and Section 17 of [QUI C TRANSPORT]), this nmethod of recognizing QU C
traffic is not reliable. First, it only provides one bit of
information and is prone to collision with UDP-based protocols other
than those considered in [RFC7983]. Second, this feature of the wire
image is not invariant [QU C | NVARI ANTS] and may change in future
versi ons of the protocol or even be negotiated during the handshake
via the use of an extension [ QU C GREASE] .

Even though transport paraneters transmitted in the client’s Initial
packet are observable by the network, they cannot be nodified by the
network without causing a connection failure. Further, the reply
fromthe server cannot be observed, so observers on the network
cannot know which paraneters are actually in use

3.1.1. ldentifying Negotiated Version

An in-network observer assuning that a set of packets belongs to a
QUIC flow nmight infer the version nunber in use by observing the
handshake. |f the version nunber in an Initial packet of the server
response i s subsequently seen in a packet fromthe client, that
versi on has been accepted by both endpoints to be used for the rest
of the connection (see Section 2 of [QU C VERSI ON- NEGOTI ATI ON] ) .

The negoti ated version cannot be identified for flows in which a
handshake is not observed, such as in the case of connection
mgration. However, it might be possible to associate a flowwith a
flow for which a version has been identified; see Section 3.5.

3.1.2. First Packet ldentification for Garbage Rejection

A related question is whether the first packet of a given flowon a
port known to be associated with QUCis a valid QU C packet. This
determ nati on supports in-network filtering of garbage UDP packets
(reflection attacks, random backscatter, etc.). Wile heuristics
based on the first byte of the packet (packet type) could be used to
separate valid frominvalid first packet types, the deploynent of
such heuristics is not recommended as bits in the first byte may have
di fferent neanings in future versions of the protocol



3.

3.

2. Connection Confirmation

Thi s docunent focuses on QUIC version 1, and this Connection
Confirmation section applies only to packets belonging to QU C
version 1 flows; for purposes of on-path observation, it assumes that
these packets have been identified as such through the observation of
a version nunber exchange as descri bed above.

Connection establishnent uses Initial and Handshake packets

contai ning a TLS handshake and Retry packets that do not contain
parts of the handshake. Connection establishnment can therefore be
detected using heuristics simlar to those used to detect TLS over
TCP. A client initiating a connection may al so send data in O-RTT
packets directly after the Initial packet containing the TLS
ClientHello. Since packets nay be reordered or lost in the network,
0- RTT packets could be seen before the Initial packet.

Note that in this version of QUC, clients send Initial packets
before servers do, servers send Handshake packets before clients do,
and only clients send Initial packets with tokens. Therefore, an
endpoint can be identified as a client or server by an on-path
observer. An attenpted connection after Retry can be detected by
correlating the contents of the Retry packet with the Token and the
Destination Connection ID fields of the new Initial packet.

3. Distinguishing Acknow edgnment Traffic

Sone depl oyed i n-network functions distinguish packets that carry
only acknow edgment (ACK-only) information from packets carrying
upper-layer data in order to attenpt to enhance perfornance (for
exanpl e, by queuing ACKs differently or manipul ati ng ACK signaling

[ RFC3449]). Distinguishing ACK packets is possible in TCP, but is
not supported by QU C since acknow edgnent signaling is carried
inside QU C s encrypted payl oad and ACK mani pul ati on is inpossible.
Specifically, heuristics attenpting to distinguish ACK-only packets
from payl oad- carryi ng packets based on packet size are likely to fai
and are not recommended to use as a way to construe internals of
QUI C s operation as those nmechani sns can change, e.g., due to the use
of extensions.

3.4. Server Name Indication (SN)

3.

The client’s TLS ClientHello may contain a Server Name |ndication
(SNI') extension [RFC6066] by which the client reveals the nanme of the
server it intends to connect to in order to allow the server to
present a certificate based on that name. |f present, SN

information is available to unidirectional observers on the client-
to-server path if it.

The TLS CientHello may al so contain an Application-Layer Protoco
Negoti ati on (ALPN) extension [RFC7301], by which the client exposes
the nanes of application-layer protocols it supports; an observer can
deduce that one of those protocols will be used if the connection
conti nues.

Work is currently underway in the TLS working group to encrypt the
contents of the CientHello in TLS 1.3 [TLS-ECH]. This would nmake
SNI - based application identification inmpossible by on-path
observation for QU C and other protocols that use TLS

4.1. Extracting Server Nanme Indication (SNI') Information

If the ientHello is not encrypted, SNI can be derived fromthe
client’s Initial packets by calculating the Initial secret to decrypt
the packet payl oad and parsing the QU C CRYPTO franes containing the
TLS dientHello.



As both the derivation of the Initial secret and the structure of the
Initial packet itself are version specific, the first step is always
to parse the version nunber (the second through fifth bytes of the

| ong header). Note that only | ong header packets carry the version
nunber, so it is necessary to also check if the first bit of the QUC
packet is set to 1, which indicates a | ong header

Note that proprietary QU C versions that have been depl oyed before
standardi zati on might not set the first bit in a QJ C | ong header
packet to 1. However, it is expected that these versions wll
gradual | y di sappear over tine and therefore do not require any
speci al consideration or treatnent.

When the version has been identified as QU C version 1, the packet
type needs to be verified as an Initial packet by checking that the
third and fourth bits of the header are both set to 0. Then, the
Destinati on Connection ID needs to be extracted fromthe packet. The
Initial secret is calculated using the version-specific Initial salt
as described in Section 5.2 of [QUGCTLS]. The length of the
connection IDis indicated in the 6th byte of the header foll owed by
the connection ID itself.

Not e that subsequent Initial packets mght contain a Destination
Connection I D other than the one used to generate the Initial secret.
Therefore, attenpts to decrypt these packets using the procedure
above mght fail unless the Initial secret is retained by the
observer.

To determne the end of the packet header and find the start of the
payl oad, the Packet Nunber Length, the Source Connection ID Length,
and the Token Length need to be extracted. The Packet Nunber Length
is defined by the seventh and eighth bits of the header as descri bed
in Section 17.2 of [QUI C TRANSPORT], but is protected as described in
Section 5.4 of [QU CGTLS]. The Source Connection ID Length is
specified in the byte after the Destination Connection ID. The Token
Length, which follows the Source Connection ID, is a variable-length
integer as specified in Section 16 of [ QU C TRANSPORT].

After decryption, the client’s Initial packets can be parsed to
detect the CRYPTO frames that contain the TLS dientHello, which then
can be parsed simlarly to TLS over TCP connections. Note that there
can be multiple CRYPTO frames spread out over one or nore Initia
packets and they might not be in order, so reassenbling the CRYPTO
stream by parsing offsets and lengths is required. Further, the
client’s Initial packets nmay contain other frames, so the first bytes
of each franme need to be checked to identify the frame type and
determ ne whether the frame can be skipped over. Note that the

Il ength of the franes is dependent on the frame type; see Section 18
of [ QUI C-TRANSPORT]. For exanple, PADDI NG frames (each consisting of
a single zero byte) may occur before, after, or between CRYPTO
frames. However, extensions mght define additional frame types. |If
an unknown frane type is encountered, it is inpossible to know the

I ength of that frame, which prevents skipping over it; therefore,
parsing fails.

3.5. Flow Associ ation

The QUI C connection ID (see Section 2.6) is designed to allow a
coordi nating on-path device, such as a | oad bal ancer, to associate
two fl ows when one of the endpoints changes address. This change can
be due to NAT rebinding or address mgration

The connection I D nust change upon intentional address change by an
endpoi nt and connection ID negotiation is encrypted; therefore, it is
not possible for a passive observer to link intended changes of



address using the connection |ID

When one endpoint’s address unintentionally changes, as is the case
wi th NAT rebi nding, an on-path observer nay be able to use the
connection ID to associate the flow on the new address with the fl ow
on the ol d address.

A network function that attenpts to use the connection ID to
associate flows nmust be robust to the failure of this technique.
Since the connection I D may change nultiple times during the lifetine
of a connection, packets with the sanme 5-tuple but different
connection IDs mght or mght not belong to the same connection

Li kewi se, packets with the sanme connection ID but different 5-tuples
m ght not belong to the same connection either.

Connection | Ds should be treated as opaque; see Section 4.4 for
caveats regardi ng connection |ID selection at servers.

3. 6. Fl ow Tear down

QUI C does not expose the end of a connection; the only indication to
on-path devices that a flow has ended is that packets are no | onger
observed. Therefore, stateful devices on path such as NATs and
firewalls must use idle tineouts to determne when to drop state for
QUIC flows; see Section 4.2.

3.7. Flow Symmetry Measur enent

QUIC explicitly exposes which side of a connection is a client and
which side is a server during the handshake. |In addition, the
symretry of a flow (whether it is primarily client-to-server
primarily server-to-client, or roughly bidirectional, as input to
basic traffic classification techniques) can be inferred through the
measur enent of data rate in each direction. Note that QU C packets
containing only control franes (such as ACK-only packets) may be
padded. Paddi ng, though optional, may conceal connection roles or
flow symmetry information.

3.8. Round-Trip Tine (RTT) Measurenent

The round-trip tine (RTT) of QU C flows can be inferred by
observation once per flow during the handshake in passive TCP
measurenent; this requires parsing of the QU C packet header and
recognition of the handshake, as illustrated in Section 2.4. 1t can
also be inferred during the flows lifetime if the endpoints use the
spin bit facility described below and in Section 17.3.1 of

[ QU G TRANSPORT]. RITT neasurenent is available to unidirectiona
observers when the spin bit is enabl ed.

3.8.1. Measuring Initial RTT

In the coomon case, the delay between the client’s Initial packet
(containing the TLS dientHello) and the server’s Initial packet
(containing the TLS ServerHell o) represents the RTT conponent on the
pat h between the observer and the server. The delay between the
server’'s first Handshake packet and the Handshake packet sent by the
client represents the RTT conponent on the path between the observer
and the client. Wiile the client may send 0-RTT packets after the
Initial packet during connection re-establishment, these can be

i gnored for RTT measurenent purposes.

Handshake RTT can be neasured by adding the client-to-observer and
observer-to-server RTT conponents together. This neasurenent
necessarily includes all transport- and application-|layer delay at
bot h endpoi nt s.



3.8.2. Using the Spin Bit for Passive RTT Measurenent

The spin bit provides a version-specific nmethod to neasure per-flow
RTT from observation points on the network path throughout the
duration of a connection. See Section 17.4 of [QU C TRANSPORT] for
the definition of the spin bit in Version 1 of QUC  Endpoint
participation in spin bit signaling is optional. Wile its |ocation
is fixed in this version of QUC, an endpoint can unilaterally choose
to not support "spinning" the bit.

Use of the spin bit for RTT neasurenent by devices on path is only
possi bl e when both endpoints enable it. Sone endpoints nmay di sable
use of the spin bit by default, others only in specific depl oynent
scenarios, e.g., for servers and clients where the RTT would revea
the presence of a VPN or proxy. To avoid naking these connections

i dentifiable based on the usage of the spin bit, all endpoints
random y di sabl e "spinning" for at |east one eighth of connections,
even if otherw se enabled by default. An endpoint not participating
in spin bit signaling for a given connection can use a fixed spin
value for the duration of the connection or can set the bit randomy
on each packet sent.

When in use, the latency spin bit in each direction changes val ue
once per RTT any tine that both endpoints are sendi ng packets
continuously. An on-path observer can observe the tine difference
bet ween edges (changes from1l to O or O to 1) in the spin bit signa
in a single direction to neasure one sanple of end-to-end RTT. This
mechani sm foll ows the principles of protocol neasurability |aid out

in[IPIM.

Note that this neasurenent, as with passive RTT neasurenent for TCP
includes all transport protocol delay (e.g., delayed sending of
acknow edgnents) and/or application |ayer delay (e.g., waiting for a
response to be generated). It therefore provides devices on path a
good i nstantaneous estimate of the RTT as experienced by the
appl i cati on.

However, application-limted and flow control-limted senders can
have application- and transport-layer delay, respectively, that are
much greater than network RTT. For exanple, if the sender only sends
smal | amounts of application traffic periodically, where the
periodicity is longer than the RTT, spin bit measurenents provide

i nformati on about the application period rather than network RTT.

Since the spin bit logic at each endpoint considers only sanples from
packets that advance the | argest packet number, signal generation
itself is resistant to reordering. However, reordering can cause
probl emrs at an observer by causing spurious edge detection and
therefore inaccurate (i.e., lower) RIT estimates, if reordering
occurs across a spin bit flip in the stream

Sinpl e heuristics based on the observed data rate per flow or changes
in the RTT series can be used to reject bad RTT sanples due to |ost

or reordered edges in the spin signal, as well as application or flow
control limtation; for exanple, QF [TMA-QOF] rejects component RTTs
significantly higher than RTTs over the history of the flow These
heuristics may use the handshake RTT as an initial RTT estimate for a
given flow Usually such heuristics would also detect if the spinis
either constant or randomy set for a connection

An on-path observer that can see traffic in both directions (from
client to server and fromserver to client) can also use the spin bit
to neasure "upstreant and "downstream conponent RTT; i.e, the
conmponent of the end-to-end RTT attributable to the paths between the
observer and the server and between the observer and the client,
respectively. It does this by neasuring the delay between a spin
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edge observed in the upstreamdirection and that observed in the
downstream direction, and vice versa

Raw RTT sanpl es generated using these techni ques can be processed in
various ways to generate useful network performance nmetrics. A
simple linear smoothing or noving mininumfilter can be applied to
the stream of RIT sanples to get a nore stable estimte of

appl i cation-experienced RTT. RITT sanples neasured fromthe spin bit
can al so be used to generate RTT distribution information, including
m ni mum RTT (which approxi mates network RTT over |onger tine w ndows)
and RTT variance (which approxi mates one-way packet del ay variance as
seen by an application end-point).

Speci fic Network Managenent Tasks

In this section, we review specific netwrk nanagenent and
measur enent techni ques and how QU C s design inmpacts them

1. Passive Network Perfornmance Measurenent and Troubl eshooti ng

Limted RTT nmeasurenent is possible by passive observation of QU C
traffic; see Section 3.8. No passive measurenent of loss is possible
with the present wire image. Linited observation of upstream
congestion may be possible via the observation of Congestion
Experienced (CE) markings in the I P header [RFC3168] on ECN-enabl ed
QU Ctraffic.

On-path devices can al so nake neasurenents of RTT, |oss, and other
performance netrics when information is carried in an additiona

net wor k-1 ayer packet header (Section 6 of [RFCO065] describes the use
of Operations, Admnistration, and Managenment (QAM information).
Usi ng networ k-1 ayer approaches al so has the advantage that comon
observation and anal ysis tools can be consistently used for nultiple
transport protocols; however, these techniques are often linmted to
measurenents within one or nultiple cooperating donains.

2. Stateful Treatnment of QUIC Traffic

Stateful treatment of QU Ctraffic (e.g., at a firewall or NAT

m ddl ebox) is possible through QU C traffic and version
identification (Section 3.1) and observation of the handshake for
connection confirmation (Section 3.2). The lack of any visible end-
of -fl ow signal (Section 3.6) neans that this state nust be purged
either through tiners or |east-recently-used eviction dependi ng on
application requirenents.

Wil e QUIC has no clear network-visible end-of-flow signal and
therefore does require timer-based state renmoval, the QU C handshake
i ndi cates confirmation by both ends of a valid bidirectiona

transm ssion. As soon as the handshake conpleted, tiners should be
set long enough to also allow for short idle tinme during a valid
transm ssi on.

[ RFCA787] requires a network state timeout that is not |ess than 2
m nutes for nost UDP traffic. However, in practice, a QU C endpoint
can experience |ower tineouts in the range of 30 to 60 seconds

[ QUI C TI MEQUT] .

In contrast, [RFC5382] recommends a state tineout of nmore than 2
hours for TCP given that TCP is a connection-oriented protocol wth
wel | -defined closure semantics. Even though QUIC has explicitly been
designed to tol erate NAT rebindings, decreasing the NAT tineout is
not recommended as it may negatively inpact application perfornmance
or incentivize endpoints to send very frequent keep-alive packets.

Therefore, a state tineout of at |least two mnutes is recommended for



QU Ctraffic, even when |ower state timeouts are used for other UDP
traffic.

If state is renoved too early, this could lead to bl ack-holing of
i ncom ng packets after a short idle period. To detect this
situation, a timer at the client needs to expire before a re-

est abli shnent can happen (if at all), which would lead to
unnecessarily long delays in an ot herw se working connection

Furthernmore, not all endpoints use routing architectures where
connections will survive a port or address change. Even when the
client revives the connection, a NAT rebinding can cause a routing

m smat ch where a packet is not even delivered to the server that

m ght support address migration. For these reasons, the linmts in

[ RFCA787] are inportant to avoid bl ack-holing of packets (and hence
avoid interrupting the flow of data to the client), especially where
devices are able to distinguish QU C traffic fromother UDP payl oads.

The QUI C header optionally contains a connection ID, which could
provi de additional entropy beyond the 5-tuple. The QU C handshake
needs to be observed in order to understand whether the connection ID
is present and what length it has. However, connection |IDs nmay be
renegoti ated after the handshake, and this renegotiation is not
visible to the path. Therefore, using the connection ID as a fl ow
key field for stateful treatnent of flows is not recommended as
connection I D changes will cause undetectabl e and unrecoverabl e | oss
of state in the middle of a connection. In particular, the use of
the connection ID for functions that require state to nmake a
forwarding decision is not viable as it will break connectivity, or
at m ni mum cause |long tinmeout-based del ays before this problemis
detected by the endpoints and the connection can potentially be re-
est abl i shed.

Use of connection IDs is specifically discouraged for NAT
applications. |If a NAT hits an operational limt, it is reconmended
to rather drop the initial packets of a flow (see also Section 4.5),
whi ch potentially triggers TCP fall back. Use of the connection IDto
mul tiplex nmultiple connections on the sane | P address/port pair is
not a viable solution as it risks connectivity breakage in case the
connection | D changes.

4.3. Address Rewiting to Ensure Routing Stability

Wiile QUCs mgration capability makes it possible for a connection
to survive client address changes, this does not work if the routers
or switches in the server infrastructure route using the address-port
4-tuple. If infrastructure routes on addresses only, NAT rebinding
or address migration will cause packets to be delivered to the wong
server. [QU G LB] describes a way to addresses this problem by
coordi nating the selection and use of connection |IDs between | oad

bal ancers and servers.

Appl ying address translation at a niddl ebox to maintain a stable

addr ess-port mapping for flows based on connection ID mght seemlike
a solution to this problem However, hiding information about the
change of the I P address or port conceals inportant and security-

rel evant information from QU C endpoints, and as such, would
facilitate anplification attacks (see Section 8 of [QU C TRANSPORT]).
A NAT function that hides peer address changes prevents the other end
fromdetecting and nitigating attacks as the endpoint cannot verify
connectivity to the new address using QU C PATH CHALLENGE and
PATH_RESPONSE f r anes.

In addition, a change of |IP address or port is also an input signa
to other internal mechanisms in QU C  Wen a path change is
det ect ed, pat h-dependent vari ables |ike congestion control paraneters
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will be reset, which protects the new path from overl oad.
Server Cooperation with Load Bal ancers

In the case of networking architectures that include |oad bal ancers,
the connection I D can be used as a way for the server to signha

i nformati on about the desired treatment of a flowto the | oad

bal ancers. Qui dance on assigning connection IDs is given in

[QUI CAPPLICABILITY]. [QU CLB] describes a systemfor coordinating
sel ection and use of connection | Ds between | oad bal ancers and
servers.

Filtering Behavior

[ RFCA787] describes possible packet-filtering behaviors that relate
to NATs but are often also used in other scenarios where packet
filtering is desired. Though the guidance there holds, a

particul arly unwi se behavior adnmts a handful of UDP packets and then
makes a decision to whether or not filter |later packets in the same
connection. QUIC applications are encouraged to fall back to TCP if
early packets do not arrive at their destination

[ QUI CAPPLICABILITY], as QU C is based on UDP and there are known

bl ocks of UDP traffic (see Section 4.6). Adnmitting a few packets
all ows the QU C endpoint to deternmine that the path accepts QU C
Sudden drops afterwards will result in slow and costly tineouts

bef ore abandoni ng the connection

UDP Bl ocki ng, Throttling, and NAT Bi ndi ng

Today, UDP is the nost preval ent DDoS vector, since it is easy for
conmprom sed non-admn applications to send a fl ood of |arge UDP
packets (while with TCP the attacker gets throttled by the congestion
controller) or to craft reflection and anplification attacks;
therefore, sone networks block UDP traffic. Wth increased

depl oynent of QUIC, there is also an increased need to all ow UDP
traffic on ports used for QUC  However, if UDP is generally enabl ed
on these ports, UDP flood attacks may al so use the sane ports. One
possi bl e response to this threat is to throttle UDP traffic on the
network, allocating a fixed portion of the network capacity to UDP
and bl ocki ng UDP datagrams over that cap. As the portion of QU C
traffic conpared to TCP is al so expected to increase over tine, using
such a limt is not recomended; if this is done, limts mght need
to be adapted dynamcally.

Further, if UDP traffic is desired to be throttled, it is recomended
to block individual QU C flows entirely rather than droppi ng packets
i ndiscrimnately. Wen the handshake is bl ocked, QU C capabl e
applications may fall back to TCP. However, bl ocking a random
fraction of QU C packets across 4-tuples will allow many QU C
handshakes to conpl ete, preventing TCP fall back, but these
connections will suffer from severe packet |oss (see al so

Section 4.5). Therefore, UDP throttling should be realized by per-
flow policing as opposed to per-packet policing. Note that this per-
flow policing should be stateless to avoid problenms with statefu
treatment of QU C flows (see Section 4.2), for exanple, blocking a
portion of the space of values of a hash function over the addresses
and ports in the UDP datagram \While QU C endpoints are often able
to survive address changes, e.g., by NAT rebindings, blocking a
portion of the traffic based on 5-tuple hashing increases the risk of
bl ack- holing an active connecti on when the address changes.

Not e that some source ports are assuned to be reflection attack
vectors by sone servers; see Section 8.1 of [QU C APPLICABILITY]. As
a result, NAT binding to these source ports can result in that
traffic being bl ocked.
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DDoS Detection and Mtigation

On-path observation of the transport headers of packets can be used
for various security functions. For exanple, Denial of Service (DoS)
and Distributed DoS (DDoS) attacks against the infrastructure or

agai nst an endpoi nt can be detected and mtigated by characterizing
anomal ous traffic. Oher uses include support for security audits
(e.g., verifying the conpliance with cipher suites), client and
application fingerprinting for inventory, and providing alerts for
network intrusion detection and other next-generation firewal
functions.

Current practices in detection and mitigation of DDoS attacks
generally involve classification of incomng traffic (as packets,

fl ows, or sone other aggregate) into "good" (productive) and "bad"
(DDoS) traffic, and then differential treatnment of this traffic to
forward only good traffic. This operation is often done in a
separate specialized mtigation environment through which all traffic
is filtered; a generalized architecture for separation of concerns in
mtigation is given in [ DOTS- ARCH|

Efficient classification of this DDoS traffic in the mtigation
environment is key to the success of this approach. Limited first
packet garbage detection as in Section 3.1.2 and stateful tracking of
QU Ctraffic as nmentioned in Section 4.2 above may be useful during
classification.

Note that using a connection ID to support connection mgration
renders 5-tuple-based filtering insufficient to detect active flows
and requires nore state to be maintai ned by DDoS defense systens if
support of mgration of QUC flows is desired. For the comobn case
of NAT rebinding, where the client’s address changes without the
client’s intent or know edge, DDoS defense systens can detect a
change in the client’s endpoint address by linking flows based on the
server’s connection IDs. However, QU C s linkability resistance
ensures that a deliberate connection mgration is accomnpani ed by a
change in the connection ID. 1In this case, the connection |ID cannot
be used to distinguish valid, active traffic fromnew attack traffic.

It is also possible for endpoints to directly support security
functions such as DoS classification and nmitigation. Endpoints can
cooperate with an in-network device directly by e.g., sharing

i nformati on about connection | Ds.

Anot her potential nmethod could use an on-path network device that
relies on pattern inferences in the traffic and heuristics or nmachine
| earni ng i nstead of processing observed header information.

However, it is questionable whether connection m grations nust be
supported during a DDoS attack. Wile unintended migration wthout a
connection I D change can be supported nmuch easier, it mght be
acceptable to not support mgrations of active QU C connections that
are not visible to the network functions performng the DDoS
detection. As soon as the connection blocking is detected by the
client, the client may be able to rely on the 0-RTT data mechani sm
provided by QU C  Wen clients mgrate to a new path, they should be
prepared for the mgration to fail and attenpt to reconnect quickly.

Beyond i n-network DDoS protection nmechani snms, TCP SYN cooki es

[ RFC4987] are a well-established method of mitigating some kinds of
TCP DDoS attacks. QUIC Retry packets are the functional anal ogue to
SYN cookies, forcing clients to prove possession of their |P address
before committing server state. However, there are safeguards in
QUI C agai nst unsolicited injection of these packets by internediaries
who do not have consent of the end server. See [QU C RETRY] for
standard ways for intermediaries to send Retry packets on behal f of



consenting servers.
4.8. (Quality of Service Handling and ECVMP Routi ng

It is expected that any QS handling in the network, e.g., based on
use of Diffserv Code Points (DSCPs) [RFC2475] as well as Equal - Cost
Multi-Path (ECMP) routing, is applied on a per-flow basis (and not
per - packet) and as such that all packets belonging to the sane active
QUI C connection get uniformtreatnent.

Using ECVP to distribute packets froma single flow across multiple
networ k paths or any ot her nonuni formtreatnent of packets belong to
the sanme connection could result in variations in order, delivery
rate, and drop rate. As feedback about |oss or delay of each packet
is used as input to the congestion controller, these variations could
adversely affect performance. Depending on the |oss recovery
mechanismthat is inplenented, QU C may be nore tol erant of packet
reordering than typical TCP traffic (see Section 2.7). However, the
recovery nmechani smused by a fl ow cannot be known by the network and
therefore reordering tol erance shoul d be considered as unknown.

Note that the 5-tuple of a QU C connection can change due to
mgration. In this case different flows are observed by the path and
may be treated differently, as congestion control is usually reset on
mgration (see also Section 3.5).

4.9. Handling | OV Messages

Dat agr am Packeti zati on Layer PMIU Di scovery (DPLPMIUD) can be used by
QU C to probe for the supported PMIU. DPLPMIUD optionally uses | CW
messages (e.g., |Pv6e Packet Too Big (PTB) messages). G ven known
attacks with the use of | CVMP nessages, the use of DPLPMIUD in QU C
has been designed to safely use but not rely on receiving | CVWP
feedback (see Section 14.2.1 of [ QU C TRANSPCORT]).

Net wor ks are recommended to forward these | CVMP nessages and retain as
much of the original packet as possible w thout exceeding the m nimum
MIU for the I P version when generating | CMP nessages as reconmended
in [ RFC1812] and [ RFC4443].

4.10. @uiding Path Mru

Sone networ k segnments support 1500-byte packets, but can only do so
by fragnenting at a | ower | ayer before traversing a network segnent
with a smaller MIU, and then reassenbling within the network segnent.
This is permissible even when the IP layer is IPv6 or IPv4 with the
Don't Fragnent (DF) bit set, because fragnentation occurs bel ow the

I P layer. However, this process can add to compute and nmenory costs,
leading to a bottleneck that limts network capacity. |In such
networks, this generates a desire to influence a najority of senders
to use snaller packets to avoid exceeding limted reassenbly
capacity.

For TCP, Maxi num Segrment Size (MSS) cl anping (Section 3.2 of

[ RFC4459]) is often used to change the sender’s TCP nmaxi num segnent
size, but QU Crequires a different approach. Section 14 of

[ QUI G- TRANSPCRT] advi ses senders to probe |arger sizes using DPLPMIUD
[ DPLPMTUD] or Path Maxi mum Transm ssion Unit Discovery (PMIUD)

[ RFC1191] [RFC8201]. This mechani sm encourages senders to approach

t he maxi num packet size, which could then cause fragmentation wthin
a network segnment of which they may not be aware.

If path performance is |imted when forwardi ng | arger packets, an on-
pat h devi ce shoul d support a maxi mum packet size for a specific
transport flow and then consistently drop all packets that exceed the
configured size when the inner |Pv4 packet has DF set or IPv6 is



used.

Net works with configurations that would lead to fragnentation of
| arge packets within a network segnment should drop such packets
rather than fragmenting them Network operators who plan to

i mpl ement a nore selective policy may start by focusing on QU C

QUI C fl ows cannot al ways be easily distinguished from other UDP
traffic, but we assune at |east sone portion of QUC traffic can be
identified (see Section 3.1). For networks supporting QU C, it is
recomrended that a path drops any packet |arger than the
fragmentation size. Wen a QU C endpoint uses DPLPMIUD, it will use
a QU C probe packet to discover the PMIU. If this probe is lost, it
will not inmpact the flow of QU C data

I Pv4 routers generate an | CMP nessage when a packet is dropped
because the Iink MU was exceeded. [RFC8504] specifies how an | Pv6
node generates an ICMPv6 PTB in this case. PMIUD relies upon an
endpoi nt receiving such PTB messages [ RFC3201], whereas DPLPMIUD does
not reply upon these nessages, but can still optionally use these to
i nprove performance Section 4.6 of [DPLPMIUD) .

A network cannot know i n advance whi ch di scovery nmethod is used by a
QUI C endpoint, so it should send a PTB nmessage in addition to
droppi ng an oversi zed packet. A generated PTB nessage shoul d be
conmpliant with the validation requirenents of Section 14.2.1 of

[ QUI G TRANSPORT], otherwise it will be ignored for PMIU di scovery.
This provides a signhal to the endpoint to prevent the packet size
fromgrowing too large, which can entirely avoi d network segnent
fragmentation for that flow

Endpoi nts can cache PMIU information in the | P-layer cache. This
short-term consi stency between the PMIU for flows can help avoid an
endpoint using a PMIU that is inefficient. The IP cache can al so

i nfluence the PMIU val ue of other IP flows that use the same path

[ RFC8201] [DPLPMTUD], including |IP packets carrying protocols other
than QU C. The representation of an IP path is inplementation
specific [ RFC8201].

| ANA Consi der ati ons
Thi s docunent has no actions for | ANA
Security Considerations

QU Cis an encrypted and authenticated transport. That means once
the cryptographi c handshake is conplete, QU C endpoints discard nost
packets that are not authenticated, greatly limting the ability of
an attacker to interfere with existing connections.

However, some information is still observable as supporting
manageability of QU C traffic inherently involves trade-offs with the
confidentiality of QUC s control information; this entire docunent
is therefore security-rel evant.

More security considerations for QU C are discussed in

[ QUI G TRANSPORT] and [QUI C-TLS], which generally consider active or
passive attackers in the network as well as attacks on specific QU C
mechani sm

Versi on Negotiati on packets do not contain any mechanismto prevent
versi on downgrade attacks. However, future versions of QU C that use
Versi on Negotiation packets are required to define a nechani smthat

i s robust agai nst version downgrade attacks. Therefore, a network
node should not attenpt to inpact version selection, as version
downgrade may result in connection failure.
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