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Abstract

Thi s docunent specifies the certificate extension for including
Net wor k Function Types (NFTypes) for the 5G Systemin X 509 v3 public
key certificates as profiled in RFC 5280.
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Aut hors’ Addr esses
I ntroduction

The 3rd Ceneration Partnership Project (3GPP) has specified severa
Net wor k Functions (NFs) as part of the service-based architecture
within the 5G System There are 56 NF Types defined for 3GPP Rel ease
17; they are listed in Table 6.1.6.3.3-1 of [TS29.510], and each NF
type is identified by a short ASCII string.

Operators of 5G Systens nmake use of an internal PKI to identify
interface instances in the NFs in a 5G System X 509 v3 public key
certificates [RFC5280] are used, and the primary function of a
certificate is to bind a public key to the identity of an entity that
hol ds the correspondi ng private key, known as the certificate
subject. The certificate subject and the Subject A tNane certificate
ext ensi on can be used to support identity-based access contro
deci si ons.

Thi s docunent specifies the NFTypes certificate extension to support
rol e-based access control decisions by providing a list of NF Types
associated with the certificate subject. The NFTypes certificate
ext ensi on can be used by operators of 5G Systens or |ater

Ter mi nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Net wor k Function Types Certificate Extension

This section specifies the NFTypes certificate extension, which
provides a list of NF Types associated with the certificate subject.

The NFTypes certificate extension MAY be included in public key
certificates [RFC5280]. The NFTypes certificate extension MJIST be
identified by the followi ng object identifier

i d-pe-nftype OBJECT IDENTIFIER ::=

{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-pe(l) 34}

Thi s extensi on MUST NOT be marked criti cal
The NFTypes extensi on MUST have the foll owi hg syntax:

NFTypes ::= SEQUENCE S| ZE (1..MAX) OF NFType

NFType ::= I A5String (SIZE (1..32))
The NFTypes MUST contain at | east one NFType.
Each NFType MJUST contain only an ASCI| string; however, the string
MUST NOT include control characters (values 0 through 31), the space

character (value 32), or the delete character (value 127).

Each NFType MJST contain at |east one ASCI| character and MJST NOT
contain nore than 32 ASCI| characters.

The NFTypes MJST NOT contain the sane NFType nore than once.

If the NFTypes contain nore than one NFType, the NFTypes MJST appear
i n ascendi ng | exi cographic order using the ASCI| val ues.



The NFType uses the IA5String type to permt inclusion of the
underscore character (' _'), which is not part of the PrintableString
character set.

ASN. 1 Modul e

This section provides an ASN. 1 Modul e [ X. 680] for the NFTypes
certificate extension, and it follows the conventions established in
[ RFC5912] and [ RFC6268] .

<CODE BEGQ NS>
NFTypeCert Extn
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- mod- nftype(106) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

| MPORTS
EXTENSI ON
FROM PKI X- CormonTypes-2009 -- RFC 5912
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki xCommon-02(57) } ;

-- NFTypes Certificate Extension
ext - NFType EXTENSION :: = {
SYNTAX NFTypes
| DENTI FI ED BY i d-pe-nftype }
-- NFTypes Certificate Extension O D
i d-pe-nftype OBJECT IDENTIFIER ::=
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-pe(l) 34}

-- NFTypes Certificate Extension Syntax

NFTypes ::= SEQUENCE SI ZE (1..MAX) OF NFType
NFType ::= I A5String (SIZE (1..32))
END

<CODE ENDS>

Security Considerations

The security considerations of [RFC5280] are applicable to this
docunent .

Sone of the ASCI| strings that specify the NF Types are standard.

See Appendix A for values defined in 3GPP Rel ease 17. Additionally,
an operator MAY assign its own NF Types for use in their own network.
Since the NF Type is used for rol e-based access control decisions, an
oper at or - assi gned NF Type MJUST NOT overlap with a val ue al ready
defined in the commonly defined set. Use of the sanme ASCI| string by
two different operators for different roles could | ead to confusion
or incorrect access control decisions. The nmechanismfor an operator
to determ ne whether an ASCI| string associated with a NF Type is

uni que across operators is outside the scope of this docunent.

The certificate extension supports nmany different forns of rol e-based
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access control to support the diversity of activities that NFs are
trusted to performin the overall system Different |evels of
confidence that the NFTypes were properly assigned m ght be needed to
contribute to the overall security of the 5G System For exanpl e,
nmor e confi dence might be needed to nmake access control decisions
related to a scarce resource than inplementation of filtering
policies. As a result, different operators m ght have different
trust nodels for the NFTypes certificate extension.

Privacy Considerations

In sone security protocols, such as TLS 1.2 [ RFC5246], certificates
are exchanged in the clear. |In other security protocols, such as TLS
1.3 [RFCB446], the certificates are encrypted. The inclusion of the
NFTypes certificate extension can hel p an observer determ ne which
systens are of npbst interest based on the plaintext certificate
transm ssi on.

| ANA Consi der ations

For the NFTypes certificate extension defined in Section 3, | ANA has
assigned an object identifier (OD) for the certificate extension.

The O D for the certificate extension has been allocated in the "SM
Security for PKIX Certificate Extension" registry (1.3.6.1.5.5.7.1).

For the ASN.1 Modul e defined in Section 4, | ANA has assigned an O D
for the nodule identifier. The AOD for the nodul e has been allocated
in the "SM Security for PKIX Mdule lIdentifier" registry
(1.3.6.1.5.5.7.0).
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Appendi x A.  NFType Strings

Table 6.1.6.3.3-1 of [TS29.510] defines the ASCII strings for the NF

Types specified in 3GPP docunents; these enumeration values in 3GPP

Rel ease 17 are listed below in ascendi ng | exi cographic order. This

list is not exhaustive.

"5G_DDNVF" " LIMF" " PKMF"
"5G EI R " MBSF" " SCEF"
" AANF" " MBSTF" " SCP"
" ADRF" " MB_SMF" " SCSAS"
" AF" " MB_UPF" " SCSCF"
" AMF" " MFAF" " SEPP"
" AUSF" " MVE" " SMF"
" BSF" " MNPF" " SIVBF"
" CBCF" " N3I WF" " SM5_GvisC!
" CEF" " NEF" " SVS_| WVBC!
" CHF" " NRF" " SOR_AF"
" DCCF" " NSACF" " SPAF"
" DRA" " NSSAAF" " TSCTSF"
" EASDF" " NSSF" " UCVF"
" GBA_BSF" " NSWOF" " UDM'
"Gw.C " NV\DAF" " UDR'
" HSS" " PANF" " UDSF"
" | CSCF" " PCF" " UPF"
"1 M5_AS" " PCSCF"
Appendi x B. Exanple Certificate Containing a NFTypes Extension
The example certificate conforns to the certificate profile in

Table 6.1.3c.3-1 of [TS33.310].
is included with only one NFType,

Subj ect Al t

domai n nane (FQDN) and a unifornmResourcel dentifier,

In addition, the NFTypes certificate
and it is "AM". The

Nane certificate extension contains a fully qualified

whi ch carries the

NF Instance ID as specified in Cause 5.3.2 of [TS29.571].



————— BEG N CERTI FI CATE- - - - -

M | CODCCAl agAW BAgl UDD5044z Edf SghT2hMK+P/ Ej GH owCgY! KoZl zj OEAMMV
FTETMVBEGALUECgWKRXhhbXBs ZSBDQTAeFwOy M ExM kx ODEONThaFwOy Mz ExM kx
ODEONThaMDkx Cz AJBgNVBAYTAI VTMSoWKAYDVQRKEY E1Z2MubWsj NDAWL ML) Yz MK
MB4z Z3Bwbm/0d29yay5ventwdj AQBgcghkj OPQ BBgUr gQQAI gNi AATJI6I FHI 683
g/ JJj sJUf BEi RFqGQRBUKDGI00qDP6WEhRAUVY Eyz5pgRne/ 7Mel+s1gcnPWOnolyv
r 1 Vrj Khb/ H8HOTPv nMQWCRCt Kv CDO0OMkW ¢/ G3qy CBpCns3zNQJO j ggFBM | B
PTATBggr BgEFBCQ Bl g QHMAUWAOFNRj AXBgNVHSAEEDAOMAWGCITCGSAFI AWl BVMDAW
Dg YDVROPAQH BAQDAge AVBMGAL Ud J QQVIVA0 GCCs GAQUFBWMCIVBO GA1 Ud Dg QNBBRM
Z5KgwYl Yn885nKI D55ZcEznl Bz Af BgNVHSMEGDAWIBSI f 61 E6QX gj XR2+p/ xCt Rh
4Pz NTAxBgNVHRBEKj AoMCagJKAiI hi BodHRWO 8vZXhhbXBsZS5j b20vZXhhbXBs
ZVWh LNy bDB1BgNVHREBAf 8EazBpgj hhbWYx LniNsdXNOZXI xLnbl dDI uYWLnLj Vn
Yy 5t bnrVDMDAUbWN) Mz ExLj NncHBUZXR3b3Jr LnByZ4Yt dXJuOnV1aWdZj gxZDRm
YWt N2RI Yy Ox MAQMVEE3Nj Ut MDBh MGV MALI2 Y2 MAo GCCq GSIViA 9 BAVDA2 g AMGUC
MEt QEut 9kel ki M MR+QzkSNG uR30Lr 23f t ar Li 9wMp3ZRI JYQuaAW 6gntf 3MVAp
7Q XAKMb YAt wosr kNj E+Zg6CqEKf 9f 2banFl t RuPbTp4BOXr az5z/ j n3NDPMlat a
SHUx OQ==

————— END CERTI FI CATE- - - - -

The foll owi ng shows the exanple certificate. The values on the left
are the ASN.1 tag (in hexadecinmal) and the length (in decinmal).

30 720: SEQUENCE {
30 598: SEQUENCE {

A0 3: [0] {
02 1: | NTEGER 2
: }
02 20: | NTEGER
: 0C 3E 68 E3 8C C4 75 F4 A0 85 3D Al 30 AF 8F FC
: 48 C6 1E 5A
30 10: SEQUENCE {
06 8: OBJECT | DENTI FI ER ecdsaWt hSHA384 (1 2 840 10045 4 3 3)
: }
30 21: SEQUENCE {
31 19: SET {
30 17: SEQUENCE {
06 3: OBJECT | DENTI FI ER organi zationNarme (2 5 4 10)
0C 10: UTF8Stri ng ' Exanpl e CA
: }
}
: }
30 30: SEQUENCE {
17 13: UTCTi ne 29/ 11/2022 18:14:58 GVl
17 13: UTCTi ne 29/ 11/2023 18:14:58 GVl
: }
30 57: SEQUENCE {
31 11: SET {
30 9: SEQUENCE {
06 3: OBJECT | DENTI FI ER countryName (2 5 4 6)
13 2: PrintableString 'US
: }
: }
31 42: SET {
30 40: SEQUENCE {
06 3: OBJECT | DENTI FI ER organi zationNanme (2 5 4 10)
13 33: Printabl eString ’'5gc. mc400. ntc311. 3gppnet work. or g’
: }
}
: }
30 118: SEQUENCE {
30 16: SEQUENCE {
06 7: OBJECT | DENTI FI ER ecPublicKey (1 2 840 10045 2 1)
06 5: OBJECT | DENTI FI ER secp384r1 (1 3 132 0 34)

: }
03 98: BI T STRING



A3 321:
30 317:

30
06
04
30
16

30
06
04

30
06

30
06
01
04
03

30
06
04

06

30
06

04

30
04

30
80

30
06

30

=
LwoN®o

23:
16:

12:
10:

19:

12:
10:

29:

22:
20:

31:
24:

22:
20:

49:

42:
40:

NRROR

04 CO E8 81 47 23 AF 37 AB F2 49 8E C2 54 7C 48
91 16 Al 90 EA E2 83 18 9D 28 A8 33 FA C0 48 51
02 EB F2 13 2C F9 A6 04 66 CF FE CC CD ED 7E B3
5A 9C 9C F5 3D 9A 8D 6F AC 85 BD AE 32 Al 6F F1
E6 FO 7F 53 3E F9 CC 43 00 91 OA D2 AF 08 3F 74
32 45 AF 73 F1 BC AB 20 81 A4 29 AC DF 33 4E 24
E8

}
[3] {
SEQUENCE {
SEQUENCE {
OBJECT | DENTIFIER nfTypes (1 36 1 55 7 1 34)
OCTET STRING encapsul ates {
SEQUENCE {
| A5String ' AMF
}
}

}
SEQUENCE {
OBJECT I DENTIFIER certificatePolicies (2 5 29 32)
OCTET STRING encapsul ates {
SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER "2 16 840 1 101 3 2 1 48 48
}
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER keyUsage (2 5 29 15)
BOOLEAN TRUE
OCTET STRING encapsul ates {
BIT STRING 7 unused bits
"1'’B (bit 0)

}
SEQUENCE {
OBJECT | DENTI FI ER ext KeyUsage (2 5 29 37)
OCTET STRING encapsul ates {
SEQUENCE {
OBJECT IDENTIFIER clientAuth (1 36 1557 3 2)
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER subj ect Keyldentifier (2 5 29 14)
OCTET STRING encapsul ates {
OCTET STRI NG
4C 67 92 A0 Cl1 89 58 9F CF 39 98 A2 03 E7 96 5C
13 39 C8 07

}

}
SEQUENCE {
OBJECT | DENTI FI ER aut horityKeyldentifier (2 5 29 35)
OCTET STRING encapsul ates {
SEQUENCE {
[ O]
88 7F A2 04 E9 0B 6A 8D 74 76 FA 9F F1 OA D4 61
EO FA B3 35

}
}

}
SEQUENCE {
OBJECT | DENTI FI ER cRLDi stri butionPoints (2 5 29 31)
OCTET STRING encapsul ates {
SEQUENCE ({



30 38: SEQUENCE {

A0 36: [0] {
A0 34: [0] {
86 32: [6] 'http://exanple.com exanpl eca. crl
: }
}
}
}
}
: }
30 117: SEQUENCE {
06 3: OBJECT | DENTI FI ER subj ectAltName (2 5 29 17)
01 1: BOOLEAN TRUE
04 107: OCTET STRING encapsul ates {
30 105: SEQUENCE {
82 56: [ 2]
: "anfl.clusterl. net2. anf.5gc. mc400. ncc311. 3gppnet’
: "wor k. org’
86 45: [ 6]
: "urn: uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6
}
}
}
}
}
}

30 10: SEQUENCE {
06 8  OBJECT IDENTIFIER ecdsaWthSHA384 (1 2 840 10045 4 3 3)

: }
03 104: BIT STRING encapsul ates {
30 101: SEQUENCE {
02 48: | NTEGER
: 4B 50 12 EB 7D 91 E9 64 88 C2 0C 47 E4 33 91 23
46 22 E4 77 DO BA F6 DD FB 5A AC B8 BD CO CA 77
: 65 12 09 61 08 1A 01 67 3A 82 67 F7 31 50 29 ED
02 49: | NTEGER
: 00 A3 28 60 OB 70 E6 CA E4 36 31 3E 66 OE 82 A8
49 1F F5 FD 9B 6A 71 65 B5 1B 8F 6D 3A 78 07 45
EB 6B 3E 73 FE 39 F7 34 33 CC F5 AB 5A 48 75 31
39
}
}
}
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