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I nt roducti on

Thi s docunent applies to services that provide resources that clients
can access through URIs as defined in [ RFC3986]. For exanple, in the
context of HTTP, a browser is a client that displays the content of a
web page.

Craw ers are automated clients. Search engines, for instance, have
crawers to recursively traverse links for indexing as defined in
[ RFC8288] .

It may be inconvenient for service owners if cramers visit the
entirety of their URl space. This docunent specifies the rules
originally defined by the "Robots Excl usion Protocol"” [ROBOTSTXT]
that crawl ers are requested to honor when accessing URIs.

These rules are not a form of access authorization
Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Speci fication

Protocol Definition
The protocol |anguage consists of rule(s) and group(s) that the
service makes available in a file named "robots.txt" as described in

Section 2. 3:

Rule: A line with a key-value pair that defines how a craw er may
access URIs. See Section 2.2.2.

G oup: One or nore user-agent lines that are foll owed by one or nore
rules. The group is termnated by a user-agent line or end of
file. See Section 2.2.1. The last group may have no rul es, which
means it inplicitly allows everything.

For mal Synt ax

Bel ow i s an Augnent ed Backus- Naur Form ( ABNF) description, as
described in [ RFC5234].

robotstxt = *(group / enptyline)
group = startgroupline ; We start with a user-agent
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I'ine

and possibly nore
user-agent |ines
foll owed by rules rel evant
for the preceding
user-agent |ines

*(startgroupline / enptyline)

*(rule / enptyline)

startgroupline = *W5 "user-agent" *Ws ":" *WS product-token EOL

rule = *Ws ("allow' / "disallow') *Ws ":"
*WS (path-pattern / enpty-pattern) ECL

; parser inplementors: define additional |ines you need (for
; exanple, Sitemaps).

product-token = identifier / "*"
path-pattern = "/" *UTF8-char-noctl ; valid URI path pattern
enmpty-pattern = *W5

identifier = 1*(%2D / %41-5A /| %5F /| 9%61-7A)
comment = "#" *(UTF8-char-noctl / W5/ "#")
enptyline = ECL
EQL = *W5 [comment] NL ; end-of-line may have

; optional trailing coment
%0D / 9%0A /| 9%O0D. 0OA
%20 / 909

NL
W6

; UTF8 derived from RFC 3629, but excluding control characters

UTF8-char-noctl = UTF8-1-noctl / UTF8-2 / UTF8-3 / UTF8-4
UTF8- 1-noct!l = W%&21 /| %22 | 9%?24-7F ; excluding control, space, "#"

UTF8-2 = 9% C2- DF UTF8-tai l

UTF8-3 = %&EO0 %A0-BF UTF8-tail / 9%&E1-EC 2UTF8-tail /
MED %80-9F UTF8-tail / 9%EE-EF 2UTF8-tail

UTF8-4 = 9%FO0 9%90-BF 2UTF8-tail / W%&F1-F3 3UTF8-tail /
% F4 9%80- 8F 2UTF8-t ai |

UTF8-tail = %80-BF

1. The User-Agent Line

Crawm ers set their own nane, which is called a product token, to find
rel evant groups. The product token MJST contain only uppercase and

| onercase letters ("a-z" and "A-Z"), underscores ("_"), and hyphens
("-"). The product token SHOULD be a substring of the identification
string that the crawl er sends to the service. For exanple, in the
case of HTTP [RFC9110], the product token SHOULD be a substring in
the User-Agent header. The identification string SHOULD describe the
purpose of the crawmer. Here' s an exanple of a User-Agent HTTP
request header with a link pointing to a page describing the purpose
of the Exanpl eBot craw er, which appears as a substring in the User-
Agent HTTP header and as a product token in the robots.txt user-agent
I'ine:

[ s oo oo e s ool e s st o}
| User-Agent HTTP header | robots.txt user-agent |

| line |
| User-Agent: Mozillal/5.0 (conpatible; | user-agent: Exanpl eBot |
| Exanpl eBot/O0. 1; | |
| https://ww. exanpl e. coni bot. htm ) | |
T o e e e e e e oo oo oo +

Figure 1: Exanple of a User-Agent HTTP header and robots.txt
user-agent line for the Exanpl eBot product token



Note that the product token (ExampleBot) is a substring of the User-
Agent HTTP header.

Crawl ers MJST use case-insensitive matching to find the group that
mat ches the product token and then obey the rules of the group. |If
there is nmore than one group nmatching the user-agent, the natching
groups’ rules MJST be conbined into one group and parsed according to
Section 2.2.2.

| Two groups that nmatch the sanme product
| token exactly

user - agent : Exanpl eBot
disallow /foo

I user - agent : Exanpl eBot
| disallow /bar

I

I

|

I

disallow /foo |

di sal |l ow. /bar |

di sal l ow. /baz |

user - agent : Exanpl eBot |
di sall ow. /baz |

Figure 2: Exanple of how to nerge two robots.txt groups that
mat ch the sane product token

If no matching group exists, craw ers MIST obey the group with a
user-agent line with the "*" value, if present.

| Two groups that don't explicitly

Appl i cabl e group for
| match Exanpl eBot |

Exanpl eBot

user-agent: *
disallow /foo

I user-agent: *
| disallow /bar

I

I

|

I
disallow /foo |
di sal |l ow. [/ bar |
I
I
|

user - agent : BazBot
di sal l ow. /baz

Figure 3: Exanple of no matching groups other than the "*" for
t he Exanpl eBot product token

If no group matches the product token and there is no group with a
user-agent line with the "*" value, or no groups are present at all,
no rul es apply.

.2.2. The "Allow' and "Disall ow' Lines

These |ines indicate whether accessing a URI that matches the
corresponding path is allowed or disall owed.

To evaluate if access to a URI is allowed, a craw er MIST match the
paths in "allow' and "disallow' rules against the URI. The matching
SHOULD be case sensitive. The matching MJST start with the first
octet of the path. The nost specific match found MJST be used. The
nost specific match is the match that has the nbst octets. Duplicate
rules in a group MAY be deduplicated. If an "allow' rule and a
"disallow' rule are equivalent, then the "allow' rule SHOULD be used
If no match is found anongst the rules in a group for a matching
user-agent or there are no rules in the group, the URl is allowed.
The /robots.txt URI is inplicitly allowed.

Cctets in the URI and robots.txt paths outside the range of the ASCII
coded character set, and those in the reserved range defined by

[ RFC3986], MJST be percent-encoded as defined by [ RFC3986] prior to
compari son.
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If a percent-encoded ASCI| octet is encountered in the URI, it MJST
be unencoded prior to conparison, unless it is a reserved character
in the URI as defined by [ RFC3986] or the character is outside the
unreserved character range. The match evaluates positively if and
only if the end of the path fromthe rule is reached before a
difference in octets is encountered.

For exanpl e:

| Path | Encoded Path | Path to Match |
[} e ————————— e —————————_—————————_ Ll st o
| /foolbar?baz=quz | /fool/bar?baz=quz | /foolbar?baz=quz |
o e e e oo e e +
| /foolbar?baz= | /foolbar?baz= | /foolbar?baz= |
| https://foo.bar | https¥BAYRFYR2Ff 0o. bar | https¥BA¥RFY2Ff oo. bar

Fom e e e oo Tt Tt +
| /foolbar/ | /foolbar/ %E3%83%84 | /foolbar/ %E3%83%84 |
| U+E38384 | | |
o e e e oo e e +
| /fool | /foolbar/ %E3%83%B4 | /foolbar/ %E3%83%B4 |
| bar/%E3983%84 | | |
Fom e e e oo Tt Tt +
| /fool | /foolbar/%2961% A | /foolbar/baz |
| bar/ %62961% A | | |
o e e e oo e e +

Figure 4: Exanpl es of matchi ng percent-encoded URI conponents
The crawl er SHOULD i gnore "disallow and "allow' rules that are not
in any group (for exanple, any rule that precedes the first user-
agent |ine).

I mpl ementors MAY bridge encodi ng nmismatches if they detect that the
robots.txt file is not UTF-8 encoded.

3. Special Characters

Craw ers MJUST support the followi ng special characters:

| Character | Description | Exanple |
[ el oo sl e s
| # | Designates a line | allow / # comment in |ine

| | coment. | |
| | | # comment on its own |ine |
N o e e e e oo oo o e e e e e e e e m e e +
| $ | Designates the | allow /this/path/exactly$ |
| | end of the match | |
| | pattern. | |
Fom e oo o e e oo s o e e e e e e e i e +
| * | Designates 0 or | allow /this/*/exactly |
| | nore instances of | |
| | any character. | |
S o e e e e oo o e e e e e e e e e +

Figure 5: List of special characters in robots.txt files

If cram ers match special characters verbatimin the URI, craw ers
SHOULD use "% encoding. For exanple:



| | file-with-a-*.htn |

Figure 6: Exanpl e of percent-encoding

2.2.4. Oher Records
Craw ers MAY interpret other records that are not part of the
robots.txt protocol -- for exanple, "Sitenmaps" [SI TEMAPS]. Craw ers
MAY be | enient when interpreting other records. For exanple,
crawl ers may accept conmon m sspellings of the record.
Parsing of other records MJUST NOT interfere with the parsing of
explicitly defined records in Section 2. For exanple, a "Sitemps"
record MUST NOT terminate a group

2.3. Access Mt hod
The rul es MJUST be accessible in a file named "/robots.txt" (al
| owercase) in the top-level path of the service. The file MJST be
UTF-8 encoded (as defined in [RFC3629]) and Internet Media Type
"text/plain" (as defined in [ RFC2046]).
As per [RFC3986], the URI of the robots.txt file is:
"schene:[//authority]/robots.txt"
For exanple, in the context of HITP or FTP, the URl is

htt ps://ww. exanpl e. conf r obot s. t xt
ftp://ftp.exanpl e.com robots.txt
2.3.1. Access Results

2.3.1.1. Successful Access

If the crawl er successfully downl oads the robots.txt file, the
crawl er MJUST follow the parseable rules

2.3.1. 2. Redirects

It's possible that a server responds to a robots.txt fetch request
with a redirect, such as HTTP 301 or HTTP 302 in the case of HITP.
The crawl ers SHOULD follow at | east five consecutive redirects, even
across authorities (for exanple, hosts in the case of HITP)

If a robots.txt file is reached within five consecutive redirects,
the robots.txt file MJST be fetched, parsed, and its rules foll owed
in the context of the initial authority.

If there are nbre than five consecutive redirects, crawl ers MAY
assune that the robots.txt file is unavail abl e.

2.3.1.3. "Unavail abl e" Status

"Unavail abl e" neans the craw er tries to fetch the robots.txt file
and the server responds with status codes indicating that the
resource in question is unavailable. For exanple, in the context of
HTTP, such status codes are in the 400-499 range.

If a server status code indicates that the robots.txt file is
unavail able to the crawl er, then the craw er MAY access any resources
on the server.



2.3.1.4. "Unreachabl e" Status

If the robots.txt file is unreachable due to server or network
errors, this neans the robots.txt file is undefined and the craw er
MJUST assune conpl ete disallow. For exanple, in the context of HITP,
server errors are identified by status codes in the 500-599 range.

If the robots.txt file is undefined for a reasonably | ong period of
time (for exanple, 30 days), craw ers MAY assune that the robots.txt
file is unavailable as defined in Section 2.3.1.3 or continue to use
a cached copy.

2.3.1.5. Parsing Errors

Cram ers MJST try to parse each line of the robots.txt file.
Craw ers MJUST use the parseabl e rules.

2.4. Caching

Crawl ers MAY cache the fetched robots.txt file's contents. Crawlers
MAY use standard cache control as defined in [RFCO111]. Crawlers
SHOULD NOT use the cached version for nore than 24 hours, unless the
robots.txt file is unreachabl e.

2.5. Limts

Craw ers SHOULD inpose a parsing limt to protect their systens; see
Section 3. The parsing limt MJST be at |east 500 ki bi bytes [Ki B].

3. Security Considerations

The Robots Exclusion Protocol is not a substitute for valid content
security neasures. Listing paths in the robots.txt file exposes them
publicly and thus makes the paths di scoverable. To control access to
the URI paths in a robots.txt file, users of the protocol should
enploy a valid security neasure relevant to the application |ayer on
which the robots.txt file is served -- for exanple, in the case of
HTTP, HTTP Aut hentication as defined in [ RFC9110].

To protect against attacks against their system inplenentors of
robots.txt parsing and matching | ogic should take the follow ng
consi derations into account:

Menory managenent: Section 2.5 defines the lower Iimt of bytes that
must be processed, which inherently also protects the parser from
out - of -menory scenari os.

Invalid characters: Section 2.2 defines a set of characters that
parsers and matchers can expect in robots.txt files. Qut-of-bound
characters should be rejected as invalid, which limts the
avai l abl e attack vectors that attenpt to conprom se the system

Untrusted content: Inplenmentors should treat the content of a
robots.txt file as untrusted content, as defined by the
specification of the application | ayer used. For exanple, in the
context of HTTP, inplenentors should follow the Security
Consi derations section of [RFC9110].

4. |1 ANA Consi derations
Thi s document has no | ANA acti ons.
5. Exanpl es

5.1. Sinple Exanple
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The foll owi ng exanpl e shows:

*: A group that’s relevant to all user agents that don’'t have an
explicitly defined matching group. It allows access to the URLs
with the /publications/ path prefix, and it restricts access to
the URLs with the /example/ path prefix and to all URLs with a
.gif suffix. The "*" character designates any character,
including the otherw se-required forward sl ash; see Section 2.2.

foobot: A regular case. A single user agent followed by rules. The
crawl er only has access to two URL path prefixes on the site --
[ exampl e/ page. ht Ml and /exanpl e/allowed.gif. The rules of the
group are missing the optional space character, which is
acceptabl e as defined in Section 2.2.

barbot and bazbot: A group that’s relevant for nore than one user
agent. The crawers are not allowed to access the URLsS with the
[ exampl e/ page. ht Ml path prefix but otherw se have unrestricted
access to the rest of the URLs on the site.

quxbot: An enpty group at the end of the file. The crawl er has
unrestricted access to the URLs on the site.

User- Agent: *
Disallow *.gif$

Di sal | ow. /exanpl e/
Al'l ow. /publications/

User - Agent : f oobot

Di sal | ow: /

Al'l ow. / exanpl e/ page. ht m

Al |l ow. / exanpl e/ al | owed. gi f

User - Agent : bar bot
User - Agent : bazbot
Di sal | ow. /exanpl e/ page. ht m

User - Agent: quxbot
ECF
2. Longest Match

The foll owi ng exanpl e shows that in the case of two rules, the
| ongest one is used for matching. In the follow ng case,

[ exampl e/ page/ di sal | owed. gi f MUST be used for the UR

exanpl e. com exanpl e/ page/ di sal | ow. gi f.

User - Agent: f oobot
Al l ow. /exanpl e/ page/
Di sal | ow. /exanpl e/ page/ di sal | owed. gi f
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