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Aut hors’ Addr esses
I ntroduction

Thi s docunent describes the Map-Versioni ng nechani smused to provide
i nformati on on changes in the Endpoint-1D-to-Routing-Locator (ElDto-
RLOC) mappings used in the Locator/|ID Separation Protocol (LISP)

[ RFC9300] [ RFC9301] context to perform packet encapsul ation. The
mechanismis totally transparent to Ingress and Egress Tunnel Routers
(XxTRs) not supporting or not using such functionality. The
architecture of LISP is described in [RFC9299]. The reader is
expected to be familiar with this introductory document.

Thi s docunent obsol etes [ RFC6834], which is the initial experimental
specification that describes the nmechani sns updated by this docunent.

The basic nmechanismis to associate a Map-Versi on nunber to each LI SP
El D-t 0o- RLOC nmappi ng and transport such a version nunmber in the LI SP-
speci fic header. Wen a mappi hg changes, a new version nunmber is
assigned to the updated mapping. A change in an ElID-to-RLOC nappi ng
can be a nodification in the RLOCs set, such as addition of, renoval
of, or change in the priority or weight of one or nore RLCCs.

When Map-Versioning is used, LISP-encapsul ated data packets contain
the version nunber of the two mappings used to select the RLOCs in
the outer header (i.e., both source and destination RLOCs). This
information has two uses:

1. Map-Versioning enables the Egress Tunnel Router (ETR) receiving
the packet to know if the Ingress Tunnel Router (ITR) is using
the | atest mapping version for the destination EID. If this is
not the case, the ETR can directly send a Map- Request contai ni ng
the updated mapping to the ITRto notify it of the |atest
version. The ETR can also solicit the ITRto trigger a Map-
Request to obtain the |latest nmapping by sending a Solicit Map-
Request (SMR) nessage. Both options are defined in [ RFC9301].

2. Map-Versioning enables an ETR receiving the packet to know if it
has in its EID-to-RLOC Map-Cache the | atest napping for the
source EID. If this is not the case, a Map-Request can be sent.

Consi derati ons about the depl oynment of LISP Map-Versioning are
di scussed in Section 9.



The benefits of Map-Versioning in sonme common LI SP-rel ated use cases
are di scussed in Appendi x A

Requi rements Not ati on

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Definitions of Terns

Thi s docunent uses terns already defined in the nain LISP
specifications ([ RFC9300] and [ RFC9301]). Here, we define the terns
that are specific to the Map-Versioning nechanism Throughout the
whol e docurent, big-endian bit ordering is used.

Map- Ver si on nunber: An unsigned 12-bit integer is assigned to an
El D-t o- RLOC mappi ng, indicating its version nunber (Section 6).

Nul | Map-Version: A Map-Version nunber with a val ue of 0x000 (zero),
which is used to signal that the Map-Version feature is not used
and no Map-Version nunber is assigned to the ElID-to-RLOC mappi ng
(Section 6.1).

Dest Map-Version nunber: Map-Version of the mapping in the ElDto-
RLOC Map- Cache used by the TR to select the RLOC present in the
"Destination Routing Locator’ field of the outer |IP header of LI SP-
encapsul at ed packets (Section 7.1).

Sour ce Map-Version nunber: Map-Version of the mapping in the ElDto-
RLCC Dat abase used by the | TR to select the RLOC present in the
"Source Routing Locator’ field of the outer |IP header of LI SP-
encapsul at ed packets (Section 7.2).

LI SP- Speci fi ¢ Header and Map-Versi on Nunbers

In order for the versioning approach to work, the LISP-specific
header has to carry both the Source Mp-Version nunber and Dest Map-
Versi on number. This is done by setting the V-bit in the LISP-
speci fic header as specified in [ RFC9300] and shown in the exanmple in
Figure 1. Al perm ssible conbinations of the flags when the V-bit
is set to 1 are described in [RFCO300]. Not all of the LI SP-
encapsul at ed packets need to carry version nunbers. Wen the V-bit
is set, the LISP-specific header has the foll owi ng encodi ng:
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Figure 1: LI SP-Specific Header Exanple When Map-Versioning Is in Use
Sour ce Map-Version nunmber (12 bits): See Section 3.

Dest Map-Version nunber (12 bits): See Section 3.

Map Record and Map- Version

To accommpdat e the mechani sm the Map Records that are transported in
Map- Request / Map- Repl y/ Map- Regi st er nessages need to carry the Mp-



Versi on nunber as well. For reference, the Map Record (specified in
[ RFC9301]) is reported here as an exanple in Figure 2. This nmeno
does not change the operation of Map-Request/ Map- Repl y/ Map- Regi st er
messages; they continue to be used as specified in [ RFC9301].
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Figure 2: Map-Record Format Exanpl e

Map- Ver si on Nunber: Map-Version of the mapping contained in the
Record. As explained in Section 6.1, this field can be zero (0),
meani ng that no Map-Version is associated to the mappi ng.

Thi s packet format is backward conpatible with xTRs that do not
support Map-Versioning, since they can sinply ignore those bits.

A Map- Server receiving a nessage with an unexpected Mp-Version
nunber, for instance an old one, MJST silently drop the nessage and
an appropriate | og acti on SHOULD be taken.

El D-t o- RLOC Map- Ver si on Nunber

The ElI D-to- RLOC Map- Versi on nunber consists of an unsigned 12-bit
integer. The version nunber is assigned on a per-napping basis,

meani ng that different mappi ngs have different version nunbers, which
are updated independently. An update in the version nunber (i.e., a
newer version) MJST consist of an increment of the ol der version
nunber (the only exception is for the Null Map-Version as expl ai ned
in at the end of Section 6.1).

The space of version nunmbers has a circul ar order where half of the
versi on nunbers are considered greater (i.e., newer) than the current
Map- Ver si on nunber and the other half of the version nunbers are
considered smaller (i.e., older) than the current Map-Version nunber.
This is basically a serial nunber on which the arithnetic described
in [ RFC1982] applies. The ordering enables different reactions to
"ol der" and "newer" Map-Version nunbers, whereby "ol der" nunbers are
di scarded and "newer" nunbers trigger Map-Requests (see Section 7 for
further details). 1In a formal way, assum ng that we have two version
nunbers (V1 and V2), both different fromthe special value Null Map-
Version (see Section 6.1), and that the nunbers are expressed on 12
bits, the follow ng steps MJST be perfornmed (in the sane order shown
below) to strictly define their order:

1. vi

V2 : The Map-Version nunbers are the sane.
2. V2>Vl : if and only if

V2 > V1 AND (V2 - V1) <= 2°(12-1)
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V1l > V2 AND (V1 - V2) > 27(12-1)
3. V1 > V2 : otherw se.

Using 12 bits and assumi ng a Map-Version val ue of 69, Mp-Version
nunbers in the range [70; 69 + 2048] are greater than 69, while Mp-
Versi on nunbers in the range [69 + 2049; (69 + 4095) nod 4096] are
smal | er than 69.

The initial Map-Version nunber of a new ElD-to-RLOC mappi ng SHOULD be
assigned randomy, but it MJST NOT be set to the Null Map-Version

val ue (0x000), because the Null Map-Version nunber has a speci al

meani ng (see Section 6.1). Optionally, the initial Map-version
nunber nmay be confi gured.

Upon reboot, an ETR will use mappings configured in its EIDto-RLOC
Dat abase. |f those mappi ngs have a Map-Version number, it will be
used according to the nechanisns described in this docunent. ETRs
MUST NOT autonatically generate and assign Map-Versi on nunbers to
mappi ngs in the ElIDto-RLOC Dat abase.

.1.  The Null Map-Version

The val ue 0x000 (zero) is a special Map-Version nunber indicating
that there is actually no version nunber associated to the EIDto-
RLCC mappi ng. Such a value is used for special purposes and is naned
the Null Map-Version nunber.

Map Records that have a Null Map-Version nunber indicate that there
is no Map-Version nunber associated with the mapping. This neans
that LI SP-encapsul at ed packets destined to the EID-Prefix referred to
by the Map Record MJST NOT contain any Map-Version nunbers (V-bit set
to 0). |If an ETR receives LI SP-encapsul ated packets with the V-bit
set, when the original mapping in the El D-to-RLOC Dat abase has the
versi on nunmber set to the Null Map-Version value, then those packets
MUST be silently dropped.

The Null Map-Version may appear in the LI SP-specific header as a

Sour ce Map-Version nunber (Section 7.2). Wen the Source Map-Version
nunber is set to the Null Map-Version value, it means that no nmap
version information is conveyed for the source site. This nmeans that
if a mapping exists for the source EID in the ElIDto-RLOC Map- Cache,
then the ETR MJUST NOT conpare the received Null Map-Version with the
content of the EID-to-RLOC Map-Cache (Section 7.2).

The fact that the 0 value has a special neaning for the Map-Version
nunber inplies that, when updating a Map-Version nunber because of a
change in the mapping, if the next value is 0, then the Map-Version
nunber MUST be increnented by 2 (i.e., set to 1 (0x001), which is the
next valid val ue).

Deal ing wi th Map-Version Numbers

The main idea of using Map-Version nunbers is that whenever there is
a change in the mapping (e.g., adding/renoving RLOCs, a change in the
wei ghts due to Traffic Engineering policies, or a change in the
priorities) or a LISP site realizes that one or more of its own RLCCs
are no | onger reachable froma |ocal perspective (e.g., through IGP
or policy changes), the LISP site updates the mapping and al so
assigns a new Map-Version nunber. Only the | atest Map-Version nunber
has to be considered valid. Mapping updates and their corresponding
Map- Ver si on Nunber nust be managed so that a very old versi on nunber
will not be confused as a new version nunber (because of the circul ar
nunbering space). To this end, sinple neasures can be taken, like



updati ng a mapping only when all active traffic is using the |atest

version, or waiting a sufficient anount of tine to be sure that the

mapping in LI SP caches expires, which neans waiting at |east as |ong
as the mapping Tine To Live (TTL) (as defined in [RFC9301]).

An ETR receiving a LI SP packet with Map-Version nunbers checks the
fol |l owi ng predicates:

1. The ITR that has sent the packet has an up-to-date mapping in its
El D-t o- RLOC Map- Cache for the destination EID and is performng
encapsul ation correctly. See Section 7.1 for details.

2. In the case of bidirectional traffic, the mapping in the | ocal
ETR EI D-t 0- RLOC Map- Cache for the source EIDis up to date. See
Section 7.2 for details.

.1. Handling Dest Map-Version Numnber

When an ETR recei ves a packet, the Dest Map-Version nunber relates to
the mapping for the destination EID for which the ETRis an RLCC
This mapping is part of the ETR EID-to-RLOC Dat abase. Since the ETR
is authoritative for the mapping, it has the correct and up-to-date
Dest Map-Version nunber. A check on this version nunber MJST be
done, where the followi ng cases can ari se:

1. The packet arrives with the sane Dest Map-Version nunber stored
in the EID-to-RLOC Database. This is the regular case. The ITR
sendi ng the packet has, in its EIDto-RLOC Map-Cache, an up-to-
date mapping. No further actions are needed.

2. The packet arrives with a Dest Map-Version nunber newer (as
defined in Section 6) than the one stored in the EID-to-RLOC
Dat abase. Since the ETRis authoritative on the nmappi ng, neaning
that the Map-Version nunber of its mapping is the correct one,
the packet carries a version nunber that is not considered valid.
Therefore, the packet MJST be silently dropped and an appropriate
| og action SHOULD be taken.

3. The packet arrives with a Dest Mp-Version nunber ol der (as
defined in Section 6) than the one stored in the EIDto-RLOC
Dat abase. This neans that the | TR sending the packet has an old
mapping in its ElID-to-RLOC Map- Cache containing stale
informati on. The ETR MAY choose to normally process the
encapsul at ed dat agram accordi ng to [ RFC9300]; however, the ITR
sendi ng the packet MUST be inforned that a newer nmapping is
avail abl e, respecting rate-limtation policies described in
[ RFC9301]. This is done with a Map- Request nessage sent back to
the TR as specified in [RFCO301]. One feature introduced by
Map- Ver si on nunbers is the possibility of blocking traffic not
using the latest mapping. This can happen if an ITR is not
updati ng the mapping for which the ETRis authoritative, or it
m ght be sonme formof attack. According to the rate-limtation
policy defined in [ RFC9301] for Map- Request nessages, after 10
retries, Map-Requests are sent every 30 seconds; if after the
first 10 retries the Dest Mp-Version nunber in the packets is
not updated, the ETR SHOULD drop packets with a stal e Map-Version
nunber. Operators can configure exceptions to this
recomrendati on, which are outside the scope of this docunent.

The rule in the third case MAY be nore restrictive. |If the Record
TTL of the previous mappi ng has al ready expired, all packets arriving
with an ol d Map-Versi on MIUST be silently dropped right away wi thout

i ssuing any Map-Request. Such action is pernitted because, if the
new mappi ng with the updated versi on nunber has been unchanged for at
| east the same amount of tine as the Record TTL of the ol der mapping,
all the entries in the EID-to-RLOC Map- Caches of | TRs must have
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2.

expired. Indeed, all ITRs sending traffic should have refreshed the
mappi ng according to [ RFC9301].

It is a protocol violation for LISP-encapsul ated packets to contain a
Dest Map-Version nunber equal to the Null Map-Version nunber (see
Section 6.1).

Handl i ng Source Map- Versi on Number

When an ETR receives a packet, the Source Mp-Version nunber rel ates
to the mapping for the source EID for which the ITR that sent the
packet is authoritative. |If the ETR has an entry in its EIDto-RLCC
Map- Cache for the source EID, then a check MJST be perforned, and the
foll owi ng cases can ari se:

1. The packet arrives with the same Source Mp-Version nunber as
that stored in the EID-to-RLOC Map- Cache. This is the regular
case. The ETR has in its EID-to-RLOC Map- Cache an up-to-date
copy of the mapping. No further actions are needed.

2. The packet arrives with a Source Map-Version nunber newer (as
defined in Section 6) than the one stored in the local ElIDto-
RLOC Map- Cache. This nmeans that the ETR has in its EIDto-RLCC
Map- Cache a mapping that is stale and needs to be updated. A
Map- Request MJST be sent to get the new mapping for the source
EID, respecting rate-limtation policies described in [ RFC9301].

3. The packet arrives with a Source Mp-Version nunber ol der (as
defined in Section 6) than the one stored in the |local ElDto-
RLOC Map-Cache. Note that if the mapping is already present in
the EID-to-RLOC Map- Cache, this neans that an explicit Mp-
Request has been sent and a Map- Reply has been received from an
authoritative source. |In this situation, the packet SHOULD be
silently dropped. Operators can configure exceptions to this
recomrendati on, which are outside the scope of this docunent.

If the ETR does not have an entry in the EIDto-RLOC Map-Cache for
the source EID, then the Source Map-Version nunber MJST be ignored.
See Appendix A 1 for an exanple of when this situation can arise.

Security Considerations

Thi s docunent builds on the specification and operation of the LISP
control and data planes. The Security Considerations of [RFC9300]
and [ RFC9301] apply. As such, Map-Versioning MIUST NOT be used over
the public Internet and MJST only be used in trusted and cl osed
depl oynents. A thorough security analysis of LISP is docunented in
[ RFC7835] .

Attackers can try to trigger a |arge nunber of Mp-Requests by sinply
forgi ng packets with random Map-Versions. The Map-Requests are rate
limted as described in [RFCO301]. Wth Map-Versioning, it is
possible to filter packets carrying invalid version nunbers before
triggering a Map- Request, thus helping to reduce the effects of DoS
attacks. However, it mght not be enough to really protect against a
DDoS att ack.

The present nmeno includes |log action to be taken upon certain events.
It is recomrended that inplenentations include nechanisns (which are
beyond the scope of this docunent) to avoid | og resource exhaustion
att acks.

The specifications in the present nmeno are relatively conservative in
the sense that, in several cases, the packets are dropped. Such an
approach is the outconme of considerations made about the possible
risks that control plane actions that are triggered by the data pl ane
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can be used to carry out attacks. There exists corner cases where,
even with an invalid Map-Version nunber, forwarding the packet m ght
be potentially considered safe; however, system manageability has
been given priority with respect to having to put in place nore
machinery to be able to identify legitimate traffic.

Depl oynment Consi der ati ons

LISP requires multiple ETRs within the sane site to provide identical
mappi ngs for a given EIDPrefix. Map-Versioning does not require
addi ti onal synchronization nechanisns. Cearly, all the ETRs have to
reply with the sane nmappi ng, including the same Mp-Version nunber;

ot herw se, there can be an inconsistency that creates additional
control traffic, instabilities, and traffic disruptions.

There are two ways Map-Versioning is helpful with respect to
synchroni zati on. On the one hand, assigning version nunbers to

mappi ngs hel ps in debuggi ng, since quick checks on the consistency of
the mappings on different ETRs can be done by | ooking at the Map-
Versi on nunber. On the other hand, Map-Versioning can be used to
control the traffic toward ETRs that announce the | atest mapping.

As an exanple, let’s consider the topology of Figure 3 where ITR A 1
of Domain A is sending unidirectional traffic to Domain B, while A 2
of Domai n A exchanges bidirectional traffic with Domain B. In
particular, ITR A 2 sends traffic to ETR B, and ETR A 2 recei ves
traffic fromITR B.

e + e +
| Dormain A | | Dorain B |
| oo + | |
| | ITRAL |--- | |
| S + \ S + |
| IEEETTEEES > ETRB | |
| | e > | |
| ESEAREEE oo | | |
| | I TRA2 |--- ----- | TTRB | |
| | / ho oo + |
| | ETR A2 |<----- | |
| oo + | |
I I I I
Fom oo + Fom oo +

Fi gure 3: Exanpl e Topol ogy

Qoviously, in the case of Map-Versioning, both ITR A1 and ITR A 2 of
Domai n A nmust use the same val ue; otherwi se, the ETR of Domain B will
start to send Map- Requests.

The sane probl em can, however, arise w thout Map-Versioning, for
instance, if the two | TRs of Domain A send different Locator- Status-
Bits. In this case, either the traffic is disrupted if ETR B does
not verify reachability or if ETR B will start sendi ng Map- Requests
to confirmeach change in reachability.

So far, LISP does not provide any specific synchronizati on nechani sm
but assunes that synchronization is provided by configuring the
different xXxTRs consistently. The same applies for Map-Versioning.

If in the future any synchroni zati on mechani smis provided, Mp-
Versioning will take advantage of it automatically, since it is
included in the Map Record format, as described in Section 5.

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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Appendi x A.  Benefits and Case Studi es for Map-Versioning

In the follow ng sections, we provide nore discussion on various
aspects and uses of Map-Versioning. Security observations are
grouped in Section 8.

A. 1. Map-Versioning and Unidirectional Traffic

When usi ng Map-Versioning, the LISP-specific header carries two Map-
Versi on nunmbers for both source and destination mappings. This can
rai se the question on what will happen in the case of unidirectiona
flows, for instance, in the case presented in Figure 4, since the

LI SP specifications do not nmandate that the ETR have a mapping from
t he source EID.



I I
| R + R + |
| | ITR A [----------- > ETR B | |
| S - + S - + |
I I I I
S + S +

Figure 4: Unidirectional Traffic between LI SP Donmi ns

An ITRis able to put both the source and destination version nunbers
in the LISP-specific header since the Source Map-Version nunber is in
its database, while the Dest Map-Version number is in its cache.

The ETR checks only the Dest Map-Version nunber, ignoring the Source
Map- Ver si on nunber as specified in the final sentence of Section 7.2.

A. 2. Map-Versioning and | nterworking

Map- Versioning is conpatible with the LISP interworking between LISP
and non-LISP sites as defined in [ RFC6832]. LISP interworking
defines three techniques to allow comruni cation LISP sites and non-
LI SP sites, nanely: Proxy-I1TR, LISP-NAT, and Proxy-ETR  The

foll owi ng text describes how Map-Versioning relates to these three
mechani sns.

A.2.1. Map-Versioning and Proxy-1TRs

The purpose of the Proxy-1TR (PITR) is to encapsulate traffic
originating in a non-LISP site in order to deliver the packet to one
of the ETRs of the LISP site (cf. Figure 5). This case is very
simlar to the unidirectional traffic case described in Appendi x A 1;
hence, simlar rules apply.

Fommmm e + R T +
| LISP | | non-LISP |
| Dormain A | | Dorain B |
| S + S + | |
| | ETRA|<------- | Proxy-ITR | <------- | |
| S R + S + | |
I I I I
e + R +

Figure 5: Unidirectional Traffic from Non-LISP Domain to LI SP Domai n

The main difference is that a Proxy-1TR does not have any mappi ng,
since it just encapsul ates packets arriving fromthe non-LISP site,

and thus cannot provide a Source Map-Version. 1In this case, the
Proxy-1TR will just put the Null WMap-Version value as the Source Mp-
Versi on nunmber, while the receiving ETR will ignore the field.

Wth this setup, LISP Donain Ais able to check whether the PITR is
using the latest mapping. In the Dest Mp-Version Nunmber of the

LI SP-specific header, the Proxy-1TR will put the version nunmber of
the mapping it is using for encapsul ati on; the ETR A can use such
val ue as defined in Section 7.1

A.2.2. Map-Versioning and LI SP-NAT
The LI SP-NAT nmechani smis based on address translati on from non-
routable EIDs to routable ElDs and does not involve any form of
encapsul ati on. As such, Map-Versioning does not apply in this case.

A. 2.3. Map-Versioning and Proxy-ETRs

The purpose of the Proxy-ETR (PETR) is to decapsulate traffic
originating in a LISP site in order to deliver the packet to the non-



LISP site (cf. Figure 6). One of the main reasons to depl oy PETRs
is to bypass Unicast Reverse Path Forwardi ng checks on the donmain.

S SRR + S +
| LISP | | non-LISP |
| Dormain A | | Dormain B |
| S + S + | |
| | ITRA|------- > Proxy-ETR |------- > |
| S R + S + | |
I I I I
S S + S +

Figure 6: Unidirectional Traffic fromLISP Domain to Non-LISP Domai n

A Proxy- ETR does not have any mapping, since it just decapsul ates
packets arriving fromthe LISP site. In this case, the ITR can

i nterchangeably put a Map-Version value or the Null Map-Version val ue
as the Dest Map-Version nunber, since the receiving Proxy-ETR will
ignore the field.

Wth this setup, the Proxy-ETR, by |ooking at the Source Map-Version
Nunber, is able to check whether the mapping of the source EID has

changed. This is useful to performsource RLOC validation. In the
exanpl e above, traffic coning fromthe LISP domain has to be LISP

encapsul ated with a source address being an RLOC of the domain. The
Proxy-ETR can retrieve the nmapping associated to the LI SP donain and
check if incomng LISP-encapsulated traffic is arriving froma valid
RLOC. A change in the RLOC-Set that can be used as source addresses
can be signaled via the version nunber, with the Proxy-ETR able to

request the |l atest mapping if necessary as described in Section 7.2.

A. 3. RLOC Shut down/ Wt hdr aw

Map- Ver si oni ng can al so be used to performa graceful shutdown or to
withdraw a specific RLOC. This is achieved by sinply issuing a new
mappi ng, with an updated Map-Version nunber where the specific RLOC
to be shut down is w thdrawn or announced as unreachable (via the
R-bit in the Map Record; see [RFC9301]) but wi thout actually turning
it off.

Upon updating the mapping, the RLOC will receive less and |ess
traffic because rempte LISP sites will request the updated mappi ng
and see that it is disabled. At least one TTL, plus a little tine
for traffic transit, after the mapping is updated, it should be safe
to shut down the RLOC gracefully, because all sites actively using

t he mappi ng shoul d have been updat ed.

Note that a change in ETR for a flow can result in the reordering of
the packet in the flow just as any other routing change coul d cause
reordering.
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