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Abstract
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I nt roduction

The Locator/1D Separation Protocol [RFC9300] (see also [ RFC9299])
specifies an architecture and nechani smfor dynam ¢ tunneling by

| ogically separating the addresses currently used by IPin two
separ at e nanespaces: Endpoint IDs (EIDs), used within sites; and
Routing Locators (RLOCs), used on the transit networks that nmake up
the Internet infrastructure. To achieve this separation, LISP
defines protocol nechanisns for mapping fromEIDs to RLOCs. In
addition, LISP assumes the existence of a database to store and
propagat e t hose mappi ngs across Mappi ng System nodes. Several such
dat abases have been proposed; anong them are the Content distribution
Overlay Network Service for LISP-NERD (a Not-so-novel ElIDto-RLOC
Dat abase) [ RFC6837], LISP Alternative Logi cal Topol ogy (LISP-ALT)

[ RFC6836], and LI SP Del egat ed Dat abase Tree (LI SP-DDT) [RFC8111].

The LI SP Mapping Service defines two types of LISP-speaking devices:
t he Map- Resol ver, which accepts Map-Requests from an | ngress Tunnel
Router (I TR) and "resol ves" the EIDto-RLOC mappi ng using a nappi ng
dat abase; and the Map-Server, which |learns authoritative EID-to-RLOC
mappi ngs from an Egress Tunnel Router (ETR) and publishes themin a
dat abase.

This LISP control plane and Mapping Service can be used by many
di fferent encapsul ati on-based or transl ati on-based data pl anes,



including but not Iimted to those defined in LISP [ RFC9300], the
LI SP Generic Protocol Extension (LISP-GPE) [RFC9305], Virtual
eXtensi bl e Local Area Networks (VXLANs) [ RFC7348], VXLAN-GPE

[ NVOB- VXLAN- GPE], GRE [ RFC2890], the GPRS Tunneling Protocol (GTP)
[GTP-3GPP], ldentifier-Locator Addressing (ILA) [INTAREA-1LA], and
Segnment Routing (SRv6) [ RFC8402].

Conceptual Iy, LISP Map-Servers share sonme of the sane basic
configurati on and nmai nt enance properties as Domain Nane System ( DNS)
servers [RFCL035]; |ikew se, Map-Resolvers are conceptually simlar
to DNS caching resolvers. Wth this in mind, this specification
borrows familiar term nology (resolver and server) fromthe DNS
speci fications.

Note that this docunment doesn’t assune any particul ar database
mapping i nfrastructure to illustrate certain aspects of Mp-Server
and Map- Resol ver operations. The Mapping Service interface can (and
likely will) be used by ITRs and ETRs to access ot her nmapping

dat abase systens as the LISP infrastructure evol ves.

LISP is not intended to address problens of connectivity and scaling
on behal f of arbitrary comrunicating parties. Relevant situations
are described in Section 1.1 of [RFC9300].

Thi s docunent obsol etes [ RFC6830] and [ RFC6833].
.1. Scope of Applicability

LI SP was originally devel oped to address the Internet-w de route
scaling problem[RFC4984]. Wiile there are a nunber of approaches of
interest for that problem as LISP has been devel oped and refined, a
| arge nunber of other uses for LISP have been found and are being

i npl emented. As such, the design and devel opment of LI SP have
changed so as to focus on these use cases. The comopn property of
these uses is a |large set of cooperating entities seeking to

communi cate over the public Internet or other |arge underlay IP
infrastructures whil e keeping the addressing and topol ogy of the
cooperating entities separate fromthe underlay and |nternet

topol ogy, routing, and addressing.

When comuni cating over the public Internet, deployers MJST consi der
the follow ng guidelines:

1. LISP Security (LISP-SEC) MJST be inplenmented [ RFC9303]. This
means that the S-bit MJST be set in the Map-Reply (Section 5.4),
Map- Regi ster (Section 5.6), and Encapsul ated Control Messages
(ECM5) (Section 5.8).

2. Inplenentations SHOULD use ' HVAC- SHA256- 128+HKDF- SHA256" as t he
AlgorithmID (Section 12.5) in the Map-Regi ster nessage
(Section 5.6) and MJST NOT use 'None' or 'HVAC- SHA- 1- 96- None' as
the AlgorithmID (Section 12.5) in the Mp-Regi ster nessage
(Section 5.6).

Requi rements Not ati on

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

Definitions of Terns

Map- Server: A network infrastructure conmponent that |earns of ElD
Prefix mapping entries froman ETR, via the registrati on nechani sm



descri bed bel ow, or sonme other authoritative source if one exists.
A Map- Server publishes these EID-Prefixes in a mappi ng dat abase.

Map- Request: A control plane nessage that queries the Mapping System
to resolve an EID. A LISP Map-Request can also be sent to an RLOC
to test for reachability and to exchange security keys between an
encapsul ator and a decapsulator. This type of Map-Request is al so
known as an RLOC- Probe Request.

Map- Reply: A control plane nessage returned in response to a Map-
Request sent to the Mapping System when resolving an EID. A LISP
Map- Reply can al so be returned by a decapsulator in response to a
Map- Request sent by an encapsul ator to test for reachability.
This type of Map-Reply is known as an RLOC- Probe Reply.

Encapsul at ed Map- Request: A LI SP Map- Request carried within an ECM
Thi s Map- Request has an additional LISP header prepended. Sent to
UDP destination port 4342. The "outer" addresses are routable IP
addresses, al so known as RLOCs. Used by an I TR when sending to a
Map- Resol ver and by a Map-Server when forwardi ng a Map- Request to
an ETR

Map- Resol ver: A network infrastructure conponent that accepts LISP
Encapsul ated (ECM Map- Requests, typically froman ITR, and
det erm nes whether or not the destination IP address is part of
the EID nanespace; if it is not, a Negative Map-Reply is returned.
O herwi se, the Map-Resolver finds the appropriate EID-to-RLOC
mappi ng by consulting a mappi ng dat abase system

Negative Map-Reply: A LISP Map-Reply that contains an enpty Locator-
Set. Returned in response to a Map-Request if the destination EID
is not registered in the Mapping System is policy-denied, or
fails authentication.

Map- Regi ster nessage: A LISP nessage sent by an ETR to a Map- Server
to register its associated EID-Prefixes. In addition to the set
of EID-Prefixes to register, the nessage includes one or nore
RLOCs to reach ETR(s). The Map-Server uses these RLOCs when
forwardi ng Map- Requests (refornmatted as Encapsul ated Map-
Requests). An ETR MAY request that the Map-Server answer Map-
Requests on its behalf by setting the "proxy Map-Reply" flag
(P-bit) in the nessage.

Map- Noti fy message: A LISP nessage sent by a Map-Server to an ETR to
confirmthat a Map-Regi ster has been received and processed. An
ETR requests that a Map-Notify be returned by setting the "want-
map-notify" flag (Mbit) in the Map-Regi ster nmessage. Unlike a
Map- Reply, a Map-Notify uses UDP port 4342 for both source and
destination. Map-Notify nmessages are also sent to | TRs by Map-
Servers when there are RLOC-Set changes.

For definitions of other terns, notably Ingress Tunnel Router (ITR),
Egress Tunnel Router (ETR), and Re-encapsul ati ng Tunnel Router (RTR),
refer to the LISP data plane specification [ RFC9300].

Basi ¢ Overvi ew

A Map-Server is a device that publishes EID-Prefixes in a LISP

mappi ng dat abase on behal f of a set of ETRs. Wen it receives a Map-
Request (typically originating froman ITR), it consults the mapping
dat abase to find an ETR that can answer with the set of RLOCs for an
EID-Prefix. To publish its EID Prefixes, an ETR periodically sends
Map- Regi ster nessages to the Map-Server. A Map-Regi ster nessage
contains a list of EID-Prefixes plus a set of RLOCs that can be used
to reach the ETRs.



When LI SP-ALT [ RFC6836] is used as the mappi ng dat abase, a Map- Server
connects to the ALT network and acts as a "l ast-hop" ALT-Router.
Internediate ALT-Routers forward Map- Requests to the Map-Server that
advertises a particular EID-Prefix, and the Map-Server forwards them
to the owning ETR, which responds with Map-Reply nessages.

VWhen LI SP-DDT [ RFC8111] is used as the mappi ng dat abase, a Map- Server
sends the final Map-Referral nessages fromthe Del egat ed Dat abase
Tr ee.

A Map- Resol ver receives Encapsul ated Map- Requests fromits client

I TRs and uses a mappi ng dat abase systemto find the appropriate ETR
to answer those requests. On a LISP-ALT network, a Map-Resol ver acts
as a "first-hop" ALT-Router. It has Generic Routing Encapsul ation
(GRE) tunnels configured to other ALT-Routers and uses BGP to |learn
paths to ETRs for different prefixes in the LISP-ALT database. The
Map- Resol ver uses this path information to forward Map- Requests over
the ALT to the correct ETRs. On a LISP-DDT network [RFC8111], a Map-
Resol ver maintains a referral cache and acts as a "first-hop" DDT
node. The Map-Resol ver uses the referral information to forward Map-
Request s.

Note that while it is conceivable that a Map-Resol ver coul d cache
responses to inprove performance, issues surroundi ng cache nmanagenent
woul d need to be resolved so that doing so would be reliable and
practical. In this specification, Map-Resolvers will operate only in
a non-cachi ng node, decapsul ating and forwardi ng Encapsul at ed Map-
Requests received fromITRs. Any specification of caching
functionality is out of scope for this docunent.

Note that a single device can inplenment the functions of both a Map-
Server and a Map-Resolver, and in nmany cases, the functions wll be
co-located in that way. Also, there can be ALT-only nodes and DDT-
only nodes, when LISP-ALT and LI SP-DDT are used, respectively,
connecti ng Map- Resol vers and Map- Servers together to nake up the
Mappi hg System

LI SP I Pv4 and | Pv6 Control Plane Packet Formats
The foll owing UDP packet formats are used by the LISP control plane.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Version| IHL | Type of Service]| Total Length |
I S i o T s S S S e s s T
| I dentification | Fl ags]| Fragment O f set |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Tine to Live | Protocol = 17 | Header Checksum |
B T S i T s i i e e SEI S
| Sour ce Routing Locator |
I S i o T s S S S e s s T
| Destinati on Routing Locator |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
/| Sour ce Port | Dest Port |
B T S i T s i i e e SEI S
| UDP Length | UDP Checksum |
I S i o T s S S S e s s T
I
I
i

LI SP Message |
T I R o ol i ol s S S e S e S ik i it (EIE I S SR e TR

Figure 1: |1Pv4 UDP LI SP Control Message
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01234567890123456789012345678901
e i S T S S T T S i S S S S

| Version| Traffic Cdass | Fl ow Label |
I S i o T s S S S e s s T
| Payl oad Length | Next Header=17| Hop Limt |

T S i S o i S o T S S S S i St

Source Routing Locator

+
+
+
I T S s e S S i S A S S R SR S
+
+
+

R s i o e i ol S e S e T ik ik T S e T S T S
Sour ce Port | Dest Port |
R i i I e R e I T T il ik o ST TR S R R R TR S T TR i N
UDP Lengt h | UDP Checksum |
T I R o ol i ol s S S e S e S ik i it (EIE I S SR e TR
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Figure 2: I Pv6 UDP LISP Control Message

When a UDP Map- Request, Map-Register, or Map-Notify (when used as a
notification nmessage) is sent, the UDP source port is chosen by the
sender and the destination UDP port nunber is set to 4342. \Wen a
UDP Map- Reply, Map-Notify (when used as an acknow edgment to a Map-
Regi ster), or Map-Notify-Ack is sent, the source UDP port nunber is
set to 4342 and the destination UDP port nunber is copied fromthe
source port of either the Map-Request or the invoking data packet.

I mpl enent ati ons MJST be prepared to accept packets when either the
source port or destination UDP port is set to 4342 due to NATs
changi ng port nunber val ues.

The ' UDP Length’ field will reflect the | ength of the UDP header and
the LI SP Message payload. LISP is expected to be depl oyed by
cooperating entities comunicating over underlays. Deployers are
expected to set the MIU according to the specific depl oynent

gui delines to prevent fragnmentation of either the inner packet or the
out er encapsul ated packet. For deploynents not aware of the underl ay
restrictions on the path MU, the nessage size MJST be limted to 576
bytes for I1Pv4 or 1280 bytes for IPv6 -- considering the entire IP
packet -- as outlined in [RFC8085].

The UDP checksumis conputed and set to non-zero for all messages
sent to or fromport 4342. It MJST be checked on receipt, and if the
checksum fails, the control nmessage MJST be dropped [ RFC1071].

The format of control nessages includes the UDP header so the
checksum and length fields can be used to protect and delimt message
boundari es.

.1. LISP Control Packet Type Allocations

This section defines the LISP control nessage formats and sumari zes
for 1ANA the LI SP Type codes assigned by this docunent. For



5.

2.

compl et eness, the sumrary bel ow i ncl udes the LI SP Shared Extension
Message assigned by [ RFC9304]. Message type definitions are:

| Message | Code | Codepoi nt |
| Reserved | O | b’ 0000’ |
o e e e e e e e e e e e e oo oo +o-m - - o e e e e oo oo +
| LISP Map- Request | 1 | b’ 0001 |
S Fomm o - o e e oo +
| LISP Map-Reply | 2 | b’ 0010’ |
o e e e e e e e e e e mmmemao - Fom e e - - Fom e e e oo +
| LISP Map- Regi ster | 3 | b’0011’ |
o e e e e e e e e e e e e oo oo +o-m - - o e e e e oo oo +
| LISP Map-Notify | 4 | b’0100’ |
S Fomm o - o e e oo +
| LISP Map-Noti fy-Ack | 5 | b’0101 |
o e e e e e e e e e e mmmemao - Fom e e - - Fom e e e oo +
| LISP DDT Map- Referral | 6 | b’0110° |
o e e e e e e e e e e e e oo oo +o-m - - o e e e e oo oo +
| Unassi gned | 7 | b’0111 |
S Fomm o - o e e oo +
| LISP Encapsul ated Control Message | 8 | b’ 1000’ |
o e e e e e e e e e e mmmemao - Fom e e - - Fom e e e oo +
| Unassi gned | 9-14 | b’ 1001’ - b’ 1110 |
o e e e e e e e e e e e e oo oo +o-m - - o e e e e oo oo +
| LISP Shared Extension Message | 15 | b'1111 |
S Fomm o - o e e oo +

Table 1

Pr ot ocol designers experinmenting with new nmessage fornmats are
recomended to use the LISP Shared Extension Message Type descri bed
in [ RFCO304].

Al LISP control plane messages use Address Fanmily ldentifiers (AFISs)
[ AFN] or LI SP Canoni cal Address Format (LCAF) entries [ RFC8060] to
encode either fixed-length or variable-length addresses. This
includes explicit fields in each control nessage or part of ElID
Records or RLOC-Records in commonly formatted nmessages. LI SP control
pl ane nmessages that include an unrecogni zed AFl MJST be dropped, and
the event MJST be | ogged.

The LI SP control plane describes how ot her data pl anes can encode
nmessages to support the soliciting of Map-Requests as well as RLOC-
Pr obi ng procedures.

Map- Request Message For mat

0 1 2 3

01234567890123456789012345678901
T S T i T T S e
| Type=1 |AMP|S|p|s|RIR Rsvd | L] DO IRC | Record Count |
s i S e i i T s S S T ol ST S e e
| Nonce . . . |
I i S T i i S e e S i e o
| . . . Nonce |
T S T I
| Sour ce- El D- AFI | Source EID Address ... |
s i S e i i T s S S T ol ST S e e
| | TR-RLOC- AFI 1 | | TR-RLOCC Address 1 ... |
I i S T i i S e e S i e o
I+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
| | TR-RLOC- AFI n | TR-RLOC Address n ... |
s i S e i i T s S S T ol ST S e e



/| Reserved | EID mask-len | El D- Pr ef i x- AFI |
Rec +-+-+-4-+-+-4-+-+-4+-+-+-+-+-+-+-+-+- +- +-+- +- +- +- -+ F- - - - - -+
\ EIDPrefix ... |
R o o e e el i S S S S i S i ol S S e e e s

| Map- Reply Record ... |

B T I e R i i i T S S e e I e ik oI I S S e S S

Packet field descriptions:
Type: 1 (Map-Request)

A: This is an authoritative bit. It is set to 1 when an I TR wants
the destination site to return the Map-Reply rather than the
mappi ng dat abase systemreturning a Map-Reply and is set to O
ot herwi se.

M This is the nap-data-present bit. Wen set, it indicates that a
Map- Repl y Record segment is included in the Map- Request.

P. This is the probe-bit, which indicates that a Map- Request MJIST be
treated as a Locator reachability probe. The receiver MJST
respond with a Map-Reply with the probe-bit set, indicating that
the Map-Reply is a Locator reachability probe reply, with the
nonce copi ed fromthe Map-Request. See "RLOC-Probing Al gorithni
(Section 7.1) for nmore details. This RLOC-Probe Map-Request MUST
NOT be sent to the Mapping System |If a Map-Resol ver or Mp-
Server receives a Map-Request with the probe-bit set, it MJST drop
t he nmessage.

S: This is the Solicit-Mp-Request (SMR) bit. See
"Solicit-Mp-Request (SMR" (Section 6.1) for details.

p: This is the Proxy Ingress Tunnel Router (PITR) bit. This bit is
set to 1 when a PITR sends a Map- Request. The use of this bit is
depl oynent specific.

s: This is the SVMR-invoked bit. This bit is set to 1 when an xTR i s
sendi ng a Map- Request in response to a received SMR-based Map-
Request .

R This reserved and unassigned bit MJST be set to 0 on transmt and
MUST be ignored on receipt.

Rsvd: This field MJUST be set to 0 on transnit and MJST be ignored on
receipt.

L: This is the local-xtr bit. It is used by an xTRin a LISP site
to tell other xTRs in the same site that it is part of the RLOC
Set for the LISP site. The L-bit is set to 1 when the RLOC is the
sender’s | P address.

D This is the dont-map-reply bit. It is used in the SVMR procedure
described in Section 6.1. Wen an XTR sends an SMR nessage, it
doesn’t need a Map-Reply returned. Wen this bit is set, the
recei ver of the Map- Request does not return a Map-Reply.

IRC. This 5-bit field is the | TR-RLOC Count, which encodes the
addi tional number of ('ITR-RLOC-AFI’', 'ITR-RLOC Address’) fields
present in this nmessage. At least one (I TRRRLOC-AFl, | TR-RLOC
Address) pair MJIST be encoded. Miltiple 'I TR-RLOC Address’ fields
are used, so a Map-Replier can select which destination address to
use for a Map-Reply. The IRC value ranges fromO0O to 31. For a
value of 0, there is 1 | TR-RLOC address encoded; for a value of 1,
there are 2 | TR-RLOC addresses encoded, and so on up to 31, which
encodes a total of 32 I TR-RLOC addresses.



5.3.

Record Count: This is the nunber of records in this Map- Request
message. A record is conprised of the portion of the packet that
is |labeled 'Rec’ above and occurs the nunber of tinmes equal to
Record Count. For this version of the protocol, a receiver MJST
accept and process Map-Requests that contain one or nore records,
but a sender MJST only send Map- Requests containing one record.

Nonce: This is an 8-octet random val ue created by the sender of the
Map- Request. This nonce will be returned in the Map-Reply. The
nonce is used as an index to identify the correspondi ng Map-
Request when a Map- Reply nmessage is received. The nonce MJST be
generated by a properly seeded pseudo-random source; for exanple,
see [ RFC4086] .

Source-EID-AFl: This is the address fam |y of the 'Source EID
Address’ field.

Source EID Address: This is the EID of the source host that
originated the packet that caused the Map-Request. Wen Map-
Requests are used for refreshing a Map-Cache entry or for RLOC
Probing, an AFl value of 0 is used, and this field is of zero
| engt h.

| TR-RLOC-AFl: This is the address famly of the I TR-RLOC Address’
field that follows this field.

| TR-RLOC Address: This is used to give the ETR the option of
sel ecting the destination address fromany address famly for the
Map- Repl y nessage. This address MJUST be a routable RLOC address
of the sender of the Map- Request message.

EID mask-len: This is the mask length for the ElI D Prefix.

EID- Prefix-AFl: This is the address fanmily of the EID Prefix
according to [AFN] and [ RFC8060].

EID-Prefix: This prefix address length is 4 octets for an |Pv4
address famly and 16 octets for an | Pv6 address fam |y when the
EID-Prefix-AFl is 1 or 2, respectively. For other AFls [AFN], the
address length varies, and for the LCAF AFl, the format is defined
in [RFC8060]. Wen a Map-Request is sent by an | TR because a data
packet is received for a destination where there is no mapping
entry, the EID-Prefix is set to the destination |IP address of the
data packet, and the "EID nmask-len’ field is set to 32 or 128 for
I Pv4 or 1 Pv6, respectively. Wen an XTR wants to query a site
about the status of a mapping it already has cached, the El D
Prefix used in the Map- Request has the sanme nmask | ength as the
EID-Prefix returned fromthe site when it sent a Map-Reply
message

Map- Repl y Record: Wen the Mbit is set, this field is the size of a
single "Record" in the Map-Reply format. This Map-Reply record
contains the EID-to-RLOC nmappi ng entry associated with the source
EID. This allows the ETR that will receive this Mp-Request to
cache the data if it chooses to do so. It is inportant to note
that this mappi ng has not been validated by the Mapping System

El D-t o- RLOC UDP Map- Request Message

A Map- Request is sent froman I TR when it needs a mapping for an EI D,
wants to test an RLOC for reachability, or wants to refresh a mapping
before Tine to Live (TTL) expiration. For the initial case, the
destination |IP address used for the Map-Request is the data packet’'s
destination address (i.e., the destination EID) that had a mappi ng
cache | ookup failure. For the latter two cases, the destination IP
address used for the Map-Request is one of the RLOC addresses from



the Locator-Set of the Map-Cache entry. The source address is either
an | Pv4 or IPv6 RLOC address, dependi ng on whether the Map-Request is
using an I Pv4 or | Pv6 header, respectively. 1In all cases, the UDP
source port nunber for the Map-RRequest nessage is a 16-bit val ue
selected by the I TRPITR and the UDP destination port nunber is set
to the well-known destination port nunber 4342. A successful Map-
Reply, which is one that has a nonce that matches an outstandi ng Map-
Request nonce, will update the cached set of RLOCs associated with
the EID Prefix range.

One or nore Map-Request (I TR-RLOC-AFlI', "I TR RLOC Address’) fields
MJUST be filled in by the ITR The nunber of fields (mnus 1) encoded
MJST be placed in the "IRC field. The ITR MAY include all locally
configured Locators in this list or just provide one Routing Locator

Address from each address famly it supports. |If the |ITR erroneously
provides no | TR-RLOC addresses, the Map-Replier MJST drop the Mp-
Request .

Map- Requests can al so be LI SP encapsul ated usi ng UDP destination
port 4342 with a LISP Type value set to "Encapsul ated Control
Message", when sent froman ITR to a Map-Resol ver. Likew se, Mp-
Requests are LI SP encapsul ated the same way froma Map-Server to an
ETR. Details on Encapsul ated Map- Requests and Map- Resol vers can be
found in Section 5.8.

Map- Requests MUST be rate limted to 1 per second per EID Prefix.
After 10 retransmts without receiving the correspondi ng Map- Reply,
the sender MUST wait 30 seconds.

An ITR that is configured with mappi ng database information (i.e., it
is also an ETR) MAY optionally include those mappings in a Mp-
Request. Wen an ETR configured to accept and verify such

"pi ggybacked" mapping data receives such a Map-Request and it does
not have this mapping in the Map-Cache, it MJST originate a
"verifying Map- Request" through the mappi ng dat abase to validate the
"pi ggybacked" nappi ng dat a.

5.4. Map-Reply Message For nmat

0 1 2 3
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Packet field descriptions:

Type: 2 (Map-Reply)



P. This is the probe-bit, which indicates that the Map-Reply is in
response to a Locator reachability probe Map-RRequest. The ' Nonce
field nmust contain a copy of the nonce value fromthe origina
Map- Request. See "RLOC- Probing Algorithni (Section 7.1) for nore
details. Wen the probe-bit is set to 1 in a Map-Reply nessage,
the A-bit in each EID- Record included in the nessage MJUST be set
to 1; otherwise, it MJST be silently discarded.

E: This bit indicates that the ETR that sends this Mp-Reply nessage
is advertising that the site is enabled for the Echo-Nonce Locat or
reachability algorithm See Section 10.1 ("Echo-Nonce Al gorithmnt)
of [RFC9300] for nore details.

S: This is the Security bit. Wen set to 1, the follow ng
aut hentication information will be appended to the end of the Map-
Reply. Details can be found in [ RFC9303].

0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
| AD Type | Aut hentication Data Content . . . |
R et e s i o e s i i

Reserved: This unassigned field MIST be set to O on transmt and
MUST be ignored on receipt.

Record Count: This is the nunmber of records in this reply nessage.
A record is conprised of that portion of the packet |abel ed
"Record’ above and occurs the nunmber of times equal to Record
Count. Note that the reply count can be larger than the requested
count, for instance, when nore-specific prefixes are present.

Nonce: This 64-bit value fromthe Map- Request is echoed in this
"Nonce’ field of the Map-Reply.

Record TTL: This is the time in mnutes the recipient of the Mp-
Reply can store the mapping. |If the TTL is 0, the entry MJST be
renoved fromthe cache imediately. |f the value is Oxffffffff,
the recipient can decide locally how long to store the mappi ng.

Locator Count: This is the nunber of Locator entries in the given
Record. A Locator entry conprises what is |abeled above as ’Loc’
The Locator count can be 0, indicating that there are no Locators
for the EID Prefix.

EI D nask-1en: This is the mask length for the EI D Prefix.

ACT: This 3-bit field describes Negative Map-Reply actions. 1In any
ot her nessage type, these bits are set to 0 and ignored on
receipt. These bits are used only when the ’'Locator Count’ field
is set to 0. The action bits are encoded only in Mp-Reply
messages. They are used to tell an ITR or PITR why an enpty
Locator-Set was returned fromthe Mapping System and how it stores
the Map-Cache entry. See Section 12.3 for additional information

(0) No-Action: The Map-Cache is kept alive, and no packet
encapsul ati on occurs.

(1) Natively-Forward: The packet is not encapsul ated or dropped
but natively forwarded.

(2) Send-Map- Request: The Map-Cache entry is created and fl agged
so that any packet matching this entry invokes sending a Map-
Request .



(3) Drop/No-Reason: A packet that matches this Map-Cache entry is
dropped. An | CMP Destination Unreachabl e nmessage SHOULD be
sent.

(4) Drop/Policy-Denied: A packet that matches this Map-Cache
entry is dropped. The reason for the Drop action is that a
Map- Request for the target EID is being policy-denied by
either an xTR or the Mapping System

(5) Drop/Auth-Failure: A packet that nmatches this Map-Cache entry
is dropped. The reason for the Drop action is that a Map-
Request for the target EID fails an authentication
verification check by either an xTR or the Mapping System

The Authoritative bit MAY only be set to 1 by an ETR A Map-
Server generating Map-Reply nessages as a proxy MJST NOT set the
A-bit to 1. This bit indicates to the requesting ITRs if the Map-
Reply was originated by a LI SP node nanaged at the site that owns
the EID Prefix.

Map- Ver si on Nunber: When this 12-bit value in an EID Record of a

Map- Repl y nessage i s non-zero, see [RFC9302] for details.

EID-Prefix-AFl: This is the address famly of the EID Prefix

according to [AFN] and [ RFC8060] .

EID-Prefix: This prefix is 4 octets for an I Pv4 address famly and

Pri

Vi

16 octets for an I Pv6 address famly.

ority: Each RLOC is assigned a unicast Priority. Lower val ues
are preferable. Wen nultiple RLOCs have the sane Priority, they
may be used in a |oad-split fashion. A value of 255 neans the
RLOC MUST NOT be used for unicast forwarding.

ght: \hen priorities are the same for multiple RLOCs, the Weight
i ndi cates how to bal ance unicast traffic between them Weight is
encoded as a relative weight of total unicast packets that match
the mapping entry. For exanple, if there are 4 Locators in a
Locator-Set, where the Wi ghts assigned are 30, 20, 20, and 10,
the first Locator will get 37.5%of the traffic, the second and
third Locators will each get 25%of the traffic, and the fourth
Locator will get 12.5% of the traffic. |If all Wights for a
Locator-Set are equal, the receiver of the Map-Reply will decide
how to load-split the traffic. See Section 12 ("Routing Locator
Hashi ng") of [RFC9300] for a suggested hash algorithmto
distribute the | oad across Locators with the same Priority and
equal Wi ght val ues.

MPriority: Each RLOC is assigned a multicast Priority used by an

ETR in a receiver nulticast site to select an ITRin a source

mul ticast site for building nulticast distribution trees. A value
of 255 means the RLOC MUST NOT be used for joining a nulticast
distribution tree. For nore details, see [ RFC6831].

M Weight: Wen priorities are the same for nultiple RLOCs, the

Wei ght indicates how to bal ance building rmulticast distribution
trees across nultiple ITRs. The Wight is encoded as a relative
wei ght (simlar to the unicast Wights) of the total nunber of
trees built to the source site identified by the EID-Prefix. |If
all Weights for a Locator-Set are equal, the receiver of the Mp-
Reply will decide how to distribute nulticast state across |ITRs.
For nore details, see [RFC6831].

Unused Fl ags: These are set to 0 when sending and ignored on

receipt.



L: Wien this bit is set, the Locator is flagged as a | ocal Locator
to the ETR that is sending the Map-Reply. Wen a Map-Server is
doi ng proxy Map-Replying for a LISP site, the L-bit is set to 0
for all Locators in this Locator-Set.

p: Wien this bit is set, an ETR inforns the RLOC Probing | TR t hat
the Routing Locator Address for which this bit is set is the one
bei ng RLOC- Probed and may be different fromthe source address of
the Map-Reply. An ITR that RLOC-Probes a particul ar Locator MJST
use this Locator for retrieving the data structure used to store
the fact that the Locator is reachable. The p-bit is set for a
single Locator in the sane Locator-Set. |If an inplenmentation sets
more than one p-bit erroneously, the receiver of the Map-Reply
MUST select the first set p-bit Locator. The p-bit MJUST NOT be
set for Locator-Set records sent in Map- Request and Map- Regi ster
nmessages.

R This is set when the sender of a Map-Reply has a route to the
Locator in the Locator data record. This receiver may find this
useful to know if the Locator is up but not necessarily reachabl e
fromthe receiver’'s point of view

Locator: This is an IPv4 or |IPv6 address (as encoded by the ’'Loc-
AFl" field) assigned to an ETR and used by an I TR as a destination
RLOC address in the outer header of a LISP encapsul ated packet.
Note that the destination RLOC address of a LISP encapsul at ed
packet MAY be an anycast address. A source RLOC of a LISP
encapsul at ed packet can be an anycast address as well. The source
or destination RLOC MJUST NOT be the broadcast address
(255. 255. 255. 255 or any subnet broadcast address known to the
router) and MUST NOT be a link-local multicast address. The
source RLOC MUST NOT be a nulticast address. The destination RLOC
SHOULD be a nulticast address if it is being mapped froma
mul ti cast destination EID.

Map- Replies MJUST be rate limted. It is RECOMVENDED that a Map-Reply
for the same destination RLOC be sent to no nore than one packet
every 3 seconds.

The Record format, as defined here, is used both in the Map-Reply and
Map- Regi ster nessages; this includes all the field definitions.

5.5. EIDto-RLOC UDP Map-Reply Message

A Map-Reply returns an EID-Prefix with a nmask length that is |ess
than or equal to the EID being requested. The EID being requested is
either fromthe destination field of an | P header of a Data-Probe or
the EID of a record of a Map-Request. The RLOCs in the Map-Reply are
routable I P addresses of all ETRs for the LISP site. Each RLCC
conveys status reachability but does not convey path reachability
froma requester’s perspective. Separate testing of path
reachability is required. See "RLOC-Probing Al gorithm (Section 7.1)
for details.

Note that a Map-Reply MAY contain different EID-Prefix granularity
(prefix + mask length) than the Map-Request that triggers it. This
m ght occur if a Map-Request were for a prefix that had been returned
by an earlier Map-Reply. |In such a case, the requester updates its
cache with the new prefix information and granularity. For exanple,
a requester with two cached EID Prefixes that are covered by a Map-
Reply containing one | ess-specific prefix replaces the entry with the
| ess-specific EID-Prefix. Note that the reverse, replacenent of one
| ess-specific prefix with nmultiple nore-specific prefixes, can al so
occur, not by renoving the | ess-specific prefix but rather by adding
the nore-specific prefixes that, during a | ookup, will override the

| ess-specific prefix.



When an EID noves out of a LISP site [EID-MOBILITY], the database
Mappi ng System nmay have overl apping EID-Prefixes. O when a LISP
site is configured with nultiple sets of ETRs that support different
El D-Prefix mask | engths, the database Mappi ng System may have

overl apping EI D-Prefixes. Wen overlapping EI D Prefixes exist, a
Map- Request with an EID that best matches any EID-Prefix MJST be
returned in a single Map-Reply nmessage. For instance, if an ETR had
dat abase napping entries for ElID Prefixes:

2001: db8::/32
2001: db8: 1::/48
2001: db8:1:1::/64
2001: db8:1: 2::/64

A Map- Request for EID 2001:db8:1:1::1 would cause a Map-Reply with a
record count of 1 to be returned with a mapping record El D Prefix of
2001: db8: 1: 1: :/ 64.

A Map- Request for EID 2001:db8:1:5::5 would cause a Map-Reply with a
record count of 3 to be returned with nmapping records for EID

Prefi xes 2001: db8: 1::/48, 2001:db8:1:1::/64, and 2001: db8: 1:2::/ 64,
filling out the /48 with nore-specific prefixes that exist in the
Mappi hg System

Note that not all overlapping ElID-Prefixes need to be returned but
only the nore-specific entries (note in the second exanpl e above that
2001: db8::/32 was not returned for requesting EID 2001: db8: 1:5::5)
for the matching EID-Prefix of the requesting EID. Wen nore than
one EID-Prefix is returned, all SHOULD use the same TTL val ue so they
can all time out at the sanme tinme. Wen a nore-specific EIDPrefix
is received later, its TTL value in the Map-Reply record can be
stored even when other |ess-specific entries exist. Wen a |ess-
specific EID-Prefix is received later, its Map-Cache expiration tine
SHOULD be set to the mininmumexpiration tinme of any nmore-specific
EID-Prefix in the Map-Cache. This is done so the integrity of the
EID-Prefix set is wholly maintained and so no nore-specific entries
are renoved fromthe Map-Cache whil e keeping | ess-specific entries.

For scalability, it is expected that aggregati on of ElID addresses
into EID-Prefixes will allow one Map-Reply to satisfy a mapping for
the EID addresses in the prefix range, thereby reducing the number of
Map- Request nessages.

Map- Repl y records can have an enpty Locator-Set. A Negative Map-
Reply is a Map-Reply with an enpty Locator-Set. Negative Map-Replies
convey special actions by the Map-Reply sender to the ITR or PITR
that have solicited the Map-Reply. There are two primary
applications for Negative Map-Replies. The first is for a Map-

Resol ver to instruct an ITR or PITR when a destination is for a LISP
site versus a non-LISP site, and the other is to source quench Map-
Requests that are sent for non-allocated ElDs.

For each Map-Reply record, the list of Locators in a Locator-Set MJST
be sorted in order of ascending |IP address where an | Pv4 Routing
Locator Address is considered nunerically "less than" an | Pv6 Routing
Locat or Address.

When sendi ng a Map- Reply nmessage, the destination address is copied
fromone of the "I TR RLOC fields fromthe Map-Request. The ETR can
choose a Routing Locator Address fromone of the address famlies it
supports. For Data-Probes, the destination address of the Map-Reply
is copied fromthe source address of the Data-Probe nmessage that is

i nvoking the reply. The source address of the Map-Reply is one of
the chosen local | P addresses; this allows Unicast Reverse Path
Forwar di ng (uURPF) checks to succeed in the upstream service provider.



The destination port of a Map-Reply nmessage is copied fromthe source
port of the Map-Request or Data-Probe, and the source port of the
Map- Repl y nessage is set to the well-known UDP port 4342.

.6. Map-Regi ster Message Format

This section specifies the encoding format for the Map-Regi ster
message. The nessage is sent in UDP with a destination UDP port of
4342 and a randomy sel ected UDP source port nunber.

The fields below are used in multiple control nmessages. They are
defined for Map-Register, Map-Notify, and Map-Notify-Ack nmessage
types.

The Map- Regi ster nessage format is:
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Packet field descriptions:
Type: 3 (Map- Register)

P: This is the proxy Map-Reply bit. Wen set to 1, the ETR sending
t he Map- Regi ster nmessage i s requesting the Map-Server to proxy a
Map- Repl y. The Map-Server will send non-authoritative Map-Replies
on behal f of the ETR

S: This is the security-capable bit. Wen set, the procedures from
[ RFC9303] are supported.

I: This is the ID-present bit. This bit is set to 1 to indicate
that a 128-bit "XxTR-ID field and a 64-bit 'Site-ID field are
present at the end of the Map-Register nmessage. If an xTR is
configured with an xTR-1D and Site-ID, it MJST set the I-bit to 1
and include its xTR- 1D and Site-ID in the Map-Regi ster nessages it
generates. The conbination of Site-1D plus XTR-I1D uni quely
identifies an xTRin a LISP domain and serves to track its | ast
seen nonce.

Reserved: This unassigned field MIST be set to 0 on transmt and



MJST be ignored on receipt.

E: This is the Map-Register EID-notify bit. This is used by a
First-Hop Router that discovers a dynamic EID. This EID notify-
based Map-Register is sent by the First-Hop Router to a sane site
XTR that propagates the Map-Regi ster to the Mapping System The
site XTR keeps state to later Map-Notify the First-Hop Router
after the EID has noved away. See [EID-MOBILITY] for a detailed
use case.

T: This is the use TTL for tineout bit. Wen set to 1, the xTR
wants the Map-Server to tine out registrations based on the val ue
in the "Record TTL' field of this message. Oherw se, the default
timeout described in Section 8.2 is used.

a: This is the nerge-request bit. Wen set to 1, the xTR requests
to nerge RLOC-Records fromdifferent xTRs registering the sane
El D- Record. See Signal-Free Miulticast [ RFC8378] for one use-case
exanpl e.

R This reserved and unassi gned bit MJST be set to 0 on transmt and
MUST be ignored on receipt.

M This is the want-map-notify bit. Wen set to 1, an ETR i s
requesting a Map-Notify nmessage to be returned in response to
sendi ng a Map- Regi ster nessage. The Map-Notify nessage sent by a
Map- Server is used to acknow edge recei pt of a Map- Regi ster
nmessage.

Record Count: This is the nunber of records in this Map-Register
message. A record is conprised of that portion of the packet
| abel ed ' Record’ above and occurs the nunber of tinmes equal to
Record Count.

Nonce: This 8-octet 'Nonce' field is incremented each tine a Mp-
Regi ster nmessage is sent. Wen a Map-Regi ster acknow edgnent is
requested, the nonce is returned by Map-Servers in Map-Notify
messages. Since the entire Map-Regi ster nessage is authenticated,
the "Nonce’ field serves to protect agai nst Map-Regi ster replay
attacks. An ETR that registers to the Mapping System SHOULD store
the last nonce sent in persistent storage, so when it restarts, it
can continue using an increnenting nonce. |If the ETR cannot
support saving the nonce, then when it restarts, it MJST use a new
aut hentication key to register to the Mapping System A Map-
Server MUST track and save in persistent storage the |ast nonce
received for each ETR xTR-1D and key pair. |If a Map-Register is
received with a nonce value that is not greater than the saved
nonce, it MJST drop the Map-Regi ster nessage and SHOULD | og the
fact that a replay attack could have occurred.

Key ID: This is a key-id value that identifies a pre-shared secret
bet ween an ETR and a Map-Server. Per-nessage keys are derived
fromthe pre-shared secret to authenticate the origin and protect
the integrity of the Map-Register. The Key ID allows rotating
between multiple pre-shared secrets in a nondisruptive way. The
pre-shared secret MJST be unique per each LISP Site-I1D.

AlgorithmID: This field identifies the Key Derivation Function
(KDF) and Message Authentication Code (MAC) algorithms used to
derive the key and to conpute the Authentication Data of a Map-
Register. This 8-bit field identifies the KDF and MAC al gorithm
pair. See Section 12.5 for codepoi nt assi gnnents.

Aut hentication Data Length: This is the length in octets of the
"Aut hentication Data’ field that follows this field. The length
of the "Authentication Data’ field is dependent on the MAC
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al gorithmused. The length field allows a device that doesn't
know the MAC algorithmto correctly parse the packet.

Aut hentication Data: This is the output of the MAC al gorithm pl aced
inthis field after the MAC conputation. The MAC output is
comput ed as foll ows:

1. The KDF algorithmis identified by the "AlgorithmID field
according to the table in Section 12.5. Inpl enentations of
this specification MJST inplenent HMAC- SHA- 256- 128 [ RFC4868]
and SHOULD i npl enent HWMAC- SHA- 256- 128+HKDF- SHA256 [ RFC5869] .

2. The MAC algorithmis identified by the *AlgorithmID field
according to the table in Section 12.5.

3. The pre-shared secret used to derive the per-nessage key is
represented by PSK[Key I1D], that is, the pre-shared secret
identified by the Key ID.

4. The derived per-nessage key is conputed as: per-nsg-
key=KDF(nonce+PSK[ Key ID],s). Were the nonce is the value in
the "Nonce’ field of the Map-Register, "+" denotes
concatenation and "s" (the salt) is a string that corresponds
to the nmessage type being authenticated. For Map-Register
messages, it is equal to "Map-Register Authentication".
Simlarly, for Map-Notify and Map-Notify-Ack nessages, it is
"Map- Notify Authentication" and "Map-Notify-Ack
Aut hentication", respectively. For those Al gorithmIDs
defined in Section 12.5 that specify a 'none’ KDF, the per-
message key is conputed as: per-mnmsg-key = PSK[Key ID]. This
means that the sane key is used across nultiple protocol
nessages.

5. The MAC output is conputed using the MAC al gorithm and the
per-nsg-key over the entire Map-Regi ster payload (from and
including the LI SP nmessage type field through the end of the
|l ast RLOC-Record) with the authenticated data field preset to
0.

The definition of the rest of the Map-Regi ster can be found in the
El D- Record description in Section 5.4. VWhen the I-bit is set, the
following fields are added to the end of the Map-Regi ster nessage:

XTR- 1D 'XTR-ID is a 128-bit field at the end of the Map-Register
nmessage, starting after the final Record in the nessage. The xTR-
IDis used to uniquely identify an xTR  The same xTR-1D val ue
MUST NOT be used in two different XxXTRs in the scope of the Site-

I D.

Site-ID: 'Site-ID is a 64-bit field at the end of the Map-Register
message, following the xTR-ID. The Site-I1D is used to uniquely
identify to which site the xTR that sent the nessage bel ongs.

Thi s docunent does not specify a strict neaning for the 'Site-1D

field. Informally, it provides an indication that a group of XxTRs
have sone rel ationship, either admnistratively, topologically, or
ot herwi se.

Map- Noti fy and Map-Notify-Ack Message Formats

This section specifies the encoding format for the Map-Notify and
Map- Noti fy- Ack nessages. The nessages are sent inside a UDP packet
with source and destination UDP ports equal to 4342.

The Map-Notify and Map-Notify-Ack nmessage formats are:

0 1 2 3
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Packet field descriptions:
Type: 4/5 (Map-Notify/ Map- Noti fy-Ack)

The Map-Notify message has the sane contents as a Map- Regi ster
message. See "Map- Regi ster Message Format" (Section 5.6) for field
descriptions and "Map-Reply Message Format" (Section 5.4) for EID
Record and RLOC- Record descri ptions.

The fields of the Map-Notify are copied fromthe correspondi ng Map-
Regi ster to acknow edge its correct processing. In the Map-Notify,
the "Authentication Data’ field is reconputed using the corresponding
per - nessage key and according to the procedure defined in the

previ ous section. The Map-Notify message can al so be used in an
unsolicited manner. This topic is out of scope for this docunent.
See [LISP-PUBSUB] for details.

After sending a Map-Register, if a Map-Notify is not received after 1
second, the transnmitter MJST retransnit the original Mp-Register
with an exponential backoff (base of 2, that is, the next backoff
timeout interval is doubled); the maxi mum backoff is 1 mnute. Map-
Notify nmessages are only transmitted upon the reception of a Map-
Regi ster with the Mbit set; Map-Notify nmessages are not
retransmtted. The only exception to this is for unsolicited Mp-
Noti fy nmessages; see bel ow

A Map- Server sends an unsolicited Map-Notify nessage (one that is not
used as an acknow edgment to a Map- Regi ster message) only in
conformance with Section 3.1 ("Congestion Control GCuidelines") of

[ RFC8085] and Section 3.3 ("Reliability Guidelines") of [RFC8085]. A
Map-Notify is retransnmitted until a Map-Notify-Ack is received by the
Map- Server with the same nonce used in the Map-Notify nmessage. An

i mpl ementati on SHOULD retransmt up to 3 times at 3-second

retransm ssion intervals, after which tinme the retransm ssion

interval is exponentially backed off (base of 2, that is, the next
backoff tinmeout interval is doubled) for another 3 retransmni ssion
attenpts. Map-Notify-Ack nessages are only transnmitted upon the
reception of an unsolicited Map-Notify; Mp-Notify-Ack nessages are
not retransmtted.



The Map-Notify-Ack nessage has the sane contents as a Map-Notify
message. It is used to acknow edge the receipt of an unsolicited
Map- Noti fy and, once the Authentication Data is validated, allows the
sender to stop retransmtting a Map-Notify with the sane nonce and
(validated) Authentication Data. The fields of the Map-Notify-Ack
are copied fromthe correspondi ng Map-Notify nmessage to acknow edge
its correct processing. The 'Authentication Data' field is

reconput ed usi ng the correspondi ng per-nessage key and according to
the procedure defined in the previous section.

Upon reception of a Map-Register, Map-Notify, or Map-Notify-Ack, the
receiver verifies the Authentication Data. |If the Authentication
Data fails to validate, the nessage is dropped w thout further
processi ng.

5.8. Encapsul ated Control Message Format

An Encapsul ated Control Message (ECM is used to encapsul ate control
packets sent between xTRs and the mappi ng dat abase system or internal
to the mappi ng dat abase system

0 1 2 3
01234567890123456789012345678901
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Packet header descriptions:

OH: This is the outer | Pv4 or | Pv6 header, which uses RLOC
addresses in the source and destinati on header address fi el ds.

UDP: This is the outer UDP header with destination port 4342. The
source port is randomy allocated. The checksumfield MJST be
non- zero.

LISP: Type 8 is defined to be a "LISP Encapsul ated Control Message",
and what follows is either an I Pv4 or | Pv6 header, as encoded
by the first 4 bits after the 'Reserved field, or the
"Authentication Data’ field [RFC9303] if the S-bit (see bel ow)
is set.

Type: 8 (Encapsul ated Control Message (ECM)
S: This is the Security bit. Wen set to 1, the field foll ow ng

the 'Reserved’ field will have the foll owi ng Authentication
Data format and foll ow the procedures from [ RFC9303].
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D This is the DDT-bit. Wen set to 1, the sender is requesting a
Map- Referral nessage to be returned. Details regarding this
procedure are described in [ RFC8111].

R This reserved and unassigned bit MJST be set to 0 on transm't
and MJST be ignored on receipt.

I H: This is the inner | Pv4 or | Pv6 header, which can use either
RLOC or EID addresses in the header address fields. Wen a
Map- Request is encapsulated in this packet format, the
destination address in this header is an ElID.

UDP: This is the inner UDP header, where the port assignnents depend
on the control packet being encapsul ated. Wen the contro
packet is a Map- Request or Map-Regi ster, the source port is
selected by the | TRPITR and the destination port is 4342
When the control packet is a Map-Reply, the source port is 4342
and the destination port is assigned fromthe source port of
the i nvoki ng Map- Request. Port nunber 4341 MUST NOT be
assigned to either port. The checksumfield MJUST be non-zero.

LCM The fornmat is one of the control nessage formats described in
Section 5. Map-Request nessages are allowed to be contro
pl ane (ECM) encapsul ated. When Map- Requests are sent for RLOC
Probi ng purposes (i.e., the probe-bit is set), they MJUST NOT be
sent inside Encapsul ated Control Messages. PIM Join/Prune
messages [ RFC6831] are also allowed to be control plane (ECM
encapsul at ed.

Changi ng the Contents of EID-to-RLOC Mappi ngs

In the LISP architecture, |ITRs/PITRs use a |ocal Map-Cache to store
El D-t o- RLOC nmappings for forwarding. Wen an ETR updates a napping,
a nechanismis required to informITRs/PlI TRs that are using such
mappi ngs.

The LI SP data pl ane defines several mechani sns to update mappi ngs

[ RFC9300]. This docunent specifies the Solicit-Mp-Request (SMR), a
control plane push-based nechanism An additional control plane
mechani sm based on the Publish/Subscribe paradigmis specified in

[ LI SP- PUBSUB] .

.1. Solicit-Mp-Request (SMR)

Soliciting a Map-Request is a selective way for ETRs, at the site
wher e mappi ngs change, to control the rate they receive requests for
Map- Repl y nessages. SMRs are also used to tell remote I TRs to update
the mappi ngs they have cached.

Since ETRs are not required to keep track of rempte | TRs that have
cached their mappings, they do not know which I TRs need to have their
mappi ngs updated. As a result, an ETR will solicit Map-Requests to
those sites to which it has been sending LI SP encapsul ated data
packets for the last mnute, and when an ETR is al so acting as an
ITR, it will send an SMRto an ITRto which it has recently sent
encapsul at ed dat a.

An SMR nessage is sinply a bit set in a Map-Request nessage. An |ITR
or PITRwill send a Map-Request (SMR-invoked Map- Request) when it



recei ves an SMR nessage. Wiile the SMR nessage is sent through the
data plane, the SVMR-invoked Map- Request MUST be sent through the
Mappi ng System (not directly).

Both the SMR sender and the SMR responder MJST rate limt these
messages. It is RECOMMVENDED that the SMR sender rate limt a Mp-
Request for the sane destination RLOC to no nore than one packet
every 3 seconds. It is RECOMVENDED that the SMR responder rate limt
a Map- Request for the sane EID-Prefix to no nore than once every 3
seconds.

When an | TR recei ves an SMR nessage for which it does not have a
cached mapping for the EID in the SVMR nessage, it SHOULD NOT send an
SMR-i nvoked Map- Request. This scenario can occur when an ETR sends
SMR nessages to all Locators in the Locator-Set it has stored inits
Map- Cache but the renmpte | TRs that receive the SMR may not be sending
packets to the site. There is no point in updating the ITRs until
they need to send, in which case they will send Map-Requests to
obtain a Map-Cache entry.

Routing Locator Reachability

Thi s docunent defines several control plane nmechani sns for
determning RLOC reachability. Please note that additional data
pl ane reachability mechani sms are defined in [ RFC9300].

1. An ITR may receive an | CMP Network Unreachabl e or Host
Unr eachabl e nessage for an RLOC it is using. This indicates that
the RLOC is likely down. Note that trusting |ICVMP nessages may
not be desirable, but neither is ignoring themconpletely.
I mpl enent ati ons are encouraged to foll ow current best practices
in treating these conditions [ OPSEC-| CMP- FI LTER] .

2. Wen an I TR participates in the routing protocol that operates in
the underlay routing system it can determine that an RLCC i s
down when no Routing Information Base (RIB) entry exists that
mat ches the RLOC | P addr ess.

3. An ITR may receive an | CMP Port Unreachabl e nessage froma
destination host. This occurs if an ITR attenpts to use
i nterworking [ RFC6832] and LI SP-encapsul ated data is sent to a
non- LI SP-capabl e site.

4. An I TR may receive a Map-Reply froman ETR in response to a
previously sent Map-Request. The RLOC source of the Map-Reply is
likely up, since the ETR was able to send the Map-Reply to the
I TR Please note that in sone scenarios the RLOC -- fromthe
out er header -- can be a spoofable field.

5. An ITRIETR pair can use the 'RLOC- Probing’ nechani sm descri bed
bel ow.

When | TRs receive | CMP Network Unreachabl e or Host Unreachabl e
messages as a nmethod to determne unreachability, they will refrain
fromusing Locators that are described in Locator lists of Map-
Replies. However, using this approach is unreliabl e because many
network operators turn off generation of |ICVMP Destination Unreachabl e
nmessages.

If an I TR does receive an | CMP Network Unreachabl e or Host
Unreachabl e nmessage, it MAY originate its own | CMP Destination

Unr eachabl e nmessage destined for the host that originated the data
packet the | TR encapsul at ed.

Thi s assunption does create a dependency: Locator unreachability is
detected by the receipt of |ICWMP Host Unreachabl e messages. Wen a
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Locator has been determ ned to be unreachable, it is not used for
active traffic; this is the sane as if it were listed in a Map-Reply
with Priority 255.

The I TR can test the reachability of the unreachable Locator by
sendi ng periodi c Map- Requests. Both Map- Requests and Map- Replies
MJST be rate limted; see Sections 5.3 and 5.4 for information about
rate limting. Locator reachability testing is never done with data
packets, since that increases the risk of packet |oss for end-to-end
sessi ons.

1. RLOC- Probing Al gorithm

RLOC-Probing is a nethod that an TR or PITR can use to deternine the
reachability status of one or nore Locators that it has cached in a
Map- Cache entry. The probe-bit of the Map-Request and Map- Reply
messages is used for RLOC- Probing.

RLOC- Probing is done in the control plane on a tiner basis, where an
ITRor PITRw Il originate a Map-RRequest destined to a Routing
Locator Address fromone of its own Routing Locator Addresses. A
Map- Request used as an RLOC-Probe is NOT encapsul ated and NOT sent to
a Map-Server or to the mapping dat abase system as one woul d when
requesting mappi ng data. The ElI D Record encoded in the Mp-Request
is the EID-Prefix of the Map-Cache entry cached by the ITR or PITR
The I TR MAY include a napping data record for its own database

mappi ng i nformati on that contains the |ocal ElID Prefixes and RLOCs
for its site. RLOC Probes are sent periodically using a jittered
timer interval.

VWhen an ETR receives a Map- Request message with the probe-bit set, it
returns a Map-Reply with the probe-bit set. The source address of
the Map-Reply is set to the | P address of the outgoing interface the
Map- Repl y destination address routes to. The Map-Reply SHOULD
contain mapping data for the EID Prefix contained in the Mip-Request.
This provides the opportunity for the TR or PITR that sent the RLOC
Probe to get mapping updates if there were changes to the ETR s

dat abase nmapping entri es.

There are advantages and di sadvant ages of RLOC-Probing. The nain
benefit of RLOC-Probing is that it can handle nmany failure scenari os,
allowing the ITR to deternine when the path to a specific Locator is
reachabl e or has become unreachabl e, thus providing a robust

mechani sm for switching to using another Locator fromthe cached
Locator. RLOC-Probing can al so provide rough Round-Trip Tinme (RTT)
estimates between a pair of Locators, which can be useful for network
managenment purposes as well as for selecting | owdelay paths. The
maj or di sadvantage of RLOC-Probing is in the nunmber of control
messages required and the anmount of bandw dth used to obtain those
benefits, especially if the requirenent for failure detection tines
is very small.

Interactions with Gt her LISP Conponents
1. |ITR EIDto-RLOC Mappi ng Resol ution

An ITR is configured with one or nore Map-Resol ver addresses. These
addresses are "Locators" (or RLOCs) and MUST be routable on the
underlying core network; they MJUST NOT need to be resolved through
LI SP El D-t o- RLOCC mappi ng, as that would introduce a circul ar
dependency. When using a Map-Resol ver, an | TR does not need to
connect to any ot her database Mapping System

An | TR sends an Encapsul ated Map- Request to a configured Map- Resol ver
when it needs an EID-to-RLOC napping that is not found in its |ocal
Map- Cache. Using the Map-Resol ver greatly reduces both the



complexity of the ITR i nmpl enentation and the costs associated with
its operation.

In response to an Encapsul ated Map- Request, the | TR can expect one of
the follow ng:

* An imredi ate Negative Map-Reply (with action code "Natively-
Forward" and a 15-m nute TTL) fromthe Map-Resolver if the Map-
Resol ver can determ ne that the requested EID does not exist. The
| TR saves the EID-Prefix returned in the Map-Reply in its cache,
marks it as non-Ll SP-capabl e, and knows not to attenpt LISP
encapsul ati on for destinations matching it.

* A Negative Map-Reply (with action code "Nativel y-Forward") froma
Map- Server that is authoritative (within the LISP depl oynent
(Section 1.1)) for an EID-Prefix that matches the requested EID
but that does not have an actively registered, nore-specific El D
Prefix. In this case, the requested EIDis said to match a "hol e"
in the authoritative EID-Prefix. |If the requested EID nmatches a
nore-specific EID-Prefix that has been del egated by the Map- Server
but for which no ETRs are currently registered, a 1-minute TTL is
returned. |f the requested EID nmatches a non-del egated part of
the authoritative EID-Prefix, then it is not a LISP EID and a
15-minute TTL is returned. See Section 8.2 for a discussion of
aggregate EID Prefixes and details regardi ng Map- Server ElID-Prefix
mat chi ng.

* A LISP Map-Reply fromthe ETR that owns the ElD-to-RLOC mappi ng or
possi bly froma Map-Server answering on behalf of the ETR  See
Section 8.4 for nore details on Map-Resol ver nessage processi ng.

Note that an I TR may be configured to both use a Map- Resol ver and
participate in a LISP-ALT | ogical network. 1In such a situation, the
| TR SHOULD send Map- Requests through the ALT network for any El D
Prefix learned via ALT BGP. Such a configuration is expected to be
very rare, since there is little benefit to using a Map-Resol ver if
an TR is already using LISP-ALT. There would be, for exanple, no
need for such an ITR to send a Map-RRequest to a possi bly non-exi stent
EID (and rely on Negative Map-Replies) if it can consult the ALT

dat abase to verify that an EID-Prefix is present before sending that
Map- Request .

8.2. EIDPrefix Configuration and ETR Regi stration

An ETR publishes its EID Prefixes on a Map-Server by sending LISP
Map- Regi ster nessages. A Map- Regi ster nessage incl udes

Aut hentication Data, so prior to sending a Map-Regi ster nessage, the
ETR and Map- Server MJST be configured with a pre-shared secret used
to derive Map-Regi ster authentication keys. A Mp-Server’s
configuration SHOULD al so include a list of the EID Prefixes for

whi ch each ETR is authoritative. Upon receipt of a Map-Register from
an ETR, a Map-Server accepts only EID Prefixes that are configured
for that ETR  Failure to inplenent such a check would | eave the

Mappi ng System vul nerable to trivial EID Prefix hijacking attacks.

In addition to the set of EID Prefixes defined for each ETR that may
register, a Map-Server is typically also configured with one or nore
aggregate prefixes that define the part of the EID nunbering space
assigned to it. \When LISP-ALT is the database in use, aggregate El D
Prefixes are inplenented as discard routes and advertised into ALT
BGP. The existence of aggregate EID-Prefixes in a Map-Server’s

dat abase neans that it nmay recei ve Map-RRequests for EI D Prefixes that
mat ch an aggregate but do not nmatch a registered prefix; Section 8.3
descri bes how this is handl ed.

Map- Regi ster nessages are sent periodically froman ETR to a Map-



Server with a suggested interval between nessages of one minute. A
Map- Server SHOULD tine out and renove an ETR s registration if it has
not received a valid Map-Regi ster nmessage within the past

three mnutes. Wen first contacting a Map-Server after restart or
changes to its ElID-to-RLOC dat abase mappings, an ETR MAY initially
send Map- Regi ster nessages at an increased frequency, up to one every
20 seconds. This "quick registration” periodis limted to

five mnutes in duration.

An ETR MAY request that a Map-Server explicitly acknow edge receipt
and processing of a Map-Regi ster nessage by setting the "want-map-
notify" (Mbit) flag. A Map-Server that receives a Map-Register with
this flag set will respond with a Map-Notify nessage. Typical use of
this flag by an ETR would be to set it for Map-Register nessages sent
during the initial "quick registration" with a Map-Server but then
set it only occasionally during steady-state maintenance of its
association with that Map-Server. Note that the Map-Notify nmessage
is sent to UDP destination port 4342, not to the source port
specified in the original Mp-Regi ster nessage.

Note that a one-mnute mninmumregistration interval during

mai nt enance of an ETR- Map- Server association places a | ower bound on
how qui ckly and how frequently a mappi ng database entry can be
updated. This may have inplications for what sorts of nobility can
be supported directly by the Mapping System shorter registration
intervals or other mechani sms m ght be needed to support faster
mobility in some cases. For a discussion on one way that faster
mobility may be inplenmented for individual devices, please see

[ LI SP- M\] .

An ETR MAY al so request, by setting the "proxy Map-Reply" flag
(P-bit) in the Map-Regi ster nessage, that a Map-Server answer Mp-
Requests instead of forwarding themto the ETR  See Section 7.1 for
details on how the Map-Server sets certain flags (such as those

i ndi cati ng whet her the nessage is authoritative and how returned
Locators SHOULD be treated) when sending a Map-Reply on behal f of an
ETR.  Wen an ETR requests proxy reply service, it SHOULD i ncl ude all
RLOCs for all ETRs for the EID-Prefix being registered, along with
the routable flag ("R-bit") setting for each RLOC. The Map- Server
includes all of this information in Map-Reply nessages that it sends
on behalf of the ETR This differs froma non-proxy registration,
since the latter need only provide one or nore RLOCs for a Map- Server
to use for forwardi ng Map- Requests; the registration information is
not used in Map-Replies, so it being inconplete is not incorrect.

An ETR that uses a Map-Server to publish its El D to-RLOC mappi ngs
does not need to participate further in the mappi ng dat abase
protocol (s). When using a LISP-ALT nappi hg dat abase, for exanpl e,
this means that the ETR does not need to inplement GRE or BGP, which
greatly sinplifies its configuration and reduces its cost of

operati on.

Note that use of a Map-Server does not preclude an ETR from al so
connecting to the mappi ng database (i.e., it could also connect to
the LI SP-ALT network), but doing so doesn’'t seem particularly useful,
as the whol e purpose of using a Map-Server is to avoid the conplexity
of the mappi ng dat abase protocols.

8.3. Map-Server Processing

Once a Map-Server has EID-Prefixes registered by its client ETRs, it
can accept and process Map- Requests for them

In response to a Map- Request, the Map-Server first checks to see if
the destination EID matches a configured EID-Prefix. |If there is no
mat ch, the Map-Server returns a Negative Map-Reply with action code



"Nativel y-Forward" and a 15-mnute TTL. This can occur if a Mp-
Request is received for a configured aggregate EID-Prefix for which
no nore-specific EID-Prefix exists; it indicates the presence of a
non-LI SP "hol e" in the aggregate EID Prefix.

Next, the Map-Server checks to see if any ETRs have registered the
mat ching EID-Prefix. |f none are found, then the Map-Server returns
a Negative Map-Reply with action code "Nativel y-Forward" and a

1-m nute TTL.

If the EID-Prefix is either registered or not registered to the
Mappi ng System and there is a policy in the Map-Server to have the
requester drop packets for the matching EID-Prefix, then a Drop/

Pol i cy-Denied action is returned. |If the EID-Prefix is registered or
not registered and there is an authentication failure, then a Drop/
Auth-Failure action is returned. |If either of these actions results

as a tenporary state in policy or authentication, then a Send- Map-
Request action with a 1-mnute TTL MAY be returned to allow the
requester to retry the Map-Request.

If any of the registered ETRs for the EI D Prefix have requested proxy
reply service, then the Map-Server answers the request instead of
forwarding it. It returns a Map-Reply with the EI D Prefix, RLOCs,
and other information | earned through the registration process.

If none of the ETRs have requested proxy reply service, then the Mp-
Server re-encapsul ates and forwards the resulting Encapsul ated Map-
Request to one of the registered ETRs. It does not otherw se alter
the Map- Request, so any Map-Reply sent by the ETR is returned to the
RLOC in the Map- Request, not to the Map-Server. Unless also acting
as a Map- Resol ver, a Map-Server shoul d never receive Map-Replies; any
such nessages SHOULD be di scarded without response, perhaps

acconpani ed by the | ogging of a diagnostic nessage if the rate of
Map- Replies is suggestive of malicious traffic.

8.4. Map-Resol ver Processing

Upon recei pt of an Encapsul ated Map- Request, a Map- Resol ver

decapsul ates the encl osed nessage and then searches for the requested
EIDin its | ocal database of mapping entries (statically configured
or learned fromassociated ETRs if the Map-Resolver is also a Map-
Server offering proxy reply service). If it finds a matching entry,
it returns a LISP Map-Reply with the known mappi ng.

If the Map- Resol ver does not have the mapping entry and if it can
determine that the EID is not in the mapping database (for exanple,
if LISP-ALT is used, the Map-Resolver will have an ALT forwarding
table that covers the full EID space), it imediately returns a
Negative Map-Reply with action code "Nativel y-Forward" and a
15-mnute TTL. To minim ze the nunber of negative cache entries
needed by an I TR, the Map- Resol ver SHOULD return the | east-specific
prefix that both matches the original query and does not match any
El D-Prefix known to exist in the LISP-capable infrastructure.

If the Map- Resol ver does not have sufficient information to know
whether the EID exists, it needs to forward the Map-Request to

anot her device that has nore infornmation about the EID being
requested. To do this, it forwards the unencapsul at ed Map- Request,
with the original TR RLOC as the source, to the mappi ng dat abase
system Using LISP-ALT, the Map-Resolver is connected to the ALT
networ k and sends the Map-Request to the next ALT hop | earned from
its ALT BGP nei ghbors. The Map- Resol ver does not send any response
to the ITR since the source RLOC is that of the ITR the ETR or Map-
Server that receives the Map- Request over the ALT and responds wl |l
do so directly to the ITR
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4.1. Anycast Operation

A Map- Resol ver can be set up to use "anycast", where the sane address
is assigned to nultiple Map-Resolvers and is propagated through | GP
routing, to facilitate the use of a topologically close Map-Resol ver
by each I TR

ETRs MAY have anycast RLOC addresses that are registered as part of
their RLOC-Set to the Mapping System However, registrations MJST
use their unique RLOC addresses, distinct authentication keys, or
different xTR IDs to identify security associations with the Mp-
Servers.

Security Considerations

A LISP threat analysis can be found in [ RFC7835]. Here, we highlight
security considerations that apply when LISP is deployed in
environments such as those specified in Section 1.1, where the

foll owi ng assunpti ons hol d:

1. The Mapping Systemis secure and trusted, and for the purpose of
these security considerations, the Mapping Systemis considered
as one trusted el enment.

2. The ETRs have a preconfigured trust relationship with the Mapping
System including sone formof shared secret. The Mapping System
is aware of which EIDs an ETR can advertise. How those keys and
mappi ngs are established is out of scope for this docunent.

3. LI SP-SEC [ RFC9303] MUST be inplemented. Network operators shoul d
carefully weigh how the LISP-SEC threat nodel applies to their
particul ar use case or deploynent. |If they decide to ignore a
particul ar reconmendation, they should nmake sure the risk
associated with the corresponding threats is well understood.

The Map- Request/ Map- Reply nessage exchange can be exploited by an
attacker to nount DoS and/or anplification attacks. Attackers can
send Map- Requests at high rates to overload LI SP nodes and i ncrease
the state maintained by such nodes or consune CPU cycles. Such
threats can be mitigated by systematically applying filters and rate
limters.

The Map- Request/ Map- Reply nessage exchange can al so be exploited to
inject forged mappings directly into the | TR El D-t 0- RLOC Map- Cache.
This can lead to traffic being redirected to the attacker; see
further details in [RFC7835]. |In addition, valid ETRs in the system
can performoverclaimng attacks. In this case, attackers can claim
to owmn an EID-Prefix that is |larger than the prefix owned by the ETR
Such attacks can be addressed by using LISP-SEC [ RFC9303]. The LI SP-
SEC protocol defines a nmechanismfor providing origin authentication,
integrity protection, and prevention of 'nman-in-the-mddle and
"prefix overclainng attacks on the Map- Request/ Map- Reply exchange.
In addition, and while beyond the scope of securing an individual

Map- Server or Map-Resolver, it should be noted that LISP-SEC can be
compl enented by additional security mechani snms defined by the Mapping
Systeminfrastructure. For instance, BGP-based LI SP-ALT [ RFC6836]
can take advantage of standards work on adding security to BGP, while
LI SP-DDT [ RFC8111] defines its own additional security nechanisns.

To publish an authoritative EID-to-RLOC mapping with a Map- Server

usi ng the Map- Regi ster nessage, an ETR includes Authentication Data
that is a MAC of the entire nessage using a key derived fromthe pre-
shared secret. An inplenentati on SHOULD support HVAC- SHA256-
128+HKDF- SHA256 [ RFC5869]. The Map- Regi ster nessage i ncl udes
protection against replay attacks by a man in the middle. However,
there is a potential attack where a comprom sed ETR coul d overclaim
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the prefix it owns and successfully register it on its correspondi ng
Map-Server. To mtigate this, as noted in Section 8.2, a Map-Server
MUST verify that all EID Prefixes registered by an ETR natch the
configuration stored on the Map- Server.

Depl oyment s concerned about mani pul ati ons of Map- Request and Map-
Reply messages and malicious ETR EID-Prefix overcl ai mi ng MJUST drop
LI SP control plane nessages that do not contain LISP-SEC nmateri al
(S-bit, EID AD, OTK-AD, PKT-AD). See Section 3 of [RFC9303] for
definitions of "EID AD', "OTK-AD', and "PKT-AD".

Mechani sns to encrypt, support privacy, and prevent eavesdroppi ng and
packet tanpering for messages exchanged between xTRs, between XTRs
and t he Mappi ng System and between nodes that nmake up the Mapping
Syst em SHOULD be depl oyed. Exanples of this are DILS [ RFC9147] or
"lisp-crypto" [RFCB061].

Privacy Consi derations

As noted by [RFC6973], privacy is a conplex issue that greatly
depends on the specific protocol use case and depl oynent. As noted
in Section 1.1 of [RFC9300], LISP focuses on use cases where entities
communi cate over the public Internet while keeping separate
addressi ng and topol ogy. Here, we detail the privacy threats

i ntroduced by the LISP control plane; the analysis is based on the
gui delines detailed in [ RFC6973].

LI SP can use long-lived identifiers (EIDs) that survive nmobility
events. Such identifiers bind to the RLOCs of the nodes. The RLCCs
represent the topological |ocation with respect to the specific LISP
depl oynents. In addition, EIDto-RLOC mappings are typically
considered public information within the LISP depl oynent when control
pl ane nessages are not encrypted and can be eavesdropped whil e Map-
Request nessages are sent to the correspondi ng Map- Resol vers or Map-
Regi ster nmessages to Map- Servers.

In this context, attackers can correlate the EID with the RLOC and
track the correspondi ng user topol ogical |ocation and/or nobility.
This can be achi eved by off-path attackers, if they are

aut henti cated, by querying the Mapping System Depl oynments concer ned
about this threat can use access control lists or stronger

aut henti cati on mechani sms [ ECDSA- AUTH] in the Mapping Systemto nake
sure that only authorized users can access this information (data
mnimzation). Use of epheneral EIDs [ EI D-ANONYM TY] to achi eve
anonynmity is another nmechanismto | essen persistency and identity

t racki ng.

Changes Related to RFCs 6830 and 6833

For inplenentation considerations, the foll owi ng maj or changes have
been nmade to this docunent since [ RFC6830] and [ RFC6833] were
publ i shed:

* The 16-bit 'Key ID field of the Map-Regi ster and Map-Notify
messages as defined in [RFC6830] has been split into an 8-bit ' Key
ID field and an 8-bit "AlgorithmID field. Note that this
change al so applies to the Map-Notify-Ack nessage defined by this
docunent. See Sections 5.6 and 5.7.

* This document defines a Map-Notify-Ack nessage to provide
reliability for Map-Notify nmessages. Any receiver of a Map-Notify
nmessage nust respond with a Map-Notify-Ack nessage. Map-Servers
who are senders of Map-Notify nmessages nust queue the Map-Notify
contents until they receive a Map-Notify-Ack with the nonce used
in the Map-Notify nmessage. Note that inplenentations for Map-
Noti fy- Ack support already exist and predate this docunent.
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* This docunment has incorporated the codepoint for the Map-Referra
message fromthe LI SP-DDT specification [RFC8111] to indicate that
a Map- Server mnust send the final Map-Referral nessage when it
participates in the LI SP-DDT Mappi ng System procedures.

* Bits L and D have been added to the Map- Request nessage. See
Section 5.3 for details.

* Bits S I, Ef T, a, R and M have been added to the Map-Regi ster
message. See Section 5.6 for details.

* The nonce and the Authentication Data in the Mip-Regi ster nessage
each behave differently; see Section 5.6 for details.

* This docunment adds two new action values that are in an El D-Record
that appears in Map-Reply, Map-Register, Map-Notify, and Map-
Noti fy- Ack messages. These new action values are Drop/Policy-
Deni ed and Drop/Auth-Failure. See Section 5.4 for details.

| ANA Consi der ati ons

Thi s section provides guidance to | ANA regardi ng registration of
values related to this LISP control plane specification, in
accordance with BCP 26 [ RFC8126].

* LISP I ANA registry allocations should not be nade for purposes
unrelated to LISP routing or transport protocols.

* The following policies are used here with the nmeanings defined in
BCP 26 [ RFC8126]: "Specification Required", "IETF Review',
"Experimental Use", and "First Cone First Served"

There are three nanespaces (listed in the sub-sections below) in LISP
that have been registered (see [ RFC9299].

1. LISP UDP Port Numbers
| ANA al |l ocated UDP port nunber 4342 for the LISP control plane. |ANA

has updated the description for UDP port 4342 to reflect the
fol | owi ng:

. S e e el el s e e el
| Service Nane | Port | Transport | Description | Reference

| | Nurber | Protocol | | |
B oo e el oo e ety e e e et 3
| lisp-control | 4342 | udp | LISP Control | RFC 9301 |
| | | | Packets | |
I i T F-- - - - - - F--- - - - I i T F--- - - - +

Table 2

2. LI SP Packet Type Codes

IANA is now authoritative for LISP Packet Type definitions, so they
have replaced the registry references to [ RFC6830] with references to
thi s docunent.

Based on depl oynent experience related to [ RFC6830], the Map-Notify-
Ack message (nessage type 5) is defined in this docunent. |ANA has
registered it in the "LI SP Packet Types" registry.
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Table 3
3. LISP Map-Reply ElID-Record Action Codes

New ACT val ues can be allocated through | ETF Revi ew or | ESG Approval .
Four val ues have al ready been all ocated by [ RFC6830]. | ANA has
replaced the reference pointing to [RFC6830] to point to this
docunent. This specification changes the Action nane of value 3 from

because the target EID s
pol i cy-denied by the xTR or
t he Mappi ng System

"Drop" to "Drop/No-Reason". It also adds the follow ng new ACT
val ues.
[ bbbl bbb ey e s s s sl b e b pet, o}
| Value | Action | Description | Reference |
B ool e el ooy e e
4 | Drop/Policy- | A packet matching this Map- | RFC 9301
| Deni ed | Cache entry is dropped |
I I I
I I I
I I I

Dr op/ Aut h-
Fai l ure

| A packet matching this Map- |
| Cache entry is dropped |
| because the Map- Request for |
| the target EID fails an |
| authentication check by the |
| XTR or the Mapping System |

Table 4: LISP Map-Reply Action Val ues

In addition, LISP has a nunber of flag fields and reserved fields,
such as the flags of the LISP header fields [RFC9300]. New bits for
flags in these fields can be inplemented after | ETF Review or | ESG
Approval , but these need not be nanaged by | ANA

4. LI SP Address Type Codes

LI SP Canoni cal Address Format (LCAF) [ RFC8060] has an 8-bit Type
field that defines LISP-specific encodings for AFl value 16387. LCAF
encodi ngs are used for specific use cases where different address
types for EI D Records and RLOC- Records are required.

The "LI SP Canoni cal Address Format (LCAF) Types" registry is used for
LCAF types. The registry for LCAF types uses the Specification
Required policy [RFC8126]. Initial values for the registry as well
as further information can be found in [ RFC3060].

Therefore, there is no longer a need for the "LISP Address Type
Codes" registry requested by [RFC6830]. Per this docunent, the
regi stry has been cl osed.

5. LISP Algorithm | D Nunbers

In [ RFC6830], a request for a "LISP Key I D Nunbers" registry was
submitted. Per this docunment, | ANA has renaned the registry to "LISP
Al gorithm I D Nunbers" and listed this docunent as the registry

ref erence.

The following AlgorithmID values are defined by this specification,
as used in any packet type that references an "AlgorithmID field:
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oo e e e e e e e e oo - - S SRR S S +
| HVAC- SHA- 1- 96- None | 1 | [RFC2404] | None |
o mm e e e e e e e i T Fom e oo Fom e oo +
| HVAG- SHA- 256- 128- None | 2 | [RFC4868] | None |
o e e e e e e e ememao - Fomm e - o - N N +
| HVAG- SHA256- 128+HKDF- SHA256 | 3 | [RFC4868] | [RFCA868] |
oo e e e e e e e e oo - - S SRR S S +
Table 5

Nunber values are in the range of 0 to 255. Values are assigned on a
First Cone First Served basis.

6. LISP Bit Flags

Thi s docunent asks IANA to create a registry for allocation of bits
in several headers of the LISP control plane, nanely in Mp-Request
messages, Map-Reply nessages, Mp-Regi ster nessages, and Encapsul ated
Control Messages. Bit allocations are also requested for ElID Records
and RLOC-Records. The registry created should be naned "LISP Control
Pl ane Header Bits". A subregistry needs to be created per each
message and El D-Record. The name of each subregistry is indicated
below, along with its format and allocation of bits defined in this
docunent. Any additional bit allocations require a specification, in
accordance with policies defined in [ RFC8126].

Subregi stry: Map- Request Header Bits (Section 5.2):

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type=1 |AAIMP|S|p|s|RR Rsvd | Ll O IRC | Record Count |
I S i o T s S S S e s s T

| Spec Name | | ANA Nane | Bit Position | Description |
[ sl s s sy s el e sty o}
| A | Map-Request-A | 4 | Authoritative Bit |
Fom e oo o oo s e e e e e oo +
| M | Map-Request-M| 5 | Map Data Present Bit |
N o m e e e oo - S o e e e e e a oo +
| P | Map-Request-P | 6 | RLOC- Probe Request |
I I I | Bit I
Fom e oo oo s Fom e e e e a e e oo +
| S | Map-Request-S | 7 | Solicit Map-Request |
I I I | (SMR) Bit I
N o m e e e oo - S o e e e e e a oo +
| p | Map-Request-p | 8 | Proxy-1TR Bit |
S S R o e e e e e e oo oo oo +
| s | Map-Request-s | 9 | Solicit Map-Request |
| | | | I'nvoked Bit |
R oo o e e o - o +
| L | Map-Request-L | 17 | Local xTR Bit |
R T o e e - o e e e e e e e e oo o - +
| D | Map-Request-D | 18 | Don't Map-Reply Bit |
Fom e oo oo s Fom e e e e a e e oo +

Tabl e 6: LI SP Map- Request Header Bits
Subregistry: Map-Reply Header Bits (Section 5.4):

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type=2 | P| E| S Reserved | Record Count |



i S S T i S S e e i S S S S

B gl Sty gy sl —p—y——(———————
| Spec Nanme | | ANA Nane | Bit Position | Description |
B ool s e st s oo s s s
| P | Map-Reply-P | 4 | RLOC-Probe Bit |
F--- - - - F-- - - - - - I i T B e I +
| E | Map-Reply-E | 5 | Echo- Nonce Capable Bit |
I L i I L I I I I A +
| S | Map-Reply-S | 6 | Security Bit |
I I i i I B I I I A R +

Table 7: LISP Map-Reply Header Bits
Subregi stry: Map-Regi ster Header Bits (Section 5.6):

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type=3 | P| S| I | Reserved | El Tla| R'M Record Count |
i i i T i I S i e s o o i i

| Spec Nanme | | ANA Nane | Bit Position | Description |
[ e —— e ————————————— e ——_————_ Ll —p——(—(————————(——r
| P | Map-Register-P | 4 | Proxy Map-Reply Bit |
S . S +
| S | Map-Register-S | 5 | LISP-SEC Capable Bit |
S IR . . T +
| | | Map-Register-1 | 6 | XTR-1D Present Bit |
R o e o e e - T +

Table 8: LI SP Map- Regi ster Header Bits

Subregi stry: Encapsul ated Control Message (ECM) Header Bits
(Section 5.8):

0 1 2 3

01234567890123456789012345678901
o bm bm bm bm bm bm bm bm bm bm bm bm bm bm bm bm bm bm bm bm bo b o o o o o o o o o
| Type=8 | S| D E| M Reser ved |
Fo o Fe e Fe e e e e e e e e e e e e e e e e e e e e e e e e o e -+

[ st Chems s ety ety e s sty o}
| Spec Nanme | | ANA Nane | Bit Position | Description |
| S | ECMS | 4 | Security Bit |
N N S o e e e e e e e +
| D | ECM D | 5 | LISP-DDT Bit |
S S R oo e e e e e e i oo oo oo +
| E | ECME | 6 | Forward to ETR Bit |
Fom e oo Fom e oo oo s o e e e e e i eee oo n +
| M | ECM M | 7 | Destined to Map- |
| | | | Server Bit |
R R o e e - o e e e e e e e e a oo - +

Table 9: LISP Encapsul ated Control Message (ECM Header Bits
Subregi stry: EID Record Header Bits (Section 5.4):

0 1 2 3

01234567890123456789012345678901
i i i T i I S i e s o o i i
| Locator Count | EID mask-len | ACT | A Reserved |
R et e s i o e s i i



B ety e s st s sty
| Spec Name | | ANA Name | Bit Position | Description |
B el Sl gy ey —p——" oy p—p——_———
| A | EID-Record-A | 19 | Authoritative Bit |
I i I i I I I I R +

Tabl e 10: LISP EID-Record Header Bits
Subregi stry: RLOC-Record Header Bits (Section 5.4):

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Unused Fl ags | L] p| R Loc- AFI |
R e s T o T S R El ok i R e e S S e o o s

B ety ety el ey
| Spec Nanme | | ANA Nane | Bit Position | Description |
B ey s e e, s s sy s e
| L | RLOC-Record-L | 13 | Local RLCC Bit |
I I i I I I I I +
| | RLOC-Record-p | 14 | RLOC-Probe Reply Bit |
I I I T i I I T +
| R | RLOC-Record-R | 15 | RLOC Reachable Bit |
F--- - - - S I I i T R i +

Tabl e 11: LISP RLOC- Record Header Bits
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