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I ntroduction

Thi s docunent describes the Locator/ID Separation Protocol (LISP)

LI SP is an encapsul ati on protocol built around the fundanental idea
of separating the topological location of a network attachnent point
fromthe node’s identity [CH APPA]. As a result, LISP creates two
nanespaces: Endpoint ldentifiers (EIDs), which are used to identify
end hosts (e.g., nodes or Virtual Machines); and routable Routing
Locators (RLOCs), which are used to identify network attachnent
points. LISP then defines functions for nappinhg between the two
nanespaces and for encapsulating traffic originated by devices using
non-routable EIDs for transport across a network infrastructure that
routes and forwards using RLOCs. LISP encapsul ation uses a dynam ¢
form of tunneling where no static provisioning is required or
necessary.

LI SP is an overlay protocol that separates control fromdata; this
docunent specifies the data plane as well as how LI SP-capabl e routers
(Tunnel Routers) exchange packets by encapsulating themto the
appropriate location. Tunnel Routers are equipped with a cache,

call ed the Map-Cache, that contains ElIDto-RLOC nmappi ngs. The Map-
Cache is popul ated using the LISP control plane protocol [RFC9301].

LI SP does not require changes to either the host protocol stack or
underlay routers. By separating the EID fromthe RLOC space, LISP
offers native Traffic Engineering (TE), nultihomng, and nmobility,
anong ot her features.

Creation of LISP was initially notivated by di scussions during the



| AB- sponsored Routing and Addressi ng Workshop held in Arsterdamin
Cct ober 2006 (see [ RFC4984]).

Thi s docunent specifies the LISP data plane encapsul ati on and ot her

LI SP forwardi ng node functionality while [ RFC9301] specifies the LISP
control plane. LISP deploynent guidelines can be found in [RFC7215],
and [ RFC6835] describes considerations for network operationa
managenent. Finally, [RFC9299] describes the LISP architecture.

Thi s docunent obsol etes RFC 6830.
.1. Scope of Applicability

LI SP was originally devel oped to address the Internet-w de route
scaling problem [RFC4984]. Wiile there are a nunber of approaches of
interest for that problem as LISP has been devel oped and refined, a
| arge number of other ways to use LISP have been found and are being
i npl emented. As such, the design and devel opment of LI SP have
changed so as to focus on these use cases. The comon property of
these uses is a |large set of cooperating entities seeking to

conmuni cate over the public Internet or other |arge underlay IP
infrastructures while keeping the addressing and topol ogy of the
cooperating entities separate fromthe underlay and |nternet

t opol ogy, routing, and addressing.

Requi renents Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Definitions of Terns

Address Family ldentifier (AFl): "AFI" is a termused to describe an
address encoding in a packet. An address famly is an address
format found in data plane packet headers, for exanple, an |Pv4d
address or an | Pv6 address. See [AFN], [RFC2453], [RFC2677], and
[ RFC4760] for details. An AFl value of O used in this
speci fication indicates an unspecified encoded address where the
Il ength of the address is O octets followi ng the 16-bit AFl val ue
of O.

Anycast Address: "Anycast address" refers to the sanme |Pv4 or |Pv6
address configured and used on nultiple systens at the same tine.
An EID or RLCC can be an anycast address in each of their own
addr ess spaces.

Client-side: "dient-side" is a termused in this docunent to
indicate a connection initiation attenpt by an end-system
represented by an ElD.

Egress Tunnel Router (ETR): An ETRis a router that accepts an IP
packet where the destination address in the "outer” |P header is
one of its own RLOCs. The router strips the "outer" header and
forwards the packet based on the next |IP header found. In
general, an ETR receives LI SP-encapsul ated | P packets fromthe
Internet on one side and sends decapsul ated | P packets to site
end-systens on the other side. ETR functionality does not have to
be limted to a router device. A server host can be the endpoint
of a LISP tunnel as well

El D-t 0o- RLOC Dat abase: The EI D-to- RLOC Database is a distributed
dat abase that contains all known EI D Prefix-to-RLOC mappi ngs
Each potential ETR typically contains a small piece of the



dat abase: the EID-to-RLOC mappings for the El D Prefixes "behind"
the router. These map to one of the router’s own | P addresses
that are routable on the underlay. Note that there MAY be

transi ent conditions when the EID-Prefix for the LISP site and
Locator-Set for each EID Prefix may not be the sane on all ETRs.
This has no negative inplications, since a partial set of Locators
can be used.

El D-t o- RLOC Map- Cache: The EID-to-RLOC Map- Cache is a generally
short-lived, on-denmand table in an Ingress Tunnel Router (ITR)
that stores, tracks, and is responsible for timng out and
otherw se validating EID-to-RLOC mappi ngs. This cache is distinct
fromthe full "database" of EIDto-RLOC mappings; it is dynam c,
local to the ITR(s), and relatively small, while the database is
distributed, relatively static, and nuch nore w dely scoped to
LI SP nodes.

EID-Prefix: An EIDPrefix is a power-of-two block of EIDs that are
all ocated to a site by an address allocation authority. EID
Prefixes are associated with a set of RLOC addresses. EID Prefix
al | ocati ons can be broken up into snaller bl ocks when an RLOC Set
is to be associated with the larger ElID Prefix bl ock

End- System An end-systemis an |Pv4 or |Pv6 device that originates
packets with a single IPv4 or IPv6 header. The end-system
supplies an EID value for the destination address field of the IP
header when communicating outside of its routing domain. An end-
system can be a host conputer, a switch or router device, or any
net wor k appl i ance.

Endpoint ID (EID): An EIDis a 32-bit (for IPv4) or 128-bit (for
I Pv6) value that identifies a host. EIDs are generally only found
in the source and destination address fields of the first
(innernmost) LISP header of a packet. The host obtains a
destination EID through a Domai n Nane System (DNS) [ RFC1034]
| ookup or Session Initiation Protocol (SIP) [RFC3261] exchange.
Thi s behavi or does not change when LISP is in use. The source EID
i s obtained via existing nechanisns used to set a host’s "local"
| P address. An EID used on the public Internet MJST have the sane
properties as any other | P address used in that manner; this
means, among ot her things, that it MJST be unique. An EIDIis
all ocated to a host froman EID Prefix block associated with the
site where the host is |located. An EID can be used by a host to
refer to other hosts. Note that EID bl ocks MAY be assigned in a
hi erarchi cal nanner, independent of the network topology, to
facilitate scaling of the mappi ng database. In addition, an EID
bl ock assigned to a site MAY have site-local structure
(subnetting) for routing within the site; this structure is not
visible to the underlay routing system |In theory, the bit string
that represents an EID for one device can represent an RLCC for a
different device. Wen discussing other Locator/|D separation
proposal s, any references to an EID in this docunment will refer to
a LISP EID.

I ngress Tunnel Router (ITR): An ITRis a router that resides in a
LI SP site. Packets sent by sources inside of the LISP site to
destinations outside of the site are candi dates for encapsul ation
by the ITR. The ITR treats the |IP destination address as an EID
and performs an El D-to- RLOC mappi ng | ookup. The router then
prepends an "outer" |IP header with one of its routable RLOCs (in
the RLOC space) in the source address field and the result of the
mappi ng | ookup in the destination address field. Note that this
destination RLOC nay be an internediate, proxy device that has
better know edge of the ElID-to-RLOC mappi ng closer to the
destination EID. 1|In general, an I TR receives | P packets fromsite
end- systens on one side and sends LI SP-encapsul ated | P packets



toward the Internet on the other side.

LI SP Header: "LISP header” is a termused in this docunent to refer
to the outer | Pv4 or | Pv6 header, a UDP header, and a LI SP-
specific 8-octet header, all of which follow the UDP header. An
| TR prepends LI SP headers on packets, and an ETR strips them

LI SP Router: A LISP router is a router that perforns the functions
of any or all of the following: |ITRs, ETRs, Re-encapsul ating
Tunneling Routers (RTRs), Proxy-ITRs (PITRs), or Proxy-ETRs
(PETRs) .

LISP Site: A LISP site is a set of routers in an edge network that
are under a single technical admnistration. LISP routers that
reside in the edge network are the denmarcation points to separate
the edge network fromthe core network.

Locator-Status-Bits (LSBs): Locator-Status-Bits are present in the
LI SP header. They are used by ITRs to inform ETRs about the up/
down status of all ETRs at the local site. These bits are used as
a hint to convey up/down router status and not path reachability
status. The LSBs can be verified by use of one of the Locator
reachability algorithnms described in Section 10. An ETR MJST rate
limt the action it takes when it detects changes in the Locator-
Status-Bits.

Proxy-ETR (PETR): A PETR is defined and described in [ RFC6832]. A
PETR acts |i ke an ETR but does so on behalf of LISP sites that
send packets to destinations at non-LISP sites.

Proxy-1TR (PITR): A PITR is defined and described in [ RFC6832]. A
PITR acts like an | TR but does so on behal f of non-LISP sites that
send packets to destinations at LISP sites.

Recursive Tunneling: Recursive Tunneling occurs when a packet has
more than one LISP | P header. Additional |ayers of tunneling MAY
be enployed to inplenent Traffic Engineering or other rerouting as
needed. Wen this is done, an additional "outer" LISP header is
added, and the original RLOCs are preserved in the "inner" header

Re- encapsul ating Tunneling Router (RTR): An RTR acts like an ETR to
renove a LI SP header, then acts as an ITR to prepend a new LI SP
header. This is known as Re-encapsul ating Tunneling. Doing this
all ows a packet to be rerouted by the RTR without adding the
over head of additional tunnel headers. Wen using nultiple
mappi ng dat abase systens, care nmust be taken to not create re-
encapsul ati on | oops through m sconfiguration

Route-Returnability: Route-returnability is an assunption that the
underlying routing systemw || deliver packets to the destination
When conbi ned with a nonce that is provided by a sender and
returned by a receiver, this limts off-path data insertion. A
route-returnability check is verified when a nmessage is sent with
a nonce, another nessage is returned with the sane nonce, and the
destination of the original message appears as the source of the
returned nessage.

Routing Locator (RLOC): An RLOCC is an |Pv4 address [ RFCO791] or |Pv6
address [ RFC8200] of an Egress Tunnel Router (ETR). An RLOCis
the out put of an EID-to-RLOC mapping | ookup. An EID maps to zero
or more RLOCs. Typically, RLOCs are nunbered from bl ocks that are
assigned to a site at each point to which it attaches to the
underl ay network, where the topology is defined by the
connectivity of provider networks. Miltiple RLOCs can be assigned
to the same ETR device or to nultiple ETR devices at a site.



Server-side: "Server-side" is atermused in this docunent to
indicate that a connection initiation attenpt is being accepted
for a destination ElID

XTR  An xTR is a reference to an | TR or ETR when direction of data

flowis not part of the context description. "xTR' refers to the
router that is the tunnel endpoint and is used synonynously wth
the term " Tunnel Router". For exanple, "An xTR can be |ocated at

the Customer Edge (CE) router" indicates both | TR and ETR
functionality at the CE router

Basi ¢ Overvi ew

One key concept of LISP is that end-systens operate the sane way when
LISP is not in use as well as when LISP is in use. The |IP addresses

that hosts use for tracking sockets and connections, and for sending

and receiving packets, do not change. |In LISP termnology, these IP

addresses are called Endpoint ldentifiers (ElDs).

Routers continue to forward packets based on | P destination
addresses. Wen a packet is LISP encapsul ated, these addresses are
referred to as RLOCs. Most routers along a path between two hosts
wi Il not change; they continue to performrouting/forwardi ng | ookups
on the destination addresses. For routers between the source host
and the TR as well as routers fromthe ETR to the destination host,
the destination address is an EID. For the routers between the I TR
and the ETR, the destination address is an RLOC.

Anot her key LI SP concept is the "Tunnel Router". A Tunnel Router
prepends LI SP headers on host-origi nated packets and strips them
prior to final delivery to their destination. The |IP addresses in
this "outer header" are RLOCs. During end-to-end packet exchange
between two Internet hosts, an I TR prepends a new LI SP header to each
packet, and an ETR strips the new header. The |ITR perfornms EID-to-
RLOC | ookups to deternine the routing path to the ETR, which has the
RLOC as one of its | P addresses.

Sone basic rul es governing LISP are:

* End-systens only send to addresses that are EIDs. EIDs are
typically I P addresses assigned to hosts (other types of EIDs are
supported by LISP;, see [RFC8060] for further information). End-
systens don’t know that addresses are ElDs versus RLOCs but assune
that packets get to their intended destinations. In a system
where LI SP is depl oyed, LISP routers intercept ElD addressed
packets and assist in delivering them across the network core
where El Ds cannot be routed. The procedure a host uses to send IP
packets does not change.

* LISP routers prepend and strip outer headers with RLOC addresses.
See Section 4.2 for details.

* RLOCs are always | P addresses assigned to routers, preferably
topol ogically oriented addresses from provider C assless Inter-
Domai n Routing (Cl DR) bl ocks.

* \When a router originates packets, it MAY use as a source address
either an EID or RLOC. Wen acting as a host (e.g., when
term nating a transport session such as Secure Shell (SSH),
TELNET, or the Sinple Network Management Protocol (SNWP)), it MAY
use an EID that is explicitly assigned for that purpose. An EID
that identifies the router as a host MJUST NOT be used as an RLOC
an EIDis only routable within the scope of a site. A typical BGP
configuration m ght denonstrate this "hybrid" El DRLOC usage where
a router could use its "host-like" EIDto termnate internal BGP
(iBGP) sessions to other routers in a site while at the sanme tinme
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using RLOCs to term nate external BGP (eBGP) sessions to routers
outside the site.

* Packets with EIDs in themare not expected to be delivered end to
end in the absence of an ElIDto-RLOC mappi ng operation. They are
expected to be used locally for intra-site comrunication or to be
encapsul ated for inter-site conmunication

* EIDs MAY al so be structured (subnetted) in a nmanner suitable for
local routing within an Autononmous System (AS).

An additional LISP header MAY be prepended to packets by a TE-1TR
when rerouting of the path for a packet is desired. A potential use
case for this would be an ISP router that needs to perform Traffic
Engi neering for packets flowing through its network. In such a
situation, terned "Recursive Tunneling", an ISP transit acts as an
additional ITR, and the destination RLOC it uses for the new
prepended header would be either a TEEETR within the ISP (al ong an
intra-1SP traffic-engineered path) or a TE-ETR within another ISP (an
inter-1SP traffic-engi neered path, where an agreenent to build such a
pat h exists).

In order to avoi d excessive packet overhead as well as possible
encapsul ati on | oops, it is RECOMENDED that a maxi mum of two LI SP
headers can be prepended to a packet. For initial LISP deploynents,
it is assuned that two headers is sufficient, where the first
prepended header is used at a site for separation of |ocation and
identity and the second prepended header is used inside a service
provi der for Traffic Engi neering purposes.

Tunnel Routers can be placed fairly flexibly in a nmulti-AS topol ogy.
For exanple, the ITR for a particular end-to-end packet exchange

m ght be the first-hop or default router within a site for the source
host. Sinmilarly, the ETR mi ght be the |ast-hop router directly
connected to the destination host. As another exanple, perhaps for a
VPN service outsourced to an ISP by a site, the ITR could be the
site’s border router at the service provider attachnment point.

M xi ng and mat chi ng of site-operated, |SP-operated, and other Tunne
Routers is allowed for maxi mumflexibility.

Depl oynment on the Public Internet

Several of the nechanisns in this docunent are intended for

depl oynent in controlled, trusted environments and are insecure for
use over the public Internet. |In particular, on the public Internet,
XTRs:

* MJST set the N, L-, E-, and V-bits in the LI SP header
(Section 5.1) to zero

*  MJST NOT use Locator-Status-Bits and Echo- Nonce, as described in
Section 10, for RLCC reachability. Instead, they MJST rely solely
on control plane nethods.

* MJST NOT use gl eaning or Locator-Status-Bits and Map- Versioning,
as described in Section 13, to update the EI D-to-RLOC mappi ngs.
I nstead, they MJUST rely solely on control plane nethods.

Packet Fl ow Sequence

This section provides an exanmple of the unicast packet flow, also
including control plane information as specified in [ RFC9301]. The
exanpl e al so assunes the foll ow ng conditions:

* Source host "host1.abc. exanpl e.com' is sending a packet to
"host 2. xyz. exanpl e. com', exactly as it would if the site was not



usi ng LI SP.

Each site is multihoned, so each Tunnel Router has an address
(RLOC) assigned fromthe service provider address block for each
provider to which that particular Tunnel Router is attached.

The 1 TR(s) and ETR(s) are directly connected to the source and
destination, respectively, but the source and destination can be
| ocated anywhere in the LISP site.

A Map- Request is sent for an external destination when the
destination is not found in the forwarding table or matches a
default route. Map-Requests are sent to the mappi ng dat abase
system by using the LISP control plane protocol docunented in
[ RFCO301] .

Map- Repl i es are sent on the underlying routing systemtopol ogy,
usi ng the control plane protocol [RFC9301].

Client host1.abc. exanple.comwants to comunicate with server
host 2. xyz. exanpl e. com

1.

host 1. abc. exanpl e. com wants to open a TCP connection to

host 2. xyz. exanpl e.com It does a DNS | ookup on

host 2. xyz. exanpl e.com An A/ AAAA record is returned. This
address is the destination EID. The locally assigned address of
host 1. abc. exanpl e.comis used as the source EID. An |IPv4 or |Pv6
packet is built and forwarded through the LISP site as a nornal

| P packet until it reaches a LISP ITR

The LISP I TR nust be able to map the destination EID to an RLOC
of one of the ETRs at the destination site. A nmethod for doing
this is to send a LI SP Map- Request, as specified in [ RFC9301].

The Mappi ng System hel ps forward the Map- Request to the
correspondi ng ETR.  Wen the Map- Request arrives at one of the
ETRs at the destination site, it will process the packet as a
control nessage

The ETR | ooks at the destination EID of the Map- Request and

mat ches it against the prefixes in the ETR s configured ElID-to-
RLOC nmappi hg database. This is the list of EID Prefixes the ETR
is supporting for the site it resides in. |If there is no match,
the Map- Request is dropped. O herwise, a LISP Map-Reply is
returned to the I TR

The | TR receives the Map-Reply nmessage, parses the nessage, and
stores the mapping information fromthe packet. This information
is stored in the ITR s EIDto-RLOC Map-Cache. Note that the Map-
Cache is an on-demand cache. An ITR will manage its Map-Cache in
such a way that optimzes for its resource constraints.

Subsequent packets from host 1. abc. exanpl e.comto

host 2. xyz. exanpl e.comwi || have a LI SP header prepended by the
I TR using the appropriate RLOC as the LI SP header destination
address learned fromthe ETR Note that the packet MAY be sent
to a different ETR than the one that returned the Map-Reply due
to the source site’'s hashing policy or the destination site's
Locat or- Set policy.

The ETR receives these packets directly (since the destination
address is one of its assigned |IP addresses), checks the validity
of the addresses, strips the LI SP header, and forwards packets to
the attached destination host.

In order to defer the need for a mapping |lookup in the reverse
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direction, it is OPTIONAL for an ETR to create a cache entry that
maps the source EID (inner-header source |P address) to the
source RLOC (outer-header source |IP address) in a received LISP
packet. Such a cache entry is termed a "gl ean mappi ng" and only
contains a single RLOC for the EID in question. Mrre conplete

i nformati on about additional RLOCs SHOULD be verified by sending
a LI SP Map- Request for that EID. Both the ITR and the ETR MAY

al so influence the decision the other nakes in selecting an RLOC.

LI SP Encapsul ation Details

Since additional tunnel headers are prepended, the packet becones

| arger and can exceed the MIU of any link traversed fromthe ITRto
the ETR It is RECOWENDED in | Pv4 that packets do not get
fragnmented as they are encapsul ated by the I TR Instead, the packet
is dropped and an | CvPv4 Unreachabl e / Fragnentati on Needed nessage
is returned to the source.

In the case when fragnentation is needed, it is RECOVMENDED t hat

i npl ement ati ons provide support for one of the proposed fragnmentation
and reassenbly schenes. Two existing schenes are detailed in

Section 7.

Since I Pv4 or | Pv6 addresses can be either EIDs or RLOCs, the LISP
architecture supports IPv4 EIDs with | Pv6 RLOCs (where the inner
header is in | Pv4 packet format and the outer header is in | Pv6
packet format) or IPv6 EIDs with | Pv4 RLOCs (where the inner header
is in IPv6 packet format and the outer header is in |Pv4 packet
format). The next sub-sections illustrate packet formats for the
honogeneous case (I Pv4-in-1Pv4 and | Pv6-in-1Pv6), but all 4

combi nations MJST be supported. Additional types of ElIDs are defined
in [ RFC8060] .

As LI SP uses UDP encapsulation to carry traffic between xTRs across
the Internet, inplenmentors should be aware of the provisions of

[ RFC8085], especially those given in its Section 3.1.11 on congestion
control for UDP tunneling.

I npl enentors are encouraged to consi der UDP checksum usage gui deli nes
in Section 3.4 of [RFC8085] when it is desirable to protect UDP and
LI SP headers agai nst corruption.

1. LI SP | Pv4-in-1Pv4 Header For mat
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5. 3.

Tunnel Header Field Descriptions

I nner Header (IH): The inner header is the header on the datagram

received fromthe originating host [ RFC0791] [RFC8200] [ RFC2474].
The source and destination |P addresses are El Ds.

Quter Header (OH): The outer header is a new header prepended by an

I TR The address fields contain RLOCs obtained fromthe ingress
router’s ElID-to-RLOC Map- Cache. The | P protocol nunber is "UDP
(17)" from[RFCO768]. The setting of the Don't Fragnment (DF) bit
"Flags’ field is according to rules listed in Sections 7.1 and

7. 2.

UDP Header: The UDP header contains an | TR-sel ected source port when

encapsul ati ng a packet. See Section 12 for details on the hash
algorithmused to select a source port based on the 5-tuple of the
i nner header. The destination port MJST be set to the well-known
| ANA- assi gned port val ue 4341

UDP Checksum The ' UDP Checksumi field SHOULD be transmitted as zero

by an I TR for either I Pv4d [ RFCO768] or |Pv6 encapsul ation

[ RFC6935] [RFC6936]. When a packet with a zero UDP checksumis
received by an ETR, the ETR MJST accept the packet for

decapsul ation. When an TR transnmts a non-zero value for the UDP
checksum it MJST send a correctly conputed value in this field.
When an ETR receives a packet with a non-zero UDP checksum it MNAY

choose to verify the checksumvalue. |If it chooses to perform
such verification and the verification fails, the packet MJST be
silently dropped. |If the ETR either chooses not to performthe

verification or perfornms the verification successfully, the packet
MJST be accepted for decapsul ation. The handling of UDP zero
checksuns over I1Pv6 for all tunneling protocols, including LISP
is subject to the applicability statenent in [ RFC6936].

UDP Length: The 'UDP Length’ field is set for an | Pv4-encapsul ated

packet to be the sum of the inner-header |Pv4 Total Length plus
the UDP and LI SP header |engths. For an |Pv6-encapsul ated packet,
the "UDP Length’ field is the sumof the inner-header |Pv6 Payl oad
Length, the size of the I Pv6 header (40 octets), and the size of
the UDP and LI SP headers.

The N-bit is the nonce-present bit. Wen this bit is set to 1
the loworder 24 bits of the first 32 bits of the LISP header
contain a nonce. See Section 10.1 for details. Both N and
V-bits MJST NOT be set in the sane packet. |If they are, a
decapsul ati ng ETR MJUST treat the 'Nonce/ Map-Version' field as
havi ng a nonce val ue present.

The L-bit is the 'Locator-Status-Bits' field enabled bit. Wen
this bit is set to 1, the Locator-Status-Bits in the second
32 bits of the LISP header are in use.

Xx1xx0xxXx
B T I e R i i i T S S e e I e ik oI I S S e S S
| NN L| Bl V]| R K] K] Nonce/ Map- Ver si on |
el i I e i it T e e e e i i T o S e e S e T R R

Locator-Status-Bits |

T T S S e e i S S U S S AR Tk ok e

E

The E-bit is the Echo-Nonce-request bit. This bit MJST be

i gnored and has no nmeaning when the N-bit is set to 0. When the
N-bit is set to 1 and this bit is set to 1, an ITRis requesting
that the nonce value in the 'Nonce' field be echoed back in LI SP-
encapsul at ed packets when the ITRis also an ETR  See

Section 10.1 for details.



V. The V-bit is the Map-Version present bit. When this bit is set
to 1, the Nbit MJUST be 0. Refer to [ RFC9302] for nore details on
Dat abase Map-Versioning. This bit indicates that the LI SP header
is encoded in this case as:

0x 01 Xx x X X

B S S e i S S T A S S S S S S i S S
NILIEJVII| R K K Source Map-Version | Dest Map- Versi on |
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+
I
+-
| Instance | D/ Locator-Status-Bits |
R et e s i o e s i i
I: The I-bit is the Instance ID bit. See Section 8 for nore
details. Wen this bit is set to 1, the 'Locator-Status-Bits’
field is reduced to 8 bits and the high-order 24 bits are used as
an Instance ID. If the L-bit is set to 0, then the | ow order
8 bits are transmitted as zero and ignored on receipt. The format
of the LISP header would | ook like this:

X X XX 1xxX
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R The R bit is a reserved and unassigned bit for future use. It
MUST be set to O on transnit and MJST be ignored on receipt.

KK:  The KK-bits are a 2-bit field used when encapsul ated packets are
encrypted. The field is set to 00 when the packet is not
encrypted. See [RFC8061] for further infornation.

LI SP Nonce: The LISP "Nonce' field is a 24-bit value that is
random y generated by an I TR when the N-bit is set to 1. Nonce
generation algorithns are an inplenmentation matter but are
required to generate different nonces when sending to different
RLOCs. The nonce is also used when the E-bit is set to request
the nonce value to be echoed by the other side when packets are
returned. When the E-bit is clear but the N-bit is set, a renote
ITRis either echoing a previously requested Echo-Nonce or
provi ding a random nonce. See Section 10.1 for nore details.
Finally, when both the NN and V-bits are not set (N=0, V=0), then
both the 'Nonce’ and ' Map-Version’ fields are set to 0 and ignored
on receipt.

LI SP Locator-Status-Bits (LSBs): Wen the L-bit is also set, the
"Locator-Status-Bits' field in the LISP header is set by an ITR to
indicate to an ETR the up/down status of the Locators in the
source site. Each RLOC in a Map-Reply is assigned an ordi nal
value fromO to n-1 (when there are n RLOCs in a mapping entry).
The Locator-Status-Bits are nunbered fromO to n-1 fromthe | east
significant bit of the field. The field is 32 bits when the I-bit
is set to 0 and is 8 bits when the I-bit is set to 1. Wen a
Locator-Status-Bit is set to 1, the ITRis indicating to the ETR
that the RLOC associated with the bit ordinal has up status. See
Section 10 for details on how an | TR can determ ne the status of
the ETRs at the same site. Wien a site has multiple ElD Prefixes
that result in multiple nmappings (where each could have a
different Locator-Set), the Locator-Status-Bits setting in an
encapsul at ed packet MJST reflect the mapping for the El D Prefix
that the inner-header source EID address matches (| ongest-natch).
If the LSB for an anycast Locator is set to 1, then there is at
| east one RLOC with that address, and the ETR is considered 'up’.

When doing | TR/ PI TR encapsul ati on:



* The outer-header 'Tinme to Live' field (or "Hop Limt’ field, in
the case of | Pv6) SHOULD be copied fromthe inner-header 'Tine to
Live' field.

* The outer-header | Pv4 'Differentiated Services Code Point (DSCP)
field (or "Traffic Class’ field, in the case of |1Pv6) SHOULD be
copied fromthe inner-header IPv4 "DSCP field (or 'Traffic O ass
field, in the case of IPv6) to the outer header. GQuidelines for
this can be found in [ RFC2983].

* The I Pv4d "Explicit Congestion Notification (ECN)’ field and bits 6
and 7 of the IPv6 "Traffic Cass’ field require special treatnent
in order to avoid discarding indications of congestion as
specified in [ RFC6040] .

When doi ng ETR/ PETR decapsul ati on:

* The inner-header IPv4 "Time to Live field (or "Hop Limt’ field,
in the case of 1 Pv6) MJST be copied fromthe outer-header "Tine to
Live'/"Hop Linmit’ field when the Tine to Live / Hop Limt value of
the outer header is less than the Time to Live / Hop Linit val ue
of the inner header. Failing to performthis check can cause the
Time to Live / Hop Limt of the inner header to increnent across
encapsul ati on/ decapsul ation cycles. This check is also performnmed
when doing initial encapsul ation, when a packet cones to an I TR or
PI TR destined for a LISP site.

* The outer-header I Pv4 'Differentiated Services Code Point (DSCP)
field (or "Traffic Class’ field, in the case of |1Pv6) SHOULD be
copied fromthe outer-header "I Pv4d DSCP field (or "Traffic O ass
field, in the case of IPv6) to the inner header. GQuidelines for
this can be found in [ RFC2983].

* The I Pv4 *Explicit Congestion Notification (ECN)’ field and bits 6
and 7 of the IPv6 "Traffic Cass’ field require special treatnent
in order to avoid discarding indications of congestion as
specified in [RFC6040]. Note that inplenentations exist that copy
the "ECN field fromthe outer header to the inner header, even
t hough [ RFC6040] does not recommend this behavior. It is
RECOMVENDED t hat i npl ement ati ons change to support the behavior
di scussed in [ RFC6040] .

Note that if an ETR'PETR is also an I TR/ PITR and chooses to re-
encapsul ate after decapsulating, the net effect of this is that the
new outer header will carry the same Tinme to Live as the old outer
header m nus 1.

Copying the Tinme to Live serves two purposes: first, it preserves the
di stance the host intended the packet to travel; second, and nore
importantly, it provides for suppression of |ooping packets in the
event there is a | oop of concatenated tunnels due to

m sconfi gurati on.

Sonme xTRs, PETRs, and PI TRs performre-encapsul ati on operations and
need to treat ECN functions in a special way. Because the re-
encapsul ati on operation is a sequence of two operations, nanely a
decapsul ati on foll owed by an encapsul ation, the ECN bits MJST be
treated as described above for these two operations.

The LI SP data pl ane protocol is not backwards conpatible with

[ RFC6830] and does not have explicit support for introducing future
protocol changes (e.g., an explicit version field). However, the
LI SP control plane [RFC9301] allows an ETR to regi ster data pl ane
capabilities by means of new LI SP Canoni cal Address Format (LCAF)
types [RFC8060]. In this way, an I TR can be nade aware of the data



pl ane capabilities of an ETR and encapsul ate accordingly. The
specification of the new LCAF types, the new LCAF nechani sns, and
their use are out of the scope of this docunent.

LI SP ElI D-t 0- RLOCC Map- Cache

I TRs and PITRs maintain an on-demand cache, referred to as the LISP
El D-t o- RLOC Map- Cache, that contains mappings fromEID Prefixes to
Locator-Sets. The cache is used to encapsul ate packets fromthe EID
space to the correspondi ng RLOC network attachnment point.

When an | TR/ PI TR recei ves a packet frominside of the LISP site to
destinations outside of the site, a | ongest-prefix match | ookup of
the EID is done to the Map-Cache.

When the | ookup succeeds, the Locator-Set retrieved fromthe Map-
Cache is used to send the packet to the EID s topol ogical |ocation

If the lookup fails, the ITRRPITR needs to retrieve the mappi ng using
the LISP control plane protocol [RFC9301]. While the mapping is
being retrieved, the I TR PITR can either drop or buffer the packets.
Thi s docunent does not have specific recommendati ons about the action
to be taken. It is up to the deployer to consider whether or not it
is desirable to buffer packets and deploy a LISP inplenentation that
offers the desired behavior. Once the mapping is resolved, it is
then stored in the | ocal Map-Cache to forward subsequent packets
addressed to the same ElI D Prefix.

The Map-Cache is a |ocal cache of mappings; entries are expired based
on the associated Time to Live. 1In addition, entries can be updated
with nmore current information; see Section 13 for further information
on this. Finally, the Map-Cache al so contains reachability

i nformati on about EIDs and RLOCs and uses LISP reachability

i nformati on nechanisns to deternine the reachability of RLOCs; see
Section 10 for the specific nechanisns.

Dealing with Large Encapsul at ed Packet s

Thi s section proposes two nechani snms to deal with packets that exceed
the Path MU (PMIU) between the | TR and ETR

It is left to the inplenentor to decide if the stateless or statefu
mechani sm SHOULD be i npl enented. Both or neither can be used, since
it is alocal decision in the ITR regarding howto deal with MU

i ssues, and sites can interoperate with differing nmechani sns.

Both statel ess and stateful nechanisns also apply to Re-encapsul ating
and Recursive Tunneling, so any actions belowreferring to an I TR
al so apply to a TE-ITR

.1. A Stateless Solution to MU Handling

An | TR statel ess solution to handle MIU i ssues is described as
f ol | ows:

1. Define Hto be the size, in octets, of the outer header an ITR
prepends to a packet. This includes the UDP and LI SP header
| engt hs.

2. Define L to be the size, in octets, of the maxi num sized packet
an | TR can send to an ETR without the need for the ITR or any
intermedi ate routers to fragnent the packet. The network
adm nistrator of the LISP deploynent has to deternine what the
suitable value of L is, so as to nake sure that no MIU i ssues
ari se.



3. Define an architectural constant S for the maxi mum si ze of a
packet, in octets, an | TR MJST receive fromthe source so the
effective MIU can be net. That is, L = S + H.

When an | TR receives a packet froma site-facing interface and adds H
octets worth of encapsulation to yield a packet size greater than L
octets (meaning the received packet size was greater than S octets
fromthe source), it resolves the MIU issue by first splitting the
original packet into 2 equal-sized fragnments. A LISP header is then
prepended to each fragnent. The size of the encapsul ated fragnents
is then (S/2 + H, which is less than the ITR s estimte of the PMIU
between the ITR and its correspondent ETR

When an ETR receives encapsul ated fragnents, it treats themas two
i ndi vidual |y encapsul ated packets. It strips the LISP headers and
then forwards each fragment to the destination host of the
destination site. The two fragnments are reassenbled at the
destination host into the single I P datagramthat was origi nated by
the source host. Note that reassenbly can happen at the ETRif the
encapsul at ed packet was fragmented at or after the ITR

Thi s behavi or MUST be inplenented by the I TR only when the source
host originates a packet with the "DF field of the |IP header set to
0. Wen the "DF field of the IP header is set to 1 or the packet is
an | Pv6 packet originated by the source host, the ITRwll drop the
packet when the size (adding in the size of the encapsul ati on header)
is greater than L and send an | CMPv4 Unreachable / Fragnmentation
Needed or | CWPv6 Packet Too Big (PTB) nessage to the source with a
value of S, where Sis (L - H).

When t he outer-header encapsul ati on uses an | Pv4 header, an

i mpl ementation SHOULD set the DF bit to 1 so ETR fragment reassenbly
can be avoided. An inplenentation MAY set the DF bit in such headers
to Oif it has good reason to believe there are unresol vabl e PMIU

i ssues between the sending | TR and the receiving ETR

It is RECOWENDED that L be defined as 1500. Additional information
about in-network MIU and fragnentation i ssues can be found in
[ RFC4459] .

.2. A Stateful Solution to MU Handli ng

An | TR stateful solution to handle MIU i ssues is described as
fol |l ows:

1. The ITRw Il keep state of the effective MU for each Locator per
Map- Cache entry. The effective MIU is what the core network can
deliver along the path between the I TR and ETR

2. Wen an | Pv4-encapsul ated packet with the DF bit set to 1 exceeds
what the core network can deliver, one of the internediate
routers on the path will send an | CMPv4 Unreachabl e /
Fragrment ati on Needed nessage to the ITR The ITR will parse the
| CMP nessage to determ ne which Locator is affected by the
ef fecti ve MIU change and then record the new effective MIU val ue
in the Map-Cache entry.

3. Wien a packet is received by the TR froma source inside of the
site and the size of the packet is greater than the effective MU
stored with the Map-Cache entry associated with the destination
ElI D the packet is for, the ITRwll send an | CMPv4 Unreachable /
Fragnment ati on Needed nessage back to the source. The packet size
advertised by the ITRin the |CVMP nessage is the effective MU
m nus the LI SP encapsul ation | ength.

Even though this mechanismis stateful, it has advantages over the



statel ess I P fragnentati on nechani sm by not involving the
destination host with reassenbly of I TR fragnmented packets.

Pl ease note that using | CWP packets for PMIU di scovery, as described
in [RFC1191] and [ RFC8201], can result in suboptimal behavior in the
presence of | CWMP packet |osses or off-path attackers that spoof |ICW
Possible mtigations include I TRs and ETRs cooperating on MIU probe
packets [ RFC4821] [RFC8899] or I TRs storing the beginning of |arge
packets to verify that they natch the echoed packet in an | CWP
Fragrment ati on Needed / PTB nessage

Using Virtualization and Segnentation with LI SP

There are several cases where segregation is needed at the EID | evel
For instance, this is the case for deploynents containing overl apping
addresses, traffic isolation policies, or nmulti-tenant

virtualization. For these and other scenari os where segregation is
needed, Instance |IDs are used.

An Instance ID can be carried in a LISP-encapsul ated packet. An ITR
that prepends a LISP header will copy a 24-bit value used by the LISP
router to uniquely identify the address space. The value is copied
to the "Instance ID field of the LISP header, and the I-bit is set
to 1.

When an ETR decapsul ates a packet, the Instance ID fromthe LISP
header is used as a table identifier to |locate the forwardi ng table
to use for the inner destination ElD | ookup.

For exanple, an 802.1Q VLAN tag or VPN identifier could be used as a
24-bit Instance ID. See [LISP-VPN] for details regarding LISP VPN
use cases. Please note that the Instance IDis not protected; an on-
pat h attacker can nodify the tags and, for instance, allow
conmmuni cati ons between logically isolated VLANs.

Participants within a LI SP depl oyment nust agree on the meani ng of
Instance I D values. The source and destination ElDs MJST belong to
the same Instance |D.

The I nstance | D SHOULD NOT be used with overlapping | Pv6 EID
addr esses.

Routi ng Locator Sel ection

The Map- Cache contains the state used by I TRs and PITRs to
encapsul ate packets. When an ITR/ PITR receives a packet frominside
the LISP site to a destination outside of the site, a |ongest-prefix
mat ch | ookup of the EID is done to the Map-Cache (see Section 6).
The | ookup returns a single Locator-Set containing a |ist of RLOCs
corresponding to the EID s topol ogical location. Each RLOC in the
Locator-Set is associated with a Priority and Weight; this
information is used to select the RLOC to encapsul ate.

The RLOC with the lowest Priority is selected. An RLOC with Priority
255 neans that it MJUST NOT be used for forwarding. Wen nultiple
RLOCs have the sanme Priority, then the Wight states how to | oad-

bal ance traffic anong them The val ue of the Wight represents the
relative weight of the total packets that nmatch the mapping entry.

The following are different scenarios for choosing RLOCs and the
controls that are avail abl e:

* The server-side returns one RLOC. The client-side can only use
one RLOC. The server-side has conplete control of the selection

* The server-side returns a list of RLOCs where a subset of the |ist



10.

has the sane best Priority. The client can only use the subset
list according to the weighting assigned by the server-side. In
this case, the server-side controls both the subset |ist and | oad
splitting across its nmenmbers. The client-side can use RLCCs
outside of the subset list if it determ nes that the subset |ist

i s unreachable (unless RLOCs are set to a Priority of 255). Some
sharing of control exists: the server-side determ nes the
destination RLOC list and load distribution while the client-side
has the option of using alternatives to this list if RLOCs in the
I'ist are unreachabl e.

* The server-side sets a Wight of zero for the RLOC subset |ist.
In this case, the client-side can choose how the traffic load is
spread across the subset list. See Section 12 for details on
| oad-sharing nmechani sns. Control is shared by the server-side
determining the list and the client-side determnning | oad
distribution. Again, the client can use alternative RLOCs if the
server-provided list of RLOCs is unreachable.

* Either side (nore likely the server-side ETR) decides to "gl ean”
the RLOCs. For exanple, if the server-side ETR gl eans RLOCs, then
the client-side | TR gives the server-side ETR responsibility for
bidirecti onal RLOC reachability and preferability. Server-side
ETR gl eaning of the client-side I TR RLOC i s done by caching the
i nner - header source EID and t he outer-header source RLOC of
recei ved packets. The client-side TR controls howtraffic is
returned and can, as an alternative, use an outer-header source
RLCC, which then can be added to the list the server-side ETR uses
to return traffic. Since no Priority or Weights are provided
using this method, the server-side ETR MJST assune that each
client-side | TR RLOC uses the sane best Priority with a Wight of
zero. In addition, since EID Prefix encoding cannot be conveyed
in data packets, the EIDto-RLOC Map-Cache on Tunnel Routers can
grow very large. d eaning has several inportant considerations.
A "gl eaned" Map-Cache entry is only stored and used for a
RECOMVENDED peri od of 3 seconds, pending verification.
Verification MIST be perfornmed by sending a Map- Request to the
source EID (the inner-header |P source address) of the received
encapsul ated packet. A reply to this "verifying Map-Request"” is
used to fully popul ate the Map-Cache entry for the "gleaned" EID
and is stored and used for the tinme indicated in the 'Tine to
Live’ field of a received Map-Reply. When a verified Map-Cache
entry is stored, data gl eaning no | onger occurs for subsequent
packets that have a source EID that natches the EID-Prefix of the
verified entry. This "gleaning" nmechani sm MJUST NOT be used over
the public Internet and SHOULD only be used in trusted and cl osed
depl oynents. Refer to Section 16 for security issues regarding
thi s mechani sm

RLOCs that appear in ElIDto-RLOC Map- Reply nessages are assuned to be
reachabl e when the R-bit [ RFC9301] for the Locator record is set to
1. Wien the Rbit is set to 0, an I TR or PITR MUST NOT encapsul ate
to the RLOC. Neither the information contained in a Map-Reply nor
that stored in the mappi ng dat abase system provi des reachability
information for RLOCs. Note that reachability is not part of the
Mappi ng System and i s determ ned using one or nore of the RLOC
reachability algorithns described in the next section

Routing Locator Reachability
Several data plane nmechani snms for determning RLOC reachability are
currently defined. Please note that additional reachability
mechani sns based on the control plane are defined in [ RFC9301].

1. An ETR MAY exanine the Locator-Status-Bits in the LISP header of
an encapsul ated data packet received froman ITR If the ETRis



al so acting as an I TR and has traffic to return to the original
ITR site, it can use this status information to help select an
RLCC.

2. Wen an ETR receives an encapsul ated packet froman ITR, the
source RLOC fromthe outer header of the packet is likely to be
reachable. Please note that in some scenarios the RLOC fromthe
out er header can be a spoofable field.

3. An ITRETR pair can use the Echo-Noncing Locator reachability
al gorithms described in this section.

When determ ni ng Locator up/down reachability by exam ning the
Locator-Status-Bits fromthe LI SP-encapsul ated data packet, an ETR
will receive an up-to-date status from an encapsul ating | TR about
reachability for all ETRs at the site. CE-based |ITRs at the source
site can determ ne reachability relative to each other using the site
I GP as foll ows:

* Under normal circunstances, each TR will advertise a default
route into the site | GP.

* |f an ITRfails or if the upstreamlink to its Provider Edge
fails, its default route will either tine out or be w thdrawn.

Each I TR can thus observe the presence or lack of a default route
originated by the others to determ ne the Locator-Status-Bits it sets
for them

When | TRs at the site are not deployed in CE routers, the I GP can
still be used to determ ne the reachability of Locators, provided
they are injected into the IGP. This is typically done when a /32
address is configured on a | oopback interface.

RLOCs listed in a Map-Reply are nunbered with ordinals 0 to n-1. The
Locator-Status-Bits in a LI SP-encapsul ated packet are nunbered fromO
to n-1 starting with the least significant bit. For exanple, if an
RLOC |isted in the 3rd position of the Map-Reply goes down (ordinal
value 2), then all ITRs at the site will clear the 3rd | east
significant bit (xxxx xOxx) of the ’'Locator-Status-Bits field for
the packets they encapsul ate.

VWhen an XTR decides to use Locator-Status-Bits to affect reachability
information, it acts as follows: ETRs decapsul ating a packet will
check for any change in the 'Locator-Status-Bits’ field. Wen a bit
goes from1l to 0, the ETR, if also acting as an I TR, will refrain
from encapsul ati ng packets to an RLOC that is indicated as down. It
will only resune using that RLOC if the correspondi ng Locator- Stat us-
Bit returns to a value of 1. Locator-Status-Bits are associated with
a Locator-Set per EID Prefix. Therefore, when a Locator becones
unreachabl e, the Locator-Status-Bit that corresponds to that
Locator’s position in the list returned by the | ast Map-Reply will be
set to zero for that particular ElD Prefix.

Locator-Status-Bits MJST NOT be used over the public Internet and
SHOULD only be used in trusted and cl osed depl oynents. In addition,
Locator-Status-Bits SHOULD be coupled with Map-Versioni ng [ RFC9302]
to prevent race conditions where Locator-Status-Bits are interpreted
as referring to different RLOCs than intended. Refer to Section 16
for security issues regarding this mechani sm

If an I TR encapsul ates a packet to an ETR and the packet is received
and decapsul ated by the ETR, it is inplied, but not confirmed by the
ITR, that the ETR s RLOC is reachable. |n nost cases, the ETR can
al so reach the I TR but cannot assunme this to be true, due to the
possibility of path asymretry. |In the presence of unidirectional
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traffic flowfroman ITRto an ETR, the | TR SHOULD NOT use the | ack
of return traffic as an indication that the ETR i s unreachabl e.
Instead, it MJST use an alternate nechani smto determ ne
reachability.

The security considerations of Section 16 related to data pl ane
reachability apply to the data plane RLOC reachability mechani snms
described in this section.

1. Echo-Nonce Al gorithm

When data flows bidirectionally between Locators fromdifferent
sites, a data plane nmechani smcalled "nonce echoing"” can be used to
determ ne reachability between an I TR and ETR.  Wen an I TR wants to
solicit a nonce echo, it sets the N and E-bits and places a 24-bit
nonce [ RFC4086] in the LISP header of the next encapsul ated data
packet .

When this packet is received by the ETR, the encapsul ated packet is
forwarded as normal. Wen the ETRis an XTR (co-located as an I TR)
it then sends a data packet to the ITR (when it is an XTR co-1|ocated
as an ETR) and includes the nonce received earlier with the N-bit set
and E-bit cleared. The |ITR sees this "echoed nonce" and knows that
the path to and fromthe ETR is up.

The 1TRwill set the E-bit and N-bit for every packet it sends while
in the Echo- Nonce-request state. The tinme the I TR waits to process
the echoed nonce before it deternines that the path is unreachable is
variable and is a choice left for the inplenmentation

If the ITRis receiving packets fromthe ETR but does not see the
nonce echoed while being in the Echo-Nonce-request state, then the
path to the ETR is unreachable. This decision MAY be overridden by
other Locator reachability algorithns. Once the |ITR determ nes that
the path to the ETRis down, it can switch to another Locator for
that EID- Prefix.

Note that "ITR' and "ETR' are relative terns here. Both devices MJST
be inplenmenting both I TR and ETR functionality for the Echo-Nonce
mechani smto operate.

The I TR and ETR MAY both go into the Echo-Nonce-request state at the
same time. The nunber of packets sent or the tine during which Echo-
Nonce request packets are sent is an inplenentation-specific setting.
In this case, an xTR receiving the Echo-Nonce request packets will
suspend the Echo-Nonce state and set up an ' Echo- Nonce-request-state
timer. After the ' Echo-Nonce-request-state’ tinmer expires, it wll
resune the Echo-Nonce state.

Thi s nmechani sm does not conpletely solve the forward path
reachability problem as traffic nay be unidirectional. That is, the
ETR receiving traffic at a site MAY not be the sane device as an I TR
that transmits traffic fromthat site, or the site-to-site traffic is
unidirectional so there is no ITRreturning traffic.

The Echo-Nonce algorithmis bilateral. That is, if one side sets the
E-bit and the other side is not enabled for Echo-Noncing, then the
echoi ng of the nonce does not occur and the requesting side may
erroneously consider the Locator unreachable. An |ITR SHOULD set the
E-bit in an encapsul ated data packet when it knows the ETR is enabl ed
for Echo-Noncing. This is conveyed by the E-bit in the Map-Reply
message.

Many i npl ementations default to not advertising that they are Echo-
Nonce capabl e in Map-Reply nmessages, and so RLOC- Probing tends to be
used for RLOC reachability.
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The Echo- Nonce mechani sm MUST NOT be used over the public Internet
and MUST only be used in trusted and cl osed depl oynents. Refer to
Section 16 for security issues regarding this nechanism

El D Reachability within a LISP Site

A site MAY be nmultihoned using two or nore ETRs. The hosts and
infrastructure within a site will be addressed using one or nore ElD
Prefixes that are nmapped to the RLOCs of the relevant ETRs in the
Mappi hg System One possible failure node is for an ETR to | ose
reachability to one or nore of the EID-Prefixes within its own site
VWhen this occurs when the ETR sends Map-Replies, it can clear the
R-bit associated with its own Locator. And when the ETR is also an
ITR, it can clear its Locator-Status-Bit in the encapsul ati on data
header .

It is recognized that there are no sinple solutions to the site
partitioning probl em because it is hard to know which part of the
EID-Prefix range is partitioned and which Locators can reach any sub-
ranges of the EID-Prefixes. Note that this is not a new problem

i ntroduced by the LISP architecture. At the time of this witing,
this problemexists when a nultihomed site uses BGP to advertise its
reachability upstream

Rout i ng Locator Hashing

When an ETR provides an EID-to-RLOC mapping in a Map- Reply nessage
that is stored in the Map-Cache of a requesting | TR the Locator- Set
for the EID-Prefix MAY contain different Priority and Wi ght val ues
for each Routing Locator Address. Wen nore than one best Priority
Locator exists, the | TR can decide how to | oad-share traffic against
the correspondi ng Locat ors.

The foll owi ng hash al gorithm MAY be used by an I TR to select a
Locator for a packet destined to an EID for the EID-to-RLOC nappi ng:

1. Either a source and destination address hash or the comonly used
5-tupl e hash can be used. The comonly used 5-tupl e hash
i ncludes the source and destination addresses; source and
destination TCP, UDP, or Stream Control Transm ssion Protoco
(SCTP) port numbers; and the |IP protocol nunber field or |1Pv6
next - protocol fields of a packet that a host originates from
within a LISP site. Wen a packet is not a TCP, UDP, or SCTP
packet, the source and destination addresses only fromthe header
are used to conpute the hash.

2. Take the hash value and divide it by the nunmber of Locators
stored in the Locator-Set for the EIDto-RLOC mappi ng.

3. The remminder will yield a value of 0 to "nunber of Locators
mnus 1". Use the remainder to select the Locator in the
Locat or - Set .

The specific hash algorithmthe |ITR uses for |oad-sharing is out of
scope for this docunent and does not prevent interoperability.

The source port SHOULD be the sane for all packets belonging to the
sane flow. Al so note that when a packet is LISP encapsul ated, the
source port nunber in the outer UDP header needs to be set.

Sel ecting a hashed value allows core routers that are attached to

Li nk Aggregation Groups (LAGs) to load-split the encapsul ated packets
across menber |inks of such LAGs. Oherw se, core routers would see
a single flow, since packets have a source address of the ITR, for
packets that are originated by different EIDs at the source site. A
suggested setting for the source port nunber conputed by an ITRis a
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5-tupl e hash function on the inner header, as described above. The
source port SHOULD be the same for all packets belonging to the sane
flow.

Many core router inplenmentations use a 5-tuple hash to decide how to
bal ance packet |oad across nmenmbers of a LAG The 5-tuple hash

i ncludes the source and destination addresses of the packet and the
source and destination ports when the protocol nunber in the packet
is TCP or UDP. For this reason, UDP encoding is used for LISP
encapsulation. In this scenario, when the outer header is |IPv6, the
flow | abel MAY al so be set following the procedures specified in

[ RFC6438]. \When the inner header is IPv6 and the flow | abel is not
zero, it MAY be used to conmpute the hash

Changi ng the Contents of ElID-to-RLOC Mappi ngs

Since the LISP architecture uses a caching schene to retrieve and
store EID-to-RLOC mappings, the only way an | TR can get a nore up-to-
date mapping is to re-request the mapping. However, the ITRs do not
know when t he mappi ngs change, and the ETRs do not keep track of
which I TRs requested their mappings. For scalability reasons, it is
desirable to nmaintain this approach, but inplementors need to provide
a way for ETRs to change their mappings and informthe sites that are
currently comruni cating with the ETR site using such nmappi ngs.

This section defines two data plane nmechani sm for updating ElDto-
RLOC nmappings. Additionally, the Solicit-Mp-Request (SMR) control
pl ane updating nechanismis specified in [ RFC9301].

1. Locator-Status-Bits

Locator-Status-Bits (LSBs) can also be used to keep track of the
Locator status (up or down) when ElI D-to- RLOC mappi ngs are changi ng.
When LSBs are used in a LISP deploynment, all LISP Tunnel Routers MJUST
i mpl ement both I TR and ETR capabilities (therefore, all Tunne

Routers are effectively xTRs). 1In this section, the term "source
XTR" is used to refer to the xXTR setting the LSB and "destination
XTR'" is used to refer to the xTRreceiving the LSB. The procedure is
as foll ows:

1. Wen a Locator record is added or renoved fromthe Locator-Set,
the source xTR will signal this by sending an SMR control plane
message [ RFCO9301] to the destination xTR. At this point, the
source XTR MJUST NOT use the LSB field, when the L-bit is 0, since
the destination XxTR site has outdated information. The source
XTR will set up a 'use-LSB tiner.

2. As defined in [RFC9301], upon reception of the SMR nessage, the
destination xXTR will retrieve the updated ElI D-to- RLOC mappi ngs by
sendi ng a Map- Request.

3. Wen the 'use-LSB tiner expires, the source XTR can use the LSB
again with the destination xTR to signal the Locator status (up
or down). The specific value for the 'use-LSB timer depends on
the LI SP depl oynent; the 'use-LSB tiner needs to be | arge enough
for the destination xTRto retrieve the updated El D-to-RLCC
mappi ngs. A RECOWMMENDED val ue for the 'use-LSB tiner is 5
m nut es.

2. Dat abase Map- Versioning

When there is unidirectional packet flow between an | TR and ETR, and
the EID-to-RLOC nmappi hgs change on the ETR, it needs to informthe

I TR so encapsulation to a renoved Locator can stop and can instead be
started to a new Locator in the Locator- Set.
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An ETR can send Map- Reply nessages carrying a Map-Versi on Number

[ RFC9302] in an EID-Record. This is known as the Destination Mp-
Versi on Nurmber. |TRs include the Destination Map-Version Nunber in
packets they encapsulate to the site.

An I TR, when it encapsul ates packets to ETRs, can convey its own Map-
Version Number. This is known as the Source Map-Version Number.

When presented in ElID-Records of Map-Regi ster nessages [ RFC9301], a
Map- Ver si on Nunber is a good way for the Map-Server [RFC9301] to
assure that all ETRs for a site registering to it are synchronized
according to the Map-Version Number.

See [ RFC9302] for a nore detailed analysis and description of
Dat abase Map- Ver si oni ng.

Mul ti cast Consi derations

A mul ticast group address, as defined in the original I|Internet
architecture, is an identifier of a grouping of topologically

i ndependent receiver host |ocations. The address encoding itself
does not determ ne the | ocation of the receiver(s). The multicast
routing protocol and the network-based state the protocol creates
determ ne where the receivers are |ocated

In the context of LISP, a nulticast group address is both an EID and
an RLOC. Therefore, no specific senmantic or action needs to be taken
for a destination address, as it would appear in an |P header
Therefore, a group address that appears in an inner |P header built
by a source host will be used as the destination EID. The outer IP
header (the destination RLOC address), prepended by a LISP router,
can use the sane group address as the destination RLOC, use a

mul ticast or unicast RLOC obtained froma Mapping System | ookup, or
use other neans to deternine the group address mapping.

Wth respect to the source RLOC address, the I TR prepends its own IP
address as the source address of the outer I|IP header, just like it
woul d if the destination EID was a unicast address. This source RLCC
address, |ike any other RLOC address, MJST be routable on the

under| ay.

There are two approaches for LISP-Milticast [RFC6831]: one that uses
native nulticast routing in the underlay with no support fromthe
Mappi ng System and another that uses only unicast routing in the
underlay with support fromthe Mapping System See [ RFC6831] and

[ RFC8378], respectively, for details. Details for LISP-Milticast and
interworking with non-LISP sites are described in [RFC6831] and

[ RFC6832], respectively.

Rout er Performance Consi derati ons

LI SP is designed to be very "hardware based and forwarding friendly".
A few inpl enentation techni ques can be used to increnmentally
i mpl ement LI SP

* \When a tunnel -encapsul ated packet is received by an ETR, the outer
destination address may not be the address of the router. This
makes it challenging for the control plane to get packets fromthe
hardware. This may be mitigated by creating special Forwarding
Informati on Base (FIB) entries for the EID Prefixes of ElDs served
by the ETR (those for which the router provides an RLCC
translation). These FIB entries are marked with a flag indicating
that control plane processing SHOULD be perforned. The forwarding
|l ogic of testing for particular |IP protocol number values is not
necessary. There are a few proven cases where no changes to
exi sting depl oyed hardware were needed to support the LISP data
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pl ane.

* On an | TR, prepending a new | P header consists of adding nore
octets to a Message Authentication Code (MAC) rewite string and
prepending the string as part of the outgoing encapsul ation
procedure. Routers that support Generic Routing Encapsul ation
(GRE) tunneling [RFC2784] or 6to4 tunneling [ RFC3056] may al ready
support this action.

* A packet’s source address or the interface on which the packet was
received can be used to select Virtual Routing and Forwarding
(VRF). The VRF systems routing table can be used to find ElID-to-
RLOC nmappi ngs.

For performance issues related to Map- Cache nanagenent, see
Section 16.

Security Considerations

In what follows, we highlight security considerations that apply when
LI SP i s depl oyed in environnents such as those specified in
Section 1. 1.

The optional gl eaning nechanismis offered to directly obtain a
mappi ng fromthe LI SP-encapsul ated packets. Specifically, an xTR can
| earn the ElI D-to-RLOC mappi ng by inspecting the source RLOC and
source EID of an encapsul ated packet and insert this new mapping into
its Map-Cache. An off-path attacker can spoof the source EID address
to divert the traffic sent to the victims spoofed EID. |If the
attacker spoofs the source RLOC, it can nount a DoS attack by
redirecting traffic to the spoofed victims RLOC, potentially
overloading it.

The LI SP data pl ane defines several mechanisns to nonitor RLOC data
pl ane reachability; in this context, Locator-Status-Bits, nonce-
present bits, and Echo-Nonce bits of the LISP encapsul ati on header
can be mani pul ated by an attacker to nount a DoS attack. An off-path
attacker able to spoof the RLOC and/or nonce of a victims xTR can
mani pul ate such nmechani sns to declare fal se infornation about the
RLOC s reachability status.

An exanpl e of such attacks is when an off-path attacker can exploit
the Echo- Nonce nechani sm by sending data packets to an ITRwith a
random nonce froman ETR s spoofed RLOC. Note that the attacker only
has a small wi ndow of time within which to guess a valid nonce that
the ITRis requesting to be echoed. The goal is to convince the ITR
that the ETR s RLOC is reachabl e even when it may not be reachabl e.
If the attack is successful, the | TR believes the wong reachability
status of the ETR s RLOC until RLOC- Probing detects the correct
status. This time frane is on the order of tens of seconds. This
specific attack can be mtigated by preventing RLOC spoofing in the
net wor k by depl oyi ng Uni cast Reverse Path Forwardi ng (uRPF) per BCP
84 [RFC8704]. In order to exploit this vulnerability, the off-path
attacker nust al so send Echo-Nonce packets at a high rate. |If the
nonces have never been requested by the ITR, it can protect itself
fromerroneous reachability attacks.

A LI SP-specific uRPF check is al so possible. Wen decapsul ating, an
ETR can check that the source EID and RLOC are valid ElID-to-RLCC
mappi ngs by checki ng the Mappi ng System

Map-Versioning is a data plane nechanismused to signal to a peering
XTR that a local ElIDto-RLOC mappi ng has been updated so that the
peering XTR uses a LISP control plane signaling nessage to retrieve a
fresh mapping. This can be used by an attacker to forge the ' Map-
Version’ field of a LISP-encapsul ated header and force an excessive
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anount of signaling between xTRs that may overload them Further
security considerations on Map-Versioning can be found in [ RFC9302].

Locator-Status-Bits, the Echo-Nonce nechani sm and Mp- Versioni ng
MUST NOT be used over the public Internet and SHOULD only be used in
trusted and cl osed deploynments. |In addition, Locator-Status-Bits
SHOULD be coupl ed with Map-Versioning to prevent race conditions
where Locator-Status-Bits are interpreted as referring to different
RLCCs than i ntended.

LI SP i npl enent ati ons and depl oynents that permit outer header
fragments of |Pv6 LI SP-encapsul ated packets as a means of dealing
with MIU i ssues should al so use inplenentation techniques in ETRs to
prevent this frombeing a DoS attack vector. Limts on the nunber of
fragnments awaiting reassenbly at an ETR, RTR, or PETR, and the rate
of admitting such fragnents, may be used.

Net wor k Management Consi derati ons

Consi derations for network managenent tools exist so the LISP
protocol suite can be operationally nmanaged. These mechani sns can be
found in [RFC7052] and [ RFC6835].

Changes since RFC 6830

For inplenentation considerations, the foll owi ng changes have been
made to this docunent since [ RFC6830] was published:

* |t is no longer nmandated that a maxi mnum nunber of 2 LISP headers
be prepended to a packet. |If there is an application need for
more than 2 LI SP headers, an inplementation can support nore.
However, it is RECOMVENDED that a maxi mum of 2 LISP headers can be
prepended to a packet.

* The 3 reserved flag bits in the LISP header have been all ocated
for [RFC8061]. The loworder 2 bits of the 3-bit field (now naned
the KK-bits) are used as a key identifier. The 1 remaining bit is
still docunented as reserved and unassi gned.

* Data plane gleaning for creating Map-Cache entries has been nmade
optional. Any ITR inplenentations that depend on or assume that
the renote ETR is gl eaning should not do so. This does not create
any interoperability problens, since the control plane Map-Cache
popul ati on procedures are unilateral and are the typical nethod
for popul ati ng the Map- Cache.

* Mst of the changes to this docunent, which reduce its length, are
due to moving the LISP control plane nessagi ng and procedures to
[ RFC9301] .
I ANA Consi derati ons
This section provides guidance to the Internet Assigned Nunmbers
Authority (1 ANA) regarding registration of values related to this
data plane LI SP specification, in accordance with BCP 26 [ RFC8126].

1. LISP UDP Port Nunbers

| ANA has all ocated UDP port nunber 4341 for the LISP data pl ane.

| ANA has updated the description for UDP port 4341 as foll ows:

[ et ety st et -l g pu g pug—pgt i pojfpj——_—_—
| Service Name | Port Number | Transport | Description | Reference

| | | Protocol | | |
[ oo oo ool oo, ool et e
| lisp-data | 4341 | udp | LISP Data | RFC 9300
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