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I ntroduction

Thi s docunent introduces the Locator/|D Separation Protocol (LISP)
architecture [ RFCO300] [RFC9301], its main operational mechanisms,
and its design rationale. Fundanentally, LISP is built followi ng a
wel | -known architectural idea: decoupling the overl oaded semantics of
| P addresses. As pointed out by Noel Chiappa [RFC4984], currently,

| P addresses identify both the topol ogical |ocation of a network
attachnent point as well as the node's identity. However, nodes and
routi ng have fundanmentally different requirenents. On one hand,
routing systems require that addresses be aggregatabl e and have
topol ogi cal meaning; on the other hand, nodes nust be identified

i ndependently of their current |ocation [RFC4984].

LI SP creates two separate nanespaces, Endpoint Identifiers (ElDs) and
Routing Locators (RLOCs). Both are syntactically identical to the
current IPv4 and | Pv6 addresses. However, ElDs are used to uniquely
identify nodes irrespective of their topological |ocation and are
typically routed intra-domain. RLOCs are assigned topologically to
network attachment points and are typically routed inter-donain.

Wth LISP, the edge of the Internet (where the nodes are connected)
and the core (where inter-domain routing occurs) can be logically
separated. LISP-capable routers interconnect the two | ogical spaces.
LI SP al so introduces a database, called the Mapping System to store
and retrieve mappi ngs between identity and | ocation. LISP-capable
routers exchange packets over the Internet core by encapsul ating them
to the appropriate |ocation

In summary:

* RLOCs have neaning only in the underlay network, that is, the
underlying core routing system

* EIDs have neaning only in the overlay network, which is the
encapsul ati on rel ati onshi p between LI SP-capabl e routers.

* The LISP edge naps EIDs to RLOCs.

* Wthin the underlay network, RLOCs have both Locator and
identifier semantics.



* An EIDwithin a LISP site carries both identifier and Locator
semantics to other nodes within that site.

* An EIDwithin a LISP site carries identifier and linited Locator
semantics to nodes at other LISP sites (i.e., enough Locator
information to tell that the EIDis external to the site).

The rel ationship described above is not unique to LISP, and it is
common to other overlay technol ogi es.

The initial notivation in the LISP effort is to be found in the
routing scalability problem[RFC4984], where, if LISP were to be
compl etely deployed, the Internet core is populated with RLOCs while
Traffic Engineering (TE) mechani sns are pushed to the Mapping System
In such a scenario, RLOCs are quasi-static (i.e., |low churn), hence
maki ng the routing system scalable [Quoitin], while EIDs can roam
anywhere with no churn to the underlying global routing system

[ RFC7215] di scusses the inmpact of LISP on the global routing system
during the transition period. However, the separation between

| ocation and identity that LISP offers nmakes it suitable for use in
addi ti onal scenarios, such as TE, multihom ng, and nobility anong

ot hers.

Thi s docunent describes the LISP architecture and its main
operational nmechanisns as well as its design rationale. It is
important to note that this docunment does not specify or conpl enent
LISP. The interested reader should refer to the main LISP
specifications (see [ RFC9300] and [ RFC9301]), as well as the

conmpl enentary docunents (i.e., [RFC6831], [RFC6832], [RFC9302],

[ RFC6835], [RFC6836], and [ RFC7052]) for the protocol specifications
along with the LISP depl oynent guidelines [RFC7215].

Definitions of Terns

Endpoint ldentifier (EID): Addresses used to uniquely identify nodes
irrespective of their topol ogical |ocation. Typically routed
i ntra-domain.

Routing Locator (RLOC): Addresses assigned topologically to network
attachnent points. Typically routed inter-donain.

I ngress Tunnel Router (ITR): A LISP-capable router that encapsul ates
packets froma LISP site towards the core network

Egress Tunnel Router (ETR): A LISP-capable router that decapsul ates
packets fromthe core of the network towards a LISP site.

XTR: A router that inplements both | TR and ETR functionalities.

Map- Request: A LISP signaling nessage used to request an ElD-to-RLCC
mappi ng.

Map- Reply: A LISP signaling nessage sent in response to a Map-
Request that contains a resolved ElD-to-RLOC mappi ng.

Map- Regi ster: A LISP signaling nessage used to register an ElID-to-
RLOC nappi ng.

Map- Notify: A LISP signaling nessage sent in response of a Mp-
Regi ster to acknow edge the correct reception of an ElID-to-RLCC

mappi ng.

Thi s docunent describes the LISP architecture and does not introduce
any new terns. The reader is referred to [ RFC9300], [ RFC9301],

[ RFC6831], [RFC6832], [RFC9302], [RFC6835], [RFC6836], [RFC7052], and
[ RFC7215] for the conplete definition of terns.



3. LISP Architecture

This section presents the LISP architecture. 1t first details the
design principles of LISP, and then it proceeds to describe its main
aspects: data plane, control plane, and internetworking nechani sns.

3.1. Design Principles

The LISP architecture is built on top of four basic design
principl es:

Locator/ldentifier split: Decoupling the overl oaded semantics of
current | P addresses all ows devices to have identity-based
addresses that are separate fromtopol ogi cally neani ngful
addresses. By allowi ng only the topol ogically meaningfu
addresses to be exposed to the Internet core, those topologically
meani ngf ul addresses can be aggregated to support substantial
scaling. Individual devices are assigned identity-based addresses
that are not used for forwarding in the Internet core.

Overlay architecture: This architecture overlays route packets over
the current Internet, allow ng depl oynent of new protocols w thout
changing the current infrastructure; hence, this results in a | ow
depl oynent cost.

Decoupl ed data plane and control plane: Separating the data pl ane
fromthe control plane allows themto scale i ndependently and use
different architectural approaches. This is inportant given that
they typically have different requirenents and allows for other
data planes to be added. Even though the data plane and the
control plane are decoupled, they are not conpletely isolated,
because the LISP data plane nay trigger control plane activity.

Incremental deployability: This principle ensures that the protoco
interoperates with the | egacy Internet while providing sone of the
targeted benefits to early adopters.

3.2. Overview of the Architecture

LI SP architecturally splits the core fromthe edge of the Internet by
creating two separate namespaces: Endpoint Identifiers (El Ds) and
Routing Locators (RLOCs). The edge consists of LISP sites (e.g., an
Aut ononobus Systen) that use EID addresses. EIDs are |IPv4 or |Pv6
addresses that uniquely identify conmunication end hosts and are
assigned and configured by the same nmechani sns that exist at the tine
of this witing. EIDs do not contain inter-domain topol ogica

i nformati on, and because of this, EIDs are usually routable at the
edge (within LISP sites) but not in the core; see Section 3.5 for

di scussion of LISP site internetworking with non-LISP sites and
domains in the Internet.

LI SP sites (at the edge) are connected to the interconnecting core of
the Internet by neans of LISP-capable routers (e.g., border routers).
LI SP sites are connected across the interconnecting core of the

I nternet using tunnels between the LI SP-capable routers. Wen
packets originated froma LISP site are flowi ng towards the core
network, they ingress into an encapsul ated tunnel via an |ngress
Tunnel Router (I TR). When packets flow fromthe core network to a

LI SP site, they egress froman encapsul ated tunnel to an Egress
Tunnel Router (ETR). An xTR is a router that can performboth ITR
and ETR operations. In this context, |ITRs encapsul ate packets, while
ETRs decapsul ate them hence, LISP operates as an overlay on top of
the current Internet core.
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Figure 1: A Schema of the LISP Architecture

Wth LISP, the core uses RLOCs. An RLOCC is an IPv4 or |Pv6 address
assigned to a core-facing network interface of an I TR or ETR

A dat abase that is typically distributed, called the Mapping System
stores mappi ngs between EIDs and RLOCs. Such nmappings relate the
identity of the devices attached to LISP sites (EIDs) to the set of
RLOCs configured at the LISP-capable routers servicing the site.

Furt hernore, the mappings also include TE policies and can be
configured to achieve nultihom ng and | oad bal anci ng. The LI SP

Mappi ng Systemis conceptually simlar to the DNS, where it is

organi zed as a distributed nulti-organizati on network database. Wth
LI SP, ETRs register mappings, while ITRs retrieve them

Finally, the LISP architecture enphasizes increnental deploynent.

G ven that LISP represents an overlay to the current |nternet
architecture, end hosts, as well as intra-domin and inter-domain
routers, remai n unchanged. The only required changes to the existing
infrastructure are to routers connecting the EID space with the RLCC
space. Additionally, LISP requires the deploynment of an independent
Mappi ng Systenm such a distributed database is a new network entity.

The foll owi ng describes a sinplified packet flow sequence between two
nodes that are attached to LISP sites. Please note that typical

LI SP-capabl e routers are xTRs (both ITR and ETR). dient HostA wants
to send a packet to server HostB.
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Fi gure 2: Packet Flow Sequence in LISP



1. HostA retrieves the EID B of HostB, typically querying the DNS
and obtaining an A or AAAA record. Then, it generates an IP
packet as in the Internet. The packet has source address EID A
and destination address ElID B.

2. The packet is forwarded towards TR Ain the LISP site using
standard i ntra-donai n nechani sns.

3. ITR_A upon receiving the packet, queries the Mapping Systemto
retrieve the Locator of ETR B that is servicing HostB' s ElID_B.
In order to do so, it uses a LISP control nessage called Mp-

Request. The message contains EID B as the | ookup key. In turn,
it receives another LISP control nessage called Map-Reply. The
nmessage contains two Locators: RLOC Bl and RLOC B2. It also
contains TE policies: priority and weight per Locator. Note that
a Map-Reply can contain nore Locators if needed. |TR_A can cache
the mapping in local storage to speed up forwardi ng of subsequent
packets.

4. 1TR_A encapsul ates the packet towards RLOC Bl (chosen according
to the priorities/weights specified in the mapping). The packet
contains two | P headers. The outer header has RLOC Al as source
and RLOC Bl as destination. The inner original header has EID A
as source and EID B as destination. Furthernmore, |ITR A adds a
LI SP header. More details about LISP encapsul ation can be found
in Section 3.3.1.

5. The encapsul ated packet is forwarded over the interconnecting
core as a normal |P packet, making the EID invisible fromthe
core.

6. Upon reception of the encapsul ated packet by ETR B, it
decapsul ates the packet and forwards it to HostB.

. 3. Dat a Pl ane

This section provides a high-level description of the LISP data

pl ane, which is specified in detail in [RFCO300]. The LISP data

pl ane is responsible for encapsul ati ng and decapsul ati ng data packets
and caching the appropriate forwarding state. It includes two nain
entities, the ITR and the ETR Both are LI SP-capable routers that
connect the EIDwith the RLOC space (I TR) and vice versa (ETR).

3.3.1. LISP Encapsul ation

I TRs encapsul ate data packets towards ETRs. LISP data packets are
encapsul ated using UDP (port 4341). The source port is usually

sel ected by the TR using a 5-tuple hash of the inner header (so as
to be consistent in case of multipath solutions, such as ECWP

[ RFC2992]) and ignored on reception. LISP data packets are often
encapsul ated in UDP packets that include a zero checksum [ RFC6935]

[ RFC6936] that may not be verified when it is received, because LISP
data packets typically include an inner transport protocol header
with a non-zero checksum The use of UDP zero checksuns over |Pv6
for all tunneling protocols like LISP is subject to the applicability
statenent in [RFC6936]. |If LISP data packets are encapsul ated in UDP
packets with non-zero checksuns, the outer UDP checksuns are verified
when the UDP packets are received, as part of normal UDP processing.

LI SP- encapsul at ed packets al so include a LISP header (after the UDP
header and before the original |IP header). The LISP header is
prepended by I TRs and stripped by ETRs. It carries reachability
information (see nore details in Section 4.2) and the 'Instance |ID
field. The 'Instance ID field is used to distinguish traffic to/
fromdifferent tenant address spaces at the LISP site, and this use



of the Instance ID may use overl apped but |ogically separated EID
addr essi ng.

Overall, LISP works on 4 headers: the inner header the source
constructed and the 3 headers a LI SP encapsul ator prepends ("outer”
to "inner"):

1. CQuter IP header containing RLOCs as source and destination
addresses. This header is originated by | TRs and stripped by
ETRs.

2. UDP header (port 4341), usually with zero checksum This header
is originated by ITRs and stripped by ETRs.

3. LISP header that contains various forwarding-plane features (such
as reachability) and an 'Instance ID field. This header is
originated by ITRs and stripped by ETRs.

4. Inner | P header containing ElIDs as source and destination
addresses. This header is created by the source end host and is
| eft unchanged by the LISP data pl ane processing on the | TR and
ETR

Finally, in some scenarios, re-encapsul ating and/or recursive tunnels
are useful to choose a specified path in the underlay network, for
instance, to avoid congestion or failure. Re-encapsulating tunnels
are consecutive LISP tunnels and occur when a decapsul ator (an ETR
action) renoves a LISP header and then acts as an encapsul ator (an

I TR action) to prepend another one. On the other hand, recursive
tunnel s are nested tunnels and are inplenented by using nultiple LISP
encapsul ati ons on a packet. Such functions are inplenented by Re-
encapsul ati ng Tunnel Routers (RTRs). An RTR can be thought of as a
router that first acts as an ETR by decapsul ati ng packets and then as
an | TR by encapsul ati ng them towards anot her Locator; nore

i nformati on can be found in [ RFC9300] and [ RFC9301].

3.3.2. LISP Forwarding State

In the LISP architecture, |ITRs keep just enough information to route
traffic flowing through them In other words, ITRs only need to
retrieve fromthe LISP Mappi ng System nmappi ngs between ElI D Prefixes
(bl ocks of EIDs) and RLOCs that are used to encapsul ate packets.

Such mappings are stored in a |ocal cache called the LISP Map-Cache
for subsequent packets addressed to the sane EID-Prefix. Note that
in the case of overlapping EID Prefixes, after a request, the | TR may
receive a set of mappings covering the requested EI D Prefix and all
nmore-specific EID-Prefixes (cf., Section 5.5 of [RFC9301]). Mappings
include a Tine to Live (TTL) (set by the ETR). Mre details about
the Map- Cache managenent can be found in Section 4.1

3.4. Control Plane

The LI SP control plane, specified in [ RFC9301], provides a standard
interface to register and request mappings. The LISP Mappi ng System
i s a database that stores such mappings. The follow ng sub-sections
first describe the nappings, then the standard interface to the
Mappi ng System and finally its architecture.

3.4.1. LI SP Mappings

Each mappi ng includes the bindings between EID Prefix(es) and a set
of RLOCs as well as TE policies, in the formof priorities and
weights for the RLOCs. Priorities allowthe ETR to configure active/
backup policies, while weights are used to | oad-balance traffic anong
the RLOCs (on a per-flow basis).



3.

3.

Typi cal mappings in LISP bind EIDs in the formof IP prefixes with a
set of RLOCs, also in the formof |IP addresses. [|Pv4 and |Pv6
addresses are encoded using the appropriate Address Fanmily Identifier
(AFl) [RFC8060]. However, LISP can also support nore general address
encodi ng by neans of the ongoing effort around the LI SP Canoni cal
Address Format (LCAF) [RFC8060].

Wth such a general syntax for address encoding in place, LISP ains
to provide flexibility to current and future applications. For

i nstance, LCAFs coul d support Media Access Control (MAC) addresses,
geocoordi nates, ASCI| nanmes, and application-specific data.

4.2. Mapping SystemlInterface

LI SP defines a standard interface between data and control planes.
The interface is specified in [ RFC9301] and defines two entities:

Map- Server: A network infrastructure component that |earns nappings
from ETRs and publishes theminto the LI SP Mappi ng System
Typically, Map-Servers are not authoritative to reply to queries;
hence, they forward themto the ETR However, they can al so
operate in proxy-node, where the ETRs del egate replying to queries
to Map-Servers. This setup is useful when the ETR has limted
resources (e.g., CPU or power).

Map- Resol ver: A network infrastructure conponent that interfaces
I TRs with the Mapping System by proxying queries and, in sone
cases, responses.

The interface defines four LISP control nessages that are sent as UDP
dat agrams (port 4342):

Map- Regi ster: This nessage is used by ETRs to register mappings in
the Mapping System and it is authenticated using a shared key
bet ween the ETR and the Map- Server.

Map- Noti fy: \Wen requested by the ETR, this message is sent by the
Map- Server in response to a Map-Regi ster to acknow edge the
correct reception of the mapping and convey the | atest Map-Server
state on the EID-to-RLOC napping. In sone cases, a Map-Notify can
be sent to the previous RLOCs when an EID is registered by a new
set of RLOCs.

Map- Request: This nmessage is used by | TRs or Map-Resolvers to
resol ve the mappi ng of a given ElD.

Map- Reply: This message is sent by Map-Servers or ETRs in response
to a Map- Request and contains the resol ved mappi ng. Please note
that a Map-Reply may contain a negative reply if, for exanple, the
queried EID is not part of the LISP EID space. In such cases, the
ITR typically forwards the traffic as is (non-encapsulated) to the
public Internet. This behavior is defined to support increnental
depl oynent of LI SP.

4.3. Mapping System

LI SP architecturally decoupl es control and data planes by neans of a
standard interface. This interface glues the data plane -- routers
responsi bl e for forwarding data packets -- with the LI SP Mapping
System -- a database responsible for storing mappings.

Wth this separation in place, the data and control planes can use
different architectures if needed and scal e i ndependently.

Typically, the data plane is optinized to route packets according to
hi erarchical | P addresses. However, the control plane nay have
different requirenents, for instance, and by taking advantage of the



LCAFs, the Mapping System nmay be used to store nonhierarchical keys
(such as MAC addresses), requiring different architectural approaches
for scalability. Another inportant difference between the LISP
control and data planes is that, and as a result of the |ocal mapping
cache available at the ITR the Mappi ng System does not need to
operate at line-rate.

Many of the existing nmechanisns to create distributed systens have
been expl ored and considered for the Mapping System architecture:

gr aph- based databases in the formof LISP Alternative Logical

Topol ogy (LISP-ALT) [RFC6836], hierarchical databases in the form of
the LI SP Del egat ed Dat abase Tree (LI SP-DDT) [RFC8111], nonolithic
dat abases in the formof the LISP Not-so-novel ElIDto-RLOC Database
(LI SP-NERD) [ RFC6837], flat databases in the formof the LISP

Di stributed Hash Table (LISP-DHT) [LISP-SHDHT] [ Mathy], and a

mul ti cast - based dat abase [LISP-EMACS]. Furthernore, it is worth
noting that, in some scenarios, such as private depl oynents, the
Mappi ng System can operate as logically centralized. In such cases,

it is typically conmposed of a single Map-Server/Mp- Resol ver.

The foll owi ng sub-sections focus on the two Mappi ng Systens that have
been i npl enented and depl oyed (LI SP-ALT and LI SP-DDT).

3.4.3.1. LISP-ALT

LI SP- ALT [ RFC6836] was the first Mapping System proposed, devel oped,
and depl oyed on the LISP pilot network. It is based on a distributed
BGP overlay in which Map-Servers and Map- Resol vers participate. The
nodes connect to their peers through static tunnels. Each Map- Server
involved in the ALT topol ogy advertises the EID Prefixes registered
by the serviced ETRs, making the EID routable on the ALT topol ogy.

When an | TR needs a mapping, it sends a Map- Request to a Map- Resol ver
that, using the ALT topol ogy, forwards the Map- Request towards the
Map- Server responsible for the nmapping. Upon reception, the Mp-
Server forwards the request to the ETR, which in turn replies
directly to the ITR

3.4.3.2. LISP-DDT

LI SP-DDT [ RFC8111] is conceptually sinmilar to the DNS, a hierarchical
directory whose internal structure mirrors the hierarchical nature of
the EID address space. The DDT hierarchy is conposed of DDT nodes
formng a tree structure; the leafs of the tree are Map-Servers. On
top of the structure, there is the DDT root node, which is a

particul ar instance of a DDT node, that matches the entire address
space. As in the case of DNS, DDT supports multiple redundant DDT
nodes and/or DDT roots. Finally, Map-Resolvers are the clients of
the DDT hierarchy and can query the DDT root and/or other DDT nodes.
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Figure 3: A Schematic Representation of the DDT Tree Structure

Pl ease note that the prefixes and the structure depicted in the
figure above should only be considered as an exanpl e.

The DDT structure does not actually index EID Prefixes; rather, it

i ndexes Extended EID Prefixes (XEID-Prefixes). An XEID-Prefix is
just the concatenation of the following fields (fromnost significant
bit to less significant bits): Database-ID, Instance |ID, Address

Fam |y ldentifier, and the actual EID Prefix. The Database-IDis
provi ded for possible future requirenents of higher levels in the

hi erarchy and to enable the creation of nultiple and separate

dat abase trees

In order to resolve a query, LISP-DDT operates in a simlar way to
the DNS but only supports iterative |ookups. DDT clients (usually
Map- Resol vers) generate Map-Requests to the DDT root node. In
response, they receive a newy introduced LISP control nessage: a
Map- Referral. A Map-Referral provides the list of RLOCs of the set
of DDT nodes matching a configured XEID del egation. That is, the
informati on contained in the Map-Referral points to the child of the
queried DDT node that has nore specific information about the queried
XEID-Prefix. This process is repeated until the DDT client wal ks the
tree structure (downwards) and di scovers the Map-Server servicing the
queried XEID. At this point, the client sends a Map- Request and
receives a Map-Reply containing the mappings. It is inportant to
note that DDT clients can al so cache the information contained in
Map- Referrals; that is, they cache the DDT structure. This is used
to reduce the tine required to retrieve mappi ngs [ Jakab].

The DDT Mapping Systemrelies on manual configuration. That is, Map-
Resol vers are configured with the set of avail able DDT root nodes,
whi | e DDT nodes are configured with the appropriate XEl D del egati ons.
Configuration changes in the DDT nodes are only required when the
tree structure changes itself, but it doesn't depend on EID dynanics
(RLCC al l ocation or TE policy changes).

.5.  Internetworking Mechani sns

ElIDs are typically identical to either IPv4 or |Pv6 addresses, and
they are stored in the LI SP Mapping System However, they are
usual Iy not announced in the routing system beyond the | ocal LISP
domain. As a result, LISP requires an internetworking mechanismto
allow LI SP sites to speak with non-LISP sites and vice versa. LISP
i nt ernet wor ki ng mechani sns are specified in [ RFC6832].

LI SP defines two entities to provide internetworking:

Proxy I ngress Tunnel Router (PITR): PITRs provide connectivity from
the legacy Internet to LISP sites. PITRs announce in the gl oba
routing system bl ocks of EI D Prefixes (aggregati ng when possi bl e)
to attract traffic. For each incom ng packet froma source not in
a LISP site (a non-EID), the PITR LI SP-encapsul ates it towards the
RLOC(s) of the appropriate LISP site. The inpact of PITRs on the
routing table size of the Default-Free Zone (DFZ) is, in the worst
case, sinmilar to the case in which LISP is not deployed. EID
Prefixes will be aggregated as nuch as possible, both by the PITR
and by the global routing system

Proxy Egress Tunnel Router (PETR): PETRs provide connectivity from
LISP sites to the |legacy Internet. In sone scenarios, LISP sites
may be unable to send encapsul ated packets with a local EID
address as a source to the |legacy Internet, for instance, when
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Uni cast Reverse Path Forwarding (uRPF) is used by Provider Edge
routers or when an internedi ate network between a LISP site and a
non-LI SP site does not support the desired version of IP (IPv4d or
I Pv6). In both cases, the PETR overcones such limtations by
encapsul ati ng packets over the network. There is no specified
provision for the distribution of PETR RLOC addresses to the | TRs.

Additionally, LISP also defines nechanisns to operate with private

El Ds [ RFC1918] by neans of LISP-NAT [ RFC6832]. |In this case, the xTR
replaces a private EID source address with a routable one. At the
time of this witing, work is ongoing to define NAT-traversal
capabilities, that is, xTRs behind a NAT using non-routabl e RLOCs.

Pl TRs, PETRs, and LI SP-NAT enabl e i ncrenental deploynent of LISP by

providing significant flexibility in the placenent of the boundaries
bet ween the LI SP and non-LISP portions of the network and making it

easy to change those boundari es over time.

LI SP Operati onal Mechani sns
This section details the main operational nmechanisns defined in LISP.
1. Cache Managenent

LI SP' s decoupl ed control and data planes, where mappings are stored
in the control plane and used for forwarding in the data plane,
require a local cache in ITRs to reduce signaling overhead (Map-
Request/ Map- Repl y) and increase forwardi ng speed. The |ocal cache
avail able at the I TRs, called Map-Cache, is used by the router to

LI SP-encapsul ate packets. The Map-Cache is indexed by (lnstance ID,
El D-Prefix) and contains basically the set of RLOCs with the
associated TE policies (priorities and wei ghts).

The Map- Cache, as with any other cache, requires cache coherence
mechani snms to maintain up-to-date information. LISP defines three
mai n mechani snms for cache coherence:

Record Tinme To Live (TTL): Each mapping record contains a TTL set by
the ETR  Upon expiration of the TTL, the ITR can't use the
mapping until it is refreshed by sending a new Map- Request.

Solicit-Mp-Request (SMR): SMR is an explicit mechanismto update
mapping information. In particular, a special type of Mp-Request
can be sent on denmand by ETRs to request refreshing a mapping.
Upon reception of an SMR nessage, the | TR nust refresh the
bi ndi ngs by sendi ng a Map- Request to the Mapping System Further
uses of SMRs are docunented in [ RFCO9301].

Map- Versi oning: This optional nechani sm pi ggybacks, in the LISP
header of data packets, the version nunber of the mappings used by
an xTR.  This way, when an xTR receives a LI SP-encapsul at ed packet
froma rembte XTR, it can check whether its own Map-Cache or the
one of the renote xTR is outdated. |If its Map-Cache is outdated,
it sends a Map-Request for the renpte EID so as to obtain the
newest mappings. On the contrary, if it detects that the renpte
XTR Map- Cache is outdated, it sends an SMR to notify it that a new
mapping is available. Further details are available in [ RFC9302].

Finally, it is worth noting that, in sone cases, an entry in the Mp-
Cache can be proactively refreshed using the mechani snms described in
the section bel ow.

2. RLCC Reachability

In nost cases, LISP operates with a pull-based Mappi ng System (e.g.,
DDT). This results in an edge-to-edge pull architecture. |In such a
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scenario, the network state is stored in the control plane while the
data plane pulls it on denmand. This has consequences concerning the
propagati on of XTRs' reachability/liveness information, since pul
architectures require explicit mechanisnms to propagate this
information. As a result, LISP defines a set of mechanisns to inform
I TRs and PI TRs about the reachability of the cached RLOCs:

Locator-Status-Bits (LSBs): Using LSBs is a passive technique. The
"LSB' field is carried by data packets in the LI SP header and can
be set by ETRs to specify which RLOCs of the ETR site are up/down.
This information can be used by the ITRs as a hint about the
reachability to perform additional checks. Also note that LSBs do
not provide path reachability status; they only provide hints
about the status of RLOCs. As such, they nust not be used over
the public Internet and should be coupled with Map-Versioning to
prevent race conditions where LSBs are interpreted as referring to
different RLOCs than intended.

Echo- Nonce: This is also a passive technique that can only operate
effectively when data flows bidirectionally between two
conmuni cating xXTRs. Basically, an | TR piggybacks a random nunber
(called a nonce) in LISP data packets. |[|f the path and the probed
Locator are up, the ETR will piggyback the same random nunber on
the next data packet; if this is not the case, the I TR can set the
Locator as unreachable. When traffic flow is unidirectional or
when the ETR receiving the traffic is not the sane as the | TR t hat
transmts it back, additional mechanisns are required. The Echo-
Nonce mechani sm nust be used in trusted environnents only, not
over the public Internet.

RLOC- Probing: This is an active probing algorithmwhere | TRs send
probes to specific Locators. This effectively probes both the
Locator and the path. |In particular, this is done by sending a
Map- Request (with certain flags activated) on the data plane (RLCC
space) and then waiting for a Map-Reply (al so sent on the data
pl ane). The active nature of RLOC-Probing provides an effective
mechani sm for determning reachability and, in case of failure,
switching to a different Locator. Furthernore, the nechani smal so
provi des useful RTT estinmates of the delay of the path that can be
used by other network al gorithns.

It is worth noting that RLOC- Probi ng and the Echo-Nonce can work
together. Specifically, if a nonce is not echoed, an | TR cannot
determ ne which path direction has failed. 1In this scenario, an I TR
can use RLOC- Probi ng.

Additionally, LISP also recommends inferring the reachability of
Locators by using information provided by the underlay, particularly:

ICVMP signaling: The LISP underlay -- the current Internet -- uses
ICVMP to signal unreachability (anmong other things). LISP can take
advantage of this, and the reception of an | CVP Network
Unreachabl e or | CMP Host Unreachabl e nmessage can be seen as a hint
that a Locator m ght be unreachable. This should lead to
perform ng additional checks.

Underlay routing: Both BGP and | GP carry reachability infornation.
LI SP-capabl e routers that have access to underlay routing
information can use it to deternmine if a given Locator or path is
reachabl e.

ETR Synchroni zati on
Al the ETRs that are authoritative to a particular EI D Prefix nust

announce the same mapping to the requesters. This nmeans that ETRs
must be aware of the status of the RLOCs of the remmining ETRs. This
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is known as ETR synchroni zati on

At the time of this witing, LISP does not specify a mechanismto
achi eve ETR synchroni zation. Although many wel | - known techni ques
could be applied to solve this issue, it is still under research. As
a result, operators must rely on coherent manual configuration.

MIU Handl i ng

Since LI SP encapsul ates packets, it requires dealing with packets
that exceed the MIU of the path between the I TR and the ETR
Specifically, LISP defines two nechani sns:

Stateless: Wth this mechanism the effective MIU is assuned from
the TR s perspective. |If a payload packet is too big for the
effective MIU and can be fragnented, the payl oad packet is
fragmented on the ITR, such that reassenbly is perforned at the
destination host.

Stateful: Wth this mechanism |TRs keep track of the MIU of the
pat hs towards the destination Locators by parsing the | CMP Too Big
packets sent by internediate routers. |ITRs will send I CVMP Too Big
messages to informthe sources about the effective MU
Additionally, ITRs can use nechani snms such as Path MIU Di scovery
(PMIuD) [RFC1191] or Packetization Layer Path MIU Di scovery
(PLPMTUD) [ RFC4821] to keep track of the MIU towards the Locators.

In both cases, if the packet cannot be fragnmented (IPv4 with DF=1 or
I Pv6), then the ITR drops it and replies with an | CMP Too Bi g nessage
to the source

Mbbi ity

The separation between Locators and identifiers in LISP is suitable
for TE purposes where LISP sites can change their attachnent points
to the Internet (i.e., RLOCs) w thout inpacting endpoints or the
Internet core. 1In this context, the border routers operate the xTR
functionality, and endpoints are not aware of the existence of LISP
This functionality is simlar to Network Mobility [ RFC3963].

However, this node of operation does not allow seam ess nobility of
endpoi nts between different LISP sites, as the EID address m ght not
be routable in a visited site. Nevertheless, LISP can be used to
enabl e seam ess IP nobility when LISP is directly inplenmented in the
endpoi nt or when the endpoint roans to an attached xTR  Each
endpoint is then an XTR, and the EID address is the one presented to
the network stack used by applications while the RLOC is the address
gathered fromthe network when it is visited. This functionality is
simlar to Mobile I P ([ RFC5944] and [ RFC6275]).

Whenever a device changes its RLOC, the XxTR updates the RLOC of its

| ocal mapping and registers it to its Map-Server, typically with a
low TTL value (1 nin). To avoid the need for a hone gateway, the ITR
al so indicates the RLOC change to all renote devices that have
ongoi ng comuni cations with the device that noved. The conbination
of both methods ensures the scalability of the system as signaling
is strictly limted to the Map-Server and to hosts with which

conmuni cations are ongoing. |In the nobility case, the EID-Prefix can
be as small as a full /32 or /128 (1 Pv4 or |Pv6, respectively),
dependi ng on the specific use case (e.g., subnet mobility vs. single
VM Mobi | e node nobility).

The decoupl ed identity and |ocation provided by LISP allowit to
operate with other Layer 2 and Layer 3 nobility sol utions.

Mul ti cast
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LI SP al so supports transporting IP multicast packets sent fromthe
El D space. The required operational changes to the nmulticast
protocol s are docunented in [ RFC6831].

In such scenarios, LISP may create multicast state both at the core
and at the sites (both source and receiver). Wen signaling is used
to create nmulticast state at the sites, LISP routers encapsulate PIM
Joi n/ Prune nessages fromreceiver to source sites as uni cast packets.
At the core, ETRs build a new PI M Joi n/ Prune nessage addressed to the
RLOC of the ITR servicing the source. A sinplified sequence is shown
bel ow.

1. An end host willing to join a nmulticast channel sends an | GW
report. Milticast PIMrouters at the LISP site propagate PI M
Joi n/ Prune nessages (S-EID, G towards the ETR

2. The Join message flows to the ETR  Upon reception, the ETR
builds two Join nessages. The first one unicast LI SP-
encapsul ates the original Join nessage towards the RLOC of the
| TR servicing the source. This nessage creates (S-EID, Q
mul ticast state at the source site. The second Join nessage
contains, as a destination address, the RLOC of the | TR servicing
the source (S RLOC, G and creates nulticast state at the core

3. Milticast data packets originated by the source (S-EID, G flow
fromthe source to the ITR The I TR LI SP-encapsul ates the
mul ti cast packets. The outer header includes its own RLOC as the
source (S-RLOC) and the original multicast group address (G as
the destination. Please note that multicast group addresses are
| ogi cal and are not resolved by the Mapping System Then, the
mul ti cast packets are transmitted through the core towards the
recei ving ETRs, which decapsul ate the packets and forward them
using the receiver site’'s nmulticast state.

Pl ease note that the inner and outer mnulticast addresses are
generally different, except in specific cases where the underl ay
provi der inplenments tight control on the overlay. LISP
specifications already support all PIMnodes [ RFC6831].
Additionally, LISP can al so support non-Pl M nechanisns in order to
mai ntain nulticast state.

When mul ticast sources and receivers are active at LISP sites and the
core network between the sites does not provide nulticast support, a
signal -free nmechani smcan be used to create an overlay that wll
allow nulticast traffic to fl ow between sites and connect the

mul ticast trees at the different sites [RFC8378]. Registrations from
the different receiver sites will be nerged in the Mapping Systemto
assenble a nulticast replication list inclusive of all RLOCs that
lead to receivers for a particular nmulticast group or nulticast
channel. The replication list for each specific nulticast entry is
mai nt ai ned as a dat abase mapping entry in the LI SP Mappi ng System

Use Cases
1. Traffic Engineering

A LISP site can strictly inpose via which ETRs the traffic nust enter
the LISP site network even though the path followed to reach the ETR

is not under the control of the LISP site. This fine control is

i mpl emented with the mappings. Wen a renote site is willing to send
traffic to a LISP site, it retrieves the mapping associated with the

destination EID via the Mapping System The mapping is sent directly
by an authoritative ETR of the EID and is not altered by any

i nter medi at e net worKk.

A mappi ng associates a list of RLOCs with an EID-Prefix. Each RLCC



corresponds to an interface of an ETR (or set of ETRs) that is able
to correctly forward packets to EIDs in the prefix. Each RLOCCis
tagged with a priority and a weight in the mapping. The priority is
used to indicate which RLOCs should be preferred for sending packets
(the least preferred ones being provided for backup purposes). The
wei ght permits bal ancing the | oad between the RLOCs with the sane
priority, in proportion to the weight val ue.

As mappings are directly issued by the authoritative ETR of the EID
and are not altered when transnmitted to the renote site, it offers
hi ghly flexible incom ng inter-domain TE and even nakes it possible
for a site to support a different nmapping policy for each renote
site.

7.2. LISP for |IPv6 Co-existence

LI SP encapsul ations allow transporting packets using EIDs froma
given address famly (e.g., I1Pv6) with packets from ot her address
famlies (e.g., IPv4). The absence of correlation between the
address fam lies of RLOCs and ElIDs makes LI SP a candidate to all ow,
e.g., IPv6 to be deployed when all of the core network may not have
| Pv6 enabl ed.

For exanple, two | Pv6-only data centers could be interconnected via
the legacy IPv4 Internet. |If their border routers are LISP capable,
sendi ng packets between the data centers is done w thout any form of
translation, as the original | Pv6 packets (in the EID space) will be
LI SP encapsul ated and transnmitted over the | Pv4d | egacy Internet via
| Pv4 RLCCs.

7.3. LISP for Virtual Private Networks

It is conmon to operate several virtual networks over the sane
physical infrastructure. |In such virtual private networks,
determining to which virtual network a packet belongs is essential;
tags or labels are used for that purpose. Wen using LISP, the
distinction can be made with the 'Instance ID field. Wen an ITR
encapsul ates a packet froma particular virtual network (e.g., known
via Virtual Routing and Forwarding (VRF) or the VLAN, it tags the
encapsul ated packet with the Instance ID corresponding to the virtua
network of the packet. Wen an ETR receives a packet tagged with an
Instance ID, it uses the Instance IDto determne howto treat the
packet .

The main usage of LISP for virtual private networks does not
i ntroduce additional requirenents on the underlying network, as |ong
as it runs IP

7.4. LISP for Virtual Machine Mbility in Data Centers

A way to enable seanl ess virtual machine (VM nobility in the data
center is to conceive the data center backbone as the RLOC space and
t he subnet where servers are hosted as formng the EID space. A LISP
router is placed at the border between the backbone and each subnet.
VWen a VMis noved to another subnet, it can keep (tenporarily) the
address it had before the nove so as to continue without a transport-
| ayer connection reset. Wen an XTR detects a source address
received on a subnet to be an address not assigned to the subnet, it
regi sters the address to the Mapping System

To informthe other LISP routers that the machi ne noved and where,
and then to avoid detours via the initial subnetwork, nmechani sns such
as the Solicit-Mp-Request nessages are used.

8. Security Considerations
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This section describes the security considerations associated with
LI SP.

In a push Mappi ng System the state necessary to forward packets is
| earned i ndependently of the traffic itself. However, with a pul
architecture, the system becones reactive, and data pl ane events
(e.g., the arrival of a packet with an unknown destinati on address)
may trigger control plane events. This on-demand |earning of

mappi ngs provi des many advant ages, as di scussed above, but nay al so
affect the way security is enforced.

Usual ly, the data plane is inplemented in the fast path of routers to
provi de hi gh-performance forwardi ng capabilities, while the contro

pl ane features are inplenented in the slow path to offer high
flexibility, and a performance gap of several orders of nmgnitude can
be observed between the slow and fast paths. As a consequence, the
way to notify the control plane of data plane events nust be
considered carefully so as not to overload the slow path, and rate
limting should be used as specified in [ RFCO300] and [ RFC9301].

Care must al so be taken not to overload the Mapping System (i.e., the
control plane infrastructure), as the operations to be perforned by
the Mapping System nay be nore conplex than those on the data pl ane.
For that reason, [RFC9300] and [ RFC9301] recomrend rate limting the
sendi ng of nessages to the Mapping System

To inprove resiliency and reduce the overall nunber of nessages
exchanged, LISP nekes it possible to | eak certain information, such
as the reachability of Locators, directly into data pl ane packets.
In environnents that are not fully trusted, |ike the open Internet,
control information gl eaned from data pl ane packets nust not be used
or nmust be verified before using it.

Mappi ngs are the centerpiece of LISP, and all precautions nust be
taken to prevent nualicious entities from nanipul ating or m susing
them Using trustable Map-Servers that strictly respect [ RFC9301]
and the authentication mechani sm proposed by LI SP-SEC [ RFC9303]
reduces the risk of attacks on mapping integrity. |In nore critica
envi ronnments, secure neasures nay be needed. The way security is
i npl emented for a given Mapping System strongly depends on the
architecture of the Mapping Systemitself and the threat nodel
assuned for the deploynent. Thus, Mapping System security has to be
di scussed in the rel evant docunents proposing the Mappi ng System
architecture.

As with any other tunneling nmechanism m ddl eboxes on the path
between an I TR (or PITR) and an ETR (or PETR) nust inpl enent

mechani sms to strip the LI SP encapsulation to correctly inspect the
content of LI SP-encapsul ated packets.

Li ke other map-and-encap nmechani sms, LISP enables triangular routing
(i.e., packets of a flow cross different border routers, depending on
their direction). This means that internmedi ate boxes may have an

i nconplete view of the traffic they inspect or mani pul ate. Moreover,
LI SP- encapsul at ed packets are routed based on the outer |IP address
(i.e., the RLOC) and can be delivered to an ETR that is not

responsi ble for the destination EID of the packet or even delivered
to a network elenent that is not an ETR Mtigation consists of

appl ying appropriate filtering techni ques on the network el ements
that can potentially receive unexpected LI SP-encapsul ated packets.

More details about security inplications of LISP are discussed in
[ RFC7835] .

| ANA Consi der ati ons
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Appendix A. A Brief History of Location/ldentity Separation

The LI SP architecture for separation of |ocation and identity
resulted fromthe discussions of this topic at the Ansterdam | AB
Rout i ng and Addressi ng Wirkshop, which took place in October 2006
[ RFC4984] .

A smal|l group of |ike-m nded personnel spontaneously forned

i medi ately after that workshop to work on an idea that came out of
i nformal discussions at the workshop and on various mailing lists.
The first Internet-Draft on LISP appeared in January 2007

Trial inplenentations started at that tine, with initial tria

depl oynent s underway since June 2007; the results of early experience
have been fed back into the design in a continuous, ongoi ng process
over several years. At this point, LISP represents a noderately

mat ure system havi ng undergone a | ong, organic series of changes and
updat es.

LISP transitioned froman IRTF activity to an | ETF WG in March 2009
After numerous revisions, the basic specifications noved to becom ng
RFCs at the start of 2013; work to expand, inprove, and find new uses
for it continues (and undoubtedly will for a long time to conme). The
LI SP W5 was rechartered in 2018 to continue work on the LISP base
protocol and produce Standards Track docunents.

A.1l. dd LISP Mdels

LISP, as initially conceived, had a number of potential operating

nmodes, naned 'nodels’. Al though they are not used anynore, one
occasionally sees nention of them so they are briefly described
her e.

LISP 1: EIDs all appear in the normal routing and forwarding tables
of the network (i.e., they are "routable’). This property is used



to | oad ElID-to-RLOC mappi ngs via bootstrappi ng operations.
Packets are sent with the EID as the destination in the outer

wr apper; when an ETR sees such a packet, it sends a Map-Reply to
the source I TR, giving the full mapping.

LISP 1.5 LISP 1.5 is simlar to LISP 1, but the routability of ElDs
happens on a separate networKk.

LISP 2: EIDs are not routable; EIDto-RLOC nappings are avail able
fromthe DNS.

LISP 3: EIDs are not routable and have to be | ooked up in a new El D
to- RLOC nmappi ng database (in the initial concept, a system using
Distributed Hash Tables). Two variants were possible: a ’push’
systemin which all mappings were distributed to all ITRs and a
"pull’ systemin which ITRs | oad the mappi ngs when they need them
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