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Proxying UDP in HTTP
Abst ract

Thi s docunent describes how to proxy UDP in HTTP, sinmilar to how the
HTTP CONNECT net hod all ows proxying TCP in HTTP. More specifically,
this docunment defines a protocol that allows an HTITP client to create
a tunnel for UDP conmuni cations through an HTTP server that acts as a

pr oxy.
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I nt roducti on

VWil e HTTP provi des the CONNECT net hod (see Section 9.3.6 of [HITP])
for creating a TCP [TCP] tunnel to a proxy, it |acked a method for
doing so for UDP [UDP] traffic prior to this specification.

Thi s docunent describes a protocol for tunneling UDP to a server
acting as a UDP-specific proxy over HITP. UDP tunnels are conmonly
used to create an end-to-end virtual connection, which can then be
secured using QU C [QU C] or another protocol running over UDP.

Unl i ke the HTTP CONNECT net hod, the UDP proxy itself is identified
with an absolute URL containing the traffic's destination. dients
generate those URLs using a URI Tenpl ate [ TEMPLATE], as described in
Section 2.

Thi s protocol supports all existing versions of HTTP by using HITP
Dat agrans [ HTTP-DGRAM . \When using HTTP/ 2 [HTTP/ 2] or HITP/ 3
[HTTP/ 3], it uses HITP Extended CONNECT as described in

[ EXT- CONNECT2] and [ EXT- CONNECT3]. When using HTTP/ 1.x [HTTP/1.1],
it uses HITP Upgrade as defined in Section 7.8 of [HITP].

1. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

In this docunment, we use the term"UDP proxy" to refer to the HITP
server that acts upon the client’s UDP tunneling request to open a
UDP socket to a target server and that generates the response to this
request. If there are HITP internediaries (as defined in Section 3.7
of [HTTP]) between the client and the UDP proxy, those are referred
to as "internediaries" in this docunent.

Note that, when the HTTP version in use does not support multiplexing
streans (such as HTTP/1.1), any reference to "streanl in this
docunent represents the entire connection.

Client Configuration
HTTP clients are configured to use a UDP proxy with a URI Tenpl ate

[ TEMPLATE] that has the variables "target_host" and "target_port".
Exanpl es are shown bel ow

https://exanpl e. org/.wel | -known/ masque/ udp/ {target host}/{target port}/
https://proxy. exanpl e. org: 4443/ masque?h={t arget host}&p={target port}
https://proxy. exanpl e. org: 4443/ masque{ ?t arget _host, target _port}

Figure 1: URI Tenpl ate Exanpl es
The followi ng requirenents apply to the URI Tenpl ate:
* The URI Tenplate MJUST be a level 3 tenplate or |ower.

* The URI Tenplate MJST be in absolute formand MJST incl ude non-



enpty scheme, authority, and path components.

* The path conponent of the URI Tenplate MJST start with a sl ash
"rmy.

* Al tenplate variables MIST be within the path or query conponents
of the URI.

* The URI Tenplate MJST contain the two variables "target _host" and
"target _port" and MAY contain other vari ables.

* The URI Tenplate MJUST NOT contain any non-ASClI | Unicode characters
and MJST only contain ASCI| characters in the range 0x21-0x7E
inclusive (note that percent-encoding is allowed; see Section 2.1
of [URI]).

*  The URI Tenplate MJST NOT use Reserved Expansion ("+" operator),
Fragment Expansion ("#" operator), Label Expansion with Dot -
Prefix, Path Segnment Expansion with Slash-Prefix, nor Path-Style
Par amet er Expansi on with Sem col on-Prefi x.

Clients SHOULD validate the requirenments above; however, clients MAY
use a general - purpose URI Tenplate inplenmentation that |lacks this
specific validation. |If a client detects that any of the

requi renents above are not nmet by a URI Tenplate, the client MJST
reject its configuration and abort the request without sending it to
the UDP proxy.

The original HTTP CONNECT nethod all owed for the conveyance of the
target host and port, but not the scheme, proxy authority, path, or
query. Thus, clients with proxy configuration interfaces that only
all ow the user to configure the proxy host and the proxy port exist.
Client inplenentations of this specification that are constrai ned by
such limtations MAY attenpt to access UDP proxying capabilities
using the default tenplate, which is defined as

"https:// $PROXY_HOST: $PROXY_PORT/ . wel | - known/ masque/
udp/{target_host}/{target_port}/", where $PROXY_HOST and $PROXY_PORT
are the configured host and port of the UDP proxy, respectively. UDP
proxy depl oynents SHOULD offer service at this location if they need
to interoperate with such clients.

Tunnel i ng UDP over HTTP

To all ow negotiation of a tunnel for UDP over HITP, this docunent

defines the "connect-udp" HTTP upgrade token. The resulting UDP

tunnel s use the Capsul e Protocol (see Section 3.2 of [HITP-DGRAM)
with HTTP Datagrans in the format defined in Section 5

To initiate a UDP tunnel associated with a single HITP stream a
client issues a request containing the "connect-udp" upgrade token
The target of the tunnel is indicated by the client to the UDP proxy
via the "target host" and "target port" variables of the UR

Tenpl ate; see Section 2.

"target _host" supports using DNS nanes, IPv6 literals and |Pv4
literals. Note that |IPv6 scoped addressing zone identifiers are not
supported. Using the terns |Pv6address, |Pv4address, reg-nanme, and
port from[URI], the "target host" and "target port" variabl es MJST
adhere to the format in Figure 2, using notation from [ ABNF].

Addi tionally:

* both the "target _host" and "target port" variables MJST NOT be
enpty.

* jif "target_host" contains an IPv6 literal, the colons (":") MJST
be percent-encoded. For exanple, if the target host is



"2001:db8::42", it will be encoded in the URI as
"200198Adb8YBAYBA42" .

* "target port" MJST represent an integer between 1 and 65535
i ncl usi ve.

target _host
target _port

| Pv6address / | Pv4address / reg-nane
port

Figure 2: URI Tenpl ate Variabl e Fornat

When sending its UDP proxying request, the client SHALL perform UR
Templ at e expansion to determ ne the path and query of its request.

If the request is successful, the UDP proxy comrits to converting
recei ved HTTP Datagrans into UDP packets, and vice versa, until the
tunnel is closed.

By virtue of the definition of the Capsule Protocol (see Section 3.2
of [HTTP-DGRAM ), UDP proxying requests do not carry any nessage
content. Simlarly, successful UDP proxying responses al so do not
carry any nessage content.

.1. UDP Proxy Handling
Upon receiving a UDP proxying request:

* if the recipient is configured to use another HTTP proxy, it wll
act as an intermediary by forwarding the request to another HTTP
server. Note that such internmediaries may need to re-encode the
request if they forward it using a version of HITP that is
different fromthe one used to receive it, as the request encodi ng
differs by version (see bel ow).

* otherwise, the recipient will act as a UDP proxy. It extracts the
"target _host" and "target _port" variables fromthe URl it has
reconstructed fromthe request headers, decodes their percent-
encodi ng, and establishes a tunnel by directly opening a UDP
socket to the requested target.

Unli ke TCP, UDP is connectionless. The UDP proxy that opens the UDP
socket has no way of knowi ng whether the destination is reachable.
Therefore, it needs to respond to the request without waiting for a
packet fromthe target. However, if the "target _host" is a DNS nane,
the UDP proxy MJST perform DNS resol uti on before replying to the HTTP
request. If errors occur during this process, the UDP proxy MJST
reject the request and SHOULD send details using an appropriate
Proxy- St atus header field [ PROXY-STATUS]. For exanmple, if DNS
resolution returns an error, the proxy can use the dns_error Proxy
Error Type from Section 2.3.2 of [PROXY-STATUS].

UDP proxies can use connected UDP sockets if their operating system
supports them as that allows the UDP proxy to rely on the kernel to
only send it UDP packets that match the correct 5-tuple. |If the UDP
proxy uses a non-connected socket, it MJST validate the IP source
address and UDP source port on received packets to ensure they match
the client’s request. Packets that do not match MJUST be discarded by
t he UDP proxy.

The lifetime of the socket is tied to the request stream The UDP
proxy MJIST keep the socket open while the request streamis open. |If
a UDP proxy is notified by its operating systemthat its socket is no
| onger usable, it MJIST close the request stream For exanple, this
can happen when an | CMP Destination Unreachabl e message is received,
see Section 3.1 of [ICWP6]. UDP proxies MAY choose to cl ose sockets
due to a period of inactivity, but they MJST cl ose the request stream



when cl osing the socket. UDP proxies that close sockets after a
period of inactivity SHOULD NOT use a period | ower than two m nutes;
see Section 4.3 of [ BEHAVE].

A successful response (as defined in Sections 3.3 and 3.5) indicates
that the UDP proxy has opened a socket to the requested target and is
willing to proxy UDP payl oads. Any response other than a successful
response indicates that the request has failed; thus, the client MJST
abort the request.

UDP proxies MJST NOT introduce fragnmentation at the |IP | ayer when
forwardi ng HTTP Dat agrams onto a UDP socket; overly | arge datagrans
are silently dropped. 1In IPv4, the Don't Fragnent (DF) bit MJST be
set, if possible, to prevent fragnmentation on the path. Future

ext ensi ons MAY renove these requirenents.

I mpl ementers of UDP proxies will benefit fromreading the guidance in
[ UDP- USAGE] .

3.2. HITP/ 1.1 Request

When using HTTP/ 1.1 [HTTP/1.1], a UDP proxying request will neet the
foll owi ng requirenents:

* the method SHALL be " CET".

* the request SHALL include a single Host header field containing
the origin of the UDP proxy.

* the request SHALL include a Connection header field wi th val ue
"Upgrade" (note that this requirement is case-insensitive as per
Section 7.6.1 of [HITP]).

* the request SHALL include an Upgrade header field with val ue
"connect - udp".

A UDP proxying request that does not conformto these restrictions is
mal formed. The recipient of such a mal forned request MJST respond
with an error and SHOULD use the 400 (Bad Request) status code.

For exanple, if the client is configured with URI Tenpl ate
"https://exanpl e. org/.well -known/ masque/

udp/{target _host}/{target_port}/" and wi shes to open a UDP proxying
tunnel to target 192.0.2.6:443, it could send the follow ng request:

GET https://exanpl e.org/.well-known/ masque/ udp/ 192. 0. 2. 6/ 443/ HITP/ 1.1
Host: exanpl e.org

Connecti on: Upgrade

Upgr ade: connect - udp

Capsul e-Protocol : ?1

Fi gure 3: Example HTTP/ 1.1 Request

In HTTP/ 1.1, this protocol uses the GET method to nmimc the design of
the WebSocket Protocol [WEBSOCKET].

3.3. HITP/ 1.1 Response

The UDP proxy SHALL indicate a successful response by replying with
the follow ng requirenents

* the HITP status code on the response SHALL be 101 (Switching
Pr ot ocol s) .

* the response SHALL include a Connection header field with val ue
"Upgrade" (note that this requirement is case-insensitive as per



Section 7.6.1 of [HITP]).

* the response SHALL include a single Upgrade header field with
val ue "connect - udp".

* the response SHALL neet the requirements of HITP responses that
start the Capsul e Protocol; see Section 3.2 of [HITP- DGRAM .

If any of these requirenents are not net, the client MJST treat this
proxying attenpt as failed and abort the connection

For exanple, the UDP proxy could respond with:

HTTP/ 1.1 101 Switching Protocols
Connection: Upgrade
Upgr ade: connect -udp
Capsul e-Protocol : ?1

Figure 4: Exanple HITP/ 1.1 Response
3.4. HITP/ 2 and HTTP/ 3 Requests

When using HTTP/ 2 [HTTP/ 2] or HTTP/3 [HTTP/ 3], UDP proxying requests
use HTTP Extended CONNECT. This requires that servers send an HTTP
Setting as specified in [ EXT- CONNECT2] and [ EXT- CONNECT3] and t hat
requests use HITP pseudo- header fields with the foll ow ng
requirenents:

* The :nethod pseudo-header field SHALL be " CONNECT".
* The :protocol pseudo-header field SHALL be "connect-udp”

* The :authority pseudo-header field SHALL contain the authority of
the UDP proxy.

* The :path and :scheme pseudo- header fields SHALL NOT be enpty.
Their values SHALL contain the schene and path fromthe URI
Tenpl ate after the URI Tenpl ate expansi on process has been
conpl et ed.

A UDP proxying request that does not conformto these restrictions is
mal formed (see Section 8.1.1 of [HTTP/2] and Section 4.1.2 of
[HTTP/ 3])

For exanple, if the client is configured with URI Tenplate
"https://exanple.org/.well-known/ nasque/

udp/{target _host}/{target_port}/" and wi shes to open a UDP proxying
tunnel to target 192.0.2.6:443, it could send the follow ng request:

HEADERS
s met hod = CONNECT
s protocol = connect-udp

:schene = https

path = /.well-known/ masque/ udp/ 192. 0. 2. 6/ 443/
rauthority = example.org

capsul e-protocol = ?1

Fi gure 5: Exanple HITP/ 2 Request
3.5. HITP/ 2 and HTTP/ 3 Responses

The UDP proxy SHALL indicate a successful response by replying with
the follow ng requirenents:

* the HITP status code on the response SHALL be in the 2xx
(Successful) range.



* the response SHALL neet the requirenents of HITP responses that
start the Capsul e Protocol; see Section 3.2 of [HITP- DGRAM .

If any of these requirements are not nmet, the client MJUST treat this
proxying attenpt as failed and abort the request.

For exanple, the UDP proxy could respond with:

HEADERS
:status = 200
capsul e-protocol = ?1

Figure 6: Exanple HITP/ 2 Response
Context ldentifiers

The nmechani smfor proxying UDP in HTTP defined in this docunent

all ows future extensions to exchange HITP Datagrams that carry
different semantics from UDP payl oads. Sone of these extensions can
augrment UDP payl oads with additional data, while others can exchange
data that is conpletely separate from UDP payl oads. In order to
acconplish this, all HTTP Datagrans associated with UDP Proxying
request streams start with a Context ID field; see Section 5

Context IDs are 62-bit integers (0 to 2762-1). Context IDs are
encoded as variable-length integers; see Section 16 of [QUC]. The
Context ID value of 0 is reserved for UDP payl oads, while non-zero
val ues are dynamically allocated. Non-zero even-numnbered Context |Ds
are client-allocated, and odd-nunbered Context |Ds are proxy-

al l ocated. The Context |ID nanmespace is tied to a given HITP request;
it is possible for a Context IDwith the sane nuneric value to be
simul taneously allocated in distinct requests, potentially with
different semantics. Context |IDs MJUST NOT be re-allocated within a
gi ven HTTP nanmespace but MAY be allocated in any order. The Context
ID allocation restrictions to the use of even-nunbered and odd-
nunbered Context IDs exist in order to avoid the need for
synchroni zati on between endpoi nts. However, once a Context |ID has
been all ocated, those restrictions do not apply to the use of the
Context ID; it can be used by any client or UDP proxy, independent of
whi ch endpoint initially allocated it.

Regi stration is the action by which an endpoint informs its peer of
the semantics and format of a given Context ID. This docunent does
not define how registration occurs. Future extensions MAY use HTTP
header fields or capsules to register Context |IDs. Depending on the
met hod being used, it is possible for datagranms to be received with
Context |1Ds that have not yet been registered. For instance, this
can be due to reordering of the packet containing the datagram and
the packet containing the registration nessage during transmn ssion

HTTP Dat agr am Payl oad For mat

VWhen HTTP Dat agrams (see Section 2 of [HITP-DGRAM ) are associ ated
with UDP Proxying request streanms, the HITP Dat agram Payl oad field
has the format defined in Figure 7, using notation from Section 1.3
of [QUC]. Note that when HTTP Datagrans are encoded using QU C
DATAGRAM franes [ QUI C-DCRAM, the Context ID field defined bel ow
directly follows the Quarter Stream|ID field, which is at the start
of the QUI C DATAGRAM frane payl oad; see Section 2.1 of [HITP-DGRAM .

UDP Proxyi ng HTTP Dat agram Payl oad {
Context 1D (i),
UDP Proxyi ng Payload (..),

}



Figure 7: UDP Proxying HTTP Dat agram For mat

Context ID: A variable-length integer (see Section 16 of [QU ()
that contains the value of the Context ID. |f an HITP/ 3 Datagram
that carries an unknown Context IDis received, the receiver SHALL
either drop that datagramsilently or buffer it tenporarily (on
the order of a round trip) while awaiting the registration of the
correspondi ng Context ID.

UDP Proxying Payl oad: The payl oad of the datagram whose senantics
depend on the value of the previous field. Note that this field
can be enpty.

UDP packets are encoded using HITP Datagrans with the Context ID
field set to zero. Wien the Context IDfield is set to zero, the UDP
Proxyi ng Payl oad field contains the unnodified payl oad of a UDP
packet (referred to as data octets in [UDP]).

By virtue of the definition of the UDP header [UDP], it is not
possi bl e to encode UDP payl oads | onger than 65527 bytes. Therefore,
endpoi nts MJUST NOT send HTTP Datagrans with a UDP Proxyi ng Payl oad
field | onger than 65527 using Context |ID zero. An endpoint that
receives an HTTP Dat agram usi ng Context |ID zero whose UDP Proxying
Payl oad field is | onger than 65527 MJST abort the corresponding
stream |If a UDP proxy knows it can only send out UDP packets of a
certain length due to its underlying link MU, it has no choi ce but
to discard incom ng HTTP Dat agrans using Context |ID zero whose UDP
Proxying Payload field is longer than that limt. |f the discarded
HTTP Dat agram was transported by a DATAGRAM capsul e, the receiver
SHOULD di scard that capsule wi thout buffering the capsule contents.

If a UDP proxy receives an HITP Dat agram before it has received the
correspondi ng request, it SHALL either drop that HTTP Dat agram
silently or buffer it tenporarily (on the order of a round trip)
whil e awaiting the correspondi ng request.

Note that buffering datagrams (either because the request was not yet
recei ved or because the Context IDis not yet known) consunes
resources. Receivers that buffer datagrans SHOULD apply buffering
limts in order to reduce the risk of resource exhaustion occurring.
For exanple, receivers can linmt the total nunmber of buffered
datagranms or the cunul ative size of buffered datagrans on a per-
stream per-context, or per-connection basis.

A client MAY optim stically start sending UDP packets in HTTP

Dat agrans before receiving the response to its UDP proxying request.
However, inplenmenters should note that such proxi ed packets nay not
be processed by the UDP proxy if it responds to the request with a
failure or if the proxied packets are received by the UDP proxy
before the request and the UDP proxy chooses to not buffer them

Per f ormance Consi der ati ons

Bursty traffic can often lead to tenporally correl ated packet | osses;
inturn, this can |l ead to suboptinmal responses from congestion
controllers in protocols running over UDP. To avoid this, UDP
proxi es SHOULD strive to avoid increasing burstiness of UDP traffic;
they SHOULD NOT queue packets in order to increase batching.

When the protocol running over UDP that is being proxied uses
congestion control (e.g., [QUC), the proxied traffic will incur at

| east two nested congestion controllers. The underlying HITP
connecti on MJUST NOT di sabl e congestion control unless it has an out-
of - band way of knowing with absolute certainty that the inner traffic
i s congestion-controll ed.

If aclient or UDP proxy with a connection containing a UDP Proxying
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request stream di sabl es congestion control, it MJST NOT signa
Explicit Congestion Notification (ECN) [ ECN] support on that
connection. That is, it MJST mark all |IP headers with the Not-ECT
codepoint. It MAY continue to report ECN feedback via QU C ACK ECN
franes or the TCP ECE bit, as the peer may not have disabl ed
congestion control

When the protocol running over UDP that is being proxied uses |oss
recovery (e.g., [QUC), and the underlying HTTP connection runs over
TCP, the proxied traffic will incur at least two nested | oss recovery
mechani sms.  This can reduce performance as both can sometines

i ndependently retransmt the same data. To avoid this, UDP proxying
SHOULD be performed over HTTP/3 to all ow | everagi ng the QU C DATAGRAM
frame.

MIU Consi der ati ons

When using HITP/ 3 with the QUI C Dat agram ext ensi on [ QU C- DGRAM , UDP
payl oads are transmtted in QUI C DATAGRAM franes. Since those cannot
be fragnented, they can only carry payloads up to a given length
determ ned by the QU C connection configuration and the Path MIU
(PMIU). If a UDP proxy is using QU C DATAGRAM franes and it receives
a UDP payload fromthe target that will not fit inside a QU C
DATAGRAM frame, the UDP proxy SHOULD NOT send the UDP payload in a
DATACGRAM capsul e, as that defeats the end-to-end unreliability
characteristic that methods such as Dat agram Packeti zation Layer PMIU
Di scovery (DPLPMIUD) depend on [DPLPMIUD]. In this scenario, the UDP
proxy SHOULD drop the UDP payl oad and send an | CMP Packet Too Big
message to the target; see Section 3.2 of [|CWP6].

Tunnel i ng of ECN Mar ks

UDP proxying does not create an IP-in-1P tunnel, so the guidance in
[ ECN- TUNNEL] about transferring ECN nmarks between inner and outer |IP
headers does not apply. There is no inner |P header in UDP proxying
tunnel s.

In this specification, note that UDP proxying clients do not have the
ability to control the ECN codepoints on UDP packets the UDP proxy
sends to the target, nor can UDP proxi es conmuni cate the markings of
each UDP packet fromtarget to UDP proxy.

A UDP proxy MJST ignore ECN bits in the I P header of UDP packets
received fromthe target, and it MJUST set the ECN bits to Not-ECT on
UDP packets it sends to the target. These do not relate to the ECN
mar ki ngs of packets sent between client and UDP proxy in any way.

Security Considerations

There are significant risks in allowing arbitrary clients to
establish a tunnel to arbitrary targets, as that could all ow bad
actors to send traffic and have it attributed to the UDP proxy. HITP
servers that support UDP proxying ought to restrict its use to

aut henti cat ed users.

There exi st software and network depl oynents that perform access
control checks based on the source |IP address of incom ng requests.
For exanpl e, some software allows unauthenticated configuration
changes if they originated from127.0.0.1. Such software could be
runni ng on the sane host as the UDP proxy or in the sane broadcast
domain. Proxied UDP traffic would then be received with a source IP
address belonging to the UDP proxy. |If this source address is used
for access control, UDP proxying clients could use the UDP proxy to
escal ate their access privil eges beyond those they night otherw se
have. This could |ead to unauthorized access by UDP proxying clients
unl ess the UDP proxy disall ows UDP proxying requests to vul nerable
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targets, such as the UDP proxy’s own addresses and | ocal host, |ink-
|l ocal, nulticast, and broadcast addresses. UDP proxies can use the
destination_ip_prohibited Proxy Error Type from Section 2.3.5 of

[ PROXY- STATUS] when rejecting such requests.

UDP proxies share many simlarities with TCP CONNECT proxies when
considering themas infrastructure for abuse to enabl e deni al -of -
service (DoS) attacks. Both can obfuscate the attacker’s source
address fromthe attack target. |In the case of a statel ess
volunetric attack (e.g., a TCP SYN flood or a UDP fl ood), both types
of proxies pass the traffic to the target host. Wth statefu
volumetric attacks (e.g., HITP floodi ng) being sent over a TCP
CONNECT proxy, the proxy will only send data if the target has
indicated its willingness to accept data by responding with a TCP
SYN-ACK. Once the path to the target is flooded, the TCP CONNECT
proxy will no longer receive replies fromthe target and will stop
sending data. Since UDP does not establish shared state between the
UDP proxy and the target, the UDP proxy could continue sending data
to the target in such a situation. While a UDP proxy could
potentially limt the nunber of UDP packets it is willing to forward
until it has observed a response fromthe target, that provides
limted protection against DoS attacks when attacks target open UDP
ports where the protocol running over UDP would respond and that
woul d be interpreted as willingness to accept UDP by the UDP proxy.
Such a packet limt could al so cause issues for valid traffic.

The security considerations described in Section 4 of [HTTP- DGRAM
al so apply here. Since it is possible to tunnel |IP packets over UDP
t he gui dance in [ TUNNEL- SECURI TY] can apply.

| ANA Consi der ations
HTTP Upgr ade Token

I ANA has regi stered "connect-udp" in the "HTTP Upgrade Tokens"
registry maintained at <https://ww.iana. org/assi gnnents/http-
upgr ade-t okens>.

Val ue: connect - udp

Description: Proxying of UDP Payl oads
Expect ed Version Tokens: None

Ref erence: RFC 9298

Vel | - Known URI

I ANA has registered "masque" in the "Well-Known URIS" registry
mai ntai ned at <https://ww. iana. org/assi gnments/wel | - known-uri s>

URI Suffix: masque

Change Controller: |ETF

Ref erence: RFC 9298

Status: permanent

Rel ated Information: |Includes all resources identified with the path
prefix "/.well-known/ masque/ udp/"

Ref er ences
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