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mul ti pl exed, potentially unreliable datagrans inside an HTTP
connecti on.

In HTTP/ 3, HITP Datagrans can be sent unreliably using the QU C
DATAGRAM ext ensi on. When the QUI C DATAGRAM franme i s unavail abl e or
undesi rabl e, HTTP Datagrans can be sent using the Capsule Protocol,
which is a nore general convention for conveying data in HTTP
connecti ons.

HTTP Dat agranms and the Capsul e Protocol are intended for use by HTTP
ext ensi ons, not applications.
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I nt roducti on

HTTP extensions (as defined in Section 16 of [HTTP]) sonetinmes need
to access underlying transport protocol features such as unreliable
delivery (as offered by [QU CDGRAM) to enabl e desirable features.
For exanple, this could allow for the introduction of an unreliable
versi on of the CONNECT method and the addition of unreliable delivery
to WebSocket s [ WEBSOCKET] .

In Section 2, this docunent describes HTTP Datagrans, a convention
for conveying bidirectional and potentially unreliable datagrans

i nside an HTTP connection, with multiplexing when possible. Wile
HTTP Dat agrans are associated with HTITP requests, they are not a part
of message content. Instead, they are intended for use by HITP

ext ensions (such as the CONNECT net hod) and are conpatible with al
versions of HTTP.

When HTTP is running over a transport protocol that supports
unreliable delivery (such as when the QU C DATAGRAM ext ensi on

[QU CDGRAM is available to HITP/3 [HITP/ 3]), HITP Datagrans can use
that capability.

In Section 3, this docunent describes the HTTP Capsul e Protocol

whi ch all ows the conveyance of HTTP Datagramnms using reliable

delivery. This addresses HITP/3 cases where use of the QU C DATAGRAM
frame is unavail able or undesirable or where the transport protoco
only provides reliable delivery, such as with HITP/ 1.1 [HTTP/1.1] or
HTTP/ 2 [HTTP/ 2] over TCP [ TCP]

1. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent uses term nology from[QU C.

Where this docunent defines protocol types, the definition fornmat
uses the notation from Section 1.3 of [QUC]. VWhere fields within
types are integers, they are encoded using the variable-1ength

i nteger encoding from Section 16 of [QU C]. Integer values do not
need to be encoded on the m ni num nunber of bytes necessary.

In this docunent, the term"internediary" refers to an HITP
intermediary as defined in Section 3.7 of [HITP].

HTTP Dat agr ans



2.

1.

HTTP Dat agranms are a convention for conveying bidirectional and
potentially unreliable datagrans inside an HTTP connection with

mul ti pl exi ng when possible. Al HITP Datagrans are associated with
an HITP request.

VWhen HTTP Dat agrams are conveyed on an HTTP/ 3 connection, the QU C
DATACGRAM frame can be used to provide denultiplexing and unreliable
delivery; see Section 2.1. Negotiating the use of QU C DATAGRAM
franmes for HITP Datagrams is achieved via the exchange of HITP/ 3
settings; see Section 2.1.1.

VWhen runni ng over HTTP/ 2, demultiplexing is provided by the HITP/ 2
fram ng | ayer, but unreliable delivery is unavailable. HITP

Dat agrans are negoti ated and conveyed using the Capsul e Protocol; see
Section 3.5.

When runni ng over HTTP/1.x, requests are strictly serialized in the
connection; therefore, denultiplexing is not available. Unreliable
delivery is |likew se not available. HITP Datagrans are negoti ated
and conveyed using the Capsul e Protocol; see Section 3.5.

HTTP Dat agrams MJUST only be sent with an association to an HTTP
request that explicitly supports them For exanple, existing HITP
met hods GET and POST do not define semantics for associated HITP
Dat agrans; therefore, HTTP Datagrans associated with GET or POST
request streans cannot be sent.

If an HTTP Datagramis received and it is associated with a request
that has no known semantics for HITP Datagrams, the receiver MJST
term nate the request. |If HITP/3 is in use, the request stream MJST
be aborted with H3 DATAGRAM ERROR (0x33). HITP extensions MAY
override these requirenents by defining a negotiation nmechani sm and
semantics for HITP Dat agrans.

HTTP/ 3 Dat agr anms

When used with HTTP/ 3, the Datagram Data field of QU C DATAGRAM
franes uses the followi ng format:

HTTP/ 3 Dat agr am {
Quarter StreamID (i),
HTTP Dat agram Payl oad (..),

}

Fi gure 1: HTTP/ 3 Dat agram For mat

Quarter StreamID: A variable-length integer that contains the val ue
of the client-initiated bidirectional streamthat this datagramis
associated with divided by four (the division by four stens from
the fact that HTTP requests are sent on client-initiated
bi directional streanms, which have stream | Ds that are divisible by
four). The largest legal QU C stream|ID value is 2762-1, so the
| argest | egal value of the Quarter StreamID field is 2760-1.

Recei pt of an HITP/3 Datagramthat includes a |arger val ue MIJST be
treated as an HITP/ 3 connection error of type H3_ DATAGRAM ERROR
(0x33).

HTTP Dat agram Payl oad: The payl oad of the datagram whose semantics
are defined by the extension that is using HITP Datagrams. Note
that this field can be enpty.

Recei pt of a QUI C DATAGRAM franme whose payload is too short to allow
parsing the Quarter Stream |ID field MJST be treated as an HTTP/ 3
connection error of type H3_DATAGRAM ERROR (0x33).



HTTP/ 3 Dat agranms MJST NOT be sent unless the corresponding streanis
send side is open. |If a datagramis received after the corresponding
streami s receive side is closed, the received datagrans MJST be
silently dropped.

If an HTTP/3 Datagramis received and its Quarter StreamID field
maps to a streamthat has not yet been created, the receiver SHALL
either drop that datagramsilently or buffer it tenmporarily (on the
order of a round trip) while awaiting the creation of the
correspondi ng stream

If an HTTP/3 Datagramis received and its Quarter StreamID field
maps to a streamthat cannot be created due to client-initiated
bidirectional streamlimts, it SHOULD be treated as an HTTP/ 3
connection error of type H3_ID ERROR  Generating an error is not
mandat ory because the QU C streamlinit m ght be unknown to the
HTTP/ 3 | ayer.

Prioritization of HITP/3 Datagrams is not defined in this docunent.
Future extensions MAY define howto prioritize datagranms and MAY
define signaling to allow communicating prioritization preferences.

2.1.1. The SETTI NGS_H3_DATAGRAM HTTP/ 3 Setting

An endpoint can indicate to its peer that it is willing to receive
HTTP/ 3 Dat agrans by sending the SETTI NGS_H3 DATAGRAM (0x33) setting
with a value of 1.

The val ue of the SETTI NGS_H3_ DATAGRAM setting MJST be either 0 or 1.
A value of 0 indicates that the inplenentation is not willing to
receive HITP Datagrans. |If the SETTI NGS_H3 DATACRAM setting is
received with a value that is neither 0 nor 1, the receiver MJST
term nate the connection with error H3_SETTI NGS_ERROR

QUI C DATAGRAM franmes MJUST NOT be sent until the SETTI NGS_H3_DATAGRAM
setting has been both sent and received with a value of 1.

When clients use 0-RTT, they MAY store the value of the server’s
SETTI NGS_H3_DATAGRAM setting. Doing so allows the client to send

QUI C DATAGRAM franes in 0-RTT packets. When servers decide to accept
0-RTT data, they MJST send a SETTI NGS_H3_DATAGRAM setting greater
than or equal to the value they sent to the client in the connection
where they sent themthe NewSessionTicket nessage. |If a client
stores the value of the SETTINGS H3 DATAGRAM setting with their 0-RTT
state, they MJST validate that the new val ue of the

SETTI NGS_H3_DATAGRAM setting sent by the server in the handshake is
greater than or equal to the stored value; if not, the client MJST
term nate the connection with error H3_SETTINGS ERROR In all cases,
the maxi num permtted val ue of the SETTI NGS_H3_DATAGRAM setti ng
paraneter is 1.

It is RECOVMENDED t hat inplenentations that support receiving HTTP/ 3
Dat agrans al ways send the SETTI NGS_H3 DATAGRAM setting with a val ue
of 1, even if the application does not intend to use HITP/3

Dat agrams. This helps to avoid "sticking out"; see Section 4.

2.2. HTTP Datagrans Using Capsul es

When HTTP/ 3 Dat agrans are unavail abl e or undesirable, HTTP Dat agrans
can be sent using the Capsul e Protocol; see Section 3.5.

3. Capsul es
One nechanismto extend HTTP is to introduce new HTTP upgrade tokens;

see Section 16.7 of [HTTP]. |In HITP/1.x, these tokens are used via
the Upgrade mechani sm see Section 7.8 of [HITP]. |In HITP/2 and



HTTP/ 3, these tokens are used via the Extended CONNECT nechani snm see
[ EXT- CONNECT2] and [ EXT- CONNECT3] .

Thi s specification introduces the Capsule Protocol. The Capsule
Protocol is a sequence of type-length-value tuples that definitions
of new HTTP upgrade tokens can choose to use. It allows endpoints to

reliably comunicate request-related information end-to-end on HITP
request streans, even in the presence of HITP internediaries. The
Capsul e Protocol can be used to exchange HITP Datagranms, which is
necessary when HTTP is running over a transport that does not support
the QU C DATAGRAM frane. The Capsul e Protocol can al so be used to
communi cate reliable and bidirectional control nmessages associ ated

wi th a dat agram based protocol even when HITP/3 Datagrans are in use

3. 1. HTTP Data Streans

This specification defines the "data streant of an HITP request as
the bidirectional streamof bytes that foll ows the header section of
the request message and the final response nmessage that is either
successful (i.e., 2xx) or upgraded (i.e., 101).

In HTTP/ 1. x, the data stream consists of all bytes on the connection
that follow the blank Iine that concludes either the request header
section or the final response header section. As a result, only the
| ast HTTP request on an HITP/1.x connection can start the Capsule

Pr ot ocol

In HTTP/ 2 and HTTP/ 3, the data stream of a given HTTP request
consists of all bytes sent in DATA franes with the correspondi ng
stream | D.

The concept of a data streamis particularly relevant for mnethods
such as CONNECT, where there is no HITP nessage content after the
header s.

Data streans can be prioritized using any neans suited to stream or
request prioritization. For exanple, see Section 11 of [PRIORITY].

Data streans are subject to the flow control mechani sns of the
underlying |ayers; exanples include HITP/2 stream fl ow control
HTTP/ 2 connection flow control, and TCP fl ow control

3.2. The Capsul e Protoco

Definitions of new HTTP upgrade tokens can state that their

associ ated request’s data streamuses the Capsule Protocol. |If they
do so, the contents of the associated request’s data stream uses the
foll owi ng format:

Capsul e Protocol {
Capsule (..) ...,

Figure 2: Capsul e Protocol Stream Format

Capsul e {
Capsul e Type (i),
Capsul e Length (i),
Capsul e Value (..),
}

Figure 3: Capsul e For mat
Capsul e Type: A variable-length integer indicating the type of the

capsule. An |ANA registry is used to nmanage the assignment of
Capsul e Types; see Section 5. 4.



Capsul e Length: The length, in bytes, of the Capsule Value field,
which follows this field, encoded as a variabl e-1ength integer
Note that this field can have a value of zero

Capsul e Value: The payload of this Capsule. |Its semantics are
determ ned by the value of the Capsule Type field.

An internediary can identify the use of the Capsule Protocol either
through the presence of the Capsul e-Protocol header field
(Section 3.4) or by understanding the chosen HTTP Upgrade token

Because new protocol s or extensions m ght define new Capsul e Types,
intermediaries that wish to allow for future extensibility SHOULD
forward Capsul es wi thout nodification unless the definition of the
Capsul e Type in use specifies additional internediary processing.
One such Capsul e Type is the DATAGRAM Capsul e; see Section 3.5. In
particular, internediaries SHOULD forward Capsul es with an unknown
Capsul e Type wi thout nodification

Endpoi nts that receive a Capsule with an unknown Capsul e Type MJST
silently drop that Capsule and skip over it to parse the next
Capsul e.

By virtue of the definition of the data stream

* The Capsule Protocol is not in use unless the response includes a
2xx (Successful) or 101 (Switching Protocols) status code.

* \When the Capsule Protocol is in use, the associated HITP request
and response do not carry HITTP content. A future extension MAY
define a new Capsule Type to carry HITP content.

The Capsul e Protocol only applies to definitions of new HTTP upgrade
tokens; thus, in HTTP/2 and HTTP/3, it can only be used with the
CONNECT met hod. Therefore, once both endpoints agree to use the
Capsul e Protocol, the frane usage requirenents of the stream change
as specified in Section 8.5 of [HITP/2] and Section 4.4 of [HTTP/ 3].

The Capsul e Protocol MJUST NOT be used with nessages that contain
Content-Lengt h, Content-Type, or Transfer-Encodi ng header fields.
Additionally, HITP status codes 204 (No Content), 205 (Reset
Content), and 206 (Partial Content) MJST NOT be sent on responses
that use the Capsule Protocol. A receiver that observes a violation
of these requirenments MJUST treat the HITP nessage as nal f or ned.

When processing Capsul es, a receiver mght be tenpted to accunul ate

the full length of the Capsule Value field in the data stream before
handling it. This approach SHOULD be avoi ded because it can consumne
flow control in underlying |ayers, and that mght |ead to deadl ocks

if the Capsul e data exhausts the fl ow control w ndow.

3.3. Error Handling

VWhen a receiver encounters an error processing the Capsul e Protocol,
the receiver MUST treat it as if it had received a nmal forned or

i nconpl ete HTTP nessage. For HTTP/ 3, the handling of nalformnmed
messages is described in Section 4.1.2 of [HITP/3]. For HTTP/ 2, the
handl i ng of mal forned nmessages is described in Section 8.1.1 of
[HTTP/2]. For HTTP/1.x, the handling of inconplete nessages is
described in Section 8 of [HITP/1.1].

Each Capsul e’ s payl oad MJST contain exactly the fields identified in
its description. A Capsule payload that contains additional bytes
after the identified fields or a Capsul e payl oad that term nates
before the end of the identified fields MJST be treated as it if were



a mal formed or inconplete nmessage. |In particular, redundant |ength
encodi ngs MJST be verified to be self-consistent.

If the receive side of a streamcarrying Capsules is terni nated
cleanly (for exanple, in HTTP/3 this is defined as receiving a QUC
STREAM franme with the FIN bit set) and the | ast Capsule on the stream
was truncated, this MIST be treated as if it were a mal forned or

i nconpl et e nessage.

3.4. The Capsul e-Protocol Header Field

The "Capsul e-Protocol" header field is an Item Structured Field; see
Section 3.3 of [STRUCTURED-FI ELDS]. Its value MJST be a Bool ean; any
ot her val ue type MJST be handled as if the field were not present by
recipients (for exanple, if this field is included multiple tines,
its type will beconme a List and the field will be ignored). This
docunent does not define any paranmeters for the Capsul e- Protoco
header field value, but future docunments m ght define parameters
Recei vers MUST ignore unknown paraneters

Endpoints indicate that the Capsule Protocol is in use on a data
stream by sendi ng a Capsul e-Protocol header field with a true val ue.
A Capsul e-Protocol header field with a fal se value has the sane
semanti cs as when the header is not present.

Internediari es MAY use this header field to allow processing of HTTP
Dat agrans for unknown HTTP upgrade tokens. Note that this is only
possi bl e for HTTP Upgrade or Extended CONNECT.

The Capsul e- Prot ocol header field MJUST NOT be used on HITP responses
with a status code that is both different from 101 (Sw tching
Protocol s) and outside the 2xx (Successful) range.

When using the Capsule Protocol, HTTP endpoints SHOULD send t he
Capsul e-Protocol header field to sinplify internediary processing.
Definitions of new HITP upgrade tokens that use the Capsul e Protocol
MAY al ter this recommendation

3.5. The DATAGRAM Capsul e

Thi s docunent defines the DATAGRAM (0x00) Capsule Type. This Capsule
all ows HTTP Datagrans to be sent on a stream using the Capsul e
Protocol. This is particularly useful when HTTP is running over a
transport that does not support the QU C DATAGRAM fr ane.

Dat agr am Capsul e {

Type (i) = 0x00,

Length (i),

HTTP Dat agram Payl oad (..),
}

Fi gure 4: DATAGRAM Capsul e For mat

HTTP Dat agram Payl oad: The payl oad of the datagram whose semantics
are defined by the extension that is using HITP Datagranms. Note
that this field can be enpty

HTTP Dat agrams sent using the DATAGRAM Capsul e have t he sane
semantics as those sent in QUI C DATAGRAM frames. In particular, the
restrictions on when it is allowed to send an HTTP Dat agram and how
to process them (from Section 2.1) also apply to HITP Dat agramnms sent
and received using the DATAGRAM Capsul e.

An internediary can re-encode HTTP Datagrans as it forwards them In
other words, an internmediary MAY send a DATAGRAM Capsul e to forward
an HTTP Datagramthat was received in a QU C DATAGRAM frame and vi ce



versa. Internediaries MJST NOT performthis re-encoding unless they
have identified the use of the Capsule Protocol on the corresponding
request stream see Section 3.2.

Not e that whil e DATAGRAM Capsul es, which are sent on a stream are
reliably delivered in order, intermediaries can re-encode DATAGRAM
Capsul es into QU C DATAGRAM frames when forwardi ng nessages, which
could result in loss or reordering.

If an intermediary receives an HTTP Datagramin a QU C DATAGRAM f r ane
and is forwarding it on a connection that supports QU C DATAGRAM
frames, the intermediary SHOULD NOT convert that HTTP Datagramto a
DATACGRAM Capsule. |If the HITP Datagramis too large to fit in a
DATACGRAM franme (for exanple, because the Path MU (PMIU) of that QUIC
connection is too low or if the maxi num UDP payl oad size adverti sed
on that connection is too low), the intermediary SHOULD drop the HTTP
Dat agram i nstead of converting it to a DATAGRAM Capsule. This
preserves the end-to-end unreliability characteristic that nethods
such as Dat agram Packeti zati on Layer PMIU Di scovery (DPLPMIUD) depend
on [DPLPMTUD]. An internediary that converts QU C DATAGRAM franes to
DATACGRAM Capsul es all ows HTTP Datagrans to be arbitrarily |l arge
without suffering any loss. This can nisrepresent the true path
properties, defeating nethods such as DPLPMIUD.

Wi | e DATAGRAM Capsul es can theoretically carry a payload of length
2"62-1, nost HITP extensions that use HITP Datagrans will have their
own limts on what datagram payl oad sizes are practical.

I mpl ement ati ons SHOULD take those linmts into account when parsing
DATAGRAM Capsul es. |If an inconi ng DATAGCRAM Capsul e has a |l ength that
is known to be so large as to not be usable, the inplenentation
SHOULD di scard the Capsule without buffering its contents into
nmenory.

Since QU C DATAGRAM franes are required to fit within a QU C packet,

i mpl ement ati ons that re-encode DATAGRAM Capsul es into QU C DATAGRAM
franmes might be tenpted to accurul ate the entire Capsule in the
stream before re-encoding it. This SHOULD be avoi ded, because it can
cause flow control problens; see Section 3.2.

Note that it is possible for an HITP extension to use HTTP Dat agrans
wi t hout using the Capsule Protocol. For exanple, if an HITP

ext ensi on that uses HITP Datagrans is only defined over transports
that support QUI C DATAGRAM frames, it mght not need a stream
encoding. Additionally, HITP extensions can use HITTP Datagrans with
their own data stream protocol. However, new HTTP extensions that

wi sh to use HTTP Dat agrans SHOULD use the Capsul e Protocol, as
failing to do so will make it harder for the HTTP extension to
support versions of HITP other than HTTP/3 and will prevent
interoperability with internmedi aries that only support the Capsul e
Pr ot ocol .

Security Considerations

Since transmitting HTTP Dat agrans using QU C DATAGRAM franes requires
sendi ng the HTTP/ 3 SETTI NGS_H3 DATAGRAM setting, it "sticks out”. In
ot her words, probing clients can | earn whether a server supports HTTP
Dat agrans over QUI C DATAGRAM franmes. As sone servers mght wish to
obfuscate the fact that they offer application services that use HTTP
Datagrans, it’'s best for all inplenmentations that support this
feature to always send this setting; see Section 2.1.1.

Since use of the Capsule Protocol is restricted to new HTTP upgrade
tokens, it is not directly accessible fromWb Platform APlIs (such as
those commonly accessed via JavaScript in web browsers).

Definitions of new HITP upgrade tokens that use the Capsul e Protocol



need to include a security analysis that considers the inpact of HITP
Dat agranms and Capsul es in the context of their protocol

| ANA Consi der ati ons
.1. HITP/ 3 Setting

I ANA has registered the following entry in the "HTTP/3 Settings"
registry maintained at <https://ww.iana. org/assi gnnents/
ht t p3- par anet er s>:

Val ue: 0x33

Setting Name: SETTI NGS_H3_DATAGRAM

Default: O

Status: permanent

Ref erence: RFC 9297

Change Controller: |ETF

Contact: HITP_W5 HTTP working group; ietf-http-wy@a.org
Not es:  None

.2. HITP/ 3 Error Code

| ANA has registered the following entry in the "HTTP/3 Error Codes"
registry maintained at <https://ww.iana. org/assi gnments/
ht t p3- par anet er s>:

Val ue: 0x33

Nanme: H3_DATAGRAM ERROR

Description: Datagram or Capsul e Protocol parse error
Status: permanent

Ref erence: RFC 9297

Change Controller: |ETF

Contact: HITP_WG HTTP working group; ietf-http-wg@a.org
Not es: None

. 3. HTTP Header Field Nane

I ANA has registered the following entry in the "Hypertext Transfer
Protocol (HTTP) Field Name Regi stry" nmintai ned at
<https://ww. iana. org/assi gnments/http-fiel ds>

Fi el d Nane: Capsul e-Protoco
Templ ate:  None

Status: permanent

Ref erence: RFC 9297
Comments: None

.4. Capsul e Types

Thi s docunent establishes a registry for HITP Capsul e Type codes.

The "HTTP Capsul e Types" registry governs a 62-bit space and operates
under the QUIC registration policy docunented in Section 22.1 of
[QUC. This newregistry includes the common set of fields listed
in Section 22.1.1 of [QUC]. In addition to those comon fields, all
registrations in this registry MIST include a "Capsule Type" field
that contains a short nane or |abel for the Capsule Type.

Per manent registrations in this registry are assigned using the
Speci fication Required policy (Section 4.6 of [IANA-PCLICY]), except
for val ues between 0x00 and 0x3f (in hexadecimal; inclusive), which
are assigned using Standards Action or | ESG Approval as defined in
Sections 4.9 and 4.10 of [I|ANA-PCLI CY].

Capsul e Types with a value of the formOx29 * N + 0x17 for integer
values of N are reserved to exercise the requirenent that unknown
Capsul e Types be ignored. These Capsul es have no semantics and can



carry arbitrary values. These values MJST NOT be assigned by | ANA
and MUST NOT appear in the |listing of assigned val ues.

This registry initially contains the follow ng entry:

Val ue: 0x00

Capsul e Type: DATAGRAM

Status: permanent

Ref erence: RFC 9297

Change Controller: |ETF

Contact: MASQUE Worki ng Group masque@etf.org
(mailto: masque@etf. org)

Not es:  None
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