I nternet Engi neering Task Force (IETF) T. Fossati

Request for Comments: 9290 Arm Linited
Cat egory: Standards Track C. Bor mann
| SSN: 2070-1721 Uni versitt Bremen TZI

Cct ober 2022

Conci se Problem Details for Constrained Application Protocol (CoAP) APIs
Abst r act

Thi s docunent defines a concise "problemdetail"” as a way to carry
machi ne-readabl e details of errors in a Representational State
Transfer (REST) response to avoid the need to define new error
response formats for REST APIs for constrai ned environnents. The
format is inspired by, but intended to be nobre concise than, the
problem details for HITP APls defined in RFC 7807.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://ww. rfc-editor.org/info/rfc9290.

Copyri ght Notice

Copyright (c) 2022 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust

i nclude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided w thout warranty as descri bed
in the Revised BSD License.

Tabl e of Contents

1. Introduction
1.1. Termnology and Requirenents Language
2. Basic ProblemDetails
3. Extending Concise ProblemDetails
3.1. Standard Problem Detail Entries
3.1.1. Standard Problem Detail Entry: Unprocessed CoAP Option
3.2. Custom Problem Detail Entries
Privacy Consi derations
Security Considerations
I ANA Consi derations
6.1. Standard Problem Detail Keys Registry
6.2. Custom Problem Detail Keys Registry
6.3. Media Type

ook



(o]

. 4. Cont ent - For mat
.5. CBOR Tag 38
7. References
7.1. Normative References
7.2. Informative References
Appendi x A. Language- Tagged Stri ngs
1 I nt roduction
2 Detai |l ed Semanti cs
A. 3. Exanples
Appendi x B. Interworking with RFC 7807
Acknowl edgrent s
Contri butors
Aut hors’ Addr esses

A 1.
A 2.

1. Introduction

REST response status information such as Constrained Application

Prot ocol (CoAP) response codes (Section 5.9 of [RFC7252]) is
sometinmes not sufficient to convey enough information about an error
to be helpful. This specification defines a sinple and extensible
framework to define Concise Binary Object Representation (CBOR)

[ STD94] data itens to suit this purpose. This framework is designed
to be reused by REST APIs, which can identify distinct "shapes" of
these data itens specific to their needs. Thus, APl clients can be

i nformed of both the high-level error class (using the response code)
and the finer-grained details of the problem (using the vocabul ary

defined here). This pattern of comunication is illustrated in
Fi gure 1.
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g oL
I I
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Figure 1. ProblemDetails: Exanple wth CoAP

The framework presented is largely inspired by the problemdetails
for HITP APls defined in [RFC7807]. Appendi x B di scusses
applications where interworking with [ RFC7807] is required.

1.1. Ternminology and Requirenents Language

The term nol ogy from[RFC7252], [STD94], and [ RFC8610] applies; in
particul ar, CBOR diagnostic notation is defined in Section 8 of RFC
8949 [ STDO4] and Appendi x G of [RFC8610]. Readers are al so expected
to be famliar with the term nol ogy from[RFC7807].

In this docunment, the structure of data is specified in Concise Data
Definition Language (CDDL) [RFC8610] [ RFC9165].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here
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Basi ¢ Problem Details

A Conci se Problem Details data itemis a CBOR data itemwith the
followi ng structure (rules naned starting with tag38 are defined in
Appendi x A):

probl em detail s = non-enpty<{
? &title: -1) => ol text

? &(detail: -2) => oltext

? &(instance: -3) => ~uri

? &(response-code: -4) => uint .size 1
? &base-uri: -5) => ~uri

? &(base-lang: -6) => tag38-Itag

? & base-rtl: -7) => tag38-direction

st andar d- probl em detail -entries
custom problemdetail -entries

1>

st andar d- probl em detail -entries = (
* nint => any

)

custom probl emdetail -entries = (
* (uint/~uri) =>{ + any => any }

)
non-enmpty<mM> = (M .and ({ + any => any })
oltext = text / tag38
Figure 2: Structure of Concise ProblemDetails Data Item

(Exanpl es of el aborated Concise Problem Details data itens can be
found later in the docunent, e.g., Figure 3.)

A nunber of problemdetail entries, the Standard Probl em Det ai
entries, are predefined (nore predefined details can be registered,
see Section 3.1)

Note that, unlike [ RFC7807], Concise Problem Details data itens have
no explicit "problemtype". Instead, the category (or, one could
say, Gestalt) of the problem can be understood fromthe shape of the
problem details offered. W talk of a "problem shape" for short.

The title (key -1):
A short, hunan-readabl e summary of the probl em shape. Beyond the
shape of the problem it is not intended to sunmarize all the
specific information given with the problemdetails. For
instance, the summary mght include that an account does not have
enough noney for a transaction to succeed but not the detail ed
i nformati on such as the account nunber, how much noney t hat
account has, and how rmuch woul d be needed.

The detail (key -2):
A human-r eadabl e expl anati on specific to this occurrence of the
probl em

The instance (key -3):
A URlI reference that identifies the specific occurrence of the
problem It may or may not yield further information if
der ef erenced.

The response-code (key -4):
The CoAP response code (Sections 5.9 and 12.1.2 of [RFC7252])
generated by the origin server for this occurrence of the probl em
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The base-uri (key -5):
The base URI (see Section 5.1 of RFC 3986 [STD66]) that should be
used to resolve relative UR references enbedded in this Concise
Problem Details data item

The base-lang (key -6):
The | anguage-tag (tag38-ltag) that applies to the presentation of
unadorned text strings (not using tag 38) in this Concise Problem
Details data item see Appendix A

The base-rtl (key -7):
The writing-direction (tag38-direction) that applies to the
presentati on of unadorned text strings (not using tag 38) in this
Conci se Problem Details data item see Appendi x A

Both "title" and "detail" can use either an unadorned CBOR text
string (text) or a |anguage-tagged text string (tag38); see

Appendi x A for the definition of the latter. Language tag and
witing direction information for unadorned text strings is intended
to be obtained fromcontext; if that context needs to be saved or
forwarded with a Concise Problem Details data item "base-lang" and
"base-rtl" can be used. If no such (explicitly saved or inplicit)
context information is avail able, unadorned text is interpreted with
| anguage-tag "en" and witing-direction "false" (lItr).

The "title" string is advisory and included to give consuners a
shorthand for the category (problem shape) of the error encountered.

The "detail" menber, if present, ought to focus on hel ping the client
correct the problemrather than giving extensive server-side
debugging information. Consunmers SHOULD NOT parse the "detail"”
menber for infornmation; extensions (see Section 3) are nore suitable
and | ess error-prone ways to obtain such infornmation. Note that the
"instance" URI reference nay be relative; this nmeans that it nust be
resolved relative to the representation’s base URI, as per Section 5
of RFC 3986 [ STD66].

The "response-code" menber, if present, is only advisory; it conveys
the CoAP response code used for the conveni ence of the consuner.
Generators MJST use the same response code here as in the actual CoAP
response; the latter is needed to assure that generic CoAP software
that does not understand the problemdetails format still behaves
correctly. Consuners can use the "response-code" nenber to determne
what the original response code used by the generator was, in cases
where it has been changed (e.g., by an internediary or cache), and
when nessage bodi es persist without CoAP information (e.g., in an
events log or analytics database). Generic CoAP software will stil
use the CoAP response code. To support the use case of nessage-body
persi stence wi thout support by the problemdetails generator, the
entity that persists the Concise Problem Details data item can copy
over the CoAP response code that it received on the CoAP level. Note
that the "response-code" value is a nunmeric representation of the
actual code (see Section 3 of [RFC7252]), so it does not take the
usual presentation formthat resenbles an HITP status code: 4.04 Not
Found is represented by the nunmber 132

The "base-uri" nmenber is usually not present in the initial request-
response conmunication as it can be inferred as per Section 5.1.3 of
RFC 3986 [STD66]. An entity that stores a Concise ProblemDetails
data itemor otherw se makes it avail able for consuners wi thout this
context mght add in a "base-uri" nmenber to allow those consuners to
performresolution of any relative URI references enbedded in the
data item

Ext endi ng Conci se Problem Details



Thi s specification defines a generic problemdetails container with
only a mniml set of attributes to nmake it usable.

It is expected that applications will extend the base format by
defining new attributes.

These new attributes fall into two categories: generic and
application specific.

Generic attributes will be allocated in the standard-problemdetail -
entries slot according to the registration procedure defined in
Section 3. 1.

Application-specific attributes will be allocated in the custom
problemdetail -entries slot according to the procedure described in
Section 3. 2.

Consuners of a Concise Problem Details data item MJUST ignore any
Standard Probl em Detail entries or Custom Problem Detail entries, or
keys inside the Custom Problem Detail entries, that they do not
recogni ze ("ignore-unknown rule"); this allows problemdetails to
evolve. When storing the data itemfor future use or forwarding it
to other consuners, it is strongly RECOWENDED to retain the
unrecogni zed entries; exceptions m ght be when storage or forwarding
occurs in a different format/protocol that cannot acconmodate them or
when the storage or forwarding function needs to filter out privacy-
sensitive information and for that needs to assune unrecogni zed
entries mght be privacy-sensitive.

3.1. Standard Problem Detail Entries

Beyond the Standard Probl em Detail keys defined in Figure 2,
addi tional Standard Problem Detail keys can be registered for use in
the standard-problemdetail-entries slot (see Section 6.1).

Standard Probl em Detail keys are negative integers, so they can never
conflict with Custom Problem Detail keys defined for a specific
application domain (which are unsigned integers or URIs.)

In summary, the keys for Standard Problem Detail entries are in a
gl obal nanespace that is not specific to a particular application
domai n.

3.1.1. Standard Problem Detail Entry: Unprocessed CoAP Option

Section 2 provides a nunber of generally applicable Standard Probl em
Detail entries. The present section both registers another usefu
Standard Problem Detail entry and serves as an exanple of a Standard
Problem Detail Entry registration, in the registration tenplate
format that would be ready for registration.

Key val ue:
-8
Name:
unpr ocessed- coap- opti on
CDDL type:
one- or - nor e<ui nt >, where
one-or-more<T> =T/ [ 2* T ]
Brief description:
Opti on nunber (s) of CoAP option(s) that were not understood
Speci fication reference:
Section 3.1.1 of RFC 9290

The specification of the Standard Problem Detail entry referenced by
the above registration tenplate foll ows:



The Standard Problem Detail entry unprocessed-coap-option provides
the option nunber or nunbers of any CoAP options present in the
request that could not be processed by the server

This may be a critical option that the server is unaware of, or an
option the server is aware of but could not process (and chose not
to, or was not allowed to, ignore it).

The Concise Problem Details data itemincluding this Standard Probl em
Detail Entry can be used in fulfillnent of the "SHOULD' requirenent
in Section 5.4.1 of [RFC7252].

Several option nunbers may be given in a list (in no particular
order), without any guarantee that the list is a conplete
representation of all the problens in the request (as the server

m ght have stopped processing already at one of the problematic
options). If an option with the given nunber was repeated, there is
no indication which of the values caused the error.

Clients need to expect to see options in the list that they did not
send in the request; this can happen if the request traversed a proxy
that added the option but did not act on the problemdetails response
being returned by the origin server.

For a few special values of unprocessed CoAP options (such as Accept
or Proxy-Uri), note that there are special response codes (4.06 Not
Accept abl e, 5.05 Proxying Not Supported, respectively) to be sent

i nstead of 4.02 Bad Opti on.

.2. Custom Problem Detail Entries

Applications may extend the Concise ProblemDetails data itemwth
additional entries to convey additional, application-specific
i nformation.

Such new entries are allocated in the custom problemdetail-entries
slot and carry a nested map specific to that application. The map
key can be either an (absolute!) URI (under control of the entity
defining this extension) or an unsigned integer. Only the latter
needs to be registered (Section 6.2).

Wthin the nested map, any nunber of attributes can be given for a
single extension. The semantics of each customattribute MJST be
described in the docunentation for the extension; for extensions that
are registered (i.e., are identified by an unsigned int), that
docunentati on goes along with the registration

The unsigned integer formallows a nore conpact representation. In
exchange, authors are expected to comply with the required
regi stration and docunentation process. In conparison, the URI form

is less space efficient but requires no registration. Therefore, it
is useful for experinenting during the devel opnent cycle and for
appl i cations deployed in environnents where producers and consuners
of Concise ProblemDetails are nore tightly integrated. (Thus, the
URI form covers the potential need we m ght otherw se have for a
"Private Use" range for the unsigned integers.)

Note that the URI given for the extension is for identification
purposes only and, even if dereferenceable in principle, it MJST NOT
be dereferenced in the normal course of handling problemdetails
(i.e., outside diagnostic or debuggi ng procedures involving humans).

Figure 3 shows an exanple (in CBOR diagnostic notation) of a custom
extension using a (nmade-up) URI as the customproblemdetail-entries
key.



[ title [ -1: "title of the error",

/ detail / -2: "detailed informati on about the error",
/ instance / -3: "coaps://pd. exanpl e/ FA317434",

/ response-code / -4: 128, / 4.00 /

"tag: 3gpp. org, 2022- 03: TS29112": {
/ cause / 0: "machi ne-readabl e error cause",
/[ invalidParans / 1. |
[
[ param/ "first paraneter nane",
/ reason / "must be a positive integer"
] ]
[

]

] i)
/ supportedFeatures / 2: "d34db33f"

/| param/ "second paraneter nane"

Figure 3. Exanple Extension with URI Key

Qovi ously, a Standards Devel opnent Organi zation (SDO) |ike 3GPP can
al so easily register such a Custom Problem Detail entry to receive a
nmore efficient unsigned integer key; Figure 4 shows how the sane
exanpl e woul d | ook using a (nmade-up) registered unsigned int as the
custom probl emdetail-entries key:

{
[ title / -1. "title of the error”,
[/ detail / -2: "detailed informati on about the error”,
/ instance / -3: "coaps://pd. exanpl e/ FA317434",
/ response-code / -4: 128, / 4.00 /

/4711 is made-up exanple key that is not actually registered:/
4711: {

/| cause / 0: "machine-readable error cause",

/[ invalidParans / 1. |

[ param/ "first paraneter nane",
/ reason / "must be a positive integer"
]1
[
/| param/ "second paraneter nane"
]]
/1supportedFeatures [ 2: "d34db33f"

Figure 4: Exanple Extension with Unsigned Int (Registered) Key

In sunmary, the keys for the maps used inside Custom Probl em Det ai
entries are defined specifically for use with the identifier of that
Custom Problem Detail entry, the docunentation of which defines these
internal entries, typically chosen to address a given application
domai n.

When there is a need to evolve a Custom Problem Detail entry
definition, the "ignore-unknown rule" discussed in Section 3 provides
an easy way to include additional information. The assunption is
that this is done in a backward- and forward-conpatible way.
Sonetinmes, Custom Problem Detail entries nay need to evolve in a way
where forward conpatibility by applying the "ignore-unknown rule"
woul d not be appropriate: for exanple, when adding a "nust-
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under st and" nenber, which can only be ignored at the peril of

m sunder st andi ng the Concise ProblemDetails data item ("fal se
interoperability"). 1In this case, a new Custom Probl em Detail key
can sinply be registered for this case, keeping the old key backward
and forward conpati bl e.

Privacy Consi derations

Probl em details may unintentionally disclose information. This can
lead to both privacy and security problens. See Section 5 for nore
details that apply to both domains; particular attention needs to be
given to unintentionally disclosing Personally ldentifiable
Information (PII).

Security Considerations

Conci se Probl em Details can contain URIs that are not intended to be
dereferenced (Section 3.2, Paragraph 5). One reason is that
dereferencing these can lead to information disclosure (tracking).

I nformation disclosure can al so be caused by URIs in problemdetails
that _are_ intended for dereferencing, e.g., the "instance" UR

I mpl ement ati ons need to consider which conponent of a client should
performthe dereferencing and which servers are trusted with serving
them |In any case, the security considerations of Section 7 of RFC
3986 [ STD66] apply.

The security and privacy considerations outlined in Section 5 of

[ RFC7807] apply in full. Wile these are phrased in terns of
security considerations for new RFC 7807 probl emtypes, they equally
apply to the problemdetail entry definitions used here (Section 3).
In sunmary, both when defining new detail entries and when actually
using themto generate a Concise ProblemDetails data item care
needs to be taken that they do not |eak sensitive information.
Entities storing or forwarding Concise ProblemDetails data itens
need to consider whether this leads to information being transferred
out of the context within which access to sensitive information was
acceptable. See also Section 3, Paragraph 6 (the |ast paragraph of
the introduction to that section). Privacy-sensitive information in
the problemdetails SHOULD NOT be obscured in ways that mght lead to
m scl assification as non-sensitive (e.g., by base64-encodi ng).

I ANA Consi derati ons
1. Standard Problem Detail Keys Registry
Thi s specification defines a new subregistry titled "Standard Probl em
Detail Keys" in the "Constrained RESTful Environnents (CoRE)

Par amet ers" registry [I ANA core-paraneters], with "Specification
Required" as the Registration Procedure (Section 4.6 of [RFC8126]).

Each entry in the registry nust include:

Key Val ue:
a negative integer to be used as the value of the key

Name:
a nane that could be used in inplenentations for the key

CDDL Type:
type of the data associated with the key in CDDL notation

Bri ef Description:
a brief description

Ref erence
a reference docunent



Change Controller
(see Section 2.3

The desi gnat ed expe

of [RFC8126])

rt

is requested to assign the shortest key val ues

(1+0 and 1+1 encoding) to registrations that are likely to enjoy w de
use and can benefit from short encodi ngs.

To be imrediately u
name consists of a
addi tional ASCII
digits, or a hyphen
the key val ues,

sef ul
| ower case ASCI |

characters that are either
it matches [a-z][-a-z0-9]*.
nanes need to be uni que.

-mnus, i.e.,

in CDDL and programm ng-| anguage contexts,

letter (a-z) and zero or nore

| owercase letters,
As with

The specification in the reference docunent needs to provide a

description of the Standard Probl em Det ai

CDDL description in

"CDDL Type",

entry,

replicating the
and describing the semantics of the

presence of this entry and the semantics of the value given with it.

Initial

| Key | Name
| Val ue|

| | det ai |

I I

I I

I I

| |

I I

I I

I I

i nst ance

| | code

| Short,

| human-

| readabl e

| summary of

entries in this subregistry are as foll ows:

| RFC 9290
I
I
I

| t he problemn

| shape

| Human-
| readabl e

| RFC 9290
I

| expl anat i on|
| specific to

| this

| occurrence
| of the

| probl em

| URI
| reference

| RFC 9290
|

| i dentifying]|

| specific

| occurrence
| of the

| probl em

| CoAP
| response
| code

| Base
| I anguage
|tag (see

I
Appendi x A)

I
o e e e e e m o

on| Base

|writing
| direction
| (see

Appendi x A)

I
o e e e e e m o

| RFC 9290
I

I

B
| RFC 9290
I

I

I

I
Fom e e e o -

| 1 ETF

a



-8 | unpr ocessed- | one-or - | Option
| coap-opti on | nor e<ui nt > | number (s)
| | | of CoAP

| RFC 9290, | | ETF
I
I
| option(s) |
I
I
I

tion |
I I

| | | that were
| | | not
I I

| under st ood

Table 1: Initial Entries in the Standard Probl em Detail Keys Registry
.2. Custom Problem Detail Keys Registry

Thi s specification defines a new subregistry titled "Custom Probl em
Detail Keys" in the "Constrai ned RESTful Environnments (CoRE)

Par anmeters" registry [I ANA core-paraneters], with as "Expert Review'
as the Registration Procedure (Section 4.5 of [RFC8126]).

The designated expert is instructed to attenpt making the

regi stration experience as close to First Cone First Served as
reasonably achi evabl e, but checking that the reference docunent does
provide a description as set out below. (This requirenent is a

rel axed version of "Specification Required" as defined in Section 4.6
of [RFCB8126].)

Each entry in the registry nust include:

Key Val ue:
an unsigned integer to be used as the value of the key

Name:
a nane that could be used in inplenentations for the key

Brief Description:
a brief description

Ref er ence
a reference docunent that provides a description of the map,
including a CDDL description, that describes all inside keys and
val ues

Change Controller
(see Section 2.3 of [RFC8126])

The desi gnated expert is requested to assign the shortest key val ues
(1+0 and 1+1 encoding) to registrations that are likely to enjoy w de
use and can benefit from short encodi ngs.

To be imredi ately useful in CDDL and progranm ng-| anguage contexts, a
nane consists of a |lowercase ASCII letter (a-z) and zero or nore
additional ASCI| characters that are either |owercase letters,

digits, or a hyphen-mnus, i.e., it matches [a-z][-a-z0-9]*. As with
the key val ues, names need to be uni que.

Initial entries in this subregistry are as foll ows:

Probl em Detai |l s
data item

F =4 - —————————+d———————————+t————————————+
| Key | Nane | Brief | Reference | Change |
| Value | | Description | | Controller |
[ oo oo ool s s e s s e sl el ]
7807 | tunnel-7807 | Carry RFC 7807 | RFC 9290, | IETF

| | problemdetails | Appendix |

| | in a Concise | B |

I I I I

I I I I



Table 2: Initial Entries in the Custom Problem Detail Key Registry
6.3. Media Type

| ANA has added the followi ng nedia type to the "Media Types" registry
[ 1 ANA. medi a-t ypes] .

+::::::::::::::::::::::::::::+::::::::::::::::::::::::::::+:::::::::+
| Nare | Tenpl at e | Ref erence|
conci se-probl em det ai | s+cbor | appl i cati on/ conci se-probl em | RFC 9290,
p pp p
| | det ai | s+cbor | Section |
I I | 6.3 I
o e e e e o e e e e e oo - +

Tabl e 3: New Medi a Type ’'application/conci se-probl emdetail s+cbhor’
Type name: application
Subt ype nane: conci se-probl em det ai |l s+cbor
Required paraneters: NA
Optional parameters: NA
Encodi ng considerations: binary (CBOR data iten
Security considerations: Section 5 of RFC 9290
Interoperability considerations: none
Publ i shed specification: Section 6.3 of RFC 9290

Applications that use this nedia type: Cients and servers in the
I nternet of Things

Fragrment identifier considerations: The syntax and semantics of
fragment identifiers is as specified for "application/cbor". (At
publication of RFC 9290, there is no fragnment identification
syntax defined for "application/cbor".)

Addi tional information:

Deprecated alias nanes for this type: NA
Magi ¢ nunber(s): NA

File extension(s): NA

Maci ntosh file type code(s): NA

Person & enmmil address to contact for further information: CoRE WG
mailing list (core@etf.org) or | ETF Applications and Real -Tine
Area (art@etf.orqg)

I ntended usage: COMMON

Restrictions on usage: none

Aut hor/ Change controller: |ETF

Provi sional registration: no

6.4. Content - For mat
| ANA has registered a Content-Format nunber in the "CoAP

Cont ent - For mat s" subregistry, within the "Constrai ned RESTf ul
Envi ronments (CoRE) Parameters" registry [IANA core-paraneters], as



f ol | ows:

[ ey Ll —p—— plpp—p——" b ——————
| Media Type | Encoding | ID | Reference |
[ oo b oo s s e e e pe oo
| application/concise-problem | - | 257 | RFC 9290 |
| detail s+cbor | | | |
I T i F--- - - +----- F-- - - - +

Tabl e 4: Content-Format Registration

6.5. CBOR Tag 38

In the registry "CBOR Tags" [IANA chor-tags], |ANA has registered
CBOR tag 38. | ANA has updated the reference for CBOR tag 38 to point
to RFC 9290, Appendi x A
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Appendi x A, Language- Tagged Stri ngs

Thi s appendi x serves as the archival docunentation for CBOR tag 38, a
tag for serializing | anguage-tagged text strings in CBOR  The text
of this appendix is adapted fromthe specification text supplied for
its initial registration. It has been extended to allow

suppl enenting the |l anguage tag by a direction indication.

As with any | ANA-registered item a specification that further
updates this registration needs to update the reference colum of the



| ANA registry (see Section 6.5). Future specifications may update
this appendi x, other parts of this docunent, or both. (Wen updating
this appendix, keep in mnd that applications beyond Conci se Probl em
Details data itens may adopt the tag defined here.) Users of this
tag are advised to consult the registry to obtain the nost recent
update for this appendi x.

A 1. Introduction

In sone cases, it is useful to specify the natural |anguage of a text
string. This specification defines a tag that does just that. One
technol ogy that supports |anguage-tagged strings is the Resource
Description Franmework (RDF) [ RDF].

A 2. Detailed Semantics

A | anguage-tagged text string in CBOR has the tag 38 and consists of
an array with a length of 2 or 3.

The first element is a well-forned | anguage tag described in BCP 47
([ RFC5646] and [ RFC4647]), represented as a UTF-8 text string (major

type 3).

The second elenent is an arbitrary UTF-8 text string (mjor type 3).
Both the | anguage tag and the arbitrary string can optionally be
annotated with CBOR tags; this is not shown in the CDDL bel ow.

The optional third elenent, if present, represents a ternary val ue
that indicates a direction, as foll ows:

* false: left-to-right direction ("Itr"). The text is expected to
be displayed with left-to-right base direction if standal one and
isolated with left-to-right direction (as if enclosed in LR
PDI or equival ent, see [Unicode-14.0.0-bidi]) in the context of a
| onger string or text.

* true: right-to-left direction ("rtl"). The text is expected to be
di splayed with right-to-left base direction if standal one and
isolated with right-to-left direction (as if enclosed in RLI
PDI or equival ent, see [Unicode-14.0.0-bidi]) in the context of a
| onger string or text.

* null: indicates that no indication is nmade about the direction
("auto"), enabling an internationalization library to nake an
aut o-det ecti on decision such as treating the string as if encl osed
in FSI ... PD or equivalent, see [Unicode-14.0.0-bidi].

If the third elenment is absent, directionality context nmay be applied
(e.g., base-directionality information for an entire CBOR nessage or
part thereof). |If there is no directionality context applied, the
default interpretation is the sane as for null ("auto").

I n CDDL:

tag38 = #6.38([tag38-1tag, text, ?tag38-direction])
tag38-Itag = text .regexp "[a-zA-Z]{1,8}(-[a-zA-Z0-9]{1,8})*"
tag38-direction = & Itr: false, rtl: true, auto: null)

NOTE: Language tags of any conbi nation of case are allowed. But
Section 2.1.1 of [RFC5646], part of BCP 47, recomends a case

combi nation for |anguage tags that encoders that support tag 38 may
wi sh to foll ow when generating | anguage tags.

Data itens with tag 38 that do not neet the criteria above are not
valid (see Section 5.3.2 of RFC 8949 [ STD94]).



NOTE: The Uni code Standard [Uni code-14.0.0] includes a set of
characters designed for tagging text (including | anguage tagging) in
the range WEO000 to WEOO7F. Al though nany applications, including
RDF, do not disallow these characters in text strings, the Unicode
Consortium has deprecated these characters and recomrends annotati ng
| anguage via a higher-level protocol instead. See the section
"Deprecated Tag Characters” in Section 23.9 of [Unicode-14.0.0] as
wel | as [ RFC6082].

NOTE: while this docunent references a version of Unicode that was
recent at the tinme of witing, the statenents nade based on this
version are expected to remain valid for future versions.

A. 3. Exanples
Exanples in this section are given in CBOR diagnostic notation first
and then as a pretty-printed hexadeci mal representation of the
encoded item

The foll owi ng exanpl e shows how t he English-1anguage string "Hello"
i s represented.

38(["en", "Hello"])

D8 26
82

# tag(38)
# array(2)
62 # text(2)
656E #

65 #
48656C6C6F #

text (5)
"Hel | o"

The foll owi ng exanpl e shows how the French-| anguage string "Bonjour"
i s represented.

38(["fr", "Bonjour"])

D8 26
82
62
6672
67
426F6E6GAGF7572

tag(38)
array(2)
text (2)
"fr"

text (7)

" Bonj our"

HHEFEHHFH

The foll owi ng exanple uses right-to-left (RTL) script, which in the
context of this specification nay be rendered differently by

di fferent docunent presentation environments. The descriptive text
may be nore reliable to follow than the necessarily device- and
application-specific rendering. The exanple shows how t he Hebrew

| anguage string

is represented, where in direction of reading, the sequence of
characters is: "" (HEBREW LETTER SHI N, U+05E9), "" (HEBREW LETTER
LAVED, W+05DC), "" (HEBREW LETTER VAV, U+05D5), "" (HEBREW LETTER
FINAL MEM U+05DD). Note the rtl direction expressed by setting the
third element in the array to "true".

38(["he", "", true])

D8 26
83

# tag(38)

# array(3)

62 # text(2)
6865 # "he"

# text(8)

#

68
D7A9D79CD795D79D



F5 # primtive(21)
Appendi x B. Interworking with RFC 7807

On certain occasions, it will be necessary to carry ("tunnel")
[ RFC7807] problemdetails in a Concise ProblemDetails data item

Thi s appendi x defines a Custom Problem Detail entry for that purpose.
This is assigned Custom Probl em Detail key 7807 in Section 6.2. |Its
structure is:

tunnel - 7807 = {
? &type: 0) => ~uri
? &(status: 1) => 0..999
* text => any

}

To carry an [ RFC7807] problemdetails JSON object in a Concise
Problem Details data item first convert the JSON object to CBOR as
per Section 6.2 of RFC 8949 [STD94]. Create an enpty Conci se Problem
Details data item

Move the values for "title", "detail", and "instance", if present,
fromthe [RFC7807] problemdetails to the equival ent Standard Probl em
Detail entries. Create a Custom Problem Detail entry with key 7807.
Move the values for "type" and "status", if present, to the

equi val ent keys 0 and 1 of the Custom Problem Detail entry. Mve all
remai ni ng key/value pairs (additional nenbers as per Section 3.2 of

[ RFC7807]) in the converted [ RFC7807] problem details object to the
Cust om Probl em Detail map unchanged.

The inverse direction, carrying Concise ProblemDetails in an RFC
7807 problemdetails JSON object requires the additional support
provided by [HTTPAPI], which is planned to create the HTTP Problem
Types Registry. An HITP Probl em Type can then be regi stered that
extracts top-level itens fromthe Concise ProblemDetails data item
inasimlar way to the conversion descri bed above and that carries
the rest of the Concise ProblemDetails data itemin an additiona
menber via base64url encodi ng without padding (Section 5 of

[ RFC4648]). Details can be defined in a separate docunment when the
work on [HTTPAPI] is conpl eted.
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