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I nt roducti on

In 2014 the | ETF published a docunent entitled "Pervasive Mnitoring
Is an Attack" [RFC7258], which recogni zed that unauthorized
observation of network traffic had becone w despread and was a
subversive threat to all who make use of the Internet at large. It
strongly recommended that newly defined Internet protocols should
make a genuine effort to mtigate nmonitoring attacks. Typically,
this mtigation includes encrypting data in transit.

The Renote Procedure Call version 2 protocol has been a Proposed
Standard for three decades (see [RFC5531] and its antecedents). Over
twenty years ago, Eisler et al. first introduced RPCSEC GSS as an in-
transit encryption nechani smfor RPC [ RFC2203]. However, experience
has shown that RPCSEC GSS with in-transit encryption can be
challenging to use in practice due to the foll ow ng:

* Parts of each RPC header remamin in cleartext, constituting a | oss
of metadata confidentiality.

* O floading the Generic Security Service (GSS) privacy service is
not practical in large nulti-user deploynments since each nessage
is encrypted using a key based on the issuing RPC user

However strong GSS-provided confidentiality is, it cannot provide any
security if the challenges of using it result in choosing not to
deploy it at all.

Mor eover, the use of AUTH SYS remmins common despite the adverse
effects that acceptance of User ldentifiers (U Ds) and G oup
ldentifiers (G Ds) fromunauthenticated clients brings with it.
Continued use is in part because:

* Per-client deploynment and administrative costs for the only well -
defined alternative to AUTH SYS are expensive at scale. For
i nstance, adm nistrators nust provide keying material for each RPC
client, including transient clients.

* GSS host identity managenent and user identity nmanagenent
typically nmust be enforced in the sanme security realm However,
cloud providers, for instance, might prefer to remain
authoritative for host identity but allow tenants to nanage user
identities within their private networKks.



In view of the challenges with the currently avail abl e mechani sns for
aut henticating and protecting the confidentiality of RPC
transactions, this docunment specifies a transport-|ayer security
mechani smthat conpl ements the existing ones. The TLS [ RFC8446] and
Dat agram Transport Layer Security (DTLS) [RFC9147] protocols are

wel | -established Internet building blocks that protect many standard
Internet protocols such as the Hypertext Transfer Protocol (HTTP)

[ RFCO110] .

Encrypting at the RPC transport |ayer accords several significant
benefits:

Encryption by Default: Transport encryption can be enabl ed wi thout
addi tional administrative tasks such as identifying client systens
to a trust authority and providing each with keying nmateri al

Encryption O fload: Hardware support for the GSS privacy service has
not appeared in the nmarketplace. However, the use of a well-
established transport encryption nmechanismthat is enpl oyed by
ot her ubi quitous network protocols nakes it nore likely that
encryption offload for RPC is practicable.

Securing AUTH SYS: Mst critically, transport encryption can
significantly reduce several security issues inherent in the
current wi despread use of AUTH SYS (i.e., acceptance of U Ds and
G Ds generated by an unauthenticated client).

Decoupl ed User and Host ldentities: TLS can be used to authenticate
peer hosts while other security mechani sms can handl e user
aut henti cati on.

Conpatibility: The inposition of encryption at the transport |ayer
protects any upper-layer protocol that enploys RPC, without
alteration of the upper-Ilayer protocol

Further, Section 6 of the current document defines policies in |line
with [ RFC7435] that enable RPC-with-TLS to be depl oyed
opportunistically in environments that contain RPC inpl enentations
that do not support TLS. However, specifications for RPC based
upper -1l ayer protocols should choose to require even stricter policies
that guarantee encryption and host authentication are used for al

RPC transactions to mitigate agai nst pervasive nonitoring attacks

[ RFC7258]. Enforcing the use of RPC-with-TLS is of particul ar

i mportance for existing upper-|ayer protocols whose security
infrastructure is weak.

The protocol specification in the current docunent assumes that
support for ONC RPC [ RFC5531], TLS [RFC8446], PKI X [ RFC5280], DNSSEC
DNS- Based Aut hentication of Narmed Entities (DANE) [RFC6698], and
optionally RPCSEC GSS [ RFC2203] is available within the platform
where RPC-with-TLS support is to be added.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Ter mi nol ogy
Thi s docunent adopts the term nology introduced in Section 3 of

[ RFC6973] and assunmes a working know edge of the RPC version 2
prot ocol [RFC5531] and the TLS version 1.3 protocol [RFC8446].



4.

4.

Note al so that the NFS comunity |ong ago adopted the use of the term
"privacy" from docunents such as [RFC2203]. In the current docunent,
the authors use the term"privacy" only when referring specifically
to the historic GSS privacy service defined in [ RFC2203]. O herwi se,
the authors use the term"confidentiality", follow ng the practices
of contenporary security communities

W adhere to the convention that a "client" is a network host that
actively initiates an association, and a "server" is a network host
that passively accepts an associ ation request.

RPC docunentation historically refers to the authentication of a
connecting host as "machi ne authentication" or "host authentication"
TLS docunentation refers to the sane as "peer authentication". In
the current docunent, there is little distinction between these
terns.

The term "user authentication" in the current docunent refers
specifically to the RPC caller’s credential, provided in the "cred"
and "verf" fields in each RPC Cal |.

RPC-wi t h-TLS in Operation
1. Discovering Server-Side TLS Support

The nechani sm described in the current docunent interoperates fully
with RPC inplenentations that do not support RPC-with-TLS. When an
RPC-wi t h- TLS- enabl ed peer encounters a peer that does not support
RPC-wi t h- TLS, policy settings on the RPC-with-TLS-enabl ed peer

det ermi ne whet her RPC operation continues w thout the use of TLS or
i s discontinued altogether

To achieve this interoperability, we introduce a new RPC

aut hentication flavor called AUTH TLS. The AUTH TLS authentication
flavor signals that the client wants to initiate TLS negotiation if
the server supports it. Except for the nodifications described in
this section, the RPC protocol is unaware of security encapsul ation
at the transport layer. The value of AUTH TLS is defined in
Section 7. 1.

An RPC client begins its conmunication with an RPC server by
selecting a transport and destination port. The choice of transport
and port is typically based on the RPC programthat is to be used.
The RPC client mght query the RPC server’s RPCBIND service to nmake
this selection (The RPCBIND service is described in [RFC1833]). The
mechani sm described in the current docunent does not support RPC
transports other than TCP and UDP. |In all cases, an RPC server MJST
listen on the same ports for (D) TLS-protected RPC progranms as the
ports used when (D) TLS is not avail able.

To protect RPC traffic to a TCP port, the RPC client opens a TCP
connection to that port and sends a NULL RPC procedure with an
auth_flavor of AUTH TLS on that connection. To protect RPC traffic
to a UDP port, the RPC client sends a UDP datagramto that port
containing a NULL RPC procedure with an auth _flavor of AUTH TLS. The
client constructs this RPC procedure as foll ows:

* The length of the opaque data constituting the credential sent in
the RPC Call nessage MUST be zero

* The verifier acconpanying the credential MJST be an AUTH NONE
verifier of length zero.

* The flavor value of the verifier in the RPC Reply nessage received
fromthe server MJST be AUTH NONE



* The length of the verifier’'s body field is eight.

* The bytes of the verifier’'s body field encode the ASCII characters
"STARTTLS" as a fixed-Iength opaque.

The RPC server signals its correspondi ng support for RPC-w th-TLS by
replying with a reply _stat of MSG ACCEPTED and an AUTH NONE verifi er
containing the "STARTTLS" token. The client SHOULD proceed with TLS
session establishnment, even if the Reply' s accept_stat is not

SUCCESS. If the AUTH TLS probe was done via TCP, the RPC client MJST
send the "ClientHell 0" message on the sane connection. If the

AUTH TLS probe was done via UDP, the RPC client MJST send the
"ClientHell 0" nessage to the sane UDP destination port.

Conversely, if the Reply's reply stat is not MSG ACCEPTED, if its
verifier flavor is not AUTH NONE, or if its verifier does not contain
the "STARTTLS" token, the RPC client MJUST NOT send a "CdientHello"
message. RPC operation may continue, depending on |ocal policy, but
wi thout confidentiality, integrity, or peer authentication protection
from (D) TLS.

If, after a successful RPC AUTH TLS probe, the subsequent (D) TLS
handshake should fail for any reason, the RPC client reports this
failure to the upper-layer application the sane way it reports an
AUTH ERROR rejection fromthe RPC server

If an RPC client uses the AUTH TLS aut hentication flavor on any
procedure other than the NULL procedure, or an RPC client sends an
RPC AUTH_TLS probe within an existing (D) TLS session, the RPC server
MJST reject that RPC Call by returning a reply_stat of MSG _DEN ED
with a reject_stat of AUTH ERROR and an auth_stat of AUTH BADCRED

Once the TLS session handshake is conplete, the RPC client and server
have established a secure channel for exchanging RPC transactions. A
successful AUTH TLS probe on one particular port/transport tuple does
not inmply that RPG-with-TLS is available on that sane server using a
different port/transport tuple, nor does it inply that RPC-w th-TLS
will be available in the future using the successfully probed port.

.2. Authentication

There is sone overlap between the authentication capabilities of RPC
and TLS. The goal of interoperability with inplenmentations that do
not support TLS requires limting the conbinations that are all owed
and precisely specifying the role that each |ayer plays.

Each RPC server that supports RPC-wi th-TLS MJST possess a uni que
global identity (e.g., a certificate that is signed by a well-known
trust anchor). Such an RPC server MJST request a TLS peer identity
fromeach client upon first contact. There are two different nodes
of client depl oynent:

Server-Only Host Authentication
In this type of deploynment, the client can authenticate the server
host using the presented server peer TLS identity, but the server
cannot authenticate the client. |In this situation, RPC-w th-TLS
clients are anonynous. They present no gl obally unique identifier
to the server peer.

Mut ual Host Authentication
In this type of deploynent, the client possesses an identity that
is backed by a trusted entity (e.g., a pre-shared key or a
certificate validated with a certification path). As part of the
TLS handshake, both peers authenticate using the presented TLS
identities. |If authentication of either peer fails, or if



aut hori zati on based on those identities blocks access to the
server, the peers MJST reject the association. Further
expl anation appears in Section 5. 2.

In either of these nodes, RPC user authentication is not affected by
the use of transport |ayer security. Wen a client presents a TLS
peer identity to an RPC server, the protocol extension described in
the current docunent provides no way for the server to know whet her
that identity represents one RPC user on that client or is shared
anongst many RPC users. Therefore, a server inplenentation cannot
utilize the renmote TLS peer identity to authenticate RPC users.

.2.1. Using TLS wi th RPCSEC_GSS

To use GSS, an RPC server has to possess a GSS service principal. On
a TLS session, GSS nutual (peer) authentication occurs as usual, but
only after a TLS session has been established for comunication

Aut henti cati on of RPCSEC GSS users is unchanged by the use of TLS

RPCSEC GSS can al so perform per-request integrity or confidentiality
protection. Wen operating over a TLS session, these GSS services
becone | argely redundant. An RPC inplenmentation capabl e of
concurrently using TLS and RPCSEC GSS MUST use Ceneric Security
Service Application ProgramInterface (GSS-APlI) channel binding, as
defined in [ RFC5056], to determ ne when an underlying transport
provides a sufficient degree of confidentiality. RPC-w th-TLS

i npl ement ati ons MJUST provide the "tls-exporter" channel binding type,
as defined in [ RFC9266] .

TLS Requirenents

When peers negotiate a TLS session that is to transport RPC, the
followi ng restrictions apply:

* I npl enentati ons MUST NOT negotiate TLS versions prior to 1.3 (for
TLS [ RFC8446] or DITLS [ RFC9147], respectively). Support for
mandat ory-t o-i npl ement ci pher suites for the negotiated TLS
version i s REQUI RED.

* Inplementations MJUST conformto the recommendati ons for TLS usage
specified in BCP 195 [ RFC7525]. Al though RFC 7525 pernits the use
of TLS 1.2, the requirement to use TLS 1.3 or later for RPCwth-
TLS takes precedence. Further, because TLS 1.3 ciphers are
qualitatively different than cipher suites in previous versions of
TLS, and RFC 7525 predates TLS 1.3, the cipher suite
recommendations in RFC 7525 do not apply to RPGwith-(D)TLS. A
strict TLS node for RPC-with-TLS that protects against STRI PTLS
attacks is discussed in detail in Section 6.1.1

* | nplenmentati ons MJUST support certificate-based nutua
aut hentication. Support for Pre-Shared Key (PSK) rmutual
authentication is OPTIONAL; see Section 5.2.2 for further details.

* Negotiation of a cipher suite providing confidentiality as well as
integrity protection is REQJ RED

Client inplenentations MJST include the
"application_|layer protocol negotiation(16)" extension [RFC7301] in
their "CientHell 0" nmessage and MJST include the protocol identifier
defined in Section 7.2 in that message’s Protocol NaneLi st val ue.

Simlarly, in response to the "ClientHello" nessage, server

i mpl ement ati ons MJST i ncl ude the
"application_|ayer protocol negotiation(16)" extension [RFC7301] in
their "ServerHell o" message and MJST include only the protoco
identifier defined in Section 7.2 in that message’s Protocol NaneLi st



val ue.

If the server responds incorrectly (for instance, if the
"ServerHel | 0" nessage does not conformto the above requirenents),
the client MJUST NOT establish a TLS session for use with RPC on this
connection. See [RFC7301] for further details about how to form
these nessages properly.

5.1. Base Transport Consi derations

There is frequently a strong associ ati on between an RPC program and a
particul ar destination port nunber. The use of TLS or DTLS does not
change that association. Thus, it is frequently, though not always,
the case that a single TLS session carries traffic for only one RPC
program

5.1.1. Protected OQperation on TCP

The use of the TLS protocol [RFC8446] protects RPC on TCP
connections. Typically, once an RPC client conpletes the TCP
handshake, it uses the nechani smdescribed in Section 4.1 to di scover
RPC-wi t h- TLS support for that RPC program on that connection. Unti
an AUTH TLS probe is done on a connection, the RPC server treats al
traffic as RPC nmessages. |If spurious traffic appears on a TCP
connection between the initial cleartext AUTH TLS probe and the TLS
sessi on handshake, receivers MJST discard that data w thout response
and t hen SHOULD drop the connection

The protocol convention specified in the current docunent assunes
there can be no nore than one concurrent TLS session per TCP
connection. This is true of current generations of TLS, but mght be
different in a future version of TLS

Once a TLS session is established on a TCP connection, no further
cl eartext communi cati on can occur on that connection until the
session is termnated. The use of TLS does not alter RPC record
fram ng used on TCP transports.

Furthernore, if an RPC server responds with PROG UNAVAIL to an RPC
Call within an established TLS session, that does not inply that RPC
server will subsequently reject the same RPC programon a different
TCP connecti on

Reverse-direction operation occurs only on connected transports such
as TCP (see Section 2 of [RFC8167]). To protect reverse-direction
RPC operations, the RPC server does not establish a separate TLS
session on the TCP connection but instead uses the existing TLS
session on that connection to protect these operations.

When operation is conplete, an RPC peer term nates a TLS session by
sending a TLS closure alert. It may then close the TCP connection

5.1.2. Protected Qperation on UDP

The use of the DTLS protocol [RFC9147] protects RPC carried in UDP
datagrans. As soon as a client initializes a UDP socket for use with
an RPC service, it uses the mechani smdescribed in Section 4.1 to

di scover RPC-with-DTLS support for that RPC programon that port. |If
spurious traffic appears on a 5-tuple between the initial cleartext
AUTH TLS probe and the DTLS associ ati on handshake, receivers MJST
discard that traffic w thout response.

Usi ng DTLS does not introduce reliable or in-order semantics to RPC
on UDP. The use of DTLS record replay protection is REQU RED when
transporting RPC traffic.



Each RPC nmessage MJUST fit in a single DILS record. DILS
encapsul ati on has overhead, which reduces the Packetization Layer
Path MIU (PLPMIU) and thus the nmaxi num RPC payl oad size. A possible
PLPMIU di scovery nmechanismis offered in [ RFC8899].

The current document does not specify a nechanismthat enables a
server to distinguish between DTLS traffic and unprotected RPC
traffic directed to the sane port. To make this distinction, each
peer matches ingress datagrans that appear to be DILS traffic to
exi sting DTLS session state. A peer treats any datagramthat fails
the mat chi ng process as an RPC nessage.

Mul ti homed RPC clients and servers may send protected RPC nmessages
via network interfaces that were not involved in the handshake that
establ i shed the DITLS session. Therefore, when protecting RPC
traffic, each DTLS handshake MUST include the "connection_id(54)"

ext ensi on described in Section 9 of [RFC9147], and RPC-wi t h-DTLS peer
endpoi nts MJST provide a ConnectionlD with a nonzero | ength.

Endpoi nts inpl enenti ng RPC prograns that expect a significant nunber
of concurrent clients SHOULD enpl oy ConnectionlDs of at |east 4 bytes
in |ength.

Sending a TLS closure alert term nates a DTLS session. Because
nei t her DTLS nor UDP provide in-order delivery, after session closure
there can be anbiguity as to whether a datagram should be interpreted
as DTLS protected or not. Therefore, receivers MJST discard

dat agrans exchanged using the sane 5-tuple that just term nated the
DTLS session for a sufficient length of tinme to ensure that
retransm ssi ons have ceased and packets already in the network have
been delivered. |In the absence of nore specific data, a period of 60
seconds is expected to suffice.

5.1.3. Protected Qperation on her Transports

Transports that provide intrinsic TLS-level security (e.g., QUJ Q)
need to be addressed separately fromthe current document. |In such
cases, the use of TLS is not opportunistic as it can be for TCP or
UDP.

RPC- over - RDMA can nake use of transport |ayer security bel ow the RDVA
transport layer [RFC8166]. The exact mechanismis not within the
scope of the current docunment. Because there m ght not be other

provi sions to exchange client and server certificates, authentication
mat eri al exchange needs to be provided by facilities within a future
versi on of the RPC- over-RDMA transport protocol

5.2. TLS Peer Authentication

TLS can perform peer authentication using any of the follow ng
nmechani sns.

5.2.1. X 509 Certificates Using PKIX Trust

X.509 certificates are specified in [X.509]. [RFC5280] provides a
profile of Internet PKI X 509 public key infrastructure. RPC-wth-
TLS i npl enentati ons are REQUI RED to support the PKI X nechani sm
described in [ RFC5280] .

The rul es and guidelines defined in [RFC6125] apply to RPC-with-TLS
certificates with the foll owi ng considerations:

* The DNS-ID identifier type is a subjectAltNane extension that
contains a dNSNane, as defined in Section 4.2.1.6 of [RFC5280].
Support for the DNS-ID identifier type is REQU RED in RPC-w th-TLS
client and server inplenmentations. Certification authorities that
i ssue such certificates MJST support the DNS-1D identifier type.



* To specify the identity of an RPC peer as a donmi n nane, the
certificate MJUST contain a subjectAl tNane extension that contains
a dNSName. DNS domain nanes in RPC-with-TLS certificates MJST NOT
contain the wildcard character "*' within the identifier

* To specify the identity of an RPC peer as a network identifier
(netid) or a universal network address (uaddr), the certificate
MUST contain a subject Al't Nanme extension that contains an
i PAddr ess.

When validating a server certificate, an RPC-wi th-TLS client
i mpl ementation takes the followi ng into account:

* Certificate validation MJST include the verification rules as per
Section 6 of [RFC5280] and Section 6 of [RFC6125].

* Server certificate validation MJST include a check on whether the
| ocal ly configured expected DNS-1D or i PAddress subject Al t Name of
the server that is contacted nmatches its presented certificate.

* For RPC services accessed by their netids and uaddrs, the
i PAddr ess subj ect Al t Name MUST be present in the certificate and
MJST exactly match the address represented by the universa
net wor k addr ess.

An RPC client’s domain name and | P address are often assi gned
dynani cal ly; thus, RPC servers cannot rely on those to verify client
certificates. Therefore, when an RPC-with-TLS client presents a
certificate to an RPC-w th-TLS server, the server takes the foll ow ng
into account:

* The server MJST use a procedure conformant to Section 6 of
[ RFC5280] to validate the client certificate' s certification path.

* The tuple (serial nunmber of the presented certificate; |ssuer)
uniquely identifies the RPC client. The neaning and syntax of
these fields is defined in Section 4 of [RFC5280].

RPC-wi t h- TLS i npl ement ati ons MAY all ow the configuration of a set of
additional properties of the certificate to check for a peer’s

aut hori zation to communi cate (e.g., a set of allowed values in

subj ect Al t Nane: URI, a set of allowed X 509v3 Certificate Policies, or
a set of extended key usages).

When the configured set of trust anchors changes (e.g., renoval of a
Certification Authority (CA) fromthe list of trusted CAs; issuance
of a new Certificate Revocation List (CRL) for a given CA)

i npl ement ati ons SHOULD reeval uate the certificate originally
presented in the context of the new configuration and term nate the
TLS session if the certificate is no |onger trustworthy.

5.2.1.1. Extended Key Usage Val ues

Section 4.2.1.12 of [RFC5280] specifies the extended key usage X. 509
certificate extension. This extension, which may appear in end-
entity certificates, indicates one or nore purposes for which the
certified public key may be used in addition to or in place of the
basi ¢ purposes indicated in the key usage extension

The current docunment defines two new KeyPurposeld val ues: one that
identifies the RPC-with-TLS peer as an RPC client, and one that
identifies the RPC-with-TLS peer as an RPC server

The inclusion of the RPC server val ue (id-kp-rpcTLSServer) indicates
that the certificate has been issued for allowi ng the holder to



process RPC transacti ons.

The inclusion of the RPC client value (id-kp-rpcTLSClient) indicates
that the certificate has been issued for allowi ng the holder to
request RPC transacti ons.

5.2.2. Pre-shared Keys

This mechanismis OPTIONAL to inplenent. |In this node, the RPC peer
can be uniquely identified by keying material that has been shared
out of band (see Section 2.2 of [RFC8446]). The PSK Identifier
SHOULD be exposed at the RPC | ayer.

6. Security Considerations

One purpose of the nmechani smdescribed in the current docunment is to
prot ect RPC-based applications against threats to the confidentiality
of RPC transactions and RPC user identities. A taxonomny of these
threats appears in Section 5 of [RFC6973]. Also, Section 6 of

[ RFC7525] contains a detailed discussion of technol ogies used in
conjunction with TLS. Section 8 of [RFC5280] covers inportant

consi derations about handling certificate material securely.

I mpl ementers should faniliarize thenmselves with these materials.

Once a TLS session is established, the RPC payl oad carried on TLS
version 1.3 is forward secure. However, inplenenters need to be
aware that replay attacks can occur during session establishnent.
Renmedi es for such attacks are discussed in detail in Section 8 of

[ RFC8446]. Further, the current docunment does not provide a profile
that defines the use of O-RTT data (see Appendi x E.5 of [RFC8446]).
Therefore, RPC-w th-TLS inpl ementati ons MJUST NOT use O-RTT data

6.1. The Limtations of Cpportunistic Security

Readers can find the definition of Opportunistic Security in
[ RFC7435]. A discussion of its underlying principles appears in
Section 3 of that document.

The purpose of using an explicitly opportunistic approach is to
enabl e interoperation with inplenentations that do not support RPC
with-TLS. A range of options is allowed by this approach, from"no
peer authentication or encryption” to "server-only authentication
with encryption” to "nutual authentication with encryption”. The
actual security level nmay indeed be sel ected based on policy and

wi t hout user intervention.

In environnents where interoperability is a priority, the security
benefits of TLS are partially or entirely waived. |[|nplenmentations of
the mechani sm described in the current document mnust take care to
accurately represent to all RPC consuners the | evel of security that
is actually in effect, and are REQU RED to provide an audit |og of
RPC-wi t h- TLS security node sel ection

In all other cases, the adoption, inplenentation, and depl oynent of
RPC- based upper-1layer protocols that enforce the use of TLS

aut hentication and encryption (when sinilar RPCSEC GSS services are
not in use) is strongly encouraged.

6.1.1. STRIPTLS Attacks
The initial AUTH TLS probe occurs in cleartext. An on-path attacker
can alter a cleartext handshake to nake it appear as though TLS
support is not available on one or both peers. dient inplenenters
can choose fromthe following to mitigate STRIPTLS attacks:

* A TLSA record [RFC6698] can alert clients that TLS is expected to



wor k, and provide a binding of a hostnane to the X 509 identity.

If TLS cannot be negotiated or authentication fails, the client

di sconnects and reports the problem Wen an opportunistic
security policy is in place, a client SHOULD check for the

exi stence of a TLSA record for the target server before initiating
an RPC-wit h-TLS associ ati on.

* (Cient security policy can require that a TLS session is
establ i shed on every connection. |f an attacker spoofs the
handshake, the client disconnects and reports the problem This
policy prevents an attacker from causing the association to fal
back to cleartext silently. |If TLSA records are not avail abl e,
this approach is strongly encouraged.

6.1.2. Privacy Leakage before Session Establishnent

As nentioned earlier, comunication between an RPC client and server
appears in the clear on the network prior to the establishnent of a
TLS session. This cleartext information usually includes transport
connecti on handshake exchanges, the RPC NULL procedure probing
support for TLS, and the initial parts of TLS session establishnent.
Appendi x C of [RFC8446] discusses precautions that can mitigate
exposure during the exchange of connection handshake information and
TLS certificate material that might enable attackers to track the RPC
client. Note that when PSK aut hentication is used, the PSK
identifier is exposed during the TLS handshake and can be used to
track the RPC client.

Any RPC traffic that appears on the network before a TLS session has
been established is vul nerable to nmonitoring or undetected

nmodi fication. A secure client inplenentation |limts or prevents any
RPC exchanges that are not protected.

The exception to this edict is the initial RPC NULL procedure that
acts as a STARTTLS nessage, which cannot be protected. This RPC NULL
procedure contains no argunents or results, and the AUTH TLS

aut hentication flavor it uses does not contain user information, so
there is negligible privacy inpact fromthis exception

6.2. TLS Identity Managenent on Clients

The goal of RPC-with-TLS is to hide the content of RPC requests while
they are in transit. RPC-with-TLS protocol by itself cannot protect

agai nst exposure of a user’s RPC requests to other users on the sane

client.

Moreover, client inplenmentations are free to transnt RPC requests
for more than one RPC user using the same TLS session. Depending on
the details of the client RPC inplementation, this means that the
client’s TLS credentials are potentially visible to every RPC user
that shares a TLS session. Privileged users nmay also be able to
access this TLS identity.

As a result, client inplementations need to carefully segregate TLS
credentials so that | ocal access to it is restricted to only the

| ocal users that are authorized to performoperations on the renote
RPC server.

6.3. Security Considerations for AUTH SYS on TLS

Using a TLS-protected transport when the AUTH SYS aut hentication
flavor is in use addresses several |ongstandi ng weaknesses in

AUTH SYS (as detailed in Appendix A). TLS augnents AUTH SYS by
providing both integrity protection and confidentiality that AUTH SYS
| acks. TLS protects data payl oads, RPC headers, and user identities
against nonitoring and alteration while in transit.



TLS guards against in-transit insertion and del eti on of RPC nessages,
thus ensuring the integrity of the nessage stream between RPC client
and server. DTLS does not provide full nessage stream protection

but it does enable receivers to reject nonparticipant nmessages. In
particul ar, transport-layer encryption plus peer authentication
protects receiving eXternal Data Representation (XDR) decoders from
deserializing untrusted data, a commobn coding vul nerability.

However, these decoders would still be exposed to untrusted input in
the case of the conpronise of a trusted peer or Certification

Aut hority.

The use of TLS enabl es strong authentication of the comrunicati ng RPC
peers, providing a degree of non-repudiation. Wen AUTH SYS is used
with TLS, but the RPC client is unauthenticated, the RPC server stil
acts on RPC requests for which there is no trustworthy

authentication. In-transit traffic is protected, but the RPC client
itself can still msrepresent user identity w thout server detection
TLS wi thout authentication is an inprovenent from AUTH SYS wi t hout
encryption, but it leaves a critical security exposure.

In light of the above, when AUTH SYS is used, the use of a TLS nut ual
aut henti cati on mechani smis RECOMMENDED to prove that the RPC client
is known to the RPC server. The server can then determ ne whether
the U Ds and A Ds in AUTH SYS requests fromthat client can be
accepted, based on the authenticated identity of the client.

The use of TLS does not enable RPC clients to detect conprom se that

| eads to the inpersonation of RPC users. Also, there continues to be
a requirenent that the mapping of 32-bit user and group ID values to

user identities is the sane on both the RPC client and server

6.4. Best Security Policy Practices
RPC-wi t h- TLS i npl enent ati ons and depl oynents are strongly encouraged
to adhere to the followi ng policies to achieve the strongest possible
security with RPCG-w th-TLS.
* \When using AUTH NULL or AUTH SYS, both peers are RECOVMENDED t o
have DNSSEC TLSA records, keys with which to perform nmutual peer
aut henti cati on using one of the nethods described in Section 5.2,
and a security policy that requires mutual peer authentication and
rejection of a connection when host authentication fails.
* RPCSEC GSS provides integrity and privacy services that are
| argely redundant when TLS is in use. These services SHOULD be
di sabled in that case.
7. | ANA Consi derations
7.1. RPC Authentication Flavor
Fol | owi ng Appendi x B of [RFC5531], an entry has been added to the
"RPC Aut hentication Flavor Numbers" registry. The purpose of the new
aut hentication flavor is to signal the use of TLS with RPC. This new
flavor is not a pseudo-flavor.
The fields in the new entry have been assigned as foll ows:
ldentifier String: AUTH TLS
Fl avor Name: TLS
Value: 7

Description: |Indicates support for RPC-w th-TLS



Ref erence: RFC 9289
7.2. ALPN ldentifier for SunRPC
Fol  owi ng Section 6 of [RFC7301], the follow ng val ue has been
all ocated in the "TLS Application-Layer Protocol Negotiation (ALPN)
Protocol IDs" registry. The "sunrpc" string identifies SunRPC when
used over TLS.
Protocol: SunRPC
Identification Sequence: 0x73 0x75 Ox6e 0x72 0x70 0x63 ("sunrpc")
Ref erence: RFC 9289
7.3. bject ldentifier for PKIX Extended Key Usage
Per the Specification Required policy defined in Section 4.6 of
[ RFC8126], the follow ng new val ues have been registered in the "SM

Security for PKI X Extended Key Purpose" registry (1.3.6.1.5.5.7.3)
(see Section 5.2.1.1 and Appendi x B).

[ oo e ool el
| Decimal | Description | Reference |
B Rttty
| 33 | id-kp-rpcTLSCient | RFC 9289 |
R Feom e e e e m - - - I +
| 34 | id-kp-rpcTLSServer | RFC 9289 |
I I il T I R +

Table 1
7.4. (Object ldentifier for ASN.1 Mdul e

Per the Specification Required policy defined in Section 4.6 of
[ RFC8126], the followi ng new val ue has been registered in the "SM
Security for PKIX Mddule Identifier" registry (1.3.6.1.5.5.7.0) (see

Appendi x B).

B oo oo oo s e g U
| Decimal | Description | Reference |
[ e sty sy e e
| 105 | id-nod-rpcWthTLS-2021 | RFC 9289 |
L L I I I I A I +

Table 2
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Appendi x A, Known Weaknesses of the AUTH SYS Aut hentication Flavor

The ONC RPC protocol, as specified in [ RFC5531], provides several
nmodes of security, commonly referred to as "authentication flavors".
Sone of these flavors provide nuch nore than an aut hentication
service. W refer to these as authentication flavors, security
flavors, or sinmply, flavors. One of the earliest and nost basic
flavors is AUTH SYS, al so known as AUTH UNI X.  Appendi x A of

[ RFC5531] specifies AUTH SYS.

AUTH_SYS assunes that the RPC client and server both use PCSI X-style
user and group identifiers (each user and group can be distinctly
represented as a 32-bit unsigned integer). It also assunes that the
client and server both use the same mapping of user and group to an
integer. One user ID, one primary group ID, and up to 16

suppl enental group IDs are associated with each RPC request. The
combi nation of these identifies the entity on the client that is
maki ng the request.

A string identifies peers (hosts) in each RPC request. [RFC5531]
does not specify any requirements for this string other than that it
is no longer than 255 octets. It does not have to be the same from
request to request. Also, it does not have to match the DNS host nane



of the sending host. For these reasons, even though nost
implementations fill in their hostnane in this field, receivers
typically ignore its content.

Appendi x A of [RFC5531] contains a brief explanation of security
consi derati ons:

| It should be noted that use of this flavor of authentication does
| not guarantee any security for the users or providers of a

| service, initself. The authentication provided by this schene

| can be considered legitimate only when applications using this

| scheme and the network can be secured externally, and privil eged
| transport addresses are used for the conmunicating end-points (an
| exanple of this is the use of privileged TCP/UDP ports in UN X

| systens -- note that not all systens enforce privil eged transport
| address nechani sns).

It should be clear, therefore, that AUTH SYS by itself (i.e., without
strong client authentication) offers little to no comunication
security:

1. It does not protect the confidentiality or integrity of RPC
requests, users, or payloads, relying instead on "external"
security.

2. It does not provide authentication of RPC peer nachi nes, other
than inclusion of an unprotected domain nane.

3. The use of 32-bit unsigned integers as user and group identifiers
is problematic because these data types are not cryptographically
signed or otherw se verified by any authority. In addition, the
mappi ng of these integers to users and groups has to be
consi stent anobngst a server and its cohort of clients.

4. Because the user and group ID fields are not integrity protected,
AUTH_SYS does not provi de non-repudi ati on.

Appendi x B. ASN. 1 Modul e

The foll owi ng nodul e adheres to ASN. 1 specifications [X 680] and
[ X. 690] .

<CODE BEG NS>

RPOW t hTLS- 2021
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d-mod-rpcWt hTLS-2021(105) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

-- D Arc
i d-kp OBJECT IDENTIFIER ::=
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) kp(3) }

-- Extended Key Usage Val ues

i d-kp-rpcTLSC i ent OBJECT IDENTIFIER ::= { id-kp 33}
i d-kp-rpcTLSServer OBJECT IDENTIFIER ::= { id-kp 34 }
END

<CODE ENDS>
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