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I nt roduction

| Pv6 Extension Headers (EHs) allow for the extension of the |IPv6
protocol and provide support for core functionality, such as |Pv6
fragmentation. However, conmon inplenentation limtations suggest
that EHs present a challenge for | Pv6 packet routing equipnent,
particularly when the | Pv6 header chain needs to be processed for, as
an exanpl e, enforcing Access Control Lists (ACLs) or inplenenting

ot her functions [ RFC9098].

Several studies (e.g., [Huston-2022], [JAMES], and [RFC7872]) suggest
that there is w despread dropping of | Pv6 packets that contain |Pv6
EHs. In some cases, such packet drops occur at transit routers.
Wi |l e sone operators are known to intentionally drop packets that
contain I|Pv6 EHs, it is possible that sone of the nmeasured packet
drops are the result of inappropriate advice in this area.

Thi s docunent anal yzes both the general security inplications of |Pv6
EHs, as well as the security inplications of specific EH and option
types. It also provides advice on the filtering of |Pv6 packets
based on the IPv6 EHs and the | Pv6 options they contain. Since
various protocols may use | Pv6 EHs (possibly with I Pv6 options),

di scardi ng packets based on the IPv6 EHs or | Pv6 options they contain
can have inplications on the proper functioning of such protocols.
Thus, this document also attenpts to discuss the operational and
interoperability inplications of such filtering policies.

The resulting packet filtering policy typically depends on where in
the network such policy is enforced. Wen the policy is enforced in
a transit network, the policy typically follows a "deny-list"
approach, where only packets with clear negative inplications are
dropped. On the other hand, when the policy is enforced closer to
the destination systens, the policy typically follows an "accept -
list" approach, where only traffic that is expected to be received is
all owned. The advice in this docunment is ained only at transit
routers that may need to enforce a filtering policy based on the |IPv6
EHs and |1 Pv6 options a packet may contain, followng a "deny-list”
approach; hence, it is likely to be much nore perm ssive than a
filtering policy to be enployed at, for exanple, the edge of an
enterprise network. The advice in this docunment is meant to inprove
the current situation of the dropping of packets with IPv6 EHs in the
Internet [RFC7872] in such cases where packets are being dropped due



to inappropriate or mssing guidelines.

This docunent is simlar in nature to [ RFC7126], which addresses the
same problemfor the | Pv4 case. However, in IPv6, the problem space
i s compounded by the fact that |1 Pv6 specifies a nunber of |Pv6 EHs
and a nurmber of |Pv6 options that may be valid only when included in
specific EH types.

Thi s docunent conpl etes and conpl enents the considerations for
protecting the control plane from packets containing |P options that
can be found in [RFC6192].

Section 2 specifies the term nol ogy and conventi ons enpl oyed

t hroughout this docunent. Section 3 discusses |Pv6 EHs and provi des
advice in the area of filtering | Pv6 packets that contain such | Pv6
EHs. Section 4 discusses |Pv6 options and provides advice in the
area of filtering | Pv6 packets that contain such options

2. Term nol ogy and Assunptions Enployed in This Docunent
2.1. Term nol ogy

The ternms "permt" (allow the traffic), "drop" (drop with no
notification to sender), and "reject” (drop with appropriate
notification to sender) are enployed as defined in [ RFC3871].

Thr oughout this docunment, we also enploy the term"discard" as a
generic termto indicate the act of discarding a packet, irrespective
of whether the sender is notified of such a drop and whet her the
specific filtering action is |ogged.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

2.2. Applicability Statenent

Thi s docunent provides advice on the filtering of | Pv6 packets with
EHs at transit routers for traffic not explicitly destined to them
for cases in which such filtering is deemed as necessary.

2.3. Rout er Default Behavi or and Features

Thi s docunent assunes that nodes conply with the requirenents in
[ RFC7045]. Nanely,

| If a forwardi ng node di scards a packet containing a standard | Pv6
| extension header, it MJST be the result of a configurable policy
| and not just the result of a failure to recognise such a header

| This neans that the discard policy for each standard type of

| extension header MJUST be individually configurable. The default

| configuration SHOULD allow all standard extensi on headers.

The advice provided in this docunent is only neant to guide an
operator in configuring forwardi ng devices and is not to be
interpreted as advice regarding default configuration settings for
networ k devices. That is, this docunent provides advice with respect
to operational policies but does not change the inplenmentation
defaults required by [ RFC7045].

We recommend that configuration options be nade avail able to govern
the processing of each IPv6 EH type and each I Pv6 Option Type. Such
configuration options should include the follow ng possible settings:

* Pernmit this IPv6 EH or | Pv6 Option Type.
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* Drop packets containing this IPv6 EH or 1 Pv6 Option Type.

* Reject packets containing this IPv6 EH or | Pv6 Option Type (where
the packet drop is signaled with an | CMPv6 error nessage).

* Rate-limt traffic containing this IPv6 EH or 1 Pv6 Option Type.

* |gnore this IPv6 EH or | Pv6 Option Type (as if it was not
present), and process the packet according the rules for the
remai ni ng headers. W note that if a packet carries forwarding
information (e.g., in an I Pv6 Routing Header (RH)), this night be
an i nappropriate or undesirable action

We note that special care needs to be taken when devices | og packet
drops/rejects. Devices should count the nunber of packets dropped/
rejected, but the I ogging of drop/reject events should be linmted so
as to not overburden device resources.

Finally, we note that when di scarding packets, it is generally
desirabl e that the sender be signal ed of the packet drop, since this
is of use for troubl e-shooting purposes. However, throughout this
docunent (when recomrendi ng that packets be discarded), we
generically refer to the action as "di scard" wi thout specifying

whet her the sender is signaled of the packet drop

| Pv6 Extensi on Headers
1. Ceneral D scussion

I Pv6 EHs [ RFC8200] allow for the extension of the IPv6 protocol.
Since both | Pv6 EHs and upper-|ayer protocols share the sane
nanespace (" Next Header" registry/nanespace), [RFC7045] identifies
whi ch of the currently assigned Internet Protocol nunbers identify
| Pv6 EHs vs. upper-|ayer protocols. This docunment discusses the
filtering of packets based on the |IPv6 EHs (as specified by

[ RFC7045]) they contain.

[ RFC8200] specifies that non-fragnmented | Pv6 datagrans and | Pv6
First-Fragnents nust contain the entire | Pv6 header chain [ RFC7112].
Therefore, internediate systenms can enforce the filtering policies
di scussed in this docunent or resort to sinply discarding the

of f endi ng packets when they fail to include the entire | Pv6 header
chai n [ RFC8200] .

W note that in order to inplement filtering rules on the fast path,
it may be necessary for the filtering device to linmt the depth into
the packet that can be inspected before giving up. In circunstances
where such a limtation exists, it is recomended that

i npl ementations provide a configuration option that specifies whether
to discard packets if the aforenentioned linmt is encountered.
Qperators may then determine, according to their own circumnmstances,
how such packets will be handl ed.

2. Ceneral Security Inplications

In sone device architectures, |Pv6 packets that contain | Pv6 EHs can
cause the correspondi ng packets to be processed on the slow path and,
hence, may be | everaged for the purpose of Denial-of-Service (DoS)
attacks [RFC9098] [Gi sco-EH [FWBenchmark].

Qperators are urged to consider the 1Pv6 EH and | Pv6 options handling
capabilities of their devices as they nake depl oynment decisions in
the future

3. Rationale for Qur Advice on the Handling of I Pv6 Packets with



3. 4.

Speci fic | Pv6 Extension Headers

| Pv6 packets with | Pv6 Extension Headers (or options) that are not
expected to traverse transit routers shoul d be dropped.

| Pv6 packets with I Pv6 Extension Headers (or options) that are
only expected to traverse transit routers when a specific

technol ogy is enpl oyed should be permitted (or dropped) based on
the know edge regardi ng the use of such technology in the transit
provider in question (i.e., pernit the packets if the technol ogy
is enpl oyed, or drop then).

| Pv6 packets with I Pv6 Extension Headers (or options) that
represent a concrete attack vector to network infrastructure
devi ces shoul d be dropped.

| Pv6 packets with any other |Pv6 Extension Headers (or options)
shoul d be permitted. This is an intentional trade-off made to
m nimze ossification.

Sunmary of Advice on the Handling of | Pv6 Packets with Specific
| Pv6 Extension Headers

This section summari zes the advice provided in Section 3.5, providing
references to the specific sections in which a detail ed anal ysis can

be found.
| EH Type | Filtering Policy | Reference |
| Hop-by-Hop Options | Drop or lgnore | Section |
| Header (Proto=0) | | 3.5.1 |
Fom e e e e e oo s o m e e e e e e aao o Fom e +
| Rout i ng Header | Drop only Routing Type | Section |
| (Prot 0=43) | 0, Routing Type 1, and | 3.5.2 |
| | Routing Type 3. Permt | |
| | ot her Routing Types | |
o e e e e m oo oo o e e e e e e e e oo oo S +
| Fragment Header | Perm t | Section |
| (Proto=44) | | 3.5.3 |
S o e e e e a e oo oo R +
| Encapsul ati ng | Perm t | Section |
| Security Payload | | 3.5.4 |
| ( Pr ot 0=50) | | |
Fom e e e e e oo s o m e e e e e e aao o Fom e +
| Aut henti cation | Permit | Section |
| Header (Proto=51) | | 3.5.5 |
Tt St N +
| Destination Options | Perm t | Section |
| Header ( Prot 0=60) | | 3.5.6 |
Fom e e e e e oo s o m e e e e e e aao o Fom e +
| Mobi lity Header | Perm t | Section |
| (Proto=135) | | 3.5.7 |
Tt St N +
| Host Identity | Perm t | Section |
| Pr ot ocol | | 3.5.8 |
| (Proto=139) | | |
o e e e e oo s o m e e e e i oo Fom e oo +
| Shi m6 Pr ot ocol | Perm t | Section |
| (Prot 0=140) | | 3.5.9 |
o e e e e e oo - o e e e e e e oo R +
Use for Dr op Secti on

testing (Proto=253

I I
| experinentation and |
I I
| and 254) |



Table 1. Summary of Advice on the Handling of |Pv6
Packets with Specific | Pv6 Extension Headers

3.5. Advice on the Handling of |Pv6 Packets with Specific |IPv6
Ext ensi on Headers

3.5.1. | Pv6 Hop-by-Hop Options (Protocol Nunber=0)
3.5.1.1. Uses
The Hop-by-Hop (HBH) Options header is used to carry optiona
informati on that may be exam ned by every node al ong a packet’s
delivery path. It is expected that nodes will exam ne the Hop-by-Hop
Options header if explicitly configured to do so.
| NOTE: A previous revision of the I Pv6 core specification
| [RFC2460] originally required all nodes to exam ne and process
| the Hop-by-Hop Options header. However, even before the
| publication of [RFC8200], a nunber of inplenentations already
| provided the option of ignoring this header unless explicitly
| configured to examine it.
3.5.1.2. Specification

This EH is specified in [RFC3200]. As of May 2022, the follow ng
options have been specified for the Hop-by-Hop Options header

*  Type 0x00: Padl [ RFC8200]

*  Type 0x01: PadN [ RFC8200]

*  Type 0x05: Router Alert [RFC2711]

*  Type 0x07: CALI PSO [ RFC5570]

*  Type 0x08: SMF_DPD [ RFC6621]

*  Type 0x23: RPL Option [ RFC9008]

*  Type 0x26: Quick-Start [RFC4782]

*  Type 0x4D: (Deprecated)

*  Type 0x63: RPL Option [ RFC6553]

*  Type Ox6D: MPL Option [RFC7731]

*  Type Ox8A: Endpoint ldentification (Deprecated) [N MROD El D
*  Type O0xC2: Junbo Payl oad [ RFC2675]

*  Type OXEE: |1Pv6 DFF Header [RFC6971]

*  Type Ox1E: RFC3692-style Experinment [RFC4A727]
*  Type Ox3E: RFC3692-style Experinent [RFC4727]
*  Type Ox5E: RFC3692-style Experinment [RFC4727]
*  Type Ox7E: RFC3692-style Experinment [RFC4A727]
*  Type Ox9E: RFC3692-style Experinent [RFC4727]

*  Type OxBE: RFC3692-style Experinment [RFC4727]



*  Type OxDE: RFC3692-style Experinment [RFC4A727]
*  Type OxFE: RFC3692-style Experinent [RFC4727]
3.5.1.3. Specific Security Inplications

Legacy nodes that process this extension header m ght be subject to
DoS att acks.

| NOTE: While [RFC8200] has renoved the requirenent for all nodes
| to examine and process the Hop-by-Hop Options header, the

| depl oyed base may still reflect the | egacy [ RFC2460] behavi or

|

I

for a while; hence, the potential security problens of this EH
are still of concern

3.5.1.4. Qperational and Interoperability Inmpact |If Bl ocked

Di scardi ng packets contai ning a Hop-by-Hop Options header woul d break
any of the protocols that rely on it for proper functioning. For
exanple, it would break RSVP [ RFC2205] and nul ticast depl oynments and
woul d cause | Pv6 junbograns to be di scarded

3.5.1.5. Advice

Nodes i npl ementi ng [ RFC8200] woul d al ready ignore this extension
header unless explicitly required to process it. For |egacy nodes

[ RFC2460], the recommended configuration for the processing of these
packets depends on the features and capabilities of the underlying
platform the configuration of the platform and al so the depl oynent
environment of the platform On platforns that allow the forwarding
of packets with IPv6 HBH Opti ons headers on the fast path, we
recomrend t hat packets with IPv6 HBH Options headers be forwarded as
normal. QO herwise, on platforns in which the processing of packets
with | Pv6 HBH Options headers is carried out in the slow path and an
option is provided to rate-limt these packets, we recomend that
this option be selected. Finally, when packets containing | Pv6 HBH
Options headers are processed in the slow path and the underlying

pl at f orm does not have any mitigation options available for attacks
based on these packets, we recommend that such platforns discard
packets containing | Pv6 HBH Opti ons headers.

Finally, we note that the Routing Protocol for Low Power and Lossy
Net wor ks (RPL) routers [ RFC6550] must not discard packets based on
the presence of an | Pv6 Hop-by-Hop Options header, as this would
break the RPL.

3.5.2. Routing Header (Protocol Nunber=43)

3.5.2.1. Uses
The Routing Header is used by an I Pv6 source to |ist one or nore
i ntermedi ate nodes to be "visited" on the way to a packet’s
desti nati on.

3.5.2.2. Specification
This EH is specified in [RFC8200]. The Routing Type 0 had originally
been specified in [ RFC2460] and was | ater obsol eted by [ RFC5095];
thus, it was renoved from [ RFC8200].
As of May 2022, the follow ng Routing Types have been specified:
* Type 0: Source Route (DEPRECATED) [ RFC2460] [ RFC5095]

*  Type 1: N nrod (DEPRECATED)



*  Type 2: Type 2 Routing Header [RFC6275]
*  Type 3: RPL Source Route Header [ RFC6554]
*  Type 4: Segnment Routing Header (SRH) [ RFC8754]
* Types 5-252: Unassigned
*  Type 253: RFC3692-style Experinment 1 [ RFC4727]
*  Type 254: RFC3692-style Experinent 2 [ RFC4727]
*  Type 255: Reserved
3.5.2.3. Specific Security Inplications
The security inplications of Routing Headers of Routing Type O have
been di scussed in detail in [Biondi-2007] and [ RFC5095]. Routing
Type 1 was never widely inplenmented. The security inplications of
Routi ng Headers of Routing Type 2, Routing Type 3, and Routing Type 4

(SRH) are discussed in [ RFC6275], [RFC6554], and [ RFC8754],
respectively.

3.5.2.4. (Qperational and Interoperability Impact If Bl ocked

Bl ocki ng packets containing Routing Headers of Routing Type 0 or
Routing Type 1 has no operational inplications, since both have been
deprecated. Bl ocking packets containing Routing Headers of Routing
Type 2 woul d break Mbile | Pv6. Packets containing Routing Headers
of Routing Type 3 may be safely bl ocked at RPL domai n boundari es,
since such headers are enployed within a single RPL domain. Bl ocking
packets contai ning Routing Headers of Routing Type 4 (SRH) will break
Segnent Routing (SR) deploynments if the filtering policy is enforced
on packets being forwarded within an SR donai n.

3.5.2.5. Advice
I nternedi ate systens should discard packets containing Routing
Headers of Routing Type 0, Routing Type 1, or Routing Type 3. Oher
Routing Types should be pernmitted, as required by [ RFC7045].

3.5.3. Fragnent Header (Protocol Number=44)

3.5.3.1. Uses

This EH provides the fragnentati on and reassenbly functionality for
| Pv6.

3.5.3.2. Specification
This EH is specified in [ RFC8200].

3.5.3.3. Specific Security Inplications
The security inplications of the Fragnent Header range from DoS
attacks (e.g., based on flooding a target with IPv6 fragnents) to
i nformati on | eakage attacks [ RFC7739].

3.5.3.4. (Qperational and Interoperability Inmpact |If Bl ocked
Bl ocki ng packets that contain a Fragnent Header wi || break any
protocol that may rely on fragnentation (e.g., the DNS [ RFC1034]).
However, | P fragnentation is known to introduce fragility to Internet
conmmuni cati on [ RFC8900] .

3.5.3.5. Advice



I nternedi ate systens should permt packets that contain a Fragnent
Header .

.5.4. Encapsul ating Security Payl oad (Protocol Number=50)

.5.4.1. Uses
This EH is enployed for the IPsec suite [ RFC4303].

.5.4.2. Specification
This EH is specified in [ RFC4303].

.5.4.3. Specific Security Inplications
Besi des the general inplications of IPv6 EHs, this EH could be
enpl oyed to potentially performa DoS attack at the destination
system by wasting CPU resources in validating the contents of the
packet .

.5.4.4. (Qperational and Interoperability Inmpact If Bl ocked
Di scardi ng packets that enploy this EH woul d break | Psec depl oynents.

.5.4.5. Advice

I nternedi ate systens should permt packets containing the
Encapsul ati ng Security Payl oad EH

.5.5. Authentication Header (Protocol Number=51)
.5.5.1. Uses

The Aut henticati on Header can be enployed to provide authentication
services in | Pv4d and | Pv6.

.5.5.2. Specification
This EH is specified in [ RFC4302].
.5.5.3. Specific Security Inplications
Besi des the general inplications of IPv6 EHs, this EH could be
enpl oyed to potentially performa DoS attack at the destination
system by wasting CPU resources in validating the contents of the
packet .
.5.5.4. (Operational and Interoperability Inpact If Bl ocked
Di scardi ng packets that enploy this EH woul d break | Psec depl oynents.
.5.5.5. Advice

I nternedi ate systens should permt packets containing an
Aut henti cati on Header.

.5.6. Destination Options (Protocol Nunber=60)
.5.6.1. Uses
The Destination Options (DO header is used to carry optiona
i nformati on that needs be exami ned only by a packet’s destination

node(s).

.5.6.2. Specification



This EH is specified in [RFC8200]. As of My 2022, the follow ng
options have been specified for this EH

*  Type 0x00: Padl [ RFC8200]
*  Type 0x01: PadN [ RFC8200]
*  Type 0x04: Tunnel Encapsulation Limt [RFC2473]
*  Type OxOF: 1Pv6 Performance and Diagnostic Metrics (PDM [ RFC8250]
*  Type 0x4D: (Deprecated)
*  Type 0xC9: Hone Address [ RFC6275]
*  Type Ox8A: Endpoint ldentification (Deprecated) [N MROD ElI D
*  Type 0x8B: |LNP Nonce [ RFC6744]
*  Type Ox8C. Line-ldentification Option [RFC6788]
*  Type Ox1E: RFC3692-style Experinment [RFC4727]
*  Type Ox3E: RFC3692-style Experinment [RFCA727]
*  Type Ox5E: RFC3692-style Experinent [RFC4727]
*  Type OX7E: RFC3692-style Experinment [RFC4727]
*  Type Ox9E: RFC3692-styl e Experinment [RFCA727]
*  Type OxBE: RFC3692-style Experinent [RFC4727]
*  Type OxDE: RFC3692-style Experinment [RFC4727]
*  Type OxFE: RFC3692-style Experinment [RFC4A727]
3.5.6.3. Specific Security Inplications
No security inplications are known, other than the general security
implications of IPv6 EHs. For a discussion of possible security
i mpl i cat! ons of specific options specified for the DO header, please
see Section 4. 4.
3.5.6.4. Qperational and Interoperability Inmpact |f Bl ocked
Di scardi ng packets that contain a Destination Options header woul d
break protocols that rely on this EH type for conveying information
(such as the ldentifier-Locator Network Protocol (ILNP) [RFC6740] and
Mobile | Pv6 [ RFC6275]), as well as |IPv6 tunnels that enploy the
Tunnel Encapsul ation Limt option [RFC2473].
3.5.6.5. Advice

I nternedi ate systens should permt packets that contain a Destination
Opti ons header.

3.5.7. Mobility Header (Protocol Number=135)
3.5.7.1. Uses
The Mobility Header is an EH used by nobil e nodes, correspondent

nodes, and home agents in all nessaging related to the creation and
managenment of bindings in Mbile |Pv6.



.5.7.2. Specification
This EH is specified in [ RFC6275].
.5.7.3. Specific Security Inplications
A thorough security assessnent of the security inplications of the
Mobility Header and rel ated nechanisns can be found in Section 15 of
[ RFC6275] .
.5.7.4. (Operational and Interoperability Inmpact If Bl ocked
Di scardi ng packets containing this EH woul d break Mdbile | Pv6.
.5.7.5. Advice

I nternedi ate systens should permt packets that contain a Mbility
Header .

.5.8. Host ldentity Protocol (Protocol Nunber=139)

.5.8.1. Uses
This EH is enployed with the Host ldentity Protocol (H P), which is a
protocol that allows consenting hosts to securely establish and
mai ntain shared | P-l1ayer state, allow ng the separation of the
identifier and | ocator roles of |P addresses, thereby enabling
continuity of conmunications across |P address changes.

.5.8.2. Specification
This EH is specified in [ RFC7401].

.5.8.3. Specific Security Inplications

The security inplications of the H P header are discussed in detai
in Section 8 of [RFC7401].

.5.8.4. Qperational and Interoperability Inmpact If Bl ocked

Di scardi ng packets that contain a H P header would break H P
depl oynent s.

.5.8.5. Advice
I nternedi ate systens should permt packets that contain a H P header
.5.9. Shinb Protocol (Protocol Nunber=140)
.5.9.1. Uses
This EH is enpl oyed by the Shinb protocol [RFC5533].
.5.9.2. Specification
This EH is specified in [ RFC5533].
.5.9.3. Specific Security Inplications

The specific security inplications are discussed in detail in
Section 16 of [RFC5533].

.5.9.4. (Qperational and Interoperability Inmpact If Bl ocked

Di scardi ng packets that contain this EH will break Shin®.



.5.9.5. Advice
I nternedi ate systens should permt packets containing this EH

.5.10. Use for Experinmentation and Testing (Protocol Numbers=253 and
254)

.5.10. 1. Uses

These | Pv6 EHs are enpl oyed for perforning RFC3692-styl e experinents
(see [RFC3692] for details).

.5.10.2. Specification
These EHs are specified in [ RFC3692] and [ RFC4727].
.5.10.3. Specific Security Inplications

The security inplications of these EHs will depend on their specific
use.

.5.10.4. Operational and Interoperability Inpact If Bl ocked

For obvi ous reasons, discarding packets that contain these EHs linits
the ability to performlegitimte experinents across |Pv6 routers.

.5.10.5. Advice

Operators should determ ne, according to their own circumstances,
whet her to di scard packets containing these EHs.

.6. Advice on the Handling of Packets with Unknown | Pv6 Extension
Header s

We refer to | Pv6 EHs that have not been assigned an Internet Protocol
nunber by I ANA (and marked as such) in [I ANA-PROTOCOLS] as "unknown
| Pv6 Extension Headers" ("unknown |IPv6 EHs").

.6.1. Uses

New | Pv6 EHs nmay be specified as part of future extensions to the
| Pv6 protocol

Since | Pv6 EHs and upper-|ayer protocols enpl oy the sane nanespace,
it is inpossible to tell whether an unknown I|nternet Protocol nunber
is being enployed for an I Pv6 EH or an upper-|ayer protocol

.6.2. Specification
The processing of unknown |Pv6 EHs is specified in [ RFC7045].

.6.3. Specific Security Inplications

For obvious reasons, it is inpossible to determ ne specific security
i mplications of unknown | Pv6 EHs.

.6.4. QOperational and Interoperability Inmpact If Bl ocked

As noted in [RFC7045], discarding unknown | Pv6 EHs may sl ow down the
depl oynent of new | Pv6 EHs and transport protocols. The
corresponding | ANA registry, which is [I ANA-PROTOCOLS], should be
moni tored such that filtering rules are updated as new | Pv6 EHs are
st andar di zed.

We note that since |IPv6 EHs and upper-1ayer protocols share the sane
nunberi ng space, discarding unknown |IPv6 EHs may result in packets



encapsul ati ng unknown upper-1ayer protocols being discarded.
3.6.5. Advice

Operators should determ ne, according to their own circumstances,
whet her to di scard packets containing unknown | Pv6 EHs.

4. 1Pv6 Options
4.1. GCeneral Discussion

The foll owi ng subsections describe specific security inplications of
different 1Pv6 options and provide advice regarding filtering packets
that contain such options.

4.2. Ceneral Security Inplications of IPv6 Options

The general security inplications of IPv6 options are closely rel ated
to those discussed in Section 3.2 for 1Pv6 EHs. Essentially, packets
that contain |IPv6 options might need to be processed by an | Pv6
router’s general - purpose CPU and, hence, could present a Distributed
Deni al - of - Service (DDoS) risk to that router’s general - purpose CPU
(and thus to the router itself). For sonme architectures, a possible
mtigation would be to rate-limt the packets that are to be
processed by the general - purpose CPU (see, e.g., [Cisco-EH]).

4.3. Sumary of Advice on the Handling of | Pv6 Packets with Specific
| Pv6 Options

This section sumrmari zes the advice provided in Section 4.4, and it
includes references to the specific sections in which a detailed
anal ysis can be found.

| Option | Filtering Policy | Reference |
| Padl ( Type=0x00) | Perm t | Section |
| | | 4.4.1 |
o m e e e e e e e aaao o g Fom e +
| PadN ( Type=0x01) | Perm t | Section |
| | | 4.4.2 |
o e e e e e e e meme oo o e e e e e e oo N +
| Tunnel Encapsul ation Limt | Perm t | Section |
| (Type=0x04) | | 4.4.3 |
o m e e e e e e e aaao o g Fom e +
| Router Alert (Type=0x05) | Permt based on | Section |
| | needed functionality | 4.4.4 |
o e e e e e e e meme oo o e e e e e e oo N +
| CALI PSO ( Type=0x07) | Permt based on | Section |
| | needed functionality | 4.4.5 |
o m e e e e e e e aaao o g Fom e +
| SMF_DPD ( Type=0x08) | Permt based on | Section |
| | needed functionality | 4.4.6 |
o e e e e e e e meme oo o e e e e e e oo N +
| PDM Opti on (Type=0x0F) | Perm t | Section |
| | | 4.4.7 |
o m e e e e e e e aaao o g Fom e +
| RPL Option (Type=0x23) | Perm t | Section |
| | | 4.4.8 |
o e e e e e e e meme oo o e e e e e e oo N +
| Qui ck-Start (Type=0x26) | Perm t | Section |
| | | 4.4.9 |
o m e e e e e e e aaao o g Fom e +
| Deprecat ed (Type=0x4D) | Dr op | Section |
| | | 4.4.10 |



| MPL Option (Type=0x6D) | Perm t | Section

| | | 4.4.12 |
o m e e e e e e e aaao o g Fom e +
| Junbo Payl oad (Type=0xC2) | Permt based on | Section
| | needed functionality | 4.4.16
o mm e e e e e e e e e e e memmao-- o e e e e e e e oo o m e e e - +
| RPL Option (Type=0x63) | Dr op | Section
| | | 4.4.11 |
o m e e e e e e e aaao o g Fom e +
| Endpoi nt ldentification | Dr op | Section
| (Type=0x8A) | | 4.4.13 |
o mm e e e e e e e e e e e memmao-- o e e e e e e e oo o m e e e - +
| I LNP Nonce (Type=0x8B) | Perm t | Section
| | | 4.4.14 |
o m e e e e e e e aaao o g Fom e +
| Li ne-ldentification Option | Dr op | Section
| (Type=0x8C) | | 4.4.15
o mm e e e e e e e e e e e memmao-- o e e e e e e e oo o m e e e - +
| Hone Address (Type=0xC9) | Perm t | Section
| | | 4.4.17 |
o m e e e e e e e aaao o g Fom e +
| | P_DFF ( Type=0xEE) | Permt based on | Section |
| | needed functionality | 4.4.18 |
o mm e e e e e e e e e e e memmao-- o e e e e e e e oo o m e e e - +
| RFC3692- styl e Experi nent | Permt based on | Section
| (Types = Ox1E, Ox3E, Ox5E, | needed functionality | 4.4.19 |
| Ox7E, Ox9E, OxBE, OxDE, OxFE) | | |
o m e e e e e e aaao o g Fom e oo +

Table 2: Summary of Advice on the Handling of |1Pv6 Packets with
Specific I Pv6 Options

.4. Advice on the Handling of Packets with Specific |IPv6 Options

The foll owi ng subsections contain a description of each of the |IPv6
options that have so far been specified, a summary of the security

i nplications of each of such options, a discussion of possible
interoperability inplications if packets containing such options are
di scarded, and specific advice regardi ng whet her packets contai ning
these options should be pernitted.

.4.1. Padl (Type=0x00)

.4.1.1. Uses

This option is used when necessary to align subsequent options and to
pad out the containing header to a nultiple of 8 octets in |ength.

.4.1.2. Specification

This option is specified in [ RFC3200].

.4.1.3. Specific Security Inplications

None.

.4.1.4. CQperational and Interoperability Inmpact If Bl ocked

Di scardi ng packets that contain this option would potentially break
any protocol that relies on | Pv6 options.

.4.1.5. Advice

I nternedi ate systens should not discard packets based on the presence
of this option.



.4.2. PadN (Type=0x01)
.4.2. 1. Uses

This option is used when necessary to align subsequent options and to
pad out the containing header to a nultiple of 8 octets in |ength.

.4.2.2. Specification
This option is specified in [ RFC8200].
.4.2.3. Specific Security Inplications

Because of the possible size of this option, it could be | everaged as
a | arge-bandwi dth covert channel

.4.2.4. (Qperational and Interoperability Inmpact If Bl ocked

Di scardi ng packets that contain this option would potentially break
any protocol that relies on | Pv6 options.

.4.2.5. Advice

I nternedi ate systens should not discard | Pv6 packets based on the
presence of this option.

.4.3. Tunnel Encapsulation Limt (Type=0x04)
.4.3.1. Uses

The Tunnel Encapsulation Limt option can be enployed to specify how
many further |evels of nesting the packet is permtted to undergo.

.4.3.2. Specification
This option is specified in [ RFC2473].
.4.3.3. Specific Security Inplications
These are di scussed in [ RFC2473].
.4.3.4. (Operational and Interoperability Inmpact If Bl ocked

Di scardi ng packets based on the presence of this option could result
in tunnel traffic being discarded.

.4.3.5. Advice

I nternedi ate systens should not discard packets based on the presence
of this option.

.4.4. Router Alert (Type=0x05)
.4.4.1. Uses

The Router Alert option [RFC2711] is enployed by a nunber of
protocols, including the Resource reSerVation Protocol (RSVP)

[ RFC2205], Multicast Listener Discovery (M.D) [RFC2710] [RFC3810],
Mul ticast Router Discovery (MRD) [ RFC4286], and CGeneral |nternet
Signaling Transport (G ST) [RFC5971]. Its usage is discussed in
detail in [RFC6398].

.4.4.2. Specification

This option is specified in [RFC2711].



4.4.4.3. Specific Security Inplications

Since this option causes the contents of the packet to be inspected
by the handling device, this option could be |everaged for performnng
DoS attacks. The security inplications of the Router Alert option
are discussed in detail in [ RFC6398].

4.4.4.4. Qperational and Interoperability Inpact |If Bl ocked

Di scardi ng packets that contain this option would break any protocols
that rely on them such as RSVP and multicast deploynents. Please
see Section 4.4.4.3 for further details.

4.4.4.5. Advice

Packets containing this option should be permtted in environnments
where support for RSVP, nulticast routing, or sinilar protocols is
required.

4.4.5. CALI PSO (Type=0x07)
4.4.5.1. Uses

This option is used for encoding explicit packet Sensitivity Labels
on | Pv6 packets. It is intended for use only within Milti-Leve
Secure (M.S) networking environnments that are both trusted and
trustworthy.

4.4.5.2. Specification
This option is specified in [ RFC5570].
4.4.5.3. Specific Security Inplications

Presence of this option in a packet does not by itself create any
specific new threat. Packets with this option ought not normally be
seen on the global public Internet.

4.4.5.4. (Qperational and Interoperability Inpact |If Bl ocked

If packets with this option are discarded or if the option is
stripped fromthe packet during transm ssion from source to
destination, then the packet itself is likely to be discarded by the
recei ver because it is not properly labeled. In sone cases, the
receiver mght receive the packet but associate an incorrect
Sensitivity Label with the received data fromthe packet whose Comon
Architecture Label 1Pv6 Security Option (CALIPSO was stripped by a
m ddl ebox (such as a packet scrubber). Associating an incorrect
Sensitivity Label can cause the received information to be handl ed
either as nore sensitive than it really is ("upgrading"”) or as |ess
sensitive than it really is ("downgrading"), either of which is
problematic. As noted in [RFC5570], |Psec [ RFC4301] [ RFC4302]

[ RFC4303] can be enployed to protect the CALI PSO

4.4.5.5. Advice

Recomendati ons for handling the CALI PSO depend on the depl oynent
environnment rather than on whether an internediate system happens to
be deployed as a transit device (e.g., IPv6 transit router).

Explicit configuration is the only nmethod via which an internediate
system can know whet her that particular internediate system has been
depl oyed within an M.S environnent. |n nmany cases, ordinary
commercial internmediate systens (e.g., |IPv6 routers and firewalls)
are the majority of the deployed internedi ate systens inside an M.S
net wor k envi ronnent.



For internedi ate systens that DO NOT i npl enent [ RFC5570], there
shoul d be a configuration option to either (a) drop packets
containing the CALI PSO or (b) ignore the presence of the CALIPSO and

forward the packets normally. |In non-MS environnents, such
i ntermedi ate systens should have this configuration option set to (a)
above. In MS environnents, such internedi ate systens shoul d have

this option set to (b) above. The default setting for this
configuration option should be set to (a) above, because M.S
environnments are nuch | ess comopn than non-M.S environnents.

For intermedi ate systens that DO i npl ement [ RFC5570], there should be
configuration options (a) and (b) fromthe precedi ng paragraph and
also a third configuration option (c) to process packets containing a
CALI PSO as per [RFC5570]. \Wien depl oyed in non-MS environnents,
such internedi ate systens should have this configuration option set
to (a) above. \When deployed in M.S environments, such internediate
systens should have this configuration option set to (c). The
default setting for this configuration option MAY be set to (a)

above, because M.S environnents are nuch | ess common than non- M.S
envi ronments.

.4.6. SM-_DPD (Type=0x08)

.4.6.1. Uses

This option is enployed in the (experinental) Sinplified Milticast
Forwardi ng (SMF) for unique packet identification for |Pv6
Identification-based DPD (I-DPD) and as a nechani smto guarantee non-
collision of hash values for different packets when Hash-based DPD
(H-DPD) is used.

.4.6.2. Specification

This option is specified in [ RFC6621].

.4.6.3. Specific Security Inplications

None. The use of transient nuneric identifiers is subject to the
security and privacy considerations discussed in [ NUMERI C- | DS] .

.4.6.4. QOperational and Interoperability Inmpact If Bl ocked

Dr oppi ng packets containing this option within a Mbile Ad Hoc

Net wor k ( MANET) domain woul d break SM-. However, dropping such
packets at the border of such domain woul d have no negative i npact.

.4.6.5. Advice

Internediate systens that are not within a MANET donmi n shoul d
di scard packets that contain this option

.4.7. PDM (Type=0x0F)
.4.7.1. Uses

This option is enployed to convey sequence nunbers and tim ng
information in | Pv6 packets as a basis for neasurenents.

.4.7.2. Specification
This option is specified in [ RFC8250].
.4.7.3. Specific Security Inplications

These are discussed in [RFC8250]. Additionally, since this option



enpl oys transient numeric identifiers, inplementations may be subject
to the issues discussed in [ NUMERI C- | DS] .

.4.7.4. (Qperational and Interoperability Inmpact If Bl ocked
Dr oppi ng packets containing this option will result in negative
interoperability inplications for traffic enploying this option as a
basis for measurenments

.4.7.5. Advice

I nternedi ate systens shoul d not discard packets based on the presence
of this option.

.4.8. RPL Option (Type=0x23)
.4.8.1. Uses

The RPL Option provides a nmechanismto include routing information in
each datagramthat a RPL router forwards.

.4.8.2. Specification
This option is specified in [ RFCI008].
.4.8.3. Specific Security Inplications
These are di scussed in [ RFC9008].
.4.8.4. (Operational and Interoperability Inmpact If Bl ocked
This option can survive outside of a RPL instance. As a result,
di scardi ng packets based on the presence of this option would break
some use cases for RPL (see [ RFC9008]).
.4.8.5. Advice

I nternedi ate systens should not discard | Pv6 packets based on the
presence of this option.

.4.9. Qick-Start (Type=0x26)

.4.9.1. Uses
This I P option is used in the specification of Quick-Start for TCP
and | P, which is an experinental nmechanismthat allows transport
protocols, in cooperation with routers, to determ ne an all owed
sending rate at the start and, at times, in the mddle of a data
transfer (e.g., after an idle period) [RFC4782].

.4.9.2. Specification
This option is specified in [RFCA782] on the "Experinmental" track

.4.9.3. Specific Security Inplications

Section 9.6 of [RFCA782] notes that Quick-Start is vulnerable to two
ki nds of attacks:

* attacks to increase the routers’ processing and state | oad and

* attacks with bogus Quick-Start Requests to tenporarily tie up
avai | abl e Qui ck-Start bandw dth, preventing routers from approving
Qui ck-Start Requests from other connections

We note that if routers in a given environnent do not inplement and



enabl e the Quick-Start mechanism only the general security
inmplications of I P options (discussed in Section 4.2) would apply.

4.4.9.4. (Qperational and Interoperability Inmpact |f Bl ocked
If packets with IPv6 Quick Start options are bl ocked, the host trying
to establish a TCP connection will fall back to not including the
Quick Start option -- this nmeans that the feature will be disabled,
and additional delays in connection establishnent will be introduced
(as discussed in Section 4.7.2 of [RFC4782]). W note, however, that
Qui ck-Start has been proposed as a nmechanismthat could be of use in
controll ed environments and not as a nechani smthat woul d be intended
or appropriate for ubiquitous deploynment in the gl obal Internet
[ RFC4782] .

4.4.9.5. Advice

I nternedi ate systens should not discard | Pv6 packets based on the
presence of this option.

4.4.10. Deprecated (Type=0x4D)
4.4.10.1. Uses

No i nformati on has been found about this option type.
4.4.10.2. Specification

No i nformati on has been found about this option type.
4.4.10.3. Specific Security Inplications

No i nformati on has been found about this option type; hence, it has
been inpossible to performthe corresponding security assessnent.

4.4.10.4. (Operational and Interoperability Inpact If Bl ocked
Unknown.
4.4.10.5. Advice
I nternedi ate systens shoul d discard packets that contain this option
4.4.11. RPL Option (Type=0x63)
4.4.11.1. Uses

The RPL Option provides a mechanismto include routing information in
each datagramthat a RPL router forwards

4.4.11.2. Specification

This option was originally specified in [RFC6553]. It has been
deprecated by [ RFC9008].

4.4.11.3. Specific Security Inplications
These are discussed in Section 5 of [RFC6553].

4.4.11.4. (Operational and Interoperability Inpact If Bl ocked
This option is nmeant to be enployed within a RPL instance. As a
result, discarding packets based on the presence of this option

outside of a RPL instance will not result in interoperability
i mpli cations.



.4.11.5. Advice

I nternedi ate systens should discard packets that contain a RPL

Opt i on.

.4.12. MPL Option (Type=0x6D)

.4.12. 1. Uses
This option is used with the Miulticast Protocol for Low power and
Lossy Networks (MPL), which provides IPv6 nmulticast forwarding in
const rai ned networks.

.4.12.2. Specification

This option is specified in [RFC7731] and is meant to be included
only in Hop-by-Hop Options headers.

.4.12.3. Specific Security Inplications
These are di scussed in [RFC7731].
.4.12. 4. (Operational and Interoperability Inpact If Bl ocked
Dr oppi ng packets that contain an MPL Option within an MPL network
woul d break the MPL. However, dropping such packets at the border of
such networks will have no negative inpact.
.4.12.5. Advice
I nternedi ate systens should not discard packets based on the presence
of this option. However, since this option has been specified for
t he Hop-by-Hop Options header, such systens shoul d consider the
di scussion in Section 3.5.1
.4.13. Endpoint ldentification (Type=0x8A)
.4.13.1. Uses
The Endpoint Identification option was neant to be used with the
Ni ntod routing architecture [ NI MROD-DOC] but has never seen
wi despread depl oynent .
.4.13.2. Specification
This option is specified in [ Nl MROD DOC] .
.4.13.3. Specific Security Inplications
Undet er mi ned.
.4.13.4. (Operational and Interoperability Inpact |If Bl ocked
None.
.4.13.5. Advice
I nternedi ate systens should discard packets that contain this option
.4.14. 1LNP Nonce (Type=0x8B)
.4.14.1. Uses
This option is enployed by the Identifier-Locator Network Protoco

for IPv6 (I1LNPv6) to provide protection against off-path attacks for
packets when ILNPv6 is in use and as a signal during initial network-



| ayer session creation that ILNPv6 is proposed for use with this
net wor k-1 ayer session, rather than classic |Pv6.

.4.14. 2. Specification
This option is specified in [ RFC6744].
.4.14.3. Specific Security Inplications
These are di scussed in [ RFC6744].
.4.14. 4. (Operational and Interoperability Inpact If Bl ocked

Di scardi ng packets that contain this option will break |ILNPv6
depl oynent s.

.4.14.5. Advice

I nternedi ate systens shoul d not discard packets based on the presence
of this option.

.4.15. Line-ldentification Option (Type=0x8C)
.4.15.1. Uses
This option is used by an Edge Router to identify the subscriber
premnmises in scenari os where several subscriber prem ses may be
| ogically connected to the sanme interface of an Edge Router
.4.15.2. Specification
This option is specified in [ RFC6788].
.4.15.3. Specific Security Inplications
These are di scussed in [ RFC6788].
.4.15.4. (Qperational and Interoperability Inpact If Bl ocked
Since this option is nmeant to be used when tunneling Nei ghbor
Di scovery nessages in some broadband networ k depl oyment scenari os,
di scardi ng packets based on the presence of this option at
intermedi ate systens will result in no interoperability inplications.
.4.15.5.  Advice
I nternedi ate systens shoul d discard packets that contain this option
.4.16. Junbo Payl oad (Type=0XC2)
.4.16.1. Uses

The Junbo Payl oad option provides the neans for supporting payl oads
| arger than 65535 bytes.

.4.16.2. Specification
This option is specified in [ RFC2675].
.4.16.3. Specific Security Inplications

There are no specific issues arising fromthis option, except for
i mproper validity checks of the option and associ ated packet |engths.

.4.16.4. (Operational and Interoperability Inpact If Bl ocked



Di scardi ng packets based on the presence of this option will cause
I Pv6 junbograns to be discarded.

.4.16.5. Advice

An operator should permt this option only in specific scenarios in
whi ch support for IPv6 jumbograns is required.

.4.17. Hone Address (Type=0xC9)
.4.17.1. Uses

The Hone Address option is used by a Mbile I Pv6 node while away from
honme to informthe recipient of the nobile node’s hone address.

.4.17.2. Specification
This option is specified in [ RFC6275].
.4.17.3. Specific Security Inplications

There are no (known) additional security inplications, other than
those di scussed in [ RFC6275].

.4.17.4. (Operational and Interoperability Inpact If Bl ocked

Di scardi ng | Pv6 packets based on the presence of this option wll
break Mobile |Pv6.

.4.17.5. Advice

I nternedi ate systens should not discard | Pv6 packets based on the
presence of this option.

.4.18. | P_DFF (Type=0xEE)
.4.18. 1. Uses

This option is enployed with the (experinental) Depth-First
Forwardi ng (DFF) in unreliable networks.

.4.18.2. Specification
This option is specified in [ RFC6971].

.4.18.3. Specific Security Inplications
These are specified in [ RFC6971].

.4.18.4. (Operational and Interoperability Inpact If Bl ocked
Dr oppi ng packets containing this option within a routing domain that
i s running DFF woul d break DFF. However, dropping such packets at
the border of such domains will have no operational or
interoperability inplications.

.4.18.5. Advice

I nternedi ate systens that do not operate within a routing donain that
i s running DFF shoul d discard packets containing this option

.4.19. RFC3692-Styl e Experiment (Types = Ox1E, Ox3E, Ox5E, Ox7E, Ox9E
OxBE, OxDE, OXxFE)

.4.19. 1. Uses



These options can be enpl oyed for perform ng RFC3692-style
experinments. It is only appropriate to use these values in
explicitly configured experinents; they nust not be shipped as
defaults in inplenentations.

4.4.19.2. Specification

These options are specified in [RFC4727] in the context of
RFC3692- styl e experi nents.

4.4.19.3. Specific Security Inplications

The specific security inplications will depend on the specific use of
t hese opti ons.

4.4.19.4. (Operational and Interoperability Inpact If Bl ocked

For obvi ous reasons, discardi ng packets that contain these options
limts the ability to performlegitimte experiments across |Pv6
routers.

4.4.19.5. Advice

4. 5.

4. 5.

4.

5

Operators should determ ne, according to their own circumstances,
whet her to di scard packets containing these | Pv6 options.

Advi ce on the Handling of Packets with Unknown | Pv6 Options

We refer to I Pv6 options that have not been assigned an I Pv6 Option
Type in the corresponding registry, which is [|ANA-|PV6- PARAM, as
"unknown | Pv6 options".

1. Uses

New | Pv6 options may be specified as part of future protocol work.

2. Specification

The processing of unknown | Pv6 options is specified in [ RFC3200].

4.5.3. Specific Security Inplications

For obvious reasons, it is inpossible to determ ne specific security
i mplications of unknown |Pv6 options.

4.5.4. (Qperational and Interoperability Inmpact If Bl ocked

4.

5

Di scardi ng unknown | Pv6 options may sl ow down the depl oyment of new
I Pv6 options. As noted in [IPv6-OPTIONS], the correspondi ng | ANA
registry, which is [I ANA-I PV6- PARAM, shoul d be nonitored such that
I Pv6 option filtering rules are updated as new | Pv6 options are

st andar di zed.

5. Advice

Qperators should determ ne, according to their own circunstances,
whet her to di scard packets containing unknown | Pv6 options.

| ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
Privacy Consi derations

There are no privacy considerations associated with this docunent.



7. Security Considerations

Thi s docunent provides advice on the filtering of | Pv6 packets that
contain | Pv6 EHs (and possibly I Pv6 options) at IPv6 transit routers.
It is meant to inprove the current situation of w despread dropping
of such I Pv6 packets in those cases where the drops result from

i mproper configuration defaults or inappropriate advice in this area.

As di scussed in Section 3.3, one of the underlying principles for the
advice provided in this docunent is that |Pv6 packets with specific
EHs or options that may represent an attack vector for infrastructure
devi ces should be dropped. Wiile this policy helps nmitigate sone
specific attack vectors, the recomendations in this docunment wll

not help to mtigate vulnerabilities based on inplenentation errors

[ RFCO098] .

We al so note that depending on the router architecture, attenpts to
filter packets based on the presence of |IPv6 EHs or options m ght
itself represent an attack vector to network infrastructure devices
[ RFC9098] .
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