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Greasing the QU C Bit
Abstract

Thi s docunent describes a nmethod for negotiating the ability to send
an arbitrary value for the second-nost significant bit in QUC
packets.
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1. Introduction

The version-independent definition of QU C [ QU C | NVARI ANTS]
intentionally describes a very narrow set of fields that are visible
to entities other than endpoints. Beyond those characteristics that
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are invariant, very little about the "wire inmage" [RFC8546] of QUIC
is visible.

The second-nost significant bit of the first byte in every QUC
packet is defined as having a fixed value in QU C version 1 [QU (.
The purpose of having a fixed value is to all ow endpoints to
efficiently distinguish QUC fromother protocols; see [DEMJX] for a
description of a systemthat mght use this property. As this bit
can identify a packet as QUC, it is sonetines referred to as the
"QUIC Bit".

Where endpoints and the internediaries that support them do not
depend on the QU C Bit having a fixed value, sending the sane val ue
in every packet is nore of a liability than an asset. |f systens
conme to depend on a fixed value, then it mght becone infeasible to
define a version of QU C that attributes semantics to this bit.

In order to safeguard future use of this bit, this docunment defines a
QUIC transport paraneter that indicates that an endpoint is willing
to receive QUI C packets containing any value for this bit. By
sending different values for this bit, the hope is that the val ue
wWill remain available for future use [USE-IT].

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent uses terns and notational conventions from[QU C.
The Grease QU C Bit Transport Paraneter

The grease_quic_bit transport paranmeter (0x2ab2) is defined for QU C
version 1 [QU C]. This transport parameter can be sent by both
client and server. The transport paraneter is sent with an enpty

val ue; an endpoint that understands this transport paraneter MJST
treat receipt of a non-enpty value of the transport paraneter as a
connection error of type TRANSPORT_PARAMETER ERROR

An endpoint that advertises the grease_quic_bit transport paraneter
MUST accept packets with the QU C Bit set to a value of 0. The QU C
Bit is defined as the second-nost significant bit of the first byte
of QUIC packets (that is, the value 0x40).

Clearing the QU C Bit

Endpoi nts that receive the grease quic_bit transport paraneter froma
peer SHOULD set the QU C Bit to an unpredictabl e val ue unl ess anot her
ext ensi on assigns specific neaning to the value of the bit.

Endpoints can set the QUC Bit to 0 on all packets that are sent
after receiving and processing transport paraneters. This could
include Initial, Handshake, and Retry packets.

A client MAY also set the QUCBiIit to O in Initial, Handshake, or
0-RTT packets that are sent prior to receiving transport paraneters
fromthe server. However, a client MJST NOT set the QU C Bit to O
unless the Initial packets it sends include a token provided by the
server in a NEWTOKEN frame (Section 19.7 of [QU C]), received |ess
than 604800 seconds (7 days) prior on a connection where the server
al so included the grease quic_bit transport paraneter.

| This 7-day limt allows for changes in server configuration
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| If server configuration changes and a client does not set the
| QUICBIt, then it is possible that a server will drop packets,
| resulting in connection failures.

A server MJST set the QUC Bit to 0 only after processing transport
paraneters froma client. A server MJST NOT remenber that a client
negoti ated the extension in a previous connection and set the QU C
Bit to O based on that information

An endpoint MJST NOT set the QUC Bit to O without know ng whet her
the peer supports the extension. As Statel ess Reset packets
(Section 10.3 of [QUIC]) are only used after a | oss of connection
state, endpoints are unlikely to be able to set the QUC Bit to 0 on
St at el ess Reset packets.

Using the QU C Bit

The purpose of this extension is to allow for the use of the QUC Bit
by | ater extensions.

Extensions to QU C that define semantics for the QU C Bit can be
negotiated at the sane tine as the grease_quic_bit transport
paraneter. In this case, a recipient needs to be able to distinguish
a random zed value froma value carrying informati on according to the
extension. Extensions that use the QU C Bit MJST negotiate their use
prior to acting on any senantic.

For exanple, an extension m ght define a transport paraneter that is
sent in addition to the grease_quic_bit transport parameter. Though
the value of the QU C Bit in packets received by a peer might be set
according to rules defined by the extension, they m ght also be
random zed as specified in this docunent.

The receipt of a transport paraneter for an extension that uses the
QU C Bit could be used to confirmthat a peer supports the semantic
defined in the extension. To avoid acting on a random zed signal,
the extension can require that endpoints set the QU C Bit according
to the rules of the extension but defer acting on the infornmation
conveyed until the transport parameter for the extension is received.

Ext ensi ons that define semantics for the QU C Bit can be negoti ated
wi t hout using the grease_quic_bit transport parameter. However,

i ncluding both extensions allows for the QUC Bit to be greased even
if the alternative use is not supported.

Security Considerations

Thi s docunent introduces no new security considerations for endpoints
or entities that can rely on endpoint cooperation. However, this
change nmakes the task of identifying QUC nore difficult wthout
cooperation of endpoints. This sonetinmes works counter to the
security goals of network operators who rely on network
classification to identify threats; see Section 3.1 of

[ MANAGEABI LI TY] for a nore conprehensive treatnment of this topic.

I ANA Consi derations
Thi s docunent registers the grease quic_bit transport paranmeter in
the "QUI C Transport Paraneters" registry established in Section 22.3
of [QUC]. The following fields are registered:
Val ue: 0x2ab2

Par anet er Name: (grease_quic_bit

St at us: Per manent
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