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I ntroduction

The Resource Public Key Infrastructure (RPKI) [RFC6480] nakes use of
a distributed repository system [ RFC6481] to nake avail able a variety
of objects needed by relying parties (RPs). Because all of the
objects stored in the repository systemare digitally signed by the
entities that created them attacks that nodify these published

obj ects are detectable by RPs. However, digital signatures al one
provi de no protection against attacks that substitute "stale"

versi ons of signed objects (i.e., objects that were valid and have
not yet expired, but have since been superseded), or in-flight
attacks that renpbve an object that should be present in the
repository. To assist in the detection of such attacks, RPK
repository systens nmake use of a signed object called a "manifest".

A mani fest is a signed object that enunerates all the signed objects
(files) in the repository publication point (directory) that are
associated with an authority responsible for publishing at that
publication point. Each nanifest contains both the nane of the file
contai ning the object and a hash of the file content, for every

si gned object issued by an authority that is published at the
authority’'s repository publication point. A manifest is intended to
all ow an RP to detect unauthorized object renoval or the substitution
of stale versions of objects at a publication point. A manifest also
is intended to allow an RP to detect simlar outcones that may result
froman on-path attack during the retrieval of objects fromthe
repository. Manifests are intended to be used in Certification
Authority (CA) publication points in repositories (directories
containing files that are subordinate certificates and Certificate
Revocation Lists (CRLs) issued by this CA and ot her signed objects
that are verified by End-Entity (EE) certificates issued by this CA)

Mani fests are nodel ed on CRLs, as the issues involved in detecting
stale manifests and potential attacks using manifest replays, etc.,



are simlar to those for CRLs. The syntax of the manifest payl oad
differs from CRLs, since RPKI repositories contain objects not
covered by CRLs, e.g., digitally signed objects, such as Route Origin
Aut hori zations (ROAs) [ RFC6482].

Thi s docunent obsol etes [ RFC6486] .
1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. Manifest Scope

A mani fest associated with a CA's repository publication point
contains a list of:

* the set of (non-expired, non-revoked) certificates issued and
publi shed by this CA,

* the nost recent CRL issued by this CA and

* all published signed objects that are verifiable using EE
certificates [RFC6487] issued by this CA (other than the manifest
itself).

Every RPKI signed object includes, in the Cryptographi c Message

Syntax (CMB) [ RFC5652] wrapper of the object, the EE certificate used
to verify it [RFC6488]. Thus, there is no requirenent to separately
publish that EE certificate at the CA's repository publication point.

Where nultiple CA instances share a comon publication point, as can
occur when a CA perforns a key-rollover operation [ RFC6489], the
repository publication point will contain multiple manifests. In
this case, each manifest describes only the collection of published
products of its associated CA instance.

3. Manifest Signing
A CA's manifest is verified using an EE certificate. The
Subj ect I nf oAccess (SIA) field of this EE certificate contains the
accessMet hod bject ldentifier (O D) of id-ad-signedject.
The CA MJST sign only one mani fest with each generated private key
and MJST generate a new key pair for each new version of the
mani fest. An associated EE certificate used in this fashion is
ternmed a "one-tine-use" EE certificate (see Section 3 of [RFC6487]).
4. Manifest Definition
A mani fest is an RPKI signed object, as specified in [ RFC6488]. The
RPKI signed object tenplate requires specification of the foll ow ng
data elenments in the context of the manifest structure.
4.1. eContentType

The eContent Type for a manifest is defined as id-ct-rpkiManifest and
has the nunerical O D of 1.2.840.113549.1.9.16.1. 26.

id-sminme OBJECT IDENTIFIER ::= { iso(1) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs9(9) 16 }

id-ct OBJECT IDENTIFIER ::= { id-smime 1}



i d-ct-rpki Mani fest OBJECT IDENTIFIER ::= { id-ct 26 }
. 2. eContent
The content of a manifest is ASN.1 encoded using the Distinguished

Encoding Rules (DER) [X.690]. The content of a manifest is defined
as foll ows:

Mani fest ::= SEQUENCE {
versi on [0] | NTEGER DEFAULT O,
mani f est Nunber | NTEGER (0.. MAX),
t hi sUpdat e Gener al i zedTi e,
next Updat e Gener al i zedTi ne,
fil eHashAl g OBJECT | DENTI FI ER,
filelist SEQUENCE Sl ZE (0..MAX) OF Fil eAndHash
}

Fi | eAndHash :: = SEQUENCE {
file I A5Stri ng,
hash BIT STRI NG

}
. 2. 1. Mani f est

The mani f est Nunber, thisUpdate, and nextUpdate fields are nodel ed
after the corresponding fields in X 509 CRLs (see [ RFC5280]).

Anal ogous to CRLs, a nmanifest is nonminally current until the tine
specified in nextUpdate or until a nmanifest is issued with a greater
mani f est nunber, whi chever comes first.

Because a "one-tinme-use" EE certificate is enployed to verify a

mani fest, the EE certificate MJST be issued with a validity period
that coincides with the interval fromthisUpdate to nextUpdate in the
mani fest, to prevent needl ess growh of the CA's CRL.

The data el enments of the mani fest structure are defined as foll ows:

ver si on:
The version nunber of this version of the nmanifest specification
MJST be 0.

mani f est Nunber :
This field is an integer that is increnented (by 1) each tine a
new mani fest is issued for a given publication point. This field
allows an RP to detect gaps in a sequence of published manifests.

As the manifest is nodeled on the CRL specification, the

mani f est Nunber is anal ogous to the CRLNunber, and the gui dance in
[ RFC5280] for CRLNunber values is appropriate as to the range of
nunber val ues that can be used for the nmanifestNunber. Manifest
nunbers can be expected to contain long integers. Manifest
verifiers MJST be able to process nunmber values up to 20 octets.
Conform ng mani fest issuers MJUST NOT use nunber val ues |onger than
20 octets. The issuer MJST increase the value of this field
monot onically for each newy generated mani fest. Each RP MJST
verify that a purported "new' manifest contains a higher

mani f est Nunber than previously validated manifests. |f the
purported "new' manifest contains a nanifestNunber value equal to
or |lower than manifest Nunmber val ues of previously validated

mani fests, the RP SHOULD use | ocally cached versions of objects,
as described in Section 6.6.

t hi sUpdat e:
This field contains the tine when the nmanifest was created. This
field has the sane format constraints as specified in [ RFC5280]



for the CRL field of the same nane. The issuer MJST ensure that
the value of this field is nore recent than any previously
generated mani fest. Each RP MJUST verify that this field value is
greater (nore recent) than the npost recent nmanifest it has
validated. |If this field in a purported "new' nmanifest is snaller
(less recent) than previously validated mani fests, the RP SHOULD
use |l ocally cached versions of objects, as described in

Section 6. 6.

next Updat e:
This field contains the tine at which the next schedul ed nani f est
will be issued. The value of nextUpdate MJST be later than the
val ue of thisUpdate. The specification of the GeneralizedTi ne
value is the sane as required for the thisUpdate field

If the authority alters any of the items that it has published in
the repository publication point, then the authority MJST issue a
new mani fest. Even if no changes are nade to objects at a
publication point, a new manifest MJST be issued before the

next Update time. Each nanifest enconpasses a CRL, and the

next Update field of the mani fest SHOULD match that of the CRL's
next Update field, as the manifest will be reissued when a new CRL
is published. Wen a new nanifest is issued before the tine
specified in nextUpdate of the current manifest, the CA MIST al so
i ssue a new CRL that revokes the EE certificate corresponding to
the ol d manifest.

fi

eHashAl g:

This field contains the O D of the hash algorithmused to hash the
files that the authority has placed into the repository. The hash
al gorithm used MJST conformto the RPKI Al gorithns and Key Size
Profile specification [ RFC7935].

fi

elLi st:

This field is a sequence of FileAndHash objects. There is one

Fi | eAndHash entry for each currently valid signed object that has
been published by the authority (at this publication point). Each
Fil eAndHash is an ordered pair consisting of the nane of the file
in the repository publication point (directory) that contains the
obj ect in question and a hash of the file's contents.

4.2.2. Names in Fil eAndHash bjects

Nanes that appear in the filelList MJST consist of one or nore
characters chosen fromthe set a-z, A-Z 0-9, - (HYPHEN), or

_ (UNDERSCORE), followed by a single . (DOT), followed by a three-
|l etter extension. The extension MJST be one of those enunerated in
the "RPKI Repository Name Schemes" registry maintained by | ANA

[ 1 ANA- NAM NG .

As an exanple, ’'vixxBTS _TVXQ 2pnE0OT7.cer’ is a valid file nane.
The exanpl e above contains a mx of uppercase and | owercase
characters in the file nane. CAs and RPs MJST be able to perform
filesystemoperations in a case-sensitive, case-preserving manner
4.3. Content-Type Attribute
The mandatory content-type attribute MJST have its attrValues field
set to the same O D as eContent Type. This O D is id-ct-rpkiMnifest
and has the nunerical value of 1.2.840.113549.1.9.16.1.26
4.4. Manifest Validation

To deterni ne whether a manifest is valid, the RP MIST performthe
foll owi ng checks in addition to those specified in [ RFC6488]:
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1. The eContentType in the Encapsul atedContentlinfo is id-ad-
rpki Mani fest (O D 1.2.840.113549.1.9.16.1. 26).

2. The version of the rpkiMnifest is O.
3. In the rpki Manifest, thisUpdate precedes next Update.

Not e: Al though the thisUpdate and nextUpdate fields in the manifest
eContent MUST match the corresponding fields in the CRL associ ated
with the mani fest, RPs MJST NOT reject a mani fest solely because
these fields are not identical

If the above procedure indicates that the manifest is invalid, then
the mani fest MJUST be discarded and treated as though no manifest were
present.

Mani f est Generati on
1. WManifest Generation Procedure

For a CA publication point in the RPKI repository system a CA MJST
performthe followi ng steps to generate a manifest:

1. Cenerate a new key pair for use in a "one-tinme-use" EE
certificate.

2. Issue an EE certificate for this key pair. The CA MJST revoke
the EE certificate used for the nmanifest being replaced.

This EE certificate MIUST have an Sl A extension access description
field with an accessMethod O D val ue of id-ad-signedObject, where
the associ ated accesslLocation references the publication point of
the mani fest as an object URL. (RPs are required to verify both

of these syntactic constraints.)

This EE certificate MJIST describe its Internet Number Resources
(INRs) using the "inherit" attribute, rather than an explicit
description of a resource set (see [RFC3779]). (RPs are required
to verify this.)

The validity interval of the EE certificate MJST exactly match
the thisUpdate and nextUpdate tines specified in the manifest’s
eContent. (An RP MJST NOT consider msalignnment of the validity
interval in and of itself to be an error.)

3. The EE certificate MJST NOT be published in the authority’s
repository publication point.

4. Construct the mani fest content.

The manifest content is described in Section 4.2.1. The

mani fest’s fileList includes the file name and hash pair for each
obj ect issued by this CA that has been published at this
repository publication point (directory). The collection of
objects to be included in the nanifest includes all certificates
i ssued by this CA that are published at the CA's repository
publication point, the nbost recent CRL issued by the CA and al
objects verified by EE certificates that were issued by this CA
that are published at this repository publication point.
(Sections 6.1 through 6.5 describe the checks that an RP MJST
performin support of the manifest content noted here.)

Note that the manifest does not include a self reference (i.e.,
its own file nane and hash), since it would be inpossible to
comput e the hash of the manifest itself prior to it being signed.



5. Encapsul ate the nmanifest content using the CVM5 SignedData content
type (as specified in Section 4), sign the mani fest using the
private key corresponding to the subject key contained in the EE
certificate, and publish the manifest in the repository system
publication point that is described by the manifest. (RPs are
required to verify the CMS signature.)

6. Because the key pair is to be used only once, the private key
associated with this key pair MJST now be destroyed.

.2. Considerations for Manifest CGeneration

A new mani fest MJUST be issued and published before the nextUpdate
time.

An authority MJUST issue a new manifest in conjunction with the
finalization of changes nade to objects in the publication point. |If
any naned objects in the publication point are replaced, the
authority MJST ensure that the file hash for each replaced object is
updat ed accordingly in the new manifest. Additionally, the authority
MJUST revoke the certificate associated with each repl aced object
(other than a CRL), if it is not expired. An authority MAY performa
nunber of object operations on a publication repository within the
scope of a repository change before issuing a single manifest that
covers all the operations within the scope of this change.

Repository operators MJST inpl enent sonme form of repository update
procedure that nitigates, to the extent possible, the risk that RPs
that are performing retrieval operations on the repository are
exposed to inconsistent, transient, intermediate states during
updates to the repository publication point (directory) and the
associ at ed mani f est.

Since the manifest object URL is included in the SIA of issued
certificates, a new mani fest MJST NOT invalidate the nanifest object
URL of previously issued certificates. This inplies that the

mani fest’s publication nane in the repository, in the formof an

obj ect URL, is unchanged across nmani fest generation cycles.

When a CA entity is performng a key rollover, the entity MAY choose
to have two CA instances simnultaneously publishing into the sane
repository publication point. 1In this case, there will be one
mani f est associated with each active CA instance that is publishing
into the common repository publication point (directory).

Rel ying Party Processing of Mnifests

Each RP MJUST use the current manifest of a CA to control addition of
listed files to the set of signed objects the RP enploys for

val idating basic RPKI objects: certificates, ROAs, and CRLs. Any
files not listed on the mani fest MJUST NOT be used for validation of
these objects. However, files not listed on a manifest MAY be

enpl oyed to validate other signed objects, if the profile of the

obj ect type explicitly states that such behavior is allowed (or
required). Note that relying on files not listed in a manifest nmay
all ow an attacker to effect substitution attacks agai nst such

obj ect s.

As noted earlier, manifests are designed to allow an RP to detect
mani pul ati on of repository data, errors by a CA or repository
manager, and/or active attacks on the comuni cati on channel between
an RP and a repository. Unless all of the files enunerated in a
mani f est can be obtained by an RP during a fetch operation, the fetch
is considered to have failed and the RP MUST retry the fetch later

[ RFC6480] suggests (but does not mandate) that the RPKI nodel enpl oy



fetches that are incremental, e.g., an RP transfers files froma
publication point only if they are new changed since the previous,
successful fetch represented in the RP’"s | ocal cache. This docunent
avoi ds | anguage that relies on details of the underlying file
transfer mechani sm enpl oyed by an RP and a publication point to
effect this operation. Thus, the term"fetch" refers to an operation
that attenpts to acquire the full set of files at a publication

poi nt, consistent with the id-ad-rpki Manifest URl extracted froma CA
certificate's SIA (see bel ow).

If a fetch fails, it is assuned that a subsequent fetch will resolve
probl emrs encountered during the fetch. Until such tinme as a
successful fetch is executed, an RP SHOULD use cached data froma
previ ous, successful fetch. This response is intended to prevent an
RP fromnisinterpreting data associated with a publication point and
thus possibly treating invalid routes as valid, or vice versa.

The processing described below is designed to cause all RPs with
access to the sanme | ocal cache and RPKI repository data to acquire
the sanme set of validated repository files. 1t does not ensure that
the RPs will achieve the sane results with regard to validation of
RPKI data, since that depends on how each RP resolves any conflicts
that may arise in processing the retrieved files. Moreover, in
operation, different RPs will access repositories at different tines,
and sone RPs may experience | ocal cache failures, so there is no
guarantee that all RPs will achieve the sanme results with regard to
acquisition or validation of RPKI data.

Note al so that there is a "chicken and egg" rel ationship between the
mani fest and the CRL for a given CA instance. |If the EE certificate
for the current manifest is revoked, i.e., it appears in the current
CRL, then the CA or publication point nanager has nmade a serious
error. |In this case, the fetch has failed; proceed to Section 6.6.
Simlarly, if the CRL is not listed on a valid, current manifest,
acquired during a fetch, the fetch has failed; proceed to

Section 6.6, because the CRL is considered m ssing.

.1. Manifest Processing Overview

For a given publication point, an RP MUST performa series of tests
to determ ne which signed object files at the publication point are
acceptable. The tests described bel ow (Sections 6.2 through 6.5) are
to be performed using the manifest identified by the id-ad-

rpki Mani fest URI extracted froma CA certificate’s SIA. Al of the
files referenced by the nanifest MJST be | ocated at the publication
poi nt specified by the id-ad-caRepository URI fromthe (sane) CA
certificate’s SIA. The manifest and the files it references MJST
reside at the same publication point. |If an RP encounters any files
that appear on a manifest but do not reside at the sane publication
point as the manifest, the RP MJST treat the fetch as failed, and a
war ni ng MUST be issued (see Section 6.6 bel ow).

Note that, during CA key rollover [RFC6489], signed objects for two
or nore different CA instances will appear at the same publication
point. Manifest processing is to be performed separately for each CA
i nstance, guided by the SIA id-ad-rpki Manifest URl in each CA
certificate.

.2. Acquiring a Manifest for a CA

The RP MJST fetch the manifest identified by the SIAid-ad-

rpki Manifest URI in the CA certificate. |If an RP cannot retrieve a
mani fest using this URI or if the manifest is not valid

(Section 4.4), an RP MJUST treat this as a failed fetch; proceed to
Section 6.6. Qherw se, proceed to Section 6. 3.
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Detecting Stale and/or Prematurely |Issued Manifests
The RP MJST check that the current tine (translated to UTC) is
bet ween t hi sUpdate and nextUpdate. If the current tinme lies within
this interval, proceed to Section 6.4. |If the current tine is

earlier than thisUpdate, the CA nay have made an error or the RP's

| ocal notion of time may be in error. The RP MJST treat this as a

failed fetch; proceed to Section 6.6. |If the current tinme is later
than next Update, then the manifest is stale; the RP MUST treat this
as a failed fetch. Proceed to Section 6.6. Oherw se, proceed to

Section 6. 4.

Acquiring Files Referenced by a Mnifest

The RP MJST acquire all of the files enunerated in the manifest
(fileList) fromthe publication point. |If there are files listed in
the mani fest that cannot be retrieved fromthe publication point, the
RP MJUST treat this as a failed fetch. Proceed to Section 6. 6.

O herwi se, proceed to Section 6.5.

Mat ching Fil e Names and Hashes

The RP MUST verify that the hash value of each file listed in the
mani f est matches the val ue obtai ned by hashing the file acquired from
the publication point. |If the conmputed hash value of a file listed
on the mani fest does not match the hash value contained in the

mani fest, then the fetch has failed, and the RP MJST respond
accordingly. Proceed to Section 6. 6.

Fai | ed Fetches

If a fetch fails for any of the reasons cited in Sections 6.2 through
6.5, the RP MUST issue a warning indicating the reason(s) for

term nation of processing with regard to this CA instance. It is
RECOMMENDED t hat a human operator be notified of this warning.

Term nation of processing neans that the RP SHOULD continue to use
cached versions of the objects associated with this CA instance,
until such time as they becone stale or they can be repl aced by

obj ects froma successful fetch. This inplies that the RP MUST NOT
try to acquire and validate subordi nate signed objects, e.g.,
subordinate CA certificates, until the next interval when the RP is
schedul ed to fetch and process data for this CA instance.

Publ i cati on Repositories

The RPKI publication system nodel requires that every publication
poi nt be associated with one or nore CAs and be non-enpty. Upon
creation of the publication point associated with a CA the CA MIST
create and publish a manifest as well as a CRL. A CA's nanifest wll
al ways contain at |least one entry, i.e., a CRL issued by the CA

[ RFC6481], corresponding to the scope of this manifest.

Every published signed object in the RPKI [RFC6488] is published in
the repository publication point of the CA that issued the EE
certificate, and is listed in the manifest associated with that CA
certificate.

Security Considerations

Mani fests provide an additional |evel of protection for RPKI RPs.
Mani fests can assist an RP in deternmining if a repository object has
been del eted, occluded, or otherwi se renoved fromview, or if a
publication of a newer version of an object has been suppressed (and
an ol der version of the object has been substituted).
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Mani fests cannot repair the effects of such forns of corruption of
repository retrieval operations. However, a manifest enables an RP
to determine if a locally maintained copy of a repository is a

conpl ete and up-to-date copy, even when the repository retrieva
operation is conducted over an insecure channel. |In cases where the
mani fest and the retrieved repository contents differ, the nanifest
can assist in determ ning which repository objects formthe
difference set in ternms of m ssing, extraneous, or superseded

obj ect s.

The signing structure of a manifest and the use of the nextUpdate
value allow an RP to determine if the manifest itself is the subject
of attenpted alteration. The requirenent for every repository
publication point to contain at |least one manifest allows an RP to
determine if the manifest itself has been occluded fromview Such
attacks against the manifest are detectable within the tinme frane of
the regul ar schedul e of nanifest updates. Forms of replay attacks
within finer-grained time franes are not necessarily detectable by
the mani fest structure.

| ANA Consi der ati ons

The "RPKI Signed Objects" registry was originally created and

popul ated by [RFC6488]. The "RPKI Repository Name Schemes" registry
was created by [RFC6481] and created four of the initial three-letter
file nanme extensions. |ANA has updated the reference for the
"Manifest" rowin the "RPKI Signed Objects" registry to point to this
docunent .

I ANA has al so updated the following entries to refer to this docunent
i nstead of RFC 6486:

* id-nod-rpki Manifest (60) in the "SM Security for S/M M Mdul e
Identifier (1.2.840.113549.1.9.16.0)" registry

* id-ct-rpki Manifest (26) in the "SM Security for S/M Me CVB
Content Type (1.2.840.113549.1.9.16.1)" registry

* the "Security considerations" entry in the application nedia type
registration for rpki-manifest

No ot her actions are required.
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Appendi x A, ASN. 1 Modul e

RPKI Mani fest { iso(1l) menber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs9(9) smne(16) nod(0) 60 }

DEFI NI TIONS EXPLICI T TAGS :: =
BEGA N



-- EXPORTS ALL --
| MPORTS
CONTENT- TYPE
FROM Cr ypt ogr aphi cMessageSynt ax- 2010 -- in RFC 6268
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sm nme(16) nodul es(0) id-nod-cns-2009(58) } ;
-- Mani fest Content Type

ct-rpki Mani f est CONTENT- TYPE :: =
{ TYPE Mani fest | DENTIFIED BY id-ct-rpki Manifest }

id-sminme OBJECT IDENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs9(9) 16 }
id-ct OBJECT IDENTIFIER ::= { id-smme 1}
i d-ct-rpki Mani fest OBJECT IDENTIFIER ::= { id-ct 26 }
Mani fest ::= SEQUENCE {
ver sion [0] | NTEGER DEFAULT O,
mani f est Nunber I NTEGER (0. . MAX),
t hi sUpdat e Gener al i zedTi e,
next Updat e Gener al i zedTi ne,
fil eHashAl g OBJECT | DENTI FI ER,
filelist SEQUENCE Sl ZE (0..MAX) OF Fil eAndHash
}
Fi | eAndHash :: = SEQUENCE ({

file 1ABString,
hash BIT STRI NG

}
END

Appendi x B. Changes since RFC 6486

In 2019, it canme to light that nultiple RP inplenmentations were in a
vul nerabl e position, possibly due to perceived anbiguity in the
ori gi nal [RFC6486] specification. This docunent attenpts to clarify
the innovative concept and application of RPKI manifests in |ight of
real -worl d depl oynent experience in the global Internet routing
system to avoid future probl ematic cases.

The following list sumarizes the changes between RFC 6486 and this
docunent :

* Forbi ddi ng "sequential -use" EE certificates and instead nmandati ng
"one-time-use" EE certificates.

* Carifying that manifest EE certificates are to be issued with a
validity period that coincides with the interval specified in the
mani f est eContent, which coincides with the CRL’s thisUpdate and
next Updat e.

* (darifying that the mani fest Nunber is nmonotonically increnmented in
steps of 1.

* Recommendi ng that CA issuers include the applicable CRL's
next Update with the nanifest’s nextUpdate.

* Constraining the set of valid characters in FileAndHash file
namnes.



* (Carifying that an RP unable to obtain the full set of files
listed on a manifest is considered to be in a failure state, in
whi ch case cached data froma previous attenpt should be used (if
avai l abl e).

* (Carifying the requirement for a current CRL to be present,
listed, and verified.

* Renoving the notion of "local policy".
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