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I nt roduction

I'n many depl oynents, it may not be possible for a network to
determne the cause of a DDoS attack [ RFC4732]. Rather, the network
may just realize that some resources appear to be under attack. To
hel p with such situations, the | ETF has specified the DDoS Open
Threat Signaling (DOTS) architecture [ RFC8811], where a DOIS client
can i nform an upstream DOTS server that its network is under a
potential attack and that appropriate mitigation actions are
required. The DOTS protocols can be used to coordinate real-tine
mtigation efforts that can evolve as the attacks nutate, thereby
reduci ng the inmpact of an attack and |l eading to nore-efficient
responsi ve actions. [RFC8903] identifies a set of scenarios for
DOTS; nost of these scenarios involve a Custonmer Prem ses Equi pnent
(CPE).

The high-1evel base DOTS architecture is illustrated in Figure 1
(repeated from Section 2 of [RFC8811]):

S + S +
| Mtigator | ~~~~~~~~~~ | DOTS Server |
Fom e oo + S +

I

I

|
S + S +
| Attack Target | ~~~~~~ | DOTS dient |
o + S +

Figure 1: Basic DOTS Architecture

[ RFC8811] specifies that the DOTS client may be provided with a |ist
of DOTS servers; each of these servers is associated with one or nore
| P addresses. These addresses nmay or may not be of the sanme address
famly. The DOTS client establishes one or nore DOTS sessions by
connecting to the provided addresses for the DOIS server or servers

[ RFC8973] .

DOTS nmay be deployed within networks that are connected to one single
upstream provi der. DOTS can al so be enabled within networks that are
mul ti honed. The reader may refer to [ RFC3582] for an overview of

mul ti homi ng goal s and notivations. This docunment discusses DOTS

mul ti hom ng considerations. Specifically, the docunent ains to:

1. Conplete the base DOTS architecture with multihom ng specifics.
Those specifics need to be taken into account because:

* Sending a DOTS mitigation request to an arbitrary DOIS server
wi Il not necessarily help in mtigating a DDoS attack.

* Randomy replicating all DOTS mtigation requests anong all
avai |l abl e DOTS servers i s suboptinmal.

* Sequentially contacting DOTS servers may increase the del ay



before a mitigation plan is enforced.

2. ldentify DOTS depl oynent schenes in a nultihonm ng context, where
DOTS services can be offered by all or a subset of upstream
provi ders.

3. Provide guidelines and recommendations for placing DOTS requests
in multihomed networks, for exanpl e:

* Select the appropriate DOTS server(s).

* ldentify cases where anycast is not recommended for DOTS
Thi s docunent adopts the foll owi ng nethodol ogy:
* |dentify and extract viabl e deploynent candi dates from [ RFC8903].

* Augnent the description with nultihomng technicalities, for
exanpl e:

- One vs. nultiple upstream network providers
- One vs. multiple interconnect routers

- Provider-Independent (Pl) vs. Provider-Aggregatable (PA) IP
addr esses

*  Describe the recommended behavior of DOTS clients and client-
domai n DOTS gat eways for each case

Mul ti homed DOTS agents are assuned to make use of the protocols
defined in [ RFC9132] and [ RFC8783]. This docunent does not require
any specific extension to the base DOIS protocols for depl oyi ng DOTS
in a nmultihomed context.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Ter mi nol ogy

Thi s document nakes use of the terns defined in [ RFC8811], [RFC8612],
and [ RFC4116]. |In particular:

Provi der - Aggr egat abl e (PA) addresses: globally uni que addresses
assigned by a transit provider to a custonmer. The addresses are
consi dered "aggregatabl e" because the set of routes corresponding
to the PA addresses are usually covered by an aggregate route set
corresponding to the address space operated by the transit
provi der, from which the assignhment was made (Section 2 of
[ RFC4116]).

Provi der -1 ndependent (Pl) addresses: globally unique addresses that
are not assigned by a transit provider, but are provided by sone
ot her organi zation, usually a Regional Internet Registry (R R
(Section 2 of [RFC4116]).

IPindifferently refers to | Pv4d or |Pv6.

Mul ti hom ng Scenari os

Thi s section describes sonme multihom ng scenarios that are rel evant



to DOTS. In the follow ng subsections, only the connections of
border routers are shown; internal network topol ogies are not
el abor at ed.

A mul ti homed network nmay enable DOTS for all or a subset of its
upstreaminterconnection links. In such a case, DOIS servers can be
explicitly configured or dynamically discovered by a DOTIS client
usi ng nmeans such as those discussed in [ RFC8973]. These DOTS servers
can be owned by the upstream provider, nmanaged by a third-party
(e.g., mtigation service provider), or a conbination thereof.

If a DOTS server is explicitly configured, it is assumed that an
interface is also provided to bind the DOTS service to an
interconnection link. If no interface is provided, the DOTS server
can be reached via any active interface.

Thi s section distinguishes between residential CPEs and enterprise
CPEs because Pl addresses may be used for enterprises, which is not
the current practice for residential CPEs.

In the foll owi ng subsections, all or a subset of interconnection
l'inks are associated with DOTS servers.

.1. Miltihomed Residential: Single CPE
The scenario shown in Figure 2 is characterized as foll ows:

* The hone network is connected to the Internet using one single
CPE.

* The CPE is connected to nultiple provisioning domains (i.e., both
fixed and nobile networks). Provisioning Domain (PvD) is
expl ai ned i n [ RFC7556] .

In a typical deploynment scenario, these provisioning donains are
owned by the same provider (Section 1 of [RFC8803]). Such a
depl oynent is neant to seaml essly use both fixed and cel |l ul ar
networ ks for bonding, faster handovers, or better resiliency

pur poses.

* Each of these provisioning domains assigns | P addresses or
prefixes to the CPE and provi des additional configuration
informati on such as a list of DNS servers, DNS suffixes associ ated
with the network, the default gateway address, and the DOTS
server’'s nane [ RFC8973]. These addresses or prefixes are assuned
to be Provider-Aggregatabl e (PA)

* Because of ingress filtering, packets forwarded by the CPE towards
a given provisioning domain nmust be sent with a source | P address
that was assigned by that domain [ RFC8043].

e + e +
| Fi xed | | Mobile |
| Net wor k| | Net wor k|
e e

| | Servi ce Providers

tomm-- - R + Honme Net wor k
I
+- - +4+- +
| CPE |
+- - - - - +

(I'nternal Network)

Fi gure 2: Typical Miltihomed Residential CPE



4. 2.

4. 3.

4. 4.

Mul ti homed Enterprise: Single CPE, Miltiple Upstream | SPs
The scenario shown in Figure 3 is characterized as foll ows:

* The enterprise network is connected to the Internet using a single
router.

* That router is connected to nmultiple provisioning domai ns nanaged
by distinct administrative entities.

Unli ke the previous scenario, two sub-cases can be considered for an
enterprise network with regard to assigned addresses:

1. Pl addresses or prefixes: The enterprise is the ower of the IP
addresses or prefixes; the sane address or prefix is then used
when est abl i shi ng comuni cati ons over any of the provisioning
donmai ns.

2. PA addresses or prefixes: Each of the provisioning domains
assigns | P addresses or prefixes to the enterprise network.
These addresses or prefixes are used when communi cating over the
provi sioni ng donai n that assigned them

| 1SP1 | | 1SP2 |
+-- - - -+ +- - F-- -+
| | Servi ce Providers

T TSI + Enterprise Network
I
+- - -+
| CPE |
+--m o= +

(I'nternal Network)

Figure 3: Miltihomed Enterprise Network (Single CPE Connected to
Mul ti pl e Networks)

Mul ti homed Enterprise: Miltiple CPEs, Miltiple Upstream | SPs
This scenario is simlar to the one described in Section 4.2; the

mai n difference is that dedicated routers (CPElL and CPE2) are used to
connect to each provisioning domain.

| 1SP1 | | 1SP2
oot -t oot -t
| | Servi ce Providers

| | Ent erpri se Network
+- -+ -+ +--4---+
| CPEL | | CPE2
(I'nternal Network)

Figure 4: Miltihomed Enterprise Network (Multiple CPEs, Miltiple
| SPs)

Mul ti homed Enterprise with the Sane | SP

This scenario is a variant of Sections 4.2 and 4.3 in which

mul ti homing is supported by the same ISP (i.e., same provisioning
domai n) .

DOTS Mul ti hom ng Depl oynent Consi derations



Table 1 provides sone sanpl e, non-exhaustive depl oynent schenes to
illustrate how DOTS agents may be depl oyed for each of the scenarios
i ntroduced in Section 4.

Client-Domain |
DOTS Gat eway |

| Resi dential CPE CPE N A |
T T o e +
| Single CPE, nmultiple | Internal hosts or CPE | CPE |
| provi sioni ng domai ns | | |
o e e e e e e e e oo oo o e e e e e e oo S +
| Multiple CPEs, multiple | Internal hosts or all | CPEs (CPE1 |
| provi sioning domains | CPEs (CPE1 and CPE2) | and CPE2) |
o mmemeeieeeeaciaeaaaas o meeeeeeeeeeieaaaas I IRy +
| Multihoned enterprise, | Internal hosts or all | CPEs (CPE1 |
| singl e provisioning | CPEs (CPE1 and CPE2) | and CPE2) |
| domai n | | |
e O S I +

Table 1: Sanpl e Depl oynent Cases

These depl oynent schenes are further discussed in the foll ow ng
subsecti ons.

5.1. Residential CPE

Figure 5 depicts DOTS sessions that need to be established between a
DOTS client (C) and two DOTS servers (S1, S2) within the context of
the scenario described in Section 4.1. As listed in Table 1, the
DOTS client is hosted by the residential CPE

+- -+
---------- | S1]
/ +- -+
/ DOTS Server Donmin #1
/
+---+/
| C|
+- - - +\
CPE \
\
\ +--+
---------- | S2]
+- -+

DOTS Server Domain #2
Figure 5: DOTS Associations for a Multi honed Residential CPE

The DOTS client MJST resolve the DOTS server’s nanme provided by each
provi sioni ng donmai n using the DNS servers either |earned fromthe
respective provisioning domain or associated with the interface(s)
for which a DOTS server was explicitly configured (Section 4).

| Pv6- capabl e DOTS clients MJUST use the source address sel ection
algorithmdefined in [RFC6724] to sel ect the candi date source
addresses to contact each of these DOTS servers. DOIS sessions MJST
be established and MUST be nmaintained with each of the DOTS servers
because the mtigation scope of each of these servers is restricted.
The DOTS client MJST use the security credentials (a certificate,
typically) provided by a provisioning donmain to authenticate itself
to the DOTS server(s) provided by the sane provisioning donain. How
such security credentials are provided to the DOTS client is out of
the scope of this docunment. The reader nmay refer to Section 7.1 of

[ RFC9132] for nore details about DOTS authentication methods.



When conveying a mtigation request to protect the attack target(s),
the DOTS client MJUST sel ect an avail abl e DOTS server whose network
has assigned the | P prefixes fromwhich target addresses or prefixes
are derived. This inplies that if no appropriate DOIS server is
found, the DOTS client MJUST NOT send the mitigation request to any
ot her avail abl e DOTS server.

For exanple, a mtigation request to protect target resources bound
to a PAIP address or prefix cannot be satisfied by a provisioning
domain other than the one that owns those addresses or prefixes.
Consequently, if a CPE detects a DDoS attack that spreads over all
its network attachnments, it MJST contact all DOTS servers for
mtigation purposes.

The DOTS client MJUST be able to associate a DOTS server w th each
provi sioning domain it serves. For exanmple, if the DOTS client is
provi sioned with S1 using DHCP when attaching to a first network and
with S2 using Protocol Configuration Option (PCO [TS.24008] when
attaching to a second network, the DOTS client nmust record the
interface fromwhich a DOTS server was provisioned. A DOTS signaling
session to a given DOIS server nmust be established using the
interface fromwhich the DOTS server was provisioned. |f a DOTS
server is explicitly configured, DOTS signaling with that server nust
be established via the interfaces that are indicated in the explicit
configuration or via any active interface if no interface is

confi gured.

5.2. Miltihomed Enterprise: Single CPE, Miltiple Upstream | SPs

Figure 6 illustrates the DOIS sessions that can be established with a
client-domain DOTS gateway (hosted within the CPE as per Table 1)
that is enabled within the context of the scenario described in
Section 4.2. This deploynent is characterized as follows:

* One or nore DOTS clients are enabled in hosts |ocated in the
i nternal network.

* A client-donmain DOTS gateway i s enabled to aggregate and then
relay the requests towards upstream DOTS servers.

+- -+
.............................. | S1]
+---+ ! +- -+
| Cl]----+ A DOTS Server Domain #1
+-- -+ | .
| /.
+-- -+ +- +-+/
| Q|------ | G|
+---+ +- +- +\
CPE \
+-- -+ |
| c|----+ \
+---+ \ +- -+
. R | S2]
+- -+
DOTS dient Domain DOTS Server Domain #2

Figure 6: Miltiple DOTS Clients, Single DOTS Gateway, Miltiple
DOTS Servers

When PA addresses or prefixes are in use, the sanme considerations
di scussed in Section 5.1 need to be followed by the client-donmain
DOTS gateway to contact its DOTS server(s). The client-domain DOTS
gat eways can be reachable from DOTS clients by using a unicast
address or an anycast address (Section 3.2.4 of [RFC8811]).



Nevert hel ess, when Pl addresses or prefixes are assigned, and absent
any policy, the client-donmain DOTS gateway SHOULD send mitigation

requests to all its DOTS servers. Oherwise, the attack traffic may
still be delivered via the ISP that hasn’'t received the nitigation
request .

An alternate deploynent nodel is depicted in Figure 7. This
depl oynent assunes that:

* One or nore DOTS clients are enabled in hosts |ocated in the
internal network. These DOIS clients may use [ RFC8973] to
di scover their DOTS server(s).

* These DOTS clients comunicate directly with upstream DOTS
servers.

DOTS dient
Domai n

Figure 7: Miultiple DOTS Cients, Miltiple DOTS Servers

If Pl addresses or prefixes are in use, the DOIS client MJST send a
mtigation request to all the DOIS servers. The use of the sane
anycast addresses to reach these DOTS servers is NOT RECOMVENDED. |f
a wel | -known anycast address is used to reach nultiple DOTS servers,
the CPE nmay not be able to select the appropriate provisioning donain
to which the mitigation request should be forwarded. As a
consequence, the request may not be forwarded to the appropriate DOTS
server.

I f PA addresses or prefixes are used, the sane considerations

di scussed in Section 5.1 need to be followed by the DOTS clients.
Because DOTS clients are not enbedded in the CPE and nmultiple
addresses or prefixes may not be assigned to the DOTS client
(typically in an I Pv4 context), some issues may arise in howto steer
traffic towards the appropriate DOTS server by using the appropriate
source | P address. These conplications discussed in [ RFC4116] are
not specific to DOTS

Anot her depl oynent approach is to enable many DOTS clients; each of

themis responsible for handling comruni cations with a specific DOTS
server (see Figure 8)

+- -+
R | C1]
| +- -+
+- -+ +- -+ +- -+
| s2| | C2|------ | s1|
+--+ +--+ +--+

DOTS dient



Domai n
Figure 8: Single-Homed DOTS Cients

For both depl oynents depicted in Figures 7 and 8, each DOTS client
SHOULD be provided with policies (e.g., a prefix filter that is used
to filter DDoS detection alarns) that will trigger DOTS

conmmuni cations with the DOTS servers. Such policies will help the
DOTS client to select the appropriate destination DOTS server. The
CPE MUST sel ect the appropriate source |IP address when forwarding
DOTS nessages received froman internal DOTS client.

5.3. Miltihomed Enterprise: Miltiple CPEs, Multiple Upstream | SPs
The depl oynents depicted in Figures 7 and 8 also apply to the
scenario described in Section 4.3. One specific problemfor this
scenario is to select the appropriate exit router when contacting a
gi ven DOTS server.
An alternative depl oynent schenme is shown in Figure 9

* DOTS clients are enabled in hosts |ocated in the internal network.

* A client-domain DOTS gateway i s enabled in each CPE (CPEl1 and CPE2
per Table 1).

* Each of these client-donmain DOTS gat eways comunicates with the
DOTS server of the provisioning domain.

S
A | CLl]----+
I to- -t I
I I
+- -+ +- -+ +-- -+ +- -+ +- -+
| 82| ------ |G |------ | C3l------ |GL |------ | s1|
- -+ o -+ SR o -+ - -+
CPE2 CPE1
| ot
e | C2]----+
+-- -+

DOTS dient Donmain

Figure 9: Miultiple DOTS Clients, Miltiple DOTS Gateways, Miltiple
DOTS Servers

VWhen Pl addresses or prefixes are used, DOTS clients MJST contact all
the client-domain DOTS gateways to send a DOTS nessage. ddient-
domai n DOTS gateways will then relay the request to the DOTS servers
as a function of local policy. Note that (sane) anycast addresses
cannot be used to establish DOTS sessions between DOTS clients and
client-donmai n DOTS gat eways because only one DOTS gateway will
receive the mtigation request.

When PA addresses/prefixes are used, but no filter rules are provided
to DOTS clients, the DOTS clients MJUST contact all client-domain DOTS
gateways sinultaneously to send a DOTS nessage. Cient-domain DOTS
gat eways MUST check whether a received request is to be forwarded
upstream (if the target IP prefix is managed by the upstream server)
or rejected.

When PA addresses or prefixes are used, but specific filter rules are
provided to DOTS clients using sone neans that are out of scope of
this docunment, the clients MJIST sel ect the appropriate client-domain
DOTS gateway to reach. The use of the same anycast addresses is NOT



RECOMVENDED to reach client-domain DOTS gat eways.
5.4. Miltihonmed Enterprise: Single ISP

The key difference between the scenario described in Section 4.4 and
the other scenarios is that multihoning is provided by the sane | SP.
Concretely, that ISP can decide to provision the enterprise network
wit h:

*  The sanme DOTS server for all network attachments.

* Distinct DOTS servers for each network attachment. These DOTS
servers need to coordinate when a mitigation action is received
fromthe enterprise network.

In both cases, DOTS agents enabled within the enterprise network MAY
decide to select one or all network attachnents to send DOTS
mtigation requests.

6. Security Considerations

A set of security threats related to nultihoming is discussed in
[ RFC4218] .

DOTS-rel ated security considerations are discussed in Section 5 of
[ RFC8811] .

DOTS clients should control the information that they share with peer
DOTS servers. In particular, if a DOTS client maintains DOTS
sessions with specific DOTS servers per interconnection |link, the
DOTS client SHOULD NOT | eak information specific to a given link to
DOTS servers on different interconnection |links that are not
authorized to mtigate attacks for that given link. Wether this
constraint is relaxed is deploynent specific and nmust be subject to
explicit consent fromthe DOTS client domain admnistrator. Howto
seek such consent is inplenmentation and depl oyment specific.

7. | ANA Consi derations

Thi s document has no | ANA acti ons.
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