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Abstract

Thi s docunent specifies a generic nmechanismto extend | GWwv3 and
Mul ticast Listener Discovery Version 2 (M.Dv2) by using a |list of
TLVs (Type, Length, and Val ue).
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I ntroduction

Thi s docunent defines a generic nethod to extend | GWv3 [ RFC3376] and
M.Dv2 [ RFC3810] nessages to acconmodate information other than what
is contained in the current nessage formats. This is done by
allowing a list of TLVs to be used in the Additional Data section of

| GWv3 and M.Dv2 nessages. This docunent defines a registry for such
TLVs. O her docunents will define their specific types, and their

val ues and senmantics. The extension would only be used when at |east
one TLV is to be added to the nessage. This extension also applies
to the lightweight versions of |GWv3 and M.Dv2 as defined in

[ RFC5790] .

When this extension nechanismis used, it replaces the Additiona
Data section defined in | GWv3/ M.Dv2 with TLVs.

Additional Data is defined for Query nessages in | GWv3
(Section 4.1.10 of [RFC3376]) and M.Dv2 (Section 5.1.12 of

[ RFC3810]), and for Report nessages in |IGWv3 (Section 4.2.11 of
[ RFC3376]) and M.Dv2 (Section 5.2.11 of [RFC3810]).

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Ext ensi on For nat

For each of the I1Gwv3 and M.Dv2 headers, a previously reserved bit
is used to indicate the presence of this extension. Wen this
extension is used, the Additional Data of |Gwv3 and M.Dv2 nessages
is formatted as follows. Note that this format contains a variable
nunber of TLVs. It MJST contain at |east one TLV.

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Ext ensi on Type 1 | Extensi on Length 1 |
B i s T T i i o S o T Ji I
| Ext ensi on Val ue 1 |

T e L o o o e i i s it NN R SR S B S
| Ext ensi on Type 2 | Ext ensi on Length 2 |
B i s T T i i o S o T Ji I
| Ext ensi on Val ue 2 |

T e L o o o e i i s it NN R SR S B S
| Ext ensi on Type n | Ext ensi on Length n |
B i s T T i i o S o T Ji I
| Ext ensi on Val ue n |

e T S S S e i i S DU S S S S R S T S S



Figure 1: Extension Format

Extension Type: 2 octets. This identifies a particular Extension
Type as defined in the "I GW/ M.D Extension Types" registry. |If
this is not the first TLV, it will follow imrediately after the
end of the previous one. There is no alignnent or padding.

Extension Length: 2 octets. This specifies the length in octets of
the follow ng Extension Value field. The length may be zero if no
val ue i s needed.

Extension Value: This field contains the value. The specification
defining the Extension Type describes the length and contents of
this field.

| GWv3 and M.Dv2 nessages are defined so they can fit within the
network MIU in order to avoid fragmentation. An | GWv3/M.Dv2 Report
message contains a nunmber of records. The records are called G oup
Records for 1GWv3 and Address Records for M.Dv2. When this

ext ensi on nechanismis used, the nunber of records in each Report
message SHOULD be kept snmll enough so that the entire nessage,

i ncluding any extension TLVs, can fit within the network MU

.1. Milticast Listener Query Extension
The MLDv2 Query nessage format [RFC3810] with extension is shown

below. The E-bit MJST be set to 1 to indicate that the extension is
present. Oherwise, it MJST be O.

0 1 2 3
01234567890123456789012345678901

i I S T S S i I S A SHE N SR
| Type = 130 | Code | Checksum |
I T S el i i S S S i I S e
| Maxi mum Response Code | Reserved |
e o I e e ol i I T T T S S e e e e i i ol it T R R
I I
* *
| _ |
* Mul ticast Address *
I I
* *
I I
i I i S e S it SN DU DU SRS
| E|l Resv| S| QRV | QC Nunber of Sources (N) |
I T S T S i S i s I SRR S SRR S
I I
* *
I I
* Sour ce Address [1] *
I I
* *
I I
+- -+
I I
* *
I I
* Sour ce Address [ 2] *
I I
* *
I I
+- . -+

+- -+



|
I
Source Address [N *
!
|

i T S S S T i T i I S I S S
Ext ensi on |

|
*
I
*
I
*
|
+-
I
e T S S S e i i S DU S S S S R S T S S

Figure 2: M.D Query Extension
3.2. Version 2 Miulticast Listener Report Extension

The MLDv2 Report message format [RFC3810] with extension is shown
bel ow. The E-bit MJST be set to 1 to indicate that the extension is
present. Oherwise, it MJST be O.

0 1 2 3

01234567890123456789012345678901
- +- B T e e  t s i R e R
T 143 | Reserved | Checksum |
+- B i i i T T sl i (e S I S S S T S
E| Reserved | Nr of Mcast Address Records (M|
i S T b i i i i s S S S S

+-
pe
+-

+< +
+ 1+

. _+_-II-_+

Mul ticast Address Record [1]
L- i i S S e s o i s S S S S S SR S N S L
I I
. Mul ticast Address Record [2] .
L- i i S S e s o i s S S S S S SR S N S L
I : I
!I-— I ih T S I S S S :I-— I ih T S I S S S !I-
I I
. Mul ticast Address Record [M .
!I-— B i T i T S i s S S N e s o T S !I-
| Ext ensi on |

i R L s e T e R h th s i S SR N S
Figure 3: M.D Report Extension
3.3. |1 GW Menbership Query Extension

The 1 GWv3 Query nessage format [ RFC3376] with the extension is shown
bel ow. The E-bit MJST be set to 1 to indicate that the extension is
present. Oherwise, it MJST be O.

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type = 0x11 | Max Resp Code | Checksum |



3. 4.

4.

B i s T T i i o S o T Ji I
| G oup Address |
I i S s S S i SR N SR
| E|l Resv| S| QRV | QC | Nunber of Sources (N) |
I T S T S i S i s I SRR S SRR S
| Sour ce Address [1] |
+- -+
| Source Address [ 2] |
+- . -+

+- -+

| Source Address [N |

el i I e i it T e e e e i i T o S e e S e T R R

| Ext ensi on |

e e i i i e S S e S i il s St S S i R R R R
Figure 4: I GW Query Extension

| GWP Version 3 Menbership Report Extension

The |1 GWv3 Report nessage format [ RFC3376] with the extension is
shown below. The E-bit MJST be set to 1 to indicate that the
extension is present. Oherwi se, it MJIST be O.

0 1 2 3
01234567890123456789012345678901
- +- B S T s i S S R S ik i RS SR SR S
T 0x22 | Reserved | Checksum

+ I S T i S S I il T i e S S
E| Reserved |  Number of Group Records (M
I i I i S R T sl N SR SR S

- 4
pe
- 4 -

+< +
+ 0+

+-

+

. _+_-II-_+
C — =

G oup Record [1]
I I
e L o i e S  th o i R S
I I
G oup Record [2]
I I
e L o i e S  th o i R S
I : I
I : I
B i s T T i i o S o T Ji I
I I
Goup Record [M
I I
B i s T T i i o S o T Ji I
| Ext ensi on |

T T S S e T o S U S SUp S SEp S SR S i

Figure 5: | GW Report Extension

No-op TLV

The No-op TLV is a No-Operation TLV that MJST be ignored during
processing. This TLV may be used to verify that the extension
mechani sm has been inplenmented correctly. Note that there is no



al i gnment requirenent, so there is no need to use this Extension Type
to provide alignnent.

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| No-op Type =0 | No- op Length |
el i I e i it T e e e e i i T o S e e S e T R R
| Val ue |

.+- e S I T i s e S .+- e S S S S S R o +-.+
Figure 6: No-op TLV For mat
No-op Type: 2 octets. The type of the No-op TLV extension is O.

Extensi on Length: 2 octets. This specifies the length in octets of
the following Value field. The length may be zero if no value is
needed.

Value: This field contains the value. As this Extension Type is
al ways ignored, the value can be arbitrary data. The nunber of
octets used MIUST match the specified | ength.

Processi ng the Extension

The procedure specified in this docunent only applies when the E-bit
is set.

If the validation of the TLVs fails, the entire Additional Data field
MUST be ignored as specified in | GWwv3 [ RFC3376] and M.Dv2 [ RFC3810].
The foll owi ng checks nmust pass for the validation of the TLVs not to
fail

* At |east one TLV MJST be present.

* There MUST NOT be any data in the |IP payload after the |ast TLV.
To check this, the parser needs to wal k through each of the TLVs
until there are less than four octets left in the IP payload. |If
there are any octets left, validation fails.

* The total length of the Extension MJST NOT exceed the remnai nder of
the I P payload length. For this validation, only the content of
the Extension Length fields is exam ned.

Future docurments defining a new Extensi on Type MJST specify any
addi tional processing and validation. These rules, if any, wll be
exam ned only after the general validation succeeds.

TLVs with unsupported Extension Types MJST be ignored.
Applicability and Backwards Compatibility

| GW and M.D i npl enentations, particularly inplenmentations on hosts,
rarely change. The adoption process of this extension nechanismis
expected to be slow. As new extension TLVs are defined, it may take
along tine for themto be supported. Due to this, defining new

ext ensi on TLVs should not be taken lightly, and it is crucial to
consi der backwards conpatibility.

I npl enent ati ons that do not support this extension nmechanismwl|
ignore it, as specified in [RFC3376] and [ RFC3810]. As nentioned in
the previous section, unsupported extension TLVs are ignored.

It is possible that a new extension TLV will only apply to queries or
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1.

only to reports, or that there may be other specific conditions for
when it is to be used. A docunent defining a new Extension Type MJST
specify the conditions under which the new Extension Type shoul d be
used, including which nessage types. It MJST al so be specified what
the behavi or should be if a nmessage is not used in the defined
manner, e.g., if it is present in a Query nmessage, when it was only
expected to be used in reports.

When defining new Extension Types, the effect of partial support for
the new TLV, by either the hosts or routers, on the sane |ink should
be carefully considered. Further, whether there are any dependencies
or restrictions on conbi nati ons between the new Extensi on Types and
any preexisting Extension Types nust be consi dered.

Thi s docunent defines an extensi on nechanismonly for | Gwv3 and
M.Dv2. Hence, this mechani sm does not apply if hosts or routers send
ol der version nessages.

Security Considerations

The Security Considerations of [RFC3376] and [ RFC3810] al so apply
her e.

Thi s docunent extends the | GW and M.D nessage formats, allow ng for
a variabl e nunber of TLVs. Inplenentations nust take care not to
exceed the packet boundary when parsing the TLVs, because an attacker
could intentionally specify a TLV with a | ength exceedi ng the
boundary.

An impl enentation could add a | arge nunber of mininmal TLVs in a
message to increase the cost of processing the message. This would
magni fy a deni al -of -service attack.

| ANA Consi der ati ons

| ANA has created a new registry called "1 GW/ M.D Ext ensi on Types" in
the "Internet G oup Managenent Protocol (1GW) Type Numbers"™ section
and lists this docunent as the reference. The registration procedure
is "I ETF Review' [RFC8126]. The registry is common for | GW and M.D.

Two Extension Types (65534 and 65535) are provided for "Experimnental
Use" [RFC8126]. Any experiments should be confined to cl osed
environments where it is unlikely that they may conflict with other
experinents; see [ RFC3692].

I ANA has initially popul ated the registry as shown in Table 1

[ el ool sl ool °}
| Extension Type | Length | Narme | Reference

B Ry e el el
| O | variable | No-op | RFC 9279
I I R R I I I I +
| 1-65533 | | Unassigned | |
R R i R i R +
| 65534-65535 | variable | Reserved for | |
| | | Experinental Use | |
I I T I I i T ) I +

Table 1: |1 Gw/ M.D Ext ensi on Types
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