I nternet Engineering Task Force (IETF) M Jones

Request for Comments: 9278 K. Yasuda
Cat egory: Standards Track M crosoft
| SSN: 2070-1721 August 2022

JVWK Thunbprint URI
Abst ract

This specification registers a kind of URI that represents a JSON Wb
Key (JWK) Thunbprint value. JWK Thunbprints are defined in RFC 7638.
Thi s enabl es JWK Thunmbprints to be used, for instance, as key
identifiers in contexts requiring URIs.
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This is an Internet Standards Track document.
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recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841
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I ntroduction

A JSON Wb Key (JWK) Thunbprint [RFC7638] is a URL-safe
representation of a hash value over a JW [RFC7517]. This
specification defines a URl prefix indicating that the portion of the
URI following the prefix is a JW Thunbprint. This enables JWK
Thunbprints to be communicated in contexts requiring URI's, including
in specific JSON Wb Token (JW) [ RFC7519] cl ai ns.

JWK Thunbprint URIs are being used in the [SIOPv2] specification as
one kind of subject identifier in a context requiring that the
identifier be a URI. In this case, the subject identifier is derived
froma public key represented as a JWK. Expressing the identifier as
a JWK Thunbprint URI enables this kind of identifier to be
differentiated fromother kinds of identifiers that are also URls,
such as Decentralized Identifiers (DI Ds) [Dl D Core].

Requi rements Notation and Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

JWK Thunbprint URI

The following URI prefix is defined to indicate that the portion of
the URI following the prefix is a JWK Thunbprint:

urn:ietf: parans: oaut h: j wk-t hunbpri nt

To make the hash al gorithm being used explicit in a URI, the prefix
is followed by a hash algorithmidentifier and a JWK Thunbpri nt
val ue, each separated by a colon character to forma UR representing
a JVWK Thunbprint.

Hash Al gorithns ldentifier

Hash al gorithmidentifiers used in JW Thunbprint URIs MJST be val ues
fromthe "Hash Name String" columm in the | ANA "Naned | nformation
Hash Al gorithm Registry” [IANA Hash. Al gorithns]. JWK Thunbprint URI'S
with hash algorithmidentifiers not found in this registry are not
considered valid and applications will need to detect and handle this
error, should it occur

Mandatory to | nplenent Hash Al gorithm

To pronote interoperability anong inplenentations, the SHA-256 hash
algorithmis mandatory to inplenent.

Exanpl e JWK Thunbprint URI

Section 3.1 of [RFC/638] contains the follow ng exanple JVWK
Thunbpri nt val ue:

Nz bLsXh8uDCcd- 6 MNWXFAW 7noWKFZAf Hkx Zs RGCO Xs

A compl ete JWK Thunmbprint URl using the above JWK Thunbprint and
SHA- 256 hash algorithmis as follows:

urn:ietf: parans: oaut h: j wk-t hunbpri nt: sha-256: NzbLsXh8uDCcd-
6 MNWXFAW 7noWKFZAf Hkx Zs RGCIXs

Security Considerations



The security considerations of [RFC7638] al so apply when using this
speci fication.

7.1

Mul tiple Public Keys per Private Key

There are cryptographic algorithms for which multiple public keys
correspond to the same private key. This is described in the
security considerations of [RFC7748] as foll ows:

Desi gners using these curves should be aware that for each public
key, there are several publicly computable public keys that are
equivalent toit, i.e., they produce the sane shared secrets.

Thus using a public key as an identifier and know edge of a shared
secret as proof of ownership (w thout including the public keys in
the key derivation) might lead to subtle vulnerabilities.

Thi s consideration for public keys as identifiers equally applies to
JVWK Thunbprint URIs used as identifiers. A recommended way to ensure
that the JWK Thunbprint URI corresponds to the actual public key used

is

to sign a nmessage containing the correct public key with the

private key. This signed message could also contain the JVK
Thunmbprint URI (al though, by definition, it could al so be conputed
directly fromthe public key).

| ANA Consi der ati ons

8. 1.

8. 1.

QAut h URI Regi stration

This specification registers the following value in the | ANA "QAuth
URI " registry [IANA. QAut h. Paranet ers] established by [ RFC6755].

1.

Regi stry Contents

URN: urn:ietf:parans: oaut h:jwk-thunbprint

Common Nane: JWK Thunbprint URI

Change controller: |ESG

Speci fication Docunent: RFC 9278
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