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Gui dance for NSEC3 Paranmeter Settings
Abst r act

NSEC3 i s a DNSSEC nechani sm provi di ng proof of nonexistence by
asserting that there are no nanes that exist between two domai n nanes
within a zone. Unlike its counterpart NSEC, NSEC3 avoids directly

di scl osi ng the boundi ng dormai n name pairs. This docunent provides
gui dance on setting NSEC3 paraneters based on recent operationa

depl oynent experience. This docunent updates RFC 5155 with gui dance
about selecting NSEC3 iteration and salt paraneters.

Status of This Meno
This nmenp docunents an Internet Best Current Practice.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 7841

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc9276
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1. I nt roducti on

As with NSEC [ RFC4035], NSEC3 [ RFC5155] provides proof of

nonexi stence that consists of signed DNS records establishing the
nonexi stence of a given name or associ ated Resource Record Type
(RRTYPE) in a DNSSEC-signed zone [RFC4035]. However, in the case of
NSEC3, the nanes of valid nodes in the zone are obfuscated through
(possibly nmultiple iterations of) hashing (currently only SHA-1 is in
use on the Internet).

NSEC3 al so provides "opt-out support”, allow ng for bl ocks of

unsi gned del egations to be covered by a single NSEC3 record. Use of
the opt-out feature allows large registries to only sign as nany
NSEC3 records as there are signed DS or other Resource Record sets
(RRsets) in the zone; with opt-out, unsigned del egati ons don’t
require additional NSEC3 records. This sacrifices the tanper-

resi stance of the proof of nonexistence offered by NSEC3 in order to
reduce nenory and CPU over heads.

NSEC3 records have a nunber of tunable paraneters that are specified
via an NSEC3PARAM record at the zone apex. These paraneters are the
hash al gorithm the processing flags, the nunber of hash iterations,
and the salt. Each of these has security and operationa

consi derations that inpact both zone owners and validating resol vers.
Thi s docunent provides sone best-practice recomrendati ons for setting
the NSEC3 paraneters.

1.1. Requirenents Notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2. NSEC3 Paraneter Val ue D scussions

The foll owi ng sections describe the background of the paraneters for
the NSEC3 and NSEC3PARAM RRTYPEs.

2.1. Agorithms

The algorithmfield is not discussed by this docunment. Readers are
encouraged to read [ RFC8624] for gui dance about DNSSEC al gorithm
usage.

2.2. Flags

The NSEC3PARAM fl ags field currently contains only reserved and
unassi gned flags. However, individual NSEC3 records contain the
"Opt-Qut" flag [ RFC5155] that specifies whether that NSEC3 record
provi des proof of nonexistence. In general, NSEC3 with the Opt-Qut
flag enabl ed should only be used in large, highly dynam c zones with
a smal|l percentage of signed delegations. Operationally, this allows
for fewer signature creations when new del egations are inserted into



a zone. This is typically only necessary for extrenely | arge

regi stration points providing zone updates faster than real-tine
signing allows or when using nenory-constrained hardware. Operators
considering the use of NSEC3 are advised to carefully weigh the costs
and benefits of choosing NSEC3 over NSEC. Smaller zones, or |arge
but relatively static zones, are encouraged to not use the opt-opt
flag and to take advantage of DNSSEC s aut henticated deni al of

exi st ence.

2.3. lterations

NSEC3 records are created by first hashing the input domain and then
repeating that hashing using the sane al gorithma nunber of tines
based on the iteration paranmeter in the NSEC3PARAM and NSEC3 records.
The first hash with NSEC3 is typically sufficient to discourage zone
enuneration perfornmed by "zone wal ki ng" an unhashed NSEC chai n.

Note that [ RFC5155] describes the Iterations field as foll ows

| The Iterations field defines the nunber of additional times the
| hash function has been perforned.

This neans that an NSEC3 record with an Iterations field of O
actually requires one hash iteration

Only determned parties with significant resources are likely to try
and uncover hashed val ues, regardl ess of the nunber of additiona
iterations perforned. |If an adversary really wants to expend
significant CPU resources to nmount an offline dictionary attack on a
zone's NSEC3 chain, they' Il likely be able to find nost of the
"guessabl e” nanes despite any | evel of additional hashing iterations.

Most nanes published in the DNS are rarely secret or unpredictable.
They are published to be nenorable, used and consunmed by hunans.

They are often recorded in many ot her network | ogs such as enil

| ogs, certificate transparency |ogs, web page |inks, intrusion-
detection systems, nmalware scanners, email archives, etc. Many tines
a sinple dictionary of commonly used donmai n names prefixes (ww,

mai |, imap, |ogin, database, etc.) can be used to quickly reveal a

| arge nunmber of labels within a zone. Because of this, there are

i ncreasing performance costs yet dimnishing returns associated with
appl yi ng additional hash iterati ons beyond the first.

Al t hough Section 10.3 of [RFC5155] specifies the upper bounds for the
nunber of hash iterations to use, there is no published guidance for
zone owners about good values to select. Recent acadenic studies
have shown that NSEC3 hashing provides only noderate protection

[ GPUNSEC3] [ ZONEENWM .

2.4. Salt

NSEC3 records provide an additional salt value, which can be conbi ned
with a Fully Qualified Domain Name (FQDN) to influence the resulting
hash, but properties of this extra salt are conplicated.

In cryptography, salts generally add a | ayer of protection against
offline, stored dictionary attacks by conbining the value to be

hashed with a unique "salt" value. This prevents adversaries from
bui l ding up and renmenbering a single dictionary of values that can
translate a hash output back to the value that it was derived from

In the case of DNS, the situation is different because the hashed
nanes placed in NSEC3 records are always inplicitly "salted" by
hashing the FQDN from each zone. Thus, no single pre-conputed table
works to speed up dictionary attacks against nultiple target zones.
An attacker is always required to conmpute a conplete dictionary per



zone, which is expensive in both storage and CPU ti ne.

To understand the role of the additional NSEC3 salt field, we have to
consi der how a typical zone wal king attack works. Typically, the
attack has two phases: online and offline. |In the online phase, an
attacker "wal ks the zone" by enunerating (alnost) all hashes |isted
in NSEC3 records and storing themfor the offline phase. Then, in
the of fline cracking phase, the attacker attenpts to crack the

underlying hash. 1In this phase, the additional salt value raises the
cost of the attack only if the salt value changes during the online
phase of the attack. In other words, an additional, constant salt

val ue does not change the cost of the attack

Changing a zone's salt value requires the construction of a conplete
new NSEC3 chain. This is true both when re-signing the entire zone
at once and when increnentally signing it in the background where the
new salt is only activated once every name in the chain has been
completed. As aresult, re-salting is a very conplex operation, with
significant CPU tinme, nenory, and bandw dth consunption. This makes
very frequent re-salting inpractical and renders the additional salt
field functionally usel ess.

3. Recomendati ons for Depl oying and Val i dati ng NSEC3 Records

The foll owi ng subsections describe recommendati ons for the different
operating realns within the DNS

3.1. Best Practice for Zone Publishers

First, if the operational or security features of NSEC3 are not
needed, then NSEC SHOULD be used in preference to NSEC3. NSEC3
requires greater conputational power (see Appendix B) for both
authoritative servers and validating clients. Specifically, there is
a nontrivial conmplexity in finding nmatching NSEC3 records to randomy
generated prefixes within a DNS zone. NSEC mitigates this concern

If NSEC3 nmust be used, then an iterations count of 0 MJST be used to
al l eviate conput ational burdens. Note that extra iteration counts
other than 0 increase the inpact of CPU exhausting DoS attacks, and
al so increase the risk of interoperability problens.

Note that deploying NSEC with mininally covering NSEC records
[ RFC4470] also incurs a cost, and zone owners shoul d nmeasure the
comput ational difference in deploying either [ RFC4470] or NSECS.

In short, for all zones, the recomended NSEC3 paraneters are as
shown bel ow

; SHA-1, no extra iterations, enpty salt:
bep. exanpl e. | N NSEC3PARAM 1 0 O -

For small zones, the use of opt-out-based NSEC3 records is NOT
RECOMVENDED.

For very large and sparsely signed zones, where the majority of the
records are insecure del egations, opt-out MAY be used

Operators SHOULD NOT use a salt by indicating a zero-length salt
val ue instead (represented as a "-" in the presentation format).

If salts are used, note that since the NSEC3PARAM RR i s not used by
validating resolvers (see Section 4 of [RFC5155]), the iterations and
salt paraneters can be changed without the need to wait for RRsets to
expire fromcaches. A conplete new NSEC3 chain needs to be
constructed and the full zone needs to be re-signed.



3.2. Recommendation for Validating Resol vers

Because there has been a large growh of open (public) DNSSEC
validating resolvers that are subject to conpute resource constraints
when handling requests from anonynous clients, this docunent
recomrends that validating resolvers reduce their iteration count
limts over time. Specifically, validating resolver operators and
val idating resolver software inplenenters are encouraged to continue
eval uating NSEC3 iteration count depl oynent trends and | ower their
acceptable iteration limts over time. Because treating a high
iterations count as insecure |eaves zones subject to attack,

val idating resol ver operators and validating resolver software

i npl ementers are further encouraged to |lower their default limt for
returni ng SERVFAI L when processi ng NSEC3 paraneters containing |arge
iteration count values. See Appendix A for neasurenents taken near
the time of publication of this docunent and potential starting
poi nt s.

Val idating resolvers MAY return an insecure response to their clients
when processing NSEC3 records with iterations larger than 0. Note

al so that a validating resolver returning an insecure response MJST
still validate the signature over the NSEC3 record to ensure the
iteration count was not altered since record publication (see

Section 10.3 of [RFC5155]).

Val idating resolvers MAY al so return a SERVFAI L response when
processing NSEC3 records with iterations larger than 0. Validating
resol vers MAY choose to ignore authoritative server responses with
iteration counts greater than 0, which will likely result in
returning a SERVFAIL to the client when no acceptabl e responses are
received fromauthoritative servers

Val idating resolvers returning an insecure or SERVFAIL answer to
their client after receiving and validating an unsupported NSEC3
paraneter fromthe authoritative server(s) SHOULD return an Extended
DNS Error (EDE) [ RFC8914] EDNSO option of value 27. Validating
resol vers that choose to ignore a response with an unsupported
iteration count (and that do not validate the signature) MJST NOT
return this EDE option

Note that this specification updates [RFC5155] by significantly
decreasing the requirenents originally specified in Section 10.3 of

[ RFC5155]. See the Security Considerations (Section 4) for argunents
on how to handl e responses with non-zero iteration count.

3.3. Recommendation for Primary and Secondary Rel ationshi ps

Pri mary and secondary authoritative servers for a zone that are not
being run by the sanme operational staff and/or using the sane
software and configuration nust take into account the potential
differences in NSEC3 iteration support.

Operators of secondary services should advertise the paraneter linits
that their servers support. Correspondingly, operators of primry
servers need to ensure that their secondaries support the NSEC3
paraneters they expect to use in their zones. To ensure reliability,
after prinmaries change their iteration counts, they should query
their secondaries with known nonexistent labels to verify the
secondary servers are respondi ng as expect ed.

4. Security Considerations

This entire docunent discusses security considerations with various
paranet er sel ections of NSEC3 and NSEC3PARAM fi el ds.

The point where a validating resolver returns insecure versus the
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poi nt where it returns SERVFAIL nust be considered carefully.
Specifically, when a validating resolver treats a zone as insecure
above a particul ar value (say 100) and returns SERVFAIL above a

hi gher point (say 500), it |eaves the zone subject to attacker-in-
the-m ddle attacks as if it were unsigned between these val ues.

Thus, validating resolver operators and software inplementers SHOULD
set the point above which a zone is treated as insecure for certain
val ues of NSEC3 iterations to the sane as the point where a
val i dating resol ver begins returning SERVFAI L

Oper ational Considerations

This entire docunment discusses operational considerations with
various paraneter selections of NSEC3 and NSEC3PARAM fi el ds.

| ANA Consi der ati ons

| ANA has allocated the followi ng code in the First Come First Served
range [ RFC8126] of the "Extended DNS Error Codes"” registry within the
"Domai n Nane System (DNS) Paraneters" registry:

I NFO- CODE: 27
Purpose: Unsupported NSEC3 iterations val ue
Ref erence: RFC 9276
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Appendi x A.  Depl oynent Measurenents at Tine of Publication

At the time of publication, setting an upper Iimt of 100 iterations
for treating a zone as insecure is interoperable w thout significant
probl ems, but at the sane tine still enables CPU exhausting DoS

att acks.

At the time of publication, returning SERVFAIL beyond 500 iterations
appears to be interoperable w thout significant problens.

Appendi x B. Comnput ati onal Burdens of Processing NSEC3 Iterations

The queries per second (QPS) of authoritative servers will decrease
due to conputational overhead when processing DNS requests for zones
containing higher NSEC3 iteration counts. The table bel ow shows the
drop in QPS for various iteration counts.

| Iterations | QPS [% of O Iterations QPS] |
[ e ———— g —_—(—————————————————————
| O | 100% |
e e e e e e eaeeaaaa +
| 10 | 89% |
S o +
| 20 | 82% |
Fom e m oo - - o e e e e e e e oo - - +
| 50 | 64% |
e e e e e e eaeeaaaa +
| 100 | 47% |
S o +
| 150 | 38% |
Fom e m oo - - o e e e e e e e oo - - +

Table 1. Drop in Q@QPS for Various
Iteration Counts
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