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i ntroduces a new abstraction called the "Abstract Network El ement"
(ANE) to represent these components and encodes a network path as a
vector of ANEs. Thus, it provides a nore conplete but still abstract
graph representation of the underlying network(s) for informed
traffic optim zati on anmong endpoi nts.
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I nt roduction

Net wor k performance netrics are crucial for assessing the Quality of
Experience (QE) of applications. The Application-Layer Traffic
Optim zation (ALTO protocol allows Internet Service Providers (ISPs)
to provide guidance, such as topol ogi cal distances between different
end hosts, to overlay applications. Thus, the overlay applications
can potentially inprove the perceived QOE by better orchestrating
their traffic to utilize the resources in the underlying network
infrastructure

The existing ALTO cost map (Section 11.2.3 of [RFC7285]) and Endpoi nt
Cost Service (Section 11.5 of [RFC7285]) provide only cost
informati on for an end-to-end path defined by its <source,
destination> endpoints: the base protocol [RFC7285] allows the
services to expose the topol ogical distances of end-to-end paths,
whi | e vari ous extensi ons have been proposed to extend the capability
of these services, e.g., to express other perfornmance netrics

[ ALTO PERF- METRICS], to query multiple costs sinultaneously

[ RFC8189], and to obtain tinme-varying val ues [ RFC8896].

Whi | e nunerical /ordinal cost values for end-to-end paths provided by
the existing extensions are sufficient to optimnize the QoE of many
overlay applications, the QOE of sone overlay applications al so
depends on the properties of particular conponents on the paths. For
exanple, job conpletion tinme, which is an inportant QoE netric for a
| arge-scal e data anal ytics application, is inpacted by shared

bottl eneck links inside the carrier network, as link capacity may
impact the rate of data input/output to the job. W refer to such
components of a network as Abstract Network El ements (ANEs).

Predi cting such information can be very conpl ex w thout the help of

| SPs; for exanple, [BOXOPT] has shown that finding the optinal

bandwi dth reservation for multiple flows can be NP-hard without
further information than whether a reservation succeeds. Wth proper
gui dance fromthe ISP, an overlay application may be able to schedul e
its traffic for better QOE. In the neantinme, it may be hel pful as
well for 1SPs if applications could avoid using bottlenecks or

chal  enging the network with poorly scheduled traffic.

Despite the clained benefits, ISPs are not likely to expose raw
details on their network paths: first because | SPs have requirenents
to hide their network topol ogi es, second because these details may

i ncrease volume and conputation overhead, and | ast because
applications do not necessarily need all the network path details and
are likely not able to understand them

Therefore, it is beneficial for both | SPs and applications if an ALTO



server provides ALTO clients with an "abstract network state" that
provi des the necessary information to applications, while hiding
network conplexity and confidential information. An "abstract
network state" is a selected set of abstract representati ons of ANEs
traversed by the paths between <source, destination> pairs conbined
with properties of these ANEs that are relevant to the overlay
applications’ QE. Both an application via its ALTO client and the
ISP via the ALTO server can achieve better confidentiality and
resource utilization by appropriately abstracting rel evant ANEs.
Server scalability can also be inproved by conbining ANEs and their
properties in a single response.

Thi s docunent extends the ALTO base protocol [RFC7285] to allow an
ALTO server to convey "abstract network state" for paths defined by
their <source, destination> pairs. To this end, it introduces a new
cost type called a "Path Vector", followi ng the cost netric
registration specified in [ RFC7285] and the updated cost node
registration specified in [RFC9274]. A Path Vector is an array of
identifiers that identifies an ANE, which can be associated with
various properties. The associations between ANEs and their
properties are encoded in an ALTO informati on resource called the
"entity property nmap", which is specified in [ RFC9240].

For better confidentiality, this docunent ains to ninimze

i nformati on exposure of an ALTO server when providing Path Vector
services. In particular, this docunent enables the capability, and
al so recommends that 1) ANEs be constructed on demand and 2) an ANE
only be associated with properties that are requested by an ALTO
client. A Path Vector response involves two ALTO maps: the cost map,
whi ch contains the Path Vector results; and the up-to-date entity
property map, which contains the properties requested for these ANEs.
To enforce consistency and i nprove server scalability, this docunent
uses the "nmultipart/related" content type as defined in [ RFC2387] to
return the two maps in a single response.

As a single ISP may not have knowl edge of the full Internet paths
between arbitrary endpoints, this docunent is mainly applicable when

* there is a single | SP between the requested source and destination
Provi der-defined lIdentifiers (PIDs) or endpoints -- for exanple,
| SP-hosted Content Delivery Network (CDN) / edge, tenant
interconnection in a single public cloud platform etc., or

* the Path Vectors are generated from end-to-end neasurenent data.
Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Ter m nol ogy

Thi s docunent extends the ALTO base protocol [RFC7285] and the entity
property map extension [RFC9240]. |In addition to the terns defined
in those docunments, this docunment al so uses the follow ng terns:

Abstract Network Element (ANE): An abstract representation for a
component in a network that handl es data packets and whose
properties can potentially have an inpact on the end-to-end
performance of traffic. An ANE can be a physical device such as a
router, a link, or an interface; or an aggregati on of devices such
as a subnetwork or a data center



The definition of an ANE is simlar to that for a network el enent
as defined in [ RFC2216] in the sense that they both provide an
abstract representation of specific conponents of a network.
However, they have different criteria on how these particul ar
components are selected. Specifically, a network el enent requires
the conponents to be capabl e of exercising QS control, while an
ANE only requires the conponents to have an inpact on end-to-end
per f or mance.

ANE name: A string that uniquely identifies an ANE in a specific
scope. An ANE can be constructed either statically in advance or
on demand based on the requested information. Thus, different
ANEs may only be valid within a particul ar scope, either ephenera
or persistent. Wthin each scope, an ANE is uniquely identified
by an ANE nane, as defined in Section 6.1. Note that an ALTO
client must not assume ANEs in different scopes but with the sane
ANE nane refer to the sane conponent(s) of the network

Path Vector (or ANE Path Vector): Refers to a JSON array of ANE
nanes. It is a generalization of a BGP path vector. Wile a
standard BGP path vector (Section 5.1.2 of [RFC4271]) specifies a
sequence of Autononous Systens (ASes) for a destination IP prefix,
the Path Vector defined in this extension specifies a sequence of
ANEs for either 1) a source PID and a destination PID, as in the
Cost MapDat a obj ect (Section 11.2.3.6 of [RFC7285]) or 2) a source
endpoi nt and a destination endpoint, as in the Endpoi nt Cost MapDat a
obj ect (Section 11.5.1.6 of [RFC7285]).

Path Vector resource: An ALTO information resource (Section 8.1 of
[ RFC7285]) that supports the extension defined in this docunent.

Path Vector cost type: A special cost type, which is specified in
Section 6.5. Wien this cost type is present in an Information
Resource Directory (IRD) entry, it indicates that the information
resource is a Path Vector resource. Wen this cost type is
present in a filtered cost map request or an Endpoi nt Cost Service
request, it indicates that each cost value nust be interpreted as
a Path Vector.

Pat h Vector request: The POST nessage sent to an ALTO Path Vector
resource.

Path Vector response: Refers to the nmultipart/related nessage
returned by a Path Vector resource.

4. Requirenments and Use Cases
4.1. Design Requirenents

This section gives an illustrative exanple of how an overl ay
application can benefit fromthe extension defined in this docunent.

Assume that an application has control over a set of flows, which may
go through shared |inks/nodes and share bottl enecks. The application
seeks to schedule the traffic anong multiple flows to get better
performance. The constraints of feasible rate allocations of those
flows will benefit the scheduling. However, cost nmaps as defined in
[ RFC7285] cannot reveal such information.

Specifically, consider the exanple network shown in Figure 1. The
networ k has seven switches ("swl" to "swr7") form ng a dunmbbel

topol ogy. Switches "swl", "sw2", "sw3", and "sw4" are access
switches, and "sws-sw7" formthe backbone. End hosts "ehl" to "eh4"
are connected to access switches "swl" to "sw4", respectively.
Assunme that the bandwi dth of link "ehl -> swl" and link "swl -> sw5"
is 150 Mops and the bandwi dth of the other links is 100 Mps.
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bw( ehl--swl) = bw(swl--sws) = 150 Mops
bw( eh2--sw2) = bweh3--sw3) = bw(eh4--sw4) = 100 Mops
bw( swl--swh) = bwsw3--sws) = bw(sw2--sw7) = bw(swd--sw7) = 100 Mps
bw( swh--sw6) = bw(swhb--sw/7) = bw(swe--sw7) = 100 Mops

Figure 1: Raw Networ k Topol ogy

The base ALTO topol ogy abstraction of the network is shown in

Figure 2. Assune that the cost map returns a hypothetical cost type
representing the avail abl e bandwi dth between a source and a

desti nati on.
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Fi gure 2: Base Topol ogy Abstraction

Now, assume that the application wants to nmaxim ze the total rate of

the traffic anong a set of <source, destination> pairs -- say, "ehl
-> eh2" and "ehl -> eh4". Let "x" denote the transm ssion rate of
"ehl -> eh2" and "y" denote the rate of "ehl -> eh4". The objective

function is
max(x + y).

Wth the ALTO cost nap, the costs between PIDL and PI D2 and between
PIDL and PID4 will both be 100 Mops. The client can get a capacity
regi on of

X <= 100 Mops
y <= 100 Mops.

Wth this information, the client may mstakenly think it can achieve
a maximumtotal rate of 200 Mops. However, this rate is infeasible,
as there are only two potential cases:

Case 1: "ehl -> eh2" and "ehl -> eh4" take different path segnents
from"sws" to "swr7". For exanple, if "ehl -> eh2" uses path "ehl
-> swl -> swh -> sw6 -> sw/ -> sw2 -> eh2" and "ehl -> eh4" uses
path "ehl -> swl -> sws -> sw/ -> sw4 -> eh4", then the shared
bottl eneck links are "ehl -> swl" and "swl -> sws". |n this case,
the capacity region is:



X <= 100 Mops
y <= 100 Mops
X +y <= 150 Mops

and the real optimal total rate is 150 Mops.

Case 2: "ehl -> eh2" and "ehl -> eh4" take the sanme path segnent
from"sws" to "swr7". For exanple, if "ehl -> eh2" uses path "ehl
-> swl -> swh -> sw/ -> sw2 -> eh2" and "ehl -> eh4" al so uses
path "ehl -> swl -> sws -> sw/ -> sw4 -> eh4", then the shared

bottleneck link is "sws -> sw/". In this case, the capacity
region is:

X <= 100 Mops

y <= 100 Mops

X +y <= 100 Mops
and the real optimal total rate is 100 Mops.

Clearly, with nore accurate and fine-grained information, the
application can better predict its traffic and may orchestrate its
resources accordingly. However, to provide such information, the
networ k needs to expose abstract information beyond the sinple cost
map abstraction. In particular

* The ALTO server nust expose abstract information about the network
paths that are traversed by the traffic between a source and a
destination beyond a sinple nunerical value, which allows the
overlay application to distinguish between Cases 1 and 2 and to
compute the optimal total rate accordingly.

* The ALTO server nust allow the client to distinguish the comon
ANE shared by "ehl -> eh2" and "ehl -> eh4", e.g., "ehl--swl" and
"swl--swh" in Case 1.

* The ALTO server nust expose abstract information on the properties
of the ANEs used by "ehl -> eh2" and "ehl -> eh4". For exanple,
an ALTO server can either expose the avail abl e bandw dth bet ween
"ehl--swl", "swl--swh", "swb--swr", "swb--swe", "swb--swr",
"SW7--swW2", "swr--sw4", "sw2--eh2", "swd--eh4" in Case 1 or expose
three abstract elenments "A", "B", and "C', which represent the
linear constraints that define the same capacity region in Case 1.

In general, we can conclude that to support the use case for nultiple
flow scheduling, the ALTO franmework nmust be extended to satisfy the
followi ng additional requirenents (ARs):

AR1: An ALTO server nust provide the ANEs that are inportant for
assessing the QoE of the overlay application on the path of a
<source, destination> pair.

AR2: An ALTO server nust provide information to identify how ANEs
are shared on the paths of different <source, destination> pairs.

AR3: An ALTO server nust provide information on the properties that
are inportant for assessing the QoE of the application for ANEs.

The extension defined in this document specifies a solution to expose
such abstract information

.2. Sanple Use Cases
Wiile the problemrelated to nultiple flow scheduling is used to help

identify the additional requirenments, the extension defined in this
docunent can be applied to a wide range of applications. This



section highlights some of the reported use cases.
.1. Exposing Network Bottl enecks

One inportant use case for the Path Vector extension is to expose
network bottl enecks. Applications that need to performl arge-scale
data transfers can benefit from being aware of the resource
constraints exposed by this extension even if they have different
obj ectives. One such exanple is the Wrl dwi de LHC Conputing Gid
(W.CG (where "LHC' means "Large Hadron Collider"), which is the

| argest exanple of a distributed conmputation collaboration in the
research and education worl d.

Figure 3 illustrates an exanple of using an ALTO Path Vector as an
interface between the job optim zer for a data anal ytics system and
the network manager. |In particular, we assune that the objective of

the job optimizer is to minimze the job conpletion tine.

In such a setting, the network-aware job optimzer (e.g., [CLARI NET])
takes a query and generates multiple query execution plans (QEPS).

It can encode the QEPs as Path Vector requests that are sent to an
ALTO server. The ALTO server obtains the routing information for the
flows in a QEP and finds links, routers, or mddl eboxes (e.g., a
stateful firewall) that can potentially become bottlenecks for the
(EP (e.g., see [NOVA] and [&] for nmechanisns to identify bottleneck
links under different settings). The resource constraint information
is encoded in a Path Vector response and returned to the ALTO client.

Wth the network resource constraints, the job optimzer may choose
the QEP with the optinmal job conpletion tine to be executed. It nust
be noted that the ALTO framework itself does not offer the capability
to control the traffic. However, certain network nmanagers nmay offer
ways to enforce resource guarantees, such as on-denmand tunnels (e.g.,
[SWAN] ), demand vectors (e.g., [HUG, [UNICORN]), etc. The traffic
control interfaces and mechani sns are out of scope for this docunent.

Dat a schena Queries
I I
\ /
S + o e e oo +
| ALTO dient | <===============> | Job Optim zer
o m e e e oo - + o e e e e oo - +
PV | NPV |
Request | | Response |
| | On-demand resource |
(Potential | | (Network al | ocati on, denand
Dat a | | Resource vectors, etc. |
Transfers) | | Constraints) (Non- ALTO i nterfaces)|
% | %
S + o e e e e oo +
| ALTO Server | <===============> | Network Manager
S + o e e oo +
/ | \

I I I
WAN  DC1  DC2

Figure 3: Exanple Use Case for Data Anal ytics

Anot her exanple is illustrated in Figure 4. Consider a network
consisting of nultiple sites and a non-bl ocking core network, i.e.,
the links in the core network have sufficient bandw dth that they
will not becone a bottleneck for the data transfers

Ongoi ng transfers New transfer requests
\----\ |



S + S +
| ALTO dient | <===========> | Data Transfer |
oo + | Schedul er |

| A | PV Request L +
| | Ve \
| Vo \ |
| v PV Response | v
Fom e o - + Fom e o - +
| ALTO Server | | ALTO Server |
R + R +
N N
S R + S R +
| Network | | Network |
| Manager | | Manager |
S + S +
: c ) ) S
~V~V~ /--( | EEEEEEEEEEEE ( )

( )----- / ( ) ( )

~\W~W~ ~IN N\ N\ ~\~\~

Site 1 Non- bl ocki ng Core Site 2

Figure 4: Exanple Use Case for Cross-Site Bottl eneck Discovery

Wth the Path Vector extension, a site can reveal the bottlenecks
inside its own network with necessary information (such as |ink
capacities) to the ALTO client, instead of providing the ful

topol ogy and routing information, or no bottleneck information at

all. The bottleneck information can be used to anal yze the inpact of
addi ng/ renovi ng data transfer flows, e.g., using the franework
defined in [@]. For exanple, assune that hosts "a", "b", and "c"

are in Site 1 and hosts "d", "e", and "f" are in Site 2, and there
are three flows in tw sites: "a -> b", "c ->d", and "e -> f"
(Figure 5).

Site 1:

[c]

e > [d]

+---+ 10 Gops +---+ 10 Gops +----+ 50 Cbps
| AJ--------- | B|--------- | GW|[--------- Core

. v

[e] [f]

Figure 5: Exanple: Three Flows in Two Sites
For these flows, Site 1 returns:

a: { b: [anel] },



c: { d: [anel, ane2, ane3] }

anel: bw = 10 Gops (link: A->B)
ane2: bw = 10 Gops (link: B->GWN
ane3d: bw = 50 Gops (link: GM>Core)

and Site 2 returns:

c: { d: [anei, aneii, aneiii] }
e: { f: [aneiv] }

anei: bw =5 CGops (link Y->X)

aneii: bw = 10 Gops (link GM>Y)
aneiii: bw = 20 Gops (link Core->GWN
aneiv: bw = 10 Gops (link Y->GWN

Wth this information, the data transfer schedul er can use al gorithmns
such as the theory on bottleneck structure [&] to predict the
potential throughput of the flows.

.2. Resource Exposure for CDNs and Service Edges

At the tine of this witing, a growing trend in today’'s applications
is to bring storage and computation closer to the end users for
better QOE, such as CDNs, augnented reality / virtual reality, and
cloud gaming, as reported in various docunents (e.g., [SEREDGE] and
[MOWE]). |1SPs may deploy nmultiple |layers of CDN caches or, nore
generally, service edges, with different |atencies and avail abl e
resources, including the nunmber of CPU cores, nenory, and storage.

For exanple, Figure 6 illustrates a typical edge-cloud scenario where
menory is neasured in gigabytes (GB) and storage is neasured in
terabytes (TB). The "on-preni se" edge nodes are closest to the end
hosts and have the | owest |atency, and the site-radi o edge node and
access central office (CO have higher |atencies but nore avail abl e
resour ces

S + o e e e e e oo oo +
| ALTO dient | <==========> | Application Provider
. + e +
PV | NPV |
Request | | Response | Resource allocation,
| | | service establishment,
(End hosts | | (Edge nodes | etc.
and cloud | | and metrics) |
servers) | | |
% | %
o m e e e oo - + Tt +
| ALTO Server | <=========> | ( oud- Edge Provider |
S + o e e e e m oo oo +
I\
/ \
I (((i) I
/_\ ~ _

a (/\_1\) ( )~ ) _
\ [------ ( ) ( )----\\ - ( )
| ( ) () ( )
| | -/ Site-radio Access CO (.

[---\ Edge Node 1 | Cl oud DC

On prem se |
R /
(((o /
| /
Site-radio /_\ /

Edge Node 2(/\ /\)----- /



] \ ---
b--T_T -/ \--]l--c
[---\ [---\

On prem se On prem se

Figure 6: Exanple Use Case for Service Edge Exposure

Wth the extension defined in this document, an ALTO server can

sel ectively reveal the CDNs and service edges that reside along the
pat hs between different end hosts and/or the cloud servers, together
with their properties (e.g., storage capabilities or G aphics
Processing Unit (GPU) capabilities) and avail abl e Service Leve
Agreenent (SLA) plans. See Figure 7 for an exanple where the query
is made for sources [a, b] and destinations [b, ¢, DC]. Here, each
ANE represents a service edge, and the properties include access

| at ency, avail able resources, etc. Note that the properties here are
only used for illustration purposes and are not part of this

ext ensi on.

a: { b: [anel, ane2, ane3, ane4, ane5],
c: [anel, ane2, ane3, ane4, aneb],
DC. [anel, ane2, ane3] }
b: { c: [aneb, ane4, ane6], DC. [ane5, ane4, ane3] }

anel: latency =5 nms cpu =2 nenory = 8 GB storage = 10 TB
(On prem se, a)

ane2: latency = 20 ns cpu =4 nenory =8 G storage = 10 TB
(Site-radi o Edge Node 1)

ane3d: latency = 100 n cpu = 8 nenory = 128 GB storage = 100 TB
(Access CO

aned4: latency = 20 ns cpu =4 nenory =8 G storage = 10 TB
(Site-radi o Edge Node 2)

aneb: latency = 5 nms cpu = 2 nenory
(On prem se, b)

8 GB storage = 10 TB

ane6: latency = 5 nms cpu = 2 nmenory
(On prem se, c)

8 GB storage = 10 TB

Figure 7: Exanple Service Edge Query Results

Wth the service edge information, an ALTO client nay better conduct
CDN request routing or offload functionalities fromthe user

equi prent to the service edge, with considerations in place for
custom zed quality of experience.

Path Vector Extension: Overview

This section provides a non-normative overview of the Path Vector
extension defined in this docunent. It is assunmed that readers are
famliar with both the base protocol [RFC7285] and the entity
property map extension [ RFC9240].

To satisfy the additional requirements listed in Section 4.1, this
ext ensi on:

1. introduces the concept of an ANE as the abstraction of conponents
in a network whose properties may have an inpact on end-to-end
performance of the traffic handl ed by those conponents,

2. extends the cost map and Endpoi nt Cost Service to convey the ANEs
traversed by the path of a <source, destination> pair as Path



Vectors, and

3. uses the entity property map to convey the associ ati on between
the ANEs and their properties.

Thus, an ALTO client can | earn about the ANEs that are inportant for
assessing the QoE of different <source, destination> pairs by

i nvestigating the correspondi ng Path Vector value (ARl) and can al so
(1) identify conmon ANEs if an ANE appears in the Path Vectors of

mul tiple <source, destination> pairs (AR2) and (2) retrieve the
properties of the ANEs by searching the entity property map (AR3).

5.1. Abstract Network El ement (ANE)

Thi s extension introduces the ANE as an indirect and network-agnostic
way to specify a conponent or an aggregation of conponents of a

net wor k whose properties have an inmpact on end-to-end performance for
application traffic between endpoints.

ANEs al l ow ALTO servers to focus on common properties of different
types of network conponents. For exanple, the throughput of a flow
can be constrained by different conponents in a network: the capacity
of a physical link, the maxi num throughput of a firewall, the
reserved bandwi dth of an MPLS tunnel, etc. 1In the exanple bel ow,
assune that the throughput of the firewall is 100 Moips and the
capacity for link (A B) is also 100 Mps; they result in the sane
constraint on the total throughput of f1 and f2. Thus, they are

i dentical when treated as an ANE

f1 ] A f1

| I R SCARECPOTTS >
S + S S
| Firewall | | Al----- | B |
e e + +-- -+ +-- -+

| I PR L TRPEPEREE >

v | f2 f2

When an ANE is defined by an ALTO server, it is assigned an
identifier by the ALTO server, i.e., a string of type ANENane as
specified in Section 6.1, and a set of associ ated properties.

5.1.1. ANE Entity Domain

In this extension, the associations between ANEs and their properties
are conveyed in an entity property map. Thus, ANEs nust constitute
an "entity domai n" (Section 5.1 of [RFC9240]), and each ANE property
must be an entity property (Section 5.2 of [RFC9240]).

Specifically, this docunent defines a new entity domain called "ane"
as specified in Section 6.2; Section 6.4 defines two initial property
types for the ANE entity donain.

5.1.2. Ephemeral and Persistent ANEs

By design, ANEs are epheneral and not to be used in further requests
to other ALTO resources. Mdre precisely, the correspondi ng ANE nanes
are no | onger valid beyond the scope of a Path Vector response or the
incremental update streamfor a Path Vector request. Conpared with
gl obal I y uni que ANE nanes, ephemeral ANEs have several benefits,
including better privacy for the ISPs internal structure and nore
flexi bl e ANE conput ati on.

For exanple, an ALTO server may define an ANE for each aggregated
bottl eneck link between the sources and destinations specified in the
request. For requests with different sources and destinations, the
bottl enecks may be different but can safely reuse the same ANE nanes.



5. 1.

5.2.

5.3.

The client can still adjust its traffic based on the information, but
it isdifficult to infer the underlying topology with nultiple
queri es.

However, sonmetines an ISP nay intend to selectively reveal sone
"persistent” network components that, as opposed to being epheneral,
have a longer life cycle. For exanple, an ALTO server may define an
ANE for each service edge cluster. Once a client chooses to use a
service edge, e.g., by deploying sone user-defined functions, it may
want to stick to the service edge to avoid the conplexity of state
transition or synchronization, and continuously query the properties
of the edge cluster.

Thi s docunent provides a nechanismto expose such network components
as persistent ANEs. A persistent ANE has a persistent IDthat is
registered in a property nmap, together with its properties. See
Sections 6.2.4 and 6.4.2 for nore detailed instructions on howto
identify ephemeral ANEs and persistent ANEs.

3. Property Filtering

Resource-constrai ned ALTO clients (see Section 4.1.2 of [RFC7285])
may benefit fromthe filtering of Path Vector query results at the
ALTO server, as an ALTO client may only require a subset of the
avai |l abl e properti es.

Specifically, the available properties for a given resource are
announced in the Informati on Resource Directory (IRD) as a new
filtering capability called "ane-property-names". The properties
selected by a client as being of interest are specified in the
subsequent Path Vector queries using the "ane-property-names” filter
The response only includes the selected properties for the ANEs.

The "ane-property-names"” capability for the cost map and the Endpoi nt
Cost Service is specified in Sections 7.2.4 and 7.3.4, respectively.
The "ane-property-nanmes” filter for the cost map and the Endpoi nt
Cost Service is specified in Sections 7.2.3 and 7.3.3 accordingly.

Pat h Vector Cost Type

For an ALTO client to correctly interpret the Path Vector, this
ext ensi on specifies a new cost type called the "Path Vector cost

type".

The Path Vector cost type nust convey both the interpretation and
semantics in the "cost-node" and "cost-netric" paraneters,
respectively. Unfortunately, a single "cost-node" value cannot fully
specify the interpretation of a Path Vector, which is a conpound data
type. For exanple, in progranm ng | anguages such as C++, if there
existed a JSON array type named JSONArray, a Path Vector woul d have
the type of JSONArray<ANENanme>.

I nstead of extending the "type systeni of ALTO this docunent takes a
si mpl e and backwar d- conpati bl e approach. Specifically, the "cost-
nmode" of the Path Vector cost type is "array", which indicates that
the value is a JSON array. Then, an ALTO client nust check the val ue
of the "cost-netric" paraneter. |If the value is "ane-path", it neans
that the JSON array should be further interpreted as a path of
ANENanes.

The Path Vector cost type is specified in Section 6.5.
Mul tipart Path Vector Response

For a basic ALTO i nformation resource, a response contains only one
type of ALTO resource, e.g., network map, cost nmap, or property



map. Thus, only one round of comunication is required: an ALTO
client sends a request to an ALTO server, and the ALTO server returns
a response, as shown in Figure 8.

ALTO cl i ent ALTO server
|-------------- Request ---------------- >|
| <----ommem---- Response ---------------- |

Figure 8: A Typical ALTO Request and Response

The extension defined in this docunent, on the other hand, involves
two types of information resources: Path Vectors conveyed in an

I nf oResour ceCost Map data component (defined in Section 11.2.3.6 of

[ RFC7285]) or an | nfoResourceEndpoi nt Cost Map data conponent (defined
in Section 11.5.1.6 of [RFC7285]), and ANE properties conveyed in an
I nf oResour ceProperti es data conponent (defined in Section 7.6 of

[ RFC9240]).

Instead of two consecutive message exchanges, the extension defined
in this docunent enforces one round of conmunication. Specifically,
the ALTO client nust include the source and destination pairs and the
requested ANE properties in a single request, and the ALTO server
must return a single response containing both the Path Vectors and
properties associated with the ANEs in the Path Vectors, as shown in
Figure 9. Since the two parts are bundl ed together in one response
message, their orders are interchangeable. See Sections 7.2.6 and
7.3.6 for details.

ALTO cl i ent ALTO server
[------------- PV Request -------------- >|
| <----- PV Response (Cost Map Part) ----- |

Figure 9: The Path Vector Extension Request and Response
This design is based on the foll owi ng considerations:

1. ANEs may be constructed on demand and, potentially, based on the
requested properties (see Section 5.1 for nore details). |If
sources and destinations are not in the same request as the
properties, an ALTO server either cannot construct ANEsS on demand
or must wait until both requests are received.

2. As ANEs may be constructed on denand, mappings of each ANE to its
under | yi ng network devices and resources can be specific to the
request. In order to respond to the property nmap request
correctly, an ALTO server mnust store the mapping of each Path
Vector request until the client fully retrieves the property
information. This "stateful" behavior may substantially harm
server scalability and potentially |ead to denial-of-service
att acks.

One approach for realizing the one-round comunication is to define a
new nedia type to contain both objects, but this violates nodul ar
design. This docunment follows the standard-conform ng usage of the
"multipart/related" nmedia type as defined in [ RFC2387] to el egantly
conbi ne the objects. Path Vectors are encoded in an

I nf oResour ceCost Map data conponent or | nfoResour ceEndpoi nt Cost Map
data conmponent, and the property map is encoded in an

I nf oResour ceProperti es data conmponent. They are encapsul ated as
parts of a multipart message. This nodul ar conposition allows ALTO
servers and clients to reuse the data nodels of the existing

i nformati on resources. Specifically, this docunent addresses the
followi ng practical issues using "nultipart/rel ated"

5.3.1. ldentifying the Media Type of the (bject Root



ALTO uses a nedia type to indicate the type of an entry in the IRD
(e.g., "application/alto-costnmap+json" for the cost map and

"appl i cation/alto-endpoi ntcost+json" for the Endpoi nt Cost Service).
Sinply using "multipart/related" as the nmedia type, however, makes it
i mpossible for an ALTO client to identify the type of service
provided by related entries.

To address this issue, this docunent uses the "type" paraneter to

i ndicate the object root of a nultipart/related nessage. For a cost
map resource, the "nmedia-type" field in the IRD entry is "multipart/
related" with the paraneter "type=application/alto-costmap+json"; for
an Endpoi nt Cost Service, the paraneter is "type=application/alto-
endpoi nt cost +j son".

5.3.2. References to Part Messages

As the response of a Path Vector resource is a nultipart nessage with
two different parts, it is inportant that each part can be uniquely
identified. Follow ng the design provided in [ RFC8895], this
extension requires that an ALTO server assign a unique identifier to
each part of the nultipart response nessage. This identifier,
referred to as a Part Resource ID (see Section 6.6 for details), is
present in the part nessage’s "Content-1D' header field. By
concatenating the Part Resource IDto the identifier of the Path
Vector request, an ALTO server/client can uniquely identify the Path
Vector part or the property map part.

6. Specification: Basic Data Types
6.1. ANE Nane

An ANE name is encoded as a JSON string with the sane format as that
of the type PIDNanme (Section 10.1 of [RFC7285]).

The type ANENane is used in this document to indicate a string of
this format.

6.2. ANE Entity Domrain

The ANE entity domain associates property values with the ANES in a
property map. Accordingly, the ANE entity domai n al ways depends on a
property map.

It must be noted that the term "domain" here does not refer to a
network domain. Rather, it is inherited fromthe entity donmain as
defined in Section 3.2 of [RFC9240]; the entity domain represents the
set of valid entities defined by an ALTO i nformati on resource (called
the "defining informati on resource").

6.2.1. Entity Domain Type

The entity domain type is "ane
6.2.2. Domain-Specific Entity ldentifier

The entity identifiers are the ANE nanes in the associ ated property
map.

6.2.3. H erarchy and Inheritance

There is no hierarchy or inheritance for properties associated with
ANES.

6.2.4. Media Type of Defining Resource



The defining resource for entity domain type "ane" MJST be a property
map, i.e., the nedia type of defining resources is:

appl i cation/alto-propmap+json

Specifically, for ephemeral ANEs that appear in a Path Vector
response, their entity domain names MJST be exactly ".ane", and the
defining resource of these ANEs is the property nap part of the

mul tipart response. Meanwhile, for any persistent ANE whose defining
resource is a property nmap resource, its entity domai n nanme MJST have
the format of "PROPMAP. ane", where PROPMAP is the resource |ID of the
defining resource. Persistent entities are "persistent" because

st andal one queries can be made by an ALTO client to their defining
resource(s) when the connection to the Path Vector service is closed.

For exanple, the defining resource of an ephenmeral ANE whose entity
identifier is ".ane:NET1" is the property map part that contains this
identifier. The defining resource of a persistent ANE whose entity
identifier is "dc-props.ane:DC1l" is the property map with the
resource | D "dc-props".

6.3. ANE Property Nane

An ANE property name is encoded as a JSON string with the sane format
as that of an entity property nane (Section 5.2.2 of [RFC9240]).

6.4. Initial ANE Property Types

Two initial ANE property types are specified: "max-reservabl e-
bandwi dt h" and "persistent-entity-id".

Note that these property types do not depend on any information
resources. As such, the "EntityPropertyNanme" paranmeter MJST only
have the EntityPropertyType part.

6.4.1. Maxi mum Reser vabl e Bandw dt h

The maxi mum reservabl e bandwi dth property ("nmax-reservabl e-
bandwi dt h") stands for the maxi num bandwi dth that can be reserved for
all the traffic that traverses an ANE. The value MJST be encoded as
a non-negative nunerical cost value as defined in Section 6.1.2.1 of
[ RFC7285], and the unit is bits per second (bps). |If this property
is requested by the ALTO client but is not present for an ANE in the
server response, it MJST be interpreted as neaning that the property
is not defined for the ANE

This property can be offered in a setting where the ALTO server is
part of a network systemthat provides on-demand resource all ocation
and the ALTO client is part of a user application. One existing
exanple is [NOVA]: the ALTO server is part of a Software-Defined
Net wor ki ng (SDN) control |l er and exposes a list of traversed network
el ements and associated |link bandwidth to the client. The encoding
in [NOVA] differs fromthe Path Vector response defined in this
docunent in that the Path Vector part and property map part are

pl aced in the same JSON object.

In such a franework, the ALTO server exposes resource availability
information (e.g., reservable bandwidth) to the ALTO client. How the
client makes resource requests based on the information, and how the
resource allocation is achieved, respectively, depend on interfaces
bet ween the nmanagenent system and the users or a higher-1|ayer

protocol (e.g., SDN network intents [|NTENT- BASED- NETWORKI NG or MPLS
tunnel s), which are out of scope for this docunent.

6.4.2. Persistent Entity ID



Thi s docunent enabl es the discovery of a persistent ANE by exposing
its entity identifier as the persistent entity ID property of an
epheneral ANE in the path vector response. The value of this
property is encoded with the EntitylD fornat defined in Section 5.1.3
of [ RFC9240].

In this format, the entity |ID combi nes:

* a defining information resource for the ANE on which a
"persistent-entity-id" is queried, which is the property map
resource defining the ANE as a persistent entity, together with
the properties.

* the persistent name of the ANE in that property nmap.

Wth this format, the client has all the needed infornmation for
further standal one query properties on the persistent ANE

6.4.3. Exanples

To illustrate the use of "max-reservabl e-bandw dth", consider the
following network with five nodes. Assume that the client wants to
query the maxi mum reservabl e bandwidth fromHL to H2. An ALTO server
may split the network into two ANEs: "anel", which represents the
subnetwork with routers A, B, and C, and "ane2", which represents the
subnetwork with routers B, D, and E. The maxi num reservabl e

bandwi dth for "anel" is 15 Mops (using path A->C->B), and the naximum
reservabl e bandwi dth for "ane2" is 20 Mps (using path B->D >E)

20 Mops 20 Mops
10 Mops +---+  +---+ oot

[==--| Bl-=-| D|----] E|---- H
+---+/ +---+ +---+ +---+
HL ----| A | 15 Mops|
+-- -+ +-- -+
\----|] C|

15 Mops +---+

To illustrate the use of "persistent-entity-id", consider the
scenario in Figure 6. As the life cycles of service edges are
typically long, the service edges may contain information that is not
specific to the query. Such information can be stored in an

i ndividual entity property map and can | ater be accessed by an ALTO
client.

For exanple, "anel" in Figure 7 represents the on-premn se service
edge closest to host "a". Assume that the properties of the service
edges are provided in an entity property map called "se-props" and
the 1D of the on-premi se service edge is "9a0b55f 7-7442- 4d56- 8a2c-
b4cc6a8e3aal"; the "persistent-entity-id" setting for "anel" will be
"se- props. ane: 9a0b55f 7- 7442- 4d56- 8a2c- b4cc6a8e3aal”". Wth this
persistent entity ID, an ALTO client may send queries to the "se-
props" resource with the entity ID ".ane: 9a0b55f 7- 7442- 4d56- 8a2c-
b4cc6a8e3aal”.

6.5. Path Vector Cost Type
Thi s docunent defines a new cost type, which is referred to as the
Path Vector cost type. An ALTO server MJST offer this cost type if
it supports the extension defined in this docunent.

6.5.1. Cost Metric: "ane-path"
The cost netric "ane-path" indicates that the value of such a cost

type conveys an array of ANE nanmes, where each ANE nane uniquely
represents an ANE traversed by traffic froma source to a



desti nati on.

An ALTO client MJUST interpret the Path Vector as if the traffic
bet ween a source and a destination logically traverses the ANEs in
the sane order as they appear in the Path Vector

VWhen the Path Vector procedures defined in this docunment are in use,
an ALTO server using the "ane-path" cost nmetric and the "array" cost
node (see Section 6.5.2) MJST return as the cost value a JSON array
of data type ANENane, and the client MJST al so check that each

el ement contained in the array is an ANENane (Section 6.1).

O herwi se, the client MJST discard the response and SHOULD fol | ow t he
gui dance in Section 8.3.4.3 of [RFC7285] to handle the error

6.5.2. Cost Mode: "array"

The cost node "array" indicates that every cost value in the response
body of a (filtered) cost map or an Endpoint Cost Service MJST be
interpreted as a JSON array object. Wile this cost node can be
applied to all cost metrics, additional specifications will be needed
to clarify the semantics of the "array" cost nbpde when conbined with
cost metrics other than "ane-path".

. 6. Part Resource |ID and Part Content |ID

A Part Resource IDis encoded as a JSON string with the sane format
as that of the type ResourcelD (Section 10.2 of [RFC7285]).

Even though the "client-id" assigned to a Path Vector request and the
Part Resource I D MAY contain up to 64 characters by their own
definition, their concatenation (see Section 5.3.2) MJST al so conform
to the same length constraint. The sanme requirenment applies to the
resource | D of the Path Vector resource, too. Thus, it is
RECOMVENDED to limit the Iength of the resource ID and client ID
related to a Path Vector resource to 31 characters.

A Part Content ID conforns to the format of "nsg-id" as specified in
[ RFC2387] and [RFC5322]. Specifically, it has the follow ng fornat:

"<" PART- RESOURCE-I D "@ DOVAI N- NAME " >"

PART- RESOURCE- | D:  PART- RESOURCE- | D has the same format as the Part
Resource ID. It is used to identify whether a part nessage is a
Path Vector or a property nmap.

DOVAI N- NAME: DOVAI N-NAME has the sane format as "dot-atomtext" as

specified in Section 3.2.3 of [RFC5322]. It nust be the domain
name of the ALTO server.

Speci fication: Service Extensions

.1. Notation

Thi s docunent uses the same syntax and notation as those introduced
in Section 8.2 of [RFC7285] to specify the extensions to existing
ALTO resources and servi ces.

.2. Miltipart Filtered Cost Map for Path Vector

Thi s docunent introduces a new ALTO resource called the "multipart
filtered cost map resource”, which allows an ALTO server to provide
other ALTO resources associated with the cost map resource in the
same response

.2.1. Media Type



The nedia type of the nultipart filtered cost map resource is
"multipart/related", and the required "type" paraneter MJST have a
val ue of "application/alto-costmp+json”

7.2.2. HITP Met hod

The nmultipart filtered cost map i s requested using the HITP POST
nmet hod.

7.2.3. Accept Input Paraneters

The input paraneters of the multipart filtered cost map are supplied
in the body of an HITP POST request. This document extends the input
paraneters to a filtered cost map, which is defined as a JSON obj ect
of type RegFilteredCostMap in Section 4.1.2 of [RFC8189], with a data
format indicated by the nedia type "application/alto-
costmapfilter+json", which is a JSON object of type

PVReqgFi | t er edCost Map:

obj ect {
[EntityPropertyNanme ane-property-nanmes<0..*>;]
} PVReqgFilteredCost Map : ReqFilteredCost Map;

with field:

ane-property-nanes: This field provides a list of selected ANE
properties to be included in the response. Each property in this
list MUST match one of the supported ANE properties indicated in
the resource’s "ane-property-nanmes" capability (Section 7.2.4).
If the field is not present, it MJST be interpreted as an enpty
l'ist.

Exanpl e: Consider the network in Figure 1. If an ALTO client wants
to query the "max-reservabl e-bandw dth" setting between PIDl and
PID2, it can subnit the foll owi ng request.

POST /costmap/pv HITP/ 1.1

Host: alto. exanpl e.com

Accept: nultipart/rel ated;type=application/alto-costmap+json,
appl i cation/alto-error+json

Content - Lengt h: 212

Cont ent - Type: application/alto-costmapfilter+json

{
"cost-type": {
"cost-node": "array"”,
"cost-netric": "ane-path"
}1
"pids": {
"srcs": [ "PIDL" ],
"dsts": [ "PID2" ]
}1
"ane-property-names": [ "max-reservabl e- bandw dt h" ]
}

7.2.4. Capabilities

The nultipart filtered cost map resource extends the capabilities
defined in Section 4.1.1 of [RFC8189]. The capabilities are defined
by a JSON object of type PVFilteredCost MapCapabilities:

obj ect {
[EntityPropertyNanme ane-property-nanmes<0..*>;]
} PVFilteredCost MapCapabilities : FilteredCost MapCapabilities;

with field:



ane-property-nanmes: This field provides a |ist of ANE properties
that can be returned. |If the field is not present, it MJST be
interpreted as an enpty list, indicating that the ALTO server
cannot provide any ANE properties.

Thi s extension al so introduces additional restrictions for the
following fields:

cost-type-nanmes: The "cost-type-nanes" field MJST include the Path
Vector cost type, unless explicitly docunmented by a future
extension. This also inmplies that the Path Vector cost type MJST
be defined in the "cost-types"” of the IRDs "neta" field

cost-constraints: |If the "cost-type-nanes" field includes the Path
Vector cost type, the "cost-constraints" field MIST be either
"fal se" or not present, unless specifically instructed by a future
docunent .

testabl e-cost-type-nanes (Section 4.1.1 of [RFC8189]): If the "cost-
type-nanes" field includes the Path Vector cost type and the
"testabl e-cost-type-nanes" field is present, the Path Vector cost
type MUST NOT be included in the "testabl e-cost-type-nanes" field
unl ess specifically instructed by a future docunent.

7.2.5. Uses

Thi s menber MJST include the resource ID of the network nap based on
which the PIDs are defined. |If this resource supports "persistent-
entity-id", it MJST also include the defining resources of persistent
ANEs that may appear in the response.

7.2.6. Response

The response MJST indicate an error, using ALTO Protocol error
handling as defined in Section 8.5 of [RFCr285], if the request is
i nvalid.

The "Content-Type" header field of the response MUST be "multipart/
rel ated" as defined by [ RFC2387], with the follow ng paraneters:

type: The "type" paranmeter is mandatory and MJST be "application/
al t o-cost map+j son”. Note that [RFC2387] permits paraneters both
with and w t hout doubl e quotes.

start: The "start" paraneter is as defined in [RFC2387] and is
optional. |If present, it MJST have the sanme val ue as the
"Content-1D" header field of the Path Vector part.

boundary: The "boundary" paraneter is as defined in Section 5.1.1 of
[ RFC2046] and is mandatory.

The body of the response MJST consist of two parts:

* The Path Vector part MJIST include "Content-1D" and " Content- Type"
inits header. The "Content-Type" MJST be "application/alto-
cost map+j son". The value of "Content-1D' MJST have the sane
format as the Part Content ID as specified in Section 6.6.

The body of the Path Vector part MJST be a JSON object with the
same format as that defined in Section 11.2.3.6 of [RFC/7285] when
the "cost-type" field is present in the input paraneters and MJST
be a JSON object with the sane format as that defined in

Section 4.1.3 of [RFC8189] if the "multi-cost-types" field is
present. The JSON object MJST include the "vtag" field in the
"meta" field, which provides the version tag of the returned



Cost MapDat a object. The resource ID of the version tag MJST
follow the format of

resource-id part-resource-id

where "resource-id" is the resource ID of the Path Vector resource
and "part-resource-id" has the sane val ue as the PART- RESOURCE-ID
in the "Content-1D"' of the Path Vector part. The "neta" field
MUST al so include the "dependent-vtags" field, whose value is a
single-elenent array to indicate the version tag of the network
map used, where the network nap is specified in the "uses"
attribute of the nultipart filtered cost map resource in the |IRD

* The entity property map part MJIST al so include "Content-1D" and
"Content-Type" in its header. The "Content-Type" MJIST be
"application/alto-propmap+json". The value of "Content-ID'" MJST
have the same format as the Part Content ID as specified in
Section 6. 6.

The body of the entity property map part is a JSON object with the
same format as that defined in Section 7.6 of [RFC9240]. The JSON
obj ect MJST include the "dependent-vtags" field in the "neta"
field. The value of the "dependent-vtags" field MJST be an array
of VersionTag objects as defined by Section 10.3 of [RFC7285].

The "vtag" of the Path Vector part MJST be included in the
"dependent -vtags" field. |If "persistent-entity-id" is requested,
the version tags of the dependent resources that nmay expose the
entities in the response MJST al so be included.

The PropertyMapDat a obj ect has one nenber for each ANENane t hat
appears in the Path Vector part, which is an entity identifier

bel onging to the self-defined entity domain as defined in

Section 5.1.2.3 of [RFC9240]. The EntityProps object for each ANE
has one nenber for each property that is both 1) associated with
the ANE and 2) specified in the "ane-property-names” field in the
request. If the Path Vector cost type is not included in the
"cost-type" field or the "multi-cost-type" field, the "property-
map" field MJUST be present and the value MUST be an enpty object

({H-

A conpl ete and valid response MJST include both the Path Vector part
and the property map part in the multipart nessage. |If any part is
*not* present, the client MJST discard the received information and
send anot her request if necessary.

The Path Vector part, whose nedia type is the sane as the "type"
paraneter of the nultipart response nessage, is the root body part as
defined in [RFC2387]. Thus, it is the elenent that the application
processes first. Even though the "start" paraneter allows it to be
pl aced anywhere in the part sequence, it is RECOWENDED that the
parts arrive in the sane order as they are processed, i.e., the Path
Vector part is always placed as the first part, followed by the
property map part. Wen doing so, an ALTO server MAY choose not to
set the "start" paranmeter, which inplies that the first part is the
obj ect root.

Exanpl e: Consider the network in Figure 1. The response to the
exanpl e request in Section 7.2.3 is as follows, where "ANEl"
represents the aggregation of all the switches in the network.

HTTP/ 1.1 200 K

Content-Length: 911

Content-Type: multipart/rel ated; boundary=exanpl e-1;
type=appli cation/alto-costmap+json

--exanpl e-1



Content-1D: <costmap@lto. exanpl e. conr
Cont ent - Type: application/alto-costmap+json

"meta": {
"vtag": {
"resource-id": "filtered-cost-nmap-pv.costmp”,
"tag": "fb20b76204814e9dh37a51151f aaaef 2"
}1
"dependent -vtags": [
{
"resource-id": "nmy-default-networkmap",
"tag": "75ed013b3ch58f 896e839582504f 6228"
}
1, _
"cost-type": { "cost-node": "array", "cost-netric": "ane-path" }
}1
"cost-map": {
"PIDL": { "PID2": [ "ANE1l" ] }
}
}
--exanpl e-1

Content-1D: <propmap@lto. exanpl e. conr
Cont ent - Type: application/alto-propmap+json

{
"meta": {
"dependent -vtags": [
{
"resource-id": "filtered-cost-nmap-pv.costmp"”,
"tag": "fb20b76204814e9db37a51151f aaaef 2"
}
]

1roperty-nap": {
".ane: ANE1": { "max-reservabl e-bandw dt h": 100000000 }

}
}
--exanpl e-1

}

7.3. Miltipart Endpoint Cost Service for Path Vector

Thi s docunent introduces a new ALTO resource called the "multipart
Endpoi nt Cost Service", which allows an ALTO server to provide other
ALTO resources associated with the Endpoint Cost Service resource in
the sane response.

7.3.1. Media Type

The nedia type of the nmultipart Endpoint Cost Service resource is
"multipart/related", and the required "type" paraneter MJST have a
val ue of "application/alto-endpointcost+json”

7.3.2. HITP Met hod

The nultipart Endpoint Cost Service resource is requested using the
HTTP PCST net hod.

7.3.3. Accept Input Paraneters

The input paraneters of the multipart Endpoint Cost Service resource
are supplied in the body of an HTTP POST request. This docunent
extends the input paraneters to an Endpoint Cost Service, which is
defined as a JSON object of type ReqEndpoi ntCostMap in Section 4.2.2
of [RFC8189], with a data format indicated by the nmedia type

"appl i cation/alto-endpoi ntcost parans+j son", which is a JSON object of



type PVRegEndpoi nt Cost Map:

obj ect {
[EntityPropertyNanme ane-property-nanmes<0..*>;]
} PVReqgEndpoi nt Cost Map : RegEndpoi nt Cost Map;

with field:

ane- property-nanmes: This docunent defines the "ane-property-nanes”
field in PVReqEndpoi nt Cost Map as being the sane as in
PVReqgFi | t er edCost Map. See Section 7.2. 3.

Exanmpl e: Consider the network in Figure 1. If an ALTO client wants
to query the "max-reservabl e-bandw dth" setting between "ehl" and
"eh2", it can subnit the foll owi ng request.

POST /ecs/pv HITP/ 1.1

Host: alto.exanpl e. com

Accept: nultipart/rel ated;type=application/alto-endpointcost+json,
application/alto-error+json

Content-Length: 238

Cont ent - Type: application/alto-endpoi nt cost parans+j son

{
"cost-type": {

"cost-node": "array",
"cost-netric": "ane-path"
} i)
"endpoi nts": {
"srecs": [ "ipv4:192.0.2.2" ],
"dsts": [ "ipv4:192.0.2.18" ]
}

,ne—property—nanes": [ "max-reservabl e- bandwi dt h" ]

}

7.3.4. Capabilities
The capabilities of the nmultipart Endpoint Cost Service resource are
defined by a JSON object of type PVEndpoint Cost Capabilities, which is
defined as being the sanme as PVFilteredCost MapCapabilities. See
Section 7.2.4.

7.3.5. Uses
If this resource supports "persistent-entity-id", it MJST al so
i nclude the defining resources of persistent ANEs that nmay appear in
the response.

7.3.6. Response
The response MJST indicate an error, using ALTO Protocol error
handling as defined in Section 8.5 of [RFC7285], if the request is
i nvalid.

The "Content-Type" header field of the response MJST be "multipart/
rel ated" as defined by [ RFC2387], with the follow ng paraneters:

type: The "type" paranmeter MJST be "application/alto-
endpoi nt cost +j son" and is mandatory.

start: The "start" paraneter is as defined in Section 7.2.6.

boundary: The "boundary" paraneter is as defined in Section 5.1.1 of
[ RFC2046] and is mandatory.

The body of the response MJST consist of two parts:



* The Path Vector part MJIST include "Content-1D'" and " Content-Type"
inits header. The "Content-Type" MJST be "application/alto-
endpoi nt cost +j son". The val ue of "Content-1D'" MJST have the same
format as the Part Content ID as specified in Section 6.6.

The body of the Path Vector part MJST be a JSON object with the
same format as that defined in Section 11.5.1.6 of [RFC7285] when
the "cost-type" field is present in the input paraneters and MJST
be a JSON object with the sane format as that defined in

Section 4.2.3 of [RFC8189] if the "multi-cost-types" field is
present. The JSON object MJST include the "vtag" field in the
"meta" field, which provides the version tag of the returned
Endpoi nt Cost MapDat a obj ect. The resource ID of the version tag
MUST follow the format of

resource-id '.’ part-resource-id

where "resource-id" is the resource ID of the Path Vector resource
and "part-resource-id" has the sanme val ue as the PART- RESOURCE-ID
in the "Content-1D" of the Path Vector part.

* The entity property map part MJST al so include "Content-1D" and
"Content-Type" in its header. The "Content-Type" MJIST be
"application/alto-propmap+json”. The value of "Content-ID'" MJST
have the same format as the Part Content ID as specified in
Section 6. 6.

The body of the entity property map part MJST be a JSON obj ect
with the sane format as that defined in Section 7.6 of [RFC9240].
The JSON obj ect MIST include the "dependent-vtags” field in the
"meta" field. The value of the "dependent-vtags" field MJUST be an
array of VersionTag objects as defined by Section 10.3 of

[ RFC7285]. The "vtag" of the Path Vector part MJST be included in
the "dependent-vtags" field. |If "persistent-entity-id" is
requested, the version tags of the dependent resources that may
expose the entities in the response MJST al so be incl uded.

The PropertyMapDat a obj ect has one nenber for each ANENane t hat
appears in the Path Vector part, which is an entity identifier

bel onging to the self-defined entity domain as defined in

Section 5.1.2.3 of [RFC9240]. The EntityProps object for each ANE
has one nenber for each property that is both 1) associated with
the ANE and 2) specified in the "ane-property-nanmes” field in the
request. If the Path Vector cost type is not included in the
"cost-type" field or the "multi-cost-type" field, the "property-
map" field MJST be present and the value MUST be an enpty object
({}H-

A conplete and valid response MJST include both the Path Vector part
and the property nmap part in the multipart nessage. |If any part is
*not* present, the client MJST discard the received information and
send anot her request if necessary.

The Path Vector part, whose media type is the sane as the "type"
paraneter of the nultipart response nessage, is the root body part as
defined in [RFC2387]. Thus, it is the elenent that the application
processes first. Even though the "start" paraneter allows it to be
pl aced anywhere in the part sequence, it is RECOMVENDED that the
parts arrive in the same order as they are processed, i.e., the Path
Vector part is always placed as the first part, followed by the
property map part. Wen doing so, an ALTO server MAY choose not to
set the "start" parameter, which inplies that the first part is the
obj ect root.

Exanpl e: Consider the network in Figure 1. The response to the



exanpl e request in Section 7.3.3 is as foll ows.

HTTP/ 1.1 200 K

Content - Lengt h: 899

Content-Type: multipart/rel ated; boundary=exanpl e-1;
type=appl i cati on/ al t o- endpoi nt cost +j son

--exanpl e-1
Content-1D: <ecs@lto.exanple.conp
Cont ent - Type: application/alto-endpoi ntcost+json

{
"meta": {
"vtag": {
"resource-id": "ecs-pv.ecs",
"tag": "ecl37bb78118468c853d5b622ac003f 1"
}1
"dependent -vtags": |
{
"resource-id": "ny-default-networkmp",
"tag": "677febf4066848d282ece213a84f 9429"
}
"éost-type": { "cost-node": "array", "cost-metric": "ane-path" }
}1
"cost-map": {
"ipv4:192.0.2.2": { "ipv4:192.0.2.18": [ "ANE1" ] }
}
}
--exanpl e-1

Content-1D: <propmap@lto. exanpl e. conr
Cont ent - Type: application/alto-propmap+json

{
"meta": {
"dependent -vtags": [
{
"resource-id": "ecs-pv.ecs",
"tag": "ecl37bb78118468c853d5b622ac003f 1"
}
]

’roperty—nap": {

".ane: ANE1": { "max-reservabl e-bandw dt h": 100000000 }
}

}

--exanpl e-1

}

8. Examples

This section lists some exanpl es of Path Vector queries and the
correspondi ng responses. Some long lines are truncated for better
readability.

8.1. Sanple Setup

Figure 10 illustrates the network properties and thus the nessage
contents. There are three subnetworks (NET1, NET2, and NET3) and two
i nterconnection links (L1 and L2). It is assunmed that each

subnetwork has sufficiently | arge bandwi dth to be reserved.

————— L1
/
Pl D1 S + 10 Gops +---------- + Pl D3
192.0.2.0/28+-+ +------ + o Hemmm e + +--+4192.0.2.32/28

| | MECL | | | |  2001:db8:: 3:0/16



| +------ + | +- - - - - + |
PID2 | | tooono o +
192. 0. 2. 16/ 28+- + | | NET3
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I (. \

R + | L2

NET1 |
S S —— +
+------ + | Pl D4
| | MEC2 | +--+192.0.2.48/28
| +------ + |  2001:db8::4:0/16
S +
NET?2

Fi gure 10: Exanples of ANE Properties
8.2. Information Resource Directory

To give a conprehensive exanpl e of the extension defined in this
docunent, we consider the network in Figure 10. Assune that the ALTO
server provides the follow ng information resources:

"ny-defaul t-networkmap": A network map resource that contains the
PIDs in the network.

"filtered-cost-map-pv": A nmultipart filtered cost nap resource for
the Path Vector. Exposes the "max-reservabl e-bandw dt h" property
for the PIDs in "my-default-networknmap".

"ane-props": A filtered entity property resource that exposes the
information for persistent ANEs in the network.

"endpoint-cost-pv": A nultipart Endpoint Cost Service for the Path
Vector. Exposes the "max-reservabl e-bandw dth" and "persistent-
entity-id" properties.

"update-pv": An update stream service that provides the incremental
update service for the "endpoint-cost-pv" service.

"multicost-pv': A nultipart Endpoint Cost Service with both the
Mul ti - Cost extension and Path Vector extension enabl ed.

Below is the I RD of the exanmple ALTO server. To enable the extension
defined in this docunment, the Path Vector cost type (Section 6.5),
represented by "path-vector" below, is defined in the "cost-types" of
the "neta" field and is included in the "cost-type-nanes" of
resources "filtered-cost-map-pv" and "endpoint-cost-pv".

{
"meta": {
"cost-types": {
"pat h-vector": {

"cost-node": "array",
"cost-netric": "ane-path"
}
"numrc": {
"cost-node": “"numerical ",
"cost-netric": "routingcost”
}

}

esources": {

"ny-defaul t-networ kmap":
"uri": "https://alto.exanple.conl networkmap",
"medi a-type": "application/alto-networkmap+j son"

b

}



"filtered-cost-map-pv": {
"uri": "https://alto.exanple.conf costmap/pv",
"media-type": "multipart/rel ated;
type=appl i cation/alto-costmp+json”,

"accepts": "application/alto-costmapfilter+json”,
"capabilities": {

"cost-type-nanmes”: [ "path-vector" ],

"ane-property-nanmes": [ "nmax-reservabl e- bandw dt h" ]

}

"’ses": [ "my-default-networknmap" ]

}

ne-props": {
"uri": "https://alto.exanpl e.con ane-props”,
"medi a-type": "application/alto-propmap+json”,
"accepts": "application/alto-propmapparans+json”,
"capabilities": {
"mappi ngs": {
".ane": [ "

}

cpu” ]

}
},
"endpoi nt-cost-pv": {
"uri": "https://alto.exmapl e. com endpoi ntcost/pv",
"media-type": "multipart/rel ated;
type=appl i cati on/ al t o- endpoi nt cost +j son",
"accepts": "application/alto-endpointcostparans+j son",
"capabilities": {
"cost-type-nanes": [ "path-vector" ],
"ane- property-names": |
"max-reservabl e-bandwi dt h", "persistent-entity-id"
]
1
"uses": [ "ane-props" ]
},
"updat e-pv": {
"uri": "https://alto.exanple.con updates/pv",
"medi a-type": "text/event-streant,
"uses": [ "endpoint-cost-pv" ],
"accepts": "application/alto-updatestreanparans+j son",
"capabilities": {
"support-streamcontrol": true

},
"mul ticost-pv": {
"uri": "https://alto.exmapl e.conf endpoi ntcost/ ncpv",
"media-type": "multipart/rel ated;
type=appl i cati on/ al t o- endpoi nt cost +j son",
"accepts": "application/alto-endpointcostparanms+j son",
"capabilities": {
"cost-type-nanes": [ "path-vector", "numrc" ],
"max- cost-types": 2,
"testabl e-cost-type-nanes": [ "numrc" ],
"ane- property-names": [
"max-reservabl e-bandwi dt h", "persistent-entity-id"
]
H
"uses": [ "ane-props" ]
}
}
}

8.3. Miltipart Filtered Cost Mp

The foll owi ng exanpl es denonstrate the request to the "filtered-cost-
map- pv" resource and the correspondi ng response.



The request uses the "path-vector™ cost type in the "cost-type"
field. The "ane-property-nanes" field is mssing, indicating that
the client only requests the Path Vector and not the ANE properti es.

The response consists of two parts:

* The first part returns the array of data type ANENane for each
source and destination pair. There are two ANEs, where "L1"
represents interconnection link L1 and "L2" represents
i nterconnection link L2

* The second part returns the property map. Note that the
properties of the ANE entries are equal to the literal string "{}"
(see Section 8.3 of [RFC9240]).

PCST /costmap/pv HITP/ 1.1

Host: al to. exanpl e. com

Accept: nultipart/rel ated;type=application/alto-costmap+json,
appl i cation/alto-error+json

Content-Length: 163

Cont ent - Type: application/alto-costmapfilter+json

{
"cost-type": {
"cost-node": "array",
"cost-netric": "ane-path"
} i)
"pids": {
"srcs": [ "PIDL" ],
"dsts": [ "PID3", "PID4" ]
}
}

HTTP/ 1.1 200 K

Cont ent - Lengt h: 952

Content - Type: multipart/rel ated; boundary=exanpl e-1;
type=appl i cation/alto-costmap+json

--exanpl e-1
Content-1D: <costmap@lto. exanpl e. con>
Cont ent - Type: application/alto-costmap+json

{
"meta": {
"vtag": {
"resource-id": "filtered-cost-nap-pv.costmp",
"tag": "d827f484chb66cebdf 6b5077ch8562b0a"
},
"dependent -vtags": [
{
"resource-id": "my-default-networkmap",
"tag": "c04bc5dad49534274a6daeee8ealdec62"”
}
1,
"cost-type": {
"cost-node": "array",
"cost-netric": "ane-path"
}
b
"cost-map": {
"PID1": {
"PID3": [ "L1" ],
"PID4": [ "L1", "L2" ]
}
}



--exanpl e-1
Content-1D: <propmap@lto. exanpl e. conr
Cont ent - Type: application/alto-propmap+json

{
"meta": {
"dependent -vtags": [
{
"resource-id": "filtered-cost-nap-pv.costmp"”,
"tag": "d827f484cb66cebdf 6b5077ch8562b0a”
}
]
}
"property-map": {
".ane: L1": {},
".ane: L2": {}
}
}
--exanple-1

8.4. Miltipart Endpoint Cost Service Resource

The foll owi ng exanpl es denonstrate the request to the "endpoint-cost-
pv" resource and the correspondi ng response.

The request uses the "path-vector" cost type in the "cost-type" field
and queries the maxi mum reservabl e bandwi dth ANE property and the
persistent entity ID property for two | Pv4 source and destination
pairs (192.0.2.34 -> 192.0.2.2 and 192.0.2.34 -> 192.0.2.50) and one
| Pv6 source and destination pair (2001:db8::3:1 -> 2001:db8::4:1).

The response consists of two parts:

* The first part returns the array of data type ANENane for each
valid source and destination pair. As one can see in Figure 10,
flow 192.0.2.34 -> 192.0.2.2 traverses NET3, L1, and NET1l; and
flows 192.0.2.34 -> 192.0.2.50 and 2001: db8::3:1 -> 2001:db8::4:1
traverse NET2, L2, and NET3.

* The second part returns the requested properties of ANEs. Assune
that NET1, NET2, and NET3 have sufficient bandw dth and their
"max-reservabl e- bandwi dt h" val ues are set to a sufficiently |large
nunber (50 Gbhps in this case). On the other hand, assume that
there are no prior reservations on L1 and L2 and their "nmax-
reservabl e- bandwi dt h" val ues are the corresponding |link capacity
(10 Gops for L1 and 15 Gops for L2).

Both NET1 and NET2 have a nobil e edge deployed, i.e., MECL in NET1
and MEC2 in NET2. Assume that the ANENane val ues for MECL and MEC2
are "MEC1" and "MEC2" and their properties can be retrieved fromthe
property map "ane-props". Thus, the "persistent-entity-id" property
val ues for NET1 and NET2 are "ane-props.ane: MEC1" and "ane-
props. ane: MEC2", respectively.

POST /endpoi ntcost/pv HITP/ 1.1
Host: alto. exanpl e.com
Accept: nultipart/related;
type=appl i cati on/al t o- endpoi nt cost +j son,
appl i cation/alto-error+json
Cont ent - Lengt h: 383
Cont ent - Type: application/alto-endpoi nt cost parans+j son

"cost-type": {
"cost-node": "array",
"cost-netric": "ane-path”



}

ndpoi nts": {

"srcs": |
"ipv4: 192.0. 2. 34",
"ipv6: 2001: db8: : 3: 1"

] 1

"dsts": [
"ipv4:192.0.2. 2",
"ipv4: 192. 0. 2. 50",
"ipv6: 2001: db8: : 4: 1"

]

} i)

"ane- property-names": [
"max-reservabl e- bandw dt h",
"persistent-entity-id"

]

}

HTTP/ 1.1 200 K

Cont ent - Lengt h: 1508

Content-Type: multipart/rel ated; boundary=exanpl e-2;
type=appl i cati on/al t o- endpoi nt cost +j son

--exanpl e-2

Content-1D: <ecs@lto.exanple.conp
Cont ent - Type: application/alto-endpoi ntcost+json

{

"meta": {
"vtags": {
"resource-id": "endpoint-cost-pv.ecs"”,
"tag": "bb6bb72eaf e8f 9bdc4f 335c7ed3b10822a391cef"
},
"cost-type": {
"cost-node": "array",
"cost-netric": "ane-path"
}
1
"endpoi nt-cost-map": {
"ipv4: 192.0. 2. 34"
"ipv4:192.0.2.2": [ "NET3", "L1", "NET1" ],
"ipv4:192.0.2.50": [ "NET3", "L2", "NET2" ]
}
"i pv6: 2001: db8::3:1": {
"ipv6: 2001: db8:: 4:1": [ "NET3", "L2", "NET2" ]
}
}
}
--exanpl e-2

Content-1D: <propmap@lto. exanpl e. conr
Cont ent - Type: application/alto-propmap+json

{

"meta": {
"dependent -vtags": [

{
"resource-id": "endpoint-cost-pv.ecs",
"tag": "bb6bb72eaf e8f 9bdc4f 335c7ed3b10822a391cef"

{ _
"resource-id": "ane-props",
"tag": "bf3c8c1819d2421c9a95a9d02af 557a3"

}

]

} i)
roperty-map": {



".ane: NET1": {
"max-reservabl e- bandwi dt h": 50000000000,
"persistent-entity-id": "ane-props.ane: MECL"

}

".ane: NET2": {

"max-reservabl e- bandwi dt h": 50000000000,
"persistent-entity-id": "ane-props.ane: MEC2"

}
".ane: NET3": {
"max-r eservabl e- bandwi dt h": 50000000000

}1
".ane:L1": {
"max-reservabl e- bandw dt h": 10000000000
}1
".ane: L2": {
"max-r eservabl e- bandwi dt h": 15000000000
}
}
}
--exanpl e-2

In certain scenarios where the traversal order is not crucial, an
ALTO server inplenmentation may choose not to strictly follow the
physi cal traversal order and may even obfuscate the order
intentionally to preserve its own privacy or conformto its own
policies. For exanple, an ALTO server may choose to aggregate NET1
and L1 as a new ANE with ANE nane "AGCGR1" and aggregate NET2 and L2
as a new ANE with ANE nane "AGER2". The "max-reservabl e-bandwi dt h"
property of "AGGR1" takes the value of L1, which is smaller than that
of NET1, and the "persistent-entity-id" property of "AGERL" takes the
val ue of NET1. The properties of "AGER2" are conputed in a simlar
way; the obfuscated response is as shown below. Note that the
obfuscation of Path Vector responses is inplenentation specific and
is out of scope for this docunent. Developers may refer to

Section 11 for further references.

HTTP/ 1.1 200 K

Content - Lengt h: 1333

Content-Type: multipart/rel ated; boundary=exanpl e-2;
type=appl i cati on/al t o- endpoi nt cost +j son

--exanpl e-2
Content-1D: <ecs@lto.exanple.conp
Cont ent - Type: application/alto-endpoi ntcost+json

{
IIrT.BtaII: {
"vtags": {
"resource-id": "endpoint-cost-pv.ecs"”,
"tag": "bb975862f be3422abf 4dae386b132c1d"
}1
"cost-type": {
"cost-node": "array",
"cost-netric": "ane-path"
}
b
"endpoi nt-cost-map": {
"ipv4: 192.0. 2. 34"
"ipv4:192.0.2.2": [ "NET3", "AGGRL" ],
"ipv4:192.0.2.50": [ "NET3", "AGGR2" ]
}1
"ipv6: 2001: db8:: 3: 1": {
"ipv6: 2001: db8::4:1": [ "NET3", "AGGR2" ]
}
}



--exanpl e-2
Content-1D: <propmap@lto. exanpl e. conr
Cont ent - Type: application/alto-propmap+json

{
"meta": {
"dependent -vtags": [
{
"resource-id": "endpoint-cost-pv.ecs",
"tag": "bb975862f be3422abf 4dae386b132c1d"
}1
{ _
"resource-id": "ane-props",
"tag": "bf3c8c1819d2421c9a95a9d02af 557a3"
}
]
}1
"property-map": {
".ane: AGGRL": {
"max-reservabl e- bandwi dt h": 10000000000,
"persistent-entity-id": "ane-props.ane: MECL"
}1
".ane: AGCR2": {
"max-reservabl e- bandwi dt h": 15000000000,
"persistent-entity-id": "ane-props.ane: MEC2"
"jane:NETS": {
"max-reservabl e- bandwi dt h": 50000000000
}
}
}
--exanpl e-2
8.5. Increnental Updates

In this example, an ALTO client subscribes to the increnental update
for the nultipart Endpoint Cost Service resource "endpoint-cost-pv".

PCST /updates/pv HTTP/ 1.1

Host: alto. exanpl e. com

Accept: text/event-stream

Cont ent - Type: application/alto-updatestreanparans+j son
Content - Length: 120

"add": {
"ecspvsubl": {
"resource-id": "endpoint-cost-pv",

"input": <ecs-input>
}
}
}

Based on the server-side process defined in [ RFC8895], the ALTO
server will send the "control-uri™ first, using a Server-Sent Event
(SSE) followed by the full response of the nultipart nmessage.

HTTP/ 1.1 200 K
Connection: keep-alive
Cont ent - Type: text/event-stream

event: application/alto-updatestreantontrol +j son
data: {"control-uri": "https://alto.exanple.confupdates/streans/ 123"}

event: multipart/rel at ed; boundary=exanpl e- 3;
type=appl i cati on/ al t o- endpoi nt cost +j son, ecspvsubl



data: --exanple-3

data: Content-ID: <ecsmap@lto. exanpl e. conr

data: Content-Type: application/alto-endpointcost+json
dat a:

dat a: <endpoi nt - cost-map-entry>

data: --exanple-3

data: Content-I1D: <propmap@lto. exanpl e. conr
data: Content-Type: application/alto-propmap+json
dat a:

data: <property-map-entry>

data: --exanple-3--

When the contents change, the ALTO server will publish the updates
for each node in this tree separately, based on Section 6.7.3 of
[ RFC8895] .

event: application/ nerge-patch+json,
ecspvsubl. ecsmap@l t 0. exanpl e. com
data: <Merge patch for endpoint-cost-map-updat e>

event: application/ nerge-patch+json,
ecspvsubl. propmap@l t 0. exanpl e. com
data: <Merge patch for property-map-update>

.6. Milti-Cost

The foll owi ng exanpl es denonstrate the request to the "multicost-pv"
resource and the correspondi ng response.

The request asks for two cost types: the first is the Path Vector
cost type, and the second is a numerical routing cost. It also
queries the maxi mumreservabl e bandwi dt h ANE property and the
persistent entity ID property for two | Pv4 source and destination
pairs (192.0.2.34 -> 192.0.2.2 and 192.0.2.34 -> 192.0.2.50) and one
| Pv6 source and destination pair (2001:db8::3:1 -> 2001:db8::4:1).

The response consists of two parts:

* The first part returns a JSONArray that contains two JSO\Val ue
entries for each requested source and destination pair: the first
JSONVal ue is a JSONArray of ANENanmes, which is the value of the
Path Vector cost type; and the second JSONVal ue is a JSONNumber,
which is the value of the routing cost.

* The second part contains a property map that naps the ANEs to
their requested properties.

POST / endpoi ntcost/nmcpv HTITP/ 1.1
Host: alto. exanpl e. com
Accept: nmultipart/rel ated;
type=appl i cati on/al t o- endpoi nt cost +j son,
appl i cation/alto-error+json
Cont ent - Lengt h: 454
Cont ent - Type: application/alto-endpoi nt cost par anms+j son

{
"multi-cost-types": [
{ "cost-node": "array", "cost-netric": "ane-path" },
{ "cost-node": "numerical", "cost-metric": "routingcost" }

]

ndpoi nts": {
"sres": [
"ipvé4: 192.0. 2. 34",
"ipv6: 2001: db8: : 3: 1"
]

sts": [



"ipv4:192.0.2.2",
"ipv4: 192.0. 2. 50",
"i pv6: 2001: db8: : 4: 1"

]

},

"ane- property-names": [
"max-reservabl e- bandw dt h",
"persistent-entity-id"

]

}

HTTP/ 1.1 200 XK

Content -Lengt h: 1419

Content-Type: multipart/rel ated; boundary=exanpl e-4;
type=appl i cati on/al t o- endpoi nt cost +j son

--exanpl e-4
Content-1D: <ecs@lto.exanple.conp
Cont ent - Type: application/alto-endpoi ntcost +j son

{

"meta": {
"vtags": {
"resource-id": "endpoint-cost-pv.ecs",
"tag": "84adf9cl4af9341f0983e3e5f43a371c8"
1
"mul ti-cost-types": [
{ "cost-node": "array", "cost-netric": "ane-path" },
{ "cost-node": "nunerical", "cost-netric": "routingcost"
]

}

ndpoi nt - cost - map": {

"ipvé4: 192. 0. 2. 34"
"ipv4:192.0.2.2": [[ "NET3", "AGGRL" ], 3],
"ipv4:192.0.2.50": [[ "NET3", "AGCR2" ], 2]

} i)
"ipv6: 2001: db8::3:1": {
"i pv6: 2001: db8::4:1": [[ "NET3", "AGER2" ], 2]
}
}
}
--exanpl e-4

Content-1D: <propmap@lto. exanpl e. conr
Cont ent - Type: application/alto-propmap+json

{
"meta": {
"dependent -vtags": [

{
"resource-id": "endpoint-cost-pv.ecs",
"tag": "84a4f9cl4f9341f0983e3e5f43a371c8"

} i)

{ _
"resource-id": "ane-props",
"tag": "bel57afa031443a187b60bb80a86b233"

}

]

roperty-map": {

".ane: AGCRL": {
"max-reservabl e- bandwi dt h": 10000000000,
"persistent-entity-id": "ane-props.ane: MECL"

}

".ane: AGCR2": {
"max-reservabl e- bandwi dt h": 15000000000,
"persistent-entity-id": "ane-props.ane: MEC2"



} ]
".ane: NET3": {

"max-r eservabl e- bandwi dt h": 50000000000
}

}
}
--exanpl e-4
9. Conpatibility with Oher ALTO Extensions
9.1. Compatibility with Legacy ALTO Cients/ Servers

The nmultipart filtered cost map resource and the multipart Endpoint
Cost Service resource have no backward-conpatibility issues with

| egacy ALTO clients and servers. Although these two types of
resources reuse the nedia types defined in the base ALTO Protocol for
the "Accept" input paraneters, they have different nmedia types for
responses. |If the ALTO server provides these two types of resources
but the ALTO client does not support them the ALTO client will
ignore the resources without incurring any inconpatibility problens.

9.2. Compatibility with Miulti-Cost Extension

The extension defined in this document is conpatible with the multi-
cost extension [RFC8189]. Such a resource has a nedia type of either
"multipart/rel ated; type=application/alto-costmp+j son" or
"multipart/rel ated; type=application/alto-endpointcost+ son". |Its
"cost-constraints" field nmust be either "false" or not present, and
the Path Vector cost type nust be present in the "cost-type-nanmes”
capability field but rmust not be present in the "testabl e-cost-type-
nanes" field, as specified in Sections 7.2.4 and 7. 3. 4.

9.3. Conpatibility with Increnental Update Extension

This extension is conpatible with the incremental update extension
[ RFC8895]. ALTO clients and servers MJST foll ow the specifications
given in Sections 5.2 and 6.7.3 of [RFC8895] to support increnenta
updates for a Path Vector resource.

9.4. Compatibility with Cost Cal endar Extension

The extension specified in this document is compatible with the Cost
Cal endar extension [RFC8896]. When used together with the Cost

Cal endar extension, the cost value between a source and a destination
is an array of Path Vectors, where the k-th Path Vector refers to the
abstract network paths traversed in the k-th time interval by traffic
fromthe source to the destination

VWhen used with time-varying properties, e.g., maxi numreservable
bandwi dth, a property of a single ANE may al so have different val ues
indifferent tine intervals. In this case, if such an ANE has
different property values in two time intervals, it MJST be treated
as two different ANEs, i.e., with different entity identifiers.
However, if it has the same property values in two time intervals, it
MAY use the sane identifier

This rule allows the Path Vector extension to represent both changes
of ANEs and changes of the ANES' properties in a uniformway. The
Path Vector part is calendared in a conpatible way, and the property
map part is not affected by the Cost Cal endar extension.

The two extensions conbi ned together can provide the historica
network correlation information for a set of source and destination
pairs. A network broker or client may use this information to derive
ot her resource requirenents such as Ti ne- Bl ock- Maxi num Bandwi dt h,
Bandwi dt h- Sl i di ng- W ndow, and Ti me- Bandwi dt h- Product (TBP) (see
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[ SENSE] for details).
General Discussion
1. Constraint Tests for CGeneral Cost Types

The constraint test is a sinple approach for querying the data. It
all ows users to filter query results by specifying sone bool ean
tests. This approach is already used in the ALTO Protocol. ALTO
clients are permtted to specify either the "constraints" test

[ RFC7285] [ RFC8189] or the "or-constraints" test [ RFC8189] to better
filter the results.

However, the current syntax can only be used to test scal ar cost
types and cannot easily express constraints on conpl ex cost types,
e.g., the Path Vector cost type defined in this docunent.

In practice, devel opi ng a bespoke | anguage for general - purpose

bool ean tests can be a conpl ex undertaking, and it is conceivable
that such inplenentations already exist (the authors have not done an
exhaustive search to determ ne whether such inplenentations exist).
One avenue for devel opi ng such a | anguage nmay be to expl ore extending
current query | anguages |ike XQuery [XQuery] or JSONiqg [ JSON q] and
integrating these with ALTO

Filtering the Path Vector results or devel oping a nore sophisticated
filtering mechanismis beyond the scope of this docunent.

2. Ceneral Milti-Resource Query

Querying multiple ALTO i nformation resources continuously is a
general requirement. Enabling such a capability, however, nust
address general issues |like efficiency and consistency. The

i ncremental update extension [ RFC8895] supports submitting nultiple
queries in a single request and allows flexible control over the
queries. However, it does not cover the case introduced in this
docunent where multiple resources are needed for a single request.

The extension specified in this docunent gives an exanple of using a
mul tipart nessage to encode the responses fromtwo specific ALTO

i nformati on resources: a filtered cost map or an Endpoi nt Cost
Service, and a property map. By packing nultiple resources in a
single response, the inplication is that servers may proactively push
related information resources to clients.

Thus, it is worth looking into extending the SSE nmechani smas used in
the incremental update extension [RFC8895]; or upgrading to HTTP/ 2

[ RFC9113] and HITP/ 3 [ RFC9114], which provides the ability to

mul tiplex queries and to allow servers to proactively send rel ated

i nformation resources.

Defining a general multi-resource query nmechanismis out of scope for
this docunent.

Security Considerations

This docunent is an extension of the base ALTO Protocol, so the
security considerations provided for the base ALTO Protocol [RFC7285]
fully apply when this extension is provided by an ALTO server.

The Path Vector extension requires additional scrutiny of three
security considerations discussed in the base protocol
confidentiality of ALTO information (Section 15.3 of [RFC7285]),
potential undesirable guidance from aut henticated ALTO i nformati on
(Section 15.2 of [RFC7285]), and availability of ALTO services
(Section 15.5 of [RFC7285]).



For confidentiality of ALTO information, a network operator should be
aware that this extension may introduce a new risk: the Path Vector

i nformati on, when used together with sensitive ANE properties such as
capacities of bottleneck Iinks, my make network attacks easier. For
exanpl e, as the Path Vector information nay reveal nore fine-grained
internal network structures than the base protocol, an attacker nmay
identify the bottleneck link or links and start a distributed denial -
of -service (DDoS) attack involving mininmal flows, triggering in-
networ k congestion. G ven the potential risk of |eaking sensitive

i nformati on, the Path Vector extension is mainly applicable in
scenari os where 1) the ANE structures and ANE properties do not

i npose security risks on the ALTO service provider (e.g., they do not
carry sensitive information) or 2) the ALTO server and client have
established a reliable trust relationship (e.g., they operate in the
same admi ni strative donain or are managed by business partners with

| egal contracts).

Three risk types are identified in Section 15.3.1 of [RFC7285]:

(1) excess disclosure of the ALTO service provider’s data to an
unaut hori zed ALTO cli ent,

(2) disclosure of the ALTO service provider’'s data (e.g., network
topol ogy i nformati on or endpoint addresses) to an unauthori zed
third party, and

(3) excess retrieval of the ALTO service provider’s data by
col l aborating ALTO clients.

To mitigate these risks, an ALTO server MJST follow the guidelines in
Section 15.3.2 of [RFC7285]. Furthernore, an ALTO server MJST foll ow
the follow ng additional protections strategies for risk types (1)
and (3).

For risk type (1), an ALTO server MJST use the authentication nethods
specified in Section 15.3.2 of [RFC7285] to authenticate the identity
of an ALTO client and apply access control techniques to restrict the
retrieval of sensitive Path Vector information by unprivileged ALTO
clients. For settings where the ALTO server and client are not in
the same trust domain, the ALTO server should reach agreenents with
the ALTO client regarding protection of confidentiality before
granting access to Path Vector services with sensitive information
Such agreenents may include |egal contracts or Digital Rights
Managenent (DRM techniques. Oherw se, the ALTO server MJST NOT

of fer Path Vector services that carry sensitive information to the
clients, unless the potential risks are fully assessed and niti gated.

For risk type (3), an ALTO service provider nust be aware that

persi stent ANEs nmay be used as "landnmarks" in coll aborative

i nferences. Thus, they should only be used when exposing public
service access points (e.g., APl gateways, CDN |Interconnections) and/
or when the granularity is coarse grained (e.g., when an ANE
represents an AS, a data center, or a WAN). Oherw se, an ALTO
server MJST use dynam c mappi ngs from epheneral ANE nanes to
underlying physical entities. Specifically, for the sane physica
entity, an ALTO server SHOULD assign a different epheneral ANE nane
when the entity appears in the responses to different clients or even
for different requests fromthe sane client. A RECOMVENDED
assignnent strategy is to generate ANE nanmes from random nunbers

Further, to protect the network topology from graph reconstruction
(e.g., through isonorphic graph identification [BONDY]), the ALTO
server SHOULD consi der protection nmechanisnms to reduce information
exposure or obfuscate the real information. Wen doing so, the ALTO
server must be aware that information reduction/obfuscation may |ead
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to a potential risk of undesirable guidance from authenticated ALTO
information (Section 15.2 of [RFC7285]).

Thus, inplenmentations of ALTO servers involving reduction or
obfuscation of the Path Vector informati on SHOULD consi der reduction/
obfuscation nechani sns that can preserve the integrity of ALTO
information -- for exanple, by using mniml feasible region
conpression algorithns [ NOVA] or obfuscation protocols [RESA]

[ MERCATOR]. However, these obfuscation nethods are experinental, and
their practical applicability to the generic capability provided by
this extension has not been fully assessed. The ALTO server MJST
carefully verify that the depl oynent scenario satisfies the security
assunptions of these nmethods before applying themto protect Path
Vector services with sensitive network infornmation

For availability of ALTO services, an ALTO server shoul d be cogni zant
that using a Path Vector extension night introduce a new risk:
frequent requests for Path Vectors m ght consune intol erable amounts
of server-side conputation and storage. This behavior can break the
ALTO server. For exanple, if an ALTO server inplenentation
dynanical |y conputes the Path Vectors for each request, the service
that provides the Path Vectors may become an entry point for denial-
of -service attacks on the availability of an ALTO server

To mitigate this risk, an ALTO server may consi der using such

optim zations as preconputation-and-projection nechani snms [ MVERCATOR]
to reduce the overhead for processing each query. An ALTO server may
al so protect itself frommalicious clients by nonitoring client
behavi or and stopping service to clients that exhibit suspicious
behavi or (e.g., sending requests at a high frequency).

The ALTO service providers nust be aware that providing increnental
updat es of "max-reservabl e-bandw dth" nmay provide infornmation about
ot her consuners of the network. For exanple, a change in value may

i ndi cate that one or nore reservati ons have been nade or changed. To
mtigate this risk, an ALTO server can batch the updates and/or add a
random del ay before publishing the updates.

I ANA Consi derations
1. "ALTO Cost Metrics" Registry
Thi s docunent registers a newentry in the "ALTO Cost Metrics”

registry, per Section 14.2 of [RFC7285]. The new entry is as shown
bel ow in Table 1.

[ oo e e g
| Identifier | Intended Semantics | Reference
B S e s ey s
| ane-path | See Section 6.5.1 | RFC 9275
I T T R I I +

Table 1: "ALTO Cost Metrics" Registry
2. "ALTO Cost Mdes" Registry
Thi s docunent registers a newentry in the "ALTO Cost Modes"

registry, per Section 5 of [RFC9274]. The new entry is as shown
bel ow i n Table 2.

[ e s e e e s el s sl e sty
| Identifier | Description | I ntended | Reference

| | | Semantics | |
B s b e s e el e e e e =}
| array | Indicates that the cost | See Section | RFC 9275 |
| | value is a JSON array | 6.5.2 | |



Table 2: "ALTO Cost Modes" Registry
12.3. "ALTO Entity Domai n Types" Registry
Thi s docunent registers a newentry in the "ALTO Entity Domai n Types"

registry, per Section 12.3 of [RFC9240]. The new entry is as shown
bel ow in Tabl e 3.

B oo s ool e e et o}
| Identifier |Entity | Hi erarchy and| Media Type of | Mappi ng

| |Identifier |lInheritance | Defining Resource |[to ALTQ
| | Encodi ng | | | Addr ess|
I I I I | Type |
B oo e ool ool e e et o}
| ane | See Section | None | application/alto- |false |
| | 6.2.2 | | proprmap+j son | |
R I R I F-- - - - - - I I I R +------- +

Table 3: "ALTO Entity Domain Types" Registry
Identifier: See Section 6.2.1
Entity Identifier Encoding: See Section 6.2.2.
Hi erarchy: None
I nheritance: None
Medi a Type of Defining Resource: See Section 6.2.4.

Mappi ng to ALTO Address Type: This entity type does not nmap to an
ALTO address type.

Security Considerations: |n some usage scenarios, ANE addresses
carried in ALTO Protocol nessages may reveal information about an
ALTO client or an ALTO service provider. |If a naming schema is

used to generate ANE nanes, either used privately or standardi zed
by a future extension, how (or if) the nam ng schenma relates to
private informati on and network proximty nust be explained to
ALTO i npl ementers and servi ce providers.

12.4. "ALTO Entity Property Types" Registry

Two initial entries -- "max-reservabl e-bandwi dt h" and "persistent-
entity-id" -- are registered for the ALTO domain "ane" in the "ALTO
Entity Property Types" registry, per Section 12.4 of [RFC9240]. The
two new entries are shown below in Table 4, and their details can be
found in Sections 12.4.1 and 12.4.2 of this docunent.

| Identifier | I'ntended | Media Type of |
| | Semantics | Defining Resource
[ s by oo ooy s s o}
| max-reservabl e-bandwi dth | See Section | application/alto-
| | 6.4.1 | propmap+j son |
e - R +
| persistent-entity-id | See Section | application/alto-

| 6.4.2 | propmap+j son |
S o e e e o e e e o +

Table 4: Initial Entries for the "ane" Domain in the "ALTO Entity
Property Types" Registry

12.4.1. New ANE Property Type: Maxi num Reservabl e Bandw dt h
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Identifier: "max-reservabl e-bandw dth"
I ntended Semantics: See Section 6.4.1.
Medi a Type of Defining Resource: application/alto-propmap+j son

Security Considerations: To nake better choices regardi ng bandw dth
reservation, this property is essential for applications such as
| arge-scal e data transfers or an overlay network interconnection
It may reveal the bandw dth usage of the underlying network and
can potentially be | everaged to reduce the cost of conducting
deni al -of -service attacks. Thus, the ALTO server MJST consi der
such protection nmechanisns as providing the information to
aut horized clients only and applying information reduction and
obfuscation as discussed in Section 11

4.2. New ANE Property Type: Persistent Entity ID

Identifier: "persistent-entity-id"

I ntended Semantics: See Section 6.4.2.

Medi a Type of Defining Resource: application/alto-propnap+json

Security Considerations: This property is useful when an ALTO server
wants to selectively expose certain service points whose detailed
properties can be further queried by applications. As nentioned
in Section 12.3.2 of [RFC9240], the entity IDs may reveal
sensitive information about the underlying network. An ALTO
server should follow the security considerations provided in
Section 11 of [RFC9240].
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