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Aut hors’ Addr esses
I ntroduction

Maj or vulnerabilities in DNS inplenentations recently becane evident
and raised attention to this protocol as an inportant attack vector,
as discussed in [SIGRED], [SADDNS], and [ DNSPOOQ], the latter being a
set of 7 critical issues affecting the DNS forwarder "dnsmasq".

The authors of this nmenp have anal yzed the DNS client inplementations
of several major TCP/IP protocol stacks and found a set of

vul nerabilities that share common inplenmentation flaws (anti -
patterns). These flaws are related to processing DNS resource
records (RRs) (discussed in [RFC1035]) and may lead to critica
security vulnerabilities.

VWil e inplenentation flaws may differ fromone software project to
anot her, these anti-patterns are highly likely to span multiple

impl ementations. 1In fact, one of the first "Comron Vul nerabilities
and Exposures" (CVE) docunents related to one of the anti-patterns

[ CVE- 2000- 0333] dates back to the year 2000. The observations are
not limted to DNS client inplenmentations. Any software that
processes DNS RRs may be affected, such as firewalls, intrusion
detection systems, or general -purpose DNS packet dissectors (e.g.,
the DNS di ssector in Wreshark; see [CVE-2017-9345]). Simlar issues
may al so occur in DNS-over-HTTPS [ RFC8484] and DNS-over-TLS [ RFC7858]
i npl ementations. However, any inplenentation that deals with the DNS
wire format is subject to the considerations discussed in this
docunent .

[ DNS- COVWPRESSI ON] and [ RFC5625] briefly mention some of these anti -
patterns, but the main purpose of this menb is to provide technica
details behind these anti-patterns, so that the common m stakes can
be eradi cat ed.

We provide general recomendations on mitigating the anti-patterns.
We al so suggest that all inplementations should drop malicious/
mal formed DNS replies and (optionally) | og them

Conpressi on Pointer and Offset Validation

[ RFC1035] defines the DNS nessage conpression schene that can be used
to reduce the size of messages. Wen it is used, an entire domain
nane or several name | abels are replaced with a (conpression) pointer
to a prior occurrence of the same nane.

The conpression pointer is a combination of two octets: the two nost
significant bits are set to 1, and the remaining 14 bits are the
OFFSET field. This field specifies the offset fromthe begi nning of
the DNS header, at which another domain nane or |abel is |ocated:

T S i S e S
| 1 1] OFFSET |
T I S T -

The nessage conpression schenme explicitly allows a domain nane to be
represented as one of the following: (1) a sequence of unpacked

| abel s ending with a zero octet, (2) a pointer, or (3) a sequence of
| abel s ending with a pointer.

However, [RFCL035] does not explicitly state that blindly foll ow ng
conpression pointers of any kind can be harnful [ DNS-COWRESSI QN], as
we coul d not have had any assunptions about various inplenentations
that woul d foll ow.

Yet, any DNS packet parser that attenpts to deconpress domai h nanes



wi t hout validating the value of OFFSET is likely susceptible to
menory corruption bugs and buffer overruns. These bugs make it
easier to perform Denial -of-Service attacks and nay result in
successful Renpote Code Execution attacks.

Pseudocode that illustrates a typical exanple of a broken domai n name
parsing i nplementation is shown bel ow (Figure 1):

1: deconpress_domai n_nane(*name, *dns_payl oad) {
2
3: nane_buf f er[ 255];
4: copy_of fset = O;
5
6: | abel | en_octet = nane;
7: dest _octet = name_buffer;
8:
9: while (*label _Ien_octet != 0x00) {
10:
11: if (is_conpression_pointer(*label _len_octet)) {
12: ptr_offset = get offset(label _|en_octet,
| abel | en_octet+1);

13: | abel |l en _octet = dns_payload + ptr_offset + 1
14: }
15:
16: el se {
17: Il ength = *l abel | en _octet;
18: copy(dest _octet + copy_offset,

| abel _l en_octet+1, *length);
19:
20: copy_offset += | ength;
21: | abel | en_octet += length + 1
22: }
23:
24.
25: }

Figure 1: A Broken Inplenmentation of a Function That |Is Used for
Deconpr essi ng DNS Domai n Nanes (Pseudocode)

Such i npl enentations typically have a dedicated function for
deconpressi ng domai n nanmes (for exanple, see [CVE-2020-24338] and

[ CVE- 2020-27738]). Anpbng other paraneters, these functions nmay
accept a pointer to the beginning of the first name | abel within an
RR ("nane") and a pointer to the beginning of the DNS payl oad to be
used as a starting point for the conpression pointer ("dns_payl oad").
The destination buffer for the domain nane ("nanme_buffer") is
typically limted to 255 bytes as per [RFCL035] and can be allocated
either in the stack or in the heap nenory region

The code of the function in Figure 1 reads the donmai n nane | abel by

| abel froman RRuntil it reaches the NUL octet ("0x00") that
signifies the end of a donain name. |If the current |abel Iength
octet ("label _len_octet") is a conpression pointer, the code extracts
the value of the conpression offset and uses it to "junp" to another

| abel length octet. |If the current |abel length octet is not a
conpression pointer, the | abel bytes will be copied into the nane
buffer, and the nunber of bytes copied will correspond to the val ue
of the current label length octet. After the copy operation, the
code will nove on to the next l[abel length octet.

The first issue with this inplementation is due to unchecked
conpression of fset values. The second issue is due to the absence of
checks that ensure that a pointer will eventually arrive at a
deconpressed dommin | abel. W describe these issues in nore detai
bel ow.



[ RFC1035] states that a conpression pointer is "a pointer to a prior
occurance [sic] of the same nane."” Also, according to [ RFCL035], the
maxi mum si ze of DNS packets that can be sent over UDP is linted to
512 octets.

The pseudocode in Figure 1 violates these constraints, as it wll
accept a conpression pointer that forces the code to read outside the
bounds of a DNS packet. For instance, a conpression pointer set to
"Oxffff" will produce an offset of 16383 octets, which is nost
definitely pointing to a | abel Iength octet sonewhere past the bounds
of the original DNS packet. Supplying such offset values will nost
l'ikely cause menory corruption issues and may | ead to Deni al - of -
Service conditions (e.g., a Null pointer dereference after

"l abel len _octet” is set to an invalid address in nenory). For
addi ti onal exanples, see [CVE-2020-25767], [CVE-2020-24339], and

[ CVE- 2020- 24335] .

The pseudocode in Figure 1 allows jumnping froma conpression pointer
to anot her conpression pointer and does not restrict the number of
such junmps. That is, if a |abel length octet that is currently being
parsed is a conpression pointer, the code will performa junp to

anot her label, and if that other |abel is a conpression pointer as
well, the code will performanother junmp, and so forth until it
reaches a deconpressed label. This may |ead to unforeseen side
effects that result in security issues.

Consi der the DNS packet excerpt illustrated bel ow
i S T S e
+0x00 | ID | FLAGS | QDCOUNT | ANCOUNT | NSCOUNT | ARCOUNT |
T T T e S LI TC T, S YU SRR
->+0x0c | OxcO0| 0xO0c| TYPE | CLASS |O0x04| t | e | s | t |0x03|
| R e I e i e S S e S R
| +0x18 | ¢ | ol | m |[Ox00] TYPE | CLASS | ................ |
I
I

I
Rk S [ e et e S S -
I

The packet begins with a DNS header at offset +0x00, and its DNS

payl oad contains several RRs. The first RR begins at an offset of 12
octets (+0x0c); its first label length octet is set to the value
"0xc0", which indicates that it is a conpression pointer. The
conpression pointer offset is conputed fromthe two octets "0xc00c"
and is equal to 12. Since the broken inplenentation in Figure 1

follows this offset value blindly, the pointer will junp back to the
first octet of the first RR (+0x0c) over and over again. The code in
Figure 1 will enter an infinite-loop state, since it will never |eave

the "TRUE" branch of the "while" |oop

Apart fromachieving infinite | oops, the inplenentation flaws in
Figure 1 nmake it possible to achi eve various pointer |oops that have
ot her undesirable effects. For instance, consider the DNS packet
excer pt shown bel ow.

T T T S L gy
+0x00 | 1D | FLAGS | QDCOUNT | ANCOUNT | NSCOUNT | ARCOUNT |
R T o e R e e e e L. .

->+0x0c |0x04] t | e | s | t |OxcO]OX0c| ........ ... ..., |
| R e e e e S I S R SRR PR SR

Wth such a domain nane, the inplenentation in Figure 1 will first
copy the domain |abel at offset "OxcO0" ("test"); it will then fetch
the next | abel length octet, which happens to be a conpression

poi nter ("0xc0"). The conpression pointer offset is conmputed from



the two octets "Oxc00c" and is equal to 12 octets. The code wll
junp back to offset "0Oxc0" where the first label "test" is |ocated.
The code will again copy the "test" |abel and then junp back to it,
foll owi ng the conpression pointer, over and over again.

Figure 1 does not contain any logic that restricts multiple junps
fromthe sane conpression pointer and does not ensure that no nore
than 255 octets are copied into the name buffer ("name_buffer"). In
fact,

* the code will continue to wite the |label "test" into it,
overwiting the name buffer and the stack of the heap netadata.

* attackers would have a significant degree of freedomin
constructing shell code, since they can create arbitrary copy
chains with various conbi nati ons of |abels and conpression
poi nters.

Therefore, blindly followi ng conpression pointers may | ead not only
to Deni al -of -Service conditions, as pointed out by [DNS- COWPRESSI OV,
but also to successful Renpte Code Execution attacks, as there nmay be
ot her inplenmentation issues present within the correspondi ng code.

Sone i npl enentations may not follow [ RFCL035], which states:

| The first two bits are ones. This allows a pointer to be

| distinguished froma |abel, since the |abel nust begin with two
| zero bits because labels are restricted to 63 octets or |ess.

| (The 10 and 01 conbinations are reserved for future use.)

Figures 2 and 3 show pseudocode that inplenents two functions that
check whether a given octet is a conpression pointer; Figure 2 shows
a correct inplementation, and Figure 3 shows an incorrect (broken)

i mpl ement ati on.

1: unsigned char is_conpression_pointer(*octet) {
2 if ((*octet & Oxc0O) == 0xcO0)

3: return true;

4: } else {

5: return fal se;

6 }

7

}

Figure 2: Correct Conpression Pointer Check

unsi gned char is_conpression_pointer(*octet) {
if (*octet & OxcO0) {
return true;
} else {
return fal se;
}

NoohwnR

Fi gure 3: Broken Conpression Pointer Check

The correct inplenentation (Figure 2) ensures that the two nost
significant bits of an octet are both set, while the broken

i npl ementation (Figure 3) would consider an octet with only one of
the two bits set to be a conpression pointer. This is |likely an

i mpl ement ation ni stake rather than an intended viol ation of

[ RFC1035], because there are no benefits in supporting such
conpression pointer values. The inplenentations related to

[ CVE- 2020- 24338] and [ CVE-2020-24335] had a broken conpression

poi nter check, sinmilar to the code shown in Figure 3.

VWil e incorrect inplenentations alone do not |lead to vulnerabilities,



they may have unforeseen side effects when conbined with other

vul nerabilities. For instance, the first octet of the value "0x4130"
may be incorrectly interpreted as a | abel length by a broken

i mpl ementation. Such a label length (65) is invalid and is |arger
than 63 (as per [RFCL035]); a packet that has this value should be

di scarded. However, the function shown in Figure 3 will consider
"0x41" to be a valid conpression pointer, and the packet may pass the
val i dation steps.

This mght give attackers additional |everage for constructing
payl oads and circumventing the existing DNS packet validation
mechani sirs.

The first occurrence of a conpression pointer in an RR (an octet with
the two highest bits set to 1) nust resolve to an octet within a DNS
record with a value that is greater than O (i.e., it rmust not be a
Null -term nator) and | ess than 64. The offset at which this octet is
| ocated must be smaller than the offset at which the conpression
pointer is |ocated; once an inplenentati on nakes sure of that,
conpressi on pointer |oops can never occur

In small DNS inpl enentations (e.g., enbedded TCP/IP stacks), support
for nested conpression pointers (pointers that point to a conpressed
nane) should be discouraged: there is very little to be gained in
terns of performance versus the high probability of introducing
errors such as those discussed above.

The code that inplenents donmai n name parsing shoul d check the of fset
with respect to not only the bounds of a packet but also its position
with respect to the conpression pointer in question. A conpression
poi nter must not be "followed" nore than once. W have seen severa

i npl ementations using a check that ensures that a conpression pointer
is not followed nore than several tines. A better alternative nmay be
to ensure that the target of a conpression pointer is always |ocated
before the location of the pointer in the packet.

Label and Nanme Length Validation

[ RFC1035] restricts the Iength of nane | abels to 63 octets and

| engt hs of domain names to 255 octets (i.e., |abel octets and | abe

I ength octets). Sone inplenmentations do not explicitly enforce these
restrictions.

Consi der the function "copy_domain_nane()" shown in Figure 4 bel ow
The function is a variant of the "deconpress_domai n_nanme()" function
(Figure 1), with the difference that it does not support conpressed
abel s and only copi es deconpressed | abels into the nane buffer

copy_domai n_nane( *name, *dns_payl oad) ({

1:

2

3: nane_buf f er[ 255];
4: copy_offset = 0;
5.
6
7
8

| abel | en_octet = nane;
dest _octet = name_buffer;

9: while (*label len octet = 0x00) {

10:

11: if (is_conpression_pointer(*label _len_octet)) {
12: length = 2;

13: | abel | en_octet += length + 1

14: }

15:

16: el se {

17: Il ength = *l abel | en_octet;

18: copy(dest _octet + copy_offset,



| abel | en_octet+1, *length);
19:
20: copy_offset += |l ength;
21: | abel _l en_octet += length + 1
22: }
23:
24:
25: }

Figure 4: A Broken Inplenentation of a Function That |s Used for
Copyi ng Non- conmpr essed Donmai n Nanes

This inplementation does not explicitly check for the value of the

| abel length octet: this value can be up to 255 octets, and a single
| abel can fill the nanme buffer. Depending on the nenory |ayout of
the target, how the name buffer is allocated, and the size of the
mal f or med packet, it is possible to trigger various nmenory corruption
i ssues.

Both Figures 1 and 4 restrict the size of the nanme buffer to 255
octets; however, there are no restrictions on the actual nunber of

octets that will be copied into this buffer. In this particular
case, a subsequent copy operation (if another |abel is present in the
packet) will wite past the nane buffer, allow ng heap or stack

metadata to be overwitten in a controll ed manner

Sinm | ar exanpl es of vulnerable inplenentations can be found in the
code rel evant to [ CVE-2020-25110], [CVE-2020-15795], and
[ CVE- 2020- 27009] .

As a general recommendation, a domain |abel |length octet nust have a
val ue of nore than 0 and | ess than 64 [RFC1035]. |If this is not the
case, an invalid value has been provided within the packet, or a
value at an invalid position mght be interpreted as a domai n nane

I ength due to other errors in the packet (e.g., misplaced Null-

term nator or invalid conpression pointer).

The nunber of domain |abel characters nust correspond to the val ue of
the domain | abel octet. To avoid possible errors when interpreting
the characters of a domain | abel, devel opers nay consi der
recommendations for the preferred domain nane syntax outlined in

[ RFC1035] .

The domain nane | ength nust not be nore than 255 octets, including
the size of deconpressed donain nanes. The NUL octet ("0x00") nust
be present at the end of the domain nane and nust be within the
maxi mum nane | ength (255 octets).

Nul | - Term nat or Pl acenent Validation

A domai n nane nust end with a NUL ("0x00") octet, as per [RFCL035].
The i npl enentati ons shown in Figures 1 and 4 assune that this is the
case for the RRs that they process; however, nanmes that do not have a
NUL octet placed at the proper position within an RR are not

di scar ded

This issue is closely related to the absence of | abel and nanme | ength
checks. For exanple, the logic behind Figures 1 and 4 will continue
to copy octets into the nane buffer until a NUL octet is encountered.
This octet can be placed at an arbitrary position within an RR or not
pl aced at all.

Consi der the pseudocode function shown in Figure 5. The function
returns the length of a domain nane ("nane") in octets to be used
el sewhere (e.g., to allocate a nanme buffer of a certain size): for
compressed domai n nanmes, the function returns 2; for deconpressed



nanes, it returns their true length using the "strlen(3)" function
get _nane_| engt h(*nane) {

if (is_conpression_pointer(nane))
return 2;

nane_|len = strlen(nane) + 1
return nane_| en

ONOORWONE

}

Figure 5: A Broken Inplenmentation of a Function That Returns the
Length of a Dommi n Nane

"strlen(3)" is a standard C library function that returns the length
of a given sequence of characters term nated by the NUL ("0x00")
octet. Since this function also expects names to be explicitly Null-
term nated, the return value "strlen(3)" may al so be controlled by
attackers. Through the value of "name_len", attackers may contro
the allocation of internal buffers or specify the nunber by octets
copied into these buffers, or they nay perform other operations,
dependi ng on the inplenentation specifics.

The absence of explicit checks for placenent of the NUL octet may
also facilitate controlled nenory reads and wites. An exanple of
vul nerabl e i npl enentations can be found in the code relevant to

[ CVE- 2020- 25107], [ CVE-2020-17440], [ CVE-2020-24383], and

[ CVE- 2020- 27736] .

As a general recomrendation for mitigating such issues, devel opers
shoul d never trust user data to be Null-term nated. For exanple, to
fix/mtigate the issue shown in the code in Figure 5, devel opers
shoul d use the function "strnlen(3)", which reads at nobst X
characters (the second argunent of the function), and ensure that X
is not larger than the buffer allocated for the nane.

Response Data Length Validation

As stated in [ RFC1035], every RR contains a variable-length string of
octets that contains the retrieved resource data (RDATA) (e.g., an IP
address that corresponds to a domain name in question). The length
of the RDATA field is regulated by the resource data length field
(RDLENGTH), which is also present in an RR

I npl enent ati ons that process RRs may not check for the validity of
the RDLENGTH field value when retrieving RDATA. Failing to do so may
| ead to out-of-bound read i ssues, whose inpact may vary
significantly, depending on the inplenmentation specifics. W have
observed instances of Denial-of-Service conditions and information

| eaks.

Therefore, the value of the data I ength byte in response DNS records
(RDLENGTH) nust reflect the number of bytes available in the field
that describes the resource (RDATA). The format of RDATA nust
conformto the TYPE and CLASS fields of the RR

Exanpl es of vul nerabl e inplenentations can be found in the code
rel evant to [ CVE-2020-25108], [CVE-2020-24336], and [ CVE-2020-27009].

Record Count Validation

According to [ RFC1035], the DNS header contains four two-octet fields
that specify the anmpbunt of question records (QDCOUNT), answer records
(ANCOUNT), authority records (NSCOUNT), and additional records

( ARCOUNT) .



Figure 6 illustrates a recurring inplenmentation anti-pattern for a
function that processes DNS RRs. The function
"process_dns_records()" extracts the value of ANCOUNT ("num answers")
and the pointer to the DNS data payload ("data ptr"). The function
processes answer records in a |oop, decrenenting the "num answers"

val ue after processing each record until the value of "num answers"
becones zero. For sinmplicity, we assune that there is only one
domai n nane per answer. Inside the |oop, the code cal cul ates the
domai n nane |l ength ("nanme_l ength") and adjusts the data payl oad

poi nter ("data ptr") by the offset that corresponds to "nanme_length +
1", so that the pointer lands on the first answer record. Next, the
answer record is retrieved and processed, and the "num answers" val ue
is decremented

1: process_dns _records(dns_header, ...) {
11

2: num answers = dns_header - >ancount

3: data_ptr = dns_header->dat a

4.

5: whil e (num answers > 0) {

6: nane_| ength = get_nane_| ength(data ptr);

7: data_ptr += nane_length + 1

8:

9: answer = (struct dns_answer_record *)data_ptr;

10:

11: /1 process the answer record

12:

13: --num answers;

14: }
I

15: }

Figure 6: A Broken Inplenmentation of a Function That Processes RRs

I f the ANCOUNT nunber retrieved fromthe header
("dns_header->ancount") is not checked agai nst the amount of data
available in the packet and it is, for exanple, larger than the
nunber of answer records available, the data pointer ("data_ptr")
will read outside the bounds of the packet. This nay result in
Deni al - of - Servi ce conditions.

In this section, we used an exanpl e of processing answer records.
However, the sane logic is often reused for inplenenting the
processing of other types of records, e.g., the nunber of question
(QDCOUNT), authority (NSCOUNT), and additional (ARCOUNT) records.

The specified nunbers of these records nmust correspond to the actua
data present within the packet. Therefore, all record count fields
must be checked before fully parsing the contents of a packet.
Specifically, Section 6.3 of [RFC5625] recomends that such mal f ormed
DNS packets shoul d be dropped and (optionally) |ogged.

Exanpl es of vul nerabl e inplenentations can be found in the code
rel evant to [ CVE-2020-25109], [CVE-2020-24340], [CVE-2020-24334], and
[ CVE- 2020- 27737] .

Security Considerations

Security issues are discussed throughout this neno; it discusses

i mpl ementation flaws (anti-patterns) that affect the functionality of
processing DNS RRs. The presence of such anti-patterns |eads to bugs
that cause buffer overflows, read-out-of-bounds, and infinite-I|oop

i ssues. These issues have the follow ng security inpacts:

i nformation | eaks, Denial -of -Service attacks, and Renote Code
Execution attacks.

Thi s docunent |ists general recomendations for the devel opers of DNS
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record parsing functionality that allow those devel opers to prevent
such inplenentation flaws, e.g., by rigorously checking the data
received over the wire before processing it.

I ANA Consi derations
Thi s docunent has no | ANA actions. Please see [RFC6895] for a
conpl ete review of the | ANA consi derations introduced by DNS
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