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(RFC 8300) to steer and provide context metadata (MD) with each
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1. Introduction

The Network Service Header (NSH) [ RFC8300] is the Service Function
Chai ni ng (SFC) encapsul ation that supports the SFC architecture
[ RFC7665]. As such, the NSH provides the foll owi ng key el enents:

1. Service Function Path (SFP) identification
2. indication of location within an SFP
3. optional, per-packet netadata (fixed-1ength or variable-1ength)

[ RFC8300] further defines two netadata formats (MD Types): 1 and 2
MD Type 1 defines the fixed-length, 16-octet netadata, whereas M
Type 2 defines a variable-length context format for nmetadata. This
docunment defines several commpn netadata Context Headers for use
within NSH MD Type 2. These suppl ement the Subscriber Identifier and
Performance Policy MD Type 2 netadata Context Headers specified in

[ RFC8979] .

Thi s docunent does not address netadata usage, updating/chaining of
met adata, or other SFP functions. Those topics are described in
[ RFC8300] .

2. Conventions Used in This Document
2.1. Term nol ogy

Thi s docunent uses the term nology defined in the SFC architecture
[ RFC7665] and the NSH [ RFC8300] .

2.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

3. NSH MD Type 2 For mat



An NSH is conmposed of a 4-octet Base Header, a 4-octet Service Path
Header, and optional Context Headers. The Base Header identifies the
MD Type in use:

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I

| Ver| 9 U TTL | Length | U U U U MD Type| Next Protocol
R e s T o T S R El ok i R e e S S e o o s

Fi gure 1: NSH Base Header
Pl ease refer to the NSH [ RFC8300] for a detail ed header description

When t he Base Header specifies MD Type = 0x2, zero or nore Variabl e-
Lengt h Context Headers MAY be added, i mediately follow ng the
Service Path Header. Figure 2 below depicts the format of the

Cont ext Header as defined in Section 2.5.1 of [RFC8300].

0 1 2 3
01234567890123456789012345678901
R i T I e T S S e S TR S T e i I S e S e e e e o o

| Met adata Cl ass | Type | Y Lengt h

B T I e R i i i T S S e e I e ik oI I S S e S S
| Vari abl e- Lengt h Met adat a |
el i I e i it T e e e e i i T o S e e S e T R R

Fi gure 2: NSH Vari abl e- Lengt h Cont ext Headers
4. NSH MD Type 2 Context Headers
[ RFC8300] specifies Metadata Class 0x0000 as | ETF Base NSH MD d ass.
In this docurment, netadata types are defined for the | ETF Base NSH MD
Class. The Context Headers specified in the subsections bel ow are as
fol | ows:

1. Forwardi ng Context

2. Tenant |ID

3. Ingress Network Node Infornmation
4. Ingress Node Source Interface
5. Flow ID

6. Source and/or Destination G oups
7. Policy ID
4.1. Forwardi ng Context

This nmetadata context carries a network forwardi ng context, used for
segregation and forwardi ng scope. Forwardi ng context can take
several forns depending on the network environment, for exanple,
Virtual eXtensible Local Area Network (VXLAN) / Generic Protoco

Ext ensi on for VXLAN (VXLAN-GPE) Virtual Network ldentifier (VN D),
VPN Routing and Forwarding (VRF) identification, or VLAN
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Figure 3: VLAN Forwardi ng Cont ext

0 1 2 3
01234567890123456789012345678901
i T s i o S i i S R I S I S S S M

| Met adata Cl ass = 0x0000 | Type = 0x04 | U Length =4
B T S i T s i i e e SEI S
| CT=0x1 | Resv | Service VLAN ID | Customer VLAN ID |
R i T I e T S S e S TR S T e i I S e S e e e e o o
Figure 4: Q nQ Forwardi ng Cont ext

0 1 2 3

01234567890123456789012345678901
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Met adata C ass = 0x0000 | Type = 0x04 | U Length = 4
R i i T i e e T ol EIE TRIE TR TR S S S S S e e o o i i T N R
| CT=0x2 | Reserved | MPLS VPN Label |
R o o e e i i e S S S s T S S S S e e ik i e R

Figure 5: MPLS VPN Forwardi ng Cont ext

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Met adata C ass = 0x0000 | Type = 0x04 | U Length = 4
R i T I e T S S e S TR S T e i I S e S e e e e o o
| CT=0x3 | Resv | Virtual Network Identifier |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 6: VNI Forwardi ng Context

0 1 2 3

01234567890123456789012345678901
R ik ol S e e S T ik ol i T S e S S e i ik it S RIS R e
| Met adata Cl ass = 0x0000 | Type = 0x04 |U Length =8

el i I e i it T e e e e i i T o S e e S e T R R
| CT=0x4 | Reserved |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Session ID |
R ik ol S e e S T ik ol i T S e S S e i ik it S RIS R e

Figure 7: Session |ID Forwardi ng Context
The fields are described as foll ows:

Context Type (CT): This 4-bit field that defines the interpretation
of the Forwarding Context field. Please see the | ANA
considerations in Section 6.2. This docunment defines these CT
val ues:

0x0: 12-bit VLAN identifier [|EEE. 802.1Q 2018]. See Figure 3.

Ox1l: 24-bit double tagging identifiers. A service VLAN tag
followed by a custoner VLAN tag [| EEE. 802. 1Q 2018]. The two
VLAN | Ds are concatenated and appear in the sane order that
they appeared in the payload. See Figure 4.

0x2: 20-bit MPLS VPN | abel [RFC3032] [RFC4364]. See Figure 5.

0x3: 24-bit virtual network identifier (VNI) [ RFC8926]. See
Fi gure 6.

Ox4: 32-bit Session ID [RFC3931]. This is called Key in GRE
[ RFC2890]. See Figure 7



4. 2.

4. 3.

4. 4.

Reserved (Resv): These bits in the context fields MJST be sent as
zero and ignored on receipt.

Tenant | D

Tenant identification is often used for segregation within a nulti-
tenant environment. Orchestration systemgenerated Tenant |IDs are an
exanpl e of such data. This Context Header carries the value of the
Tenant ID. Virtual Tenant Network (VTN) [ OpenDaylight-VTN] is an
application that provides multi-tenant virtual networks on a

Sof t war e- Defi ned Networking (SDN) controller.

0 1 2 3
01234567890123456789012345678901

I S i o T s S S S e s s T
| Met adata Cl ass = 0x0000 | Type = 0x05 |U Lengt h

B i aT T e e o S o S S S I T et sl o ST S S S S S S
~ Tenant 1D ~

B T S i T s i i e e SEI S
Fi gure 8: Tenant |D List
The fields are described as foll ows:

Length: Indicates the length of the Tenant IDin octets (see
Section 2.5.1 of [RFC8300]).

Tenant I D: Represents an opaque val ue pointing to orchestration
system generated Tenant ID. The structure and semantics of this
field are specific to the operator’s deploynment across its
operational domain and are specified and assigned by an
orchestration function. The specifics of that orchestrati on-based
assi gnnent are outside the scope of this docunent.

I ngress Network Node I nformation

This Context Header carries a Node ID of the network node at which
the packet entered the SFC-enabled domain. This node wll
necessarily be a classifier [RFC7/665]. |n cases where the Service
Path Identifier (SPI) identifies the ingress node, this Context
Header is superfl uous.

0 1 2 3
01234567890123456789012345678901

I S i o T s S S S e s s T
| Met adata Cl ass = 0x0000 |  Type = 0x06 | Lengt h |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
~ Node | D ~

B T S i T s i i e e SEI S
Figure 9: Ingress Network Node ID
The fields are described as foll ows:

Length: Indicates the length of the Node IDin octets (see
Section 2.5.1 of [RFC8300]).

Node I D: Represents an opaque val ue of the ingress network Node ID
The structure and semantics of this field are depl oyment specific.
For exanple, Node ID may be a 4-octet |Pv4 address Node ID, a
16-octet |1 Pv6 address Node ID, a 6-octet MAC address, an 8-octet
MAC address (64-bit Extended Unique Identifier (EU -64)), etc.

I ngress Network Source Interface



This context identifies the ingress interface of the ingress network
node. The |2vlan (135), |3ipvlian (136), ipForward (142), and npls
(166) in [IANA f Type] are exanples of source interfaces.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Met adata Cl ass = 0x0000 |  Type = 0x07 | Lengt h

i i i T i I S i e s o o i i
~ Source Interface ~
R et e s i o e s i i

Figure 10: Ingress Network Source Interface
The fields are described as foll ows:

Length: Indicates the length of the Source Interface in octets (see
Section 2.5.1 of [RFC8300]).

Source Interface: Represents an opaque value of the identifier of
the ingress interface of the ingress network node.

4.5. Fl ow I D

Flow ID provides a field in NSH MD Type 2 to | abel packets bel ongi ng
to the same flow. For exanple, [RFC8200] defines |IPv6 Fl ow Label as
Flow ID. Another exanple of Flow ID is how [ RFC6790] defines an
entropy | abel that is generated based on flow information in the MPLS
network. Absence of this field or a value of zero denotes that
packets have not been | abeled with a Flow ID.

0 1 2 3
01234567890123456789012345678901
T T S S e i S I S S S S S s
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Figure 11: IPv6 Flow ID

0 1 2 3
01234567890123456789012345678901
B T i T o o o S e i i S S
Met adata C ass = 0x0000 | Type = 0x08 | U Length =4
i I T T e i T T e e il i e S NI S R e
| Reserved | MPLS entropy | abel |
B S I i i o T g oI S S S Y S S

Figure 12: MPLS Entropy Labe
The fields are described as foll ows:
Length: Indicates the length of the Flow ID in octets (see
Section 2.5.1 of [RFC38300]). For exanmple, the I Pv6 Flow Label in
[ RFC8200] is 20 bits long. An entropy label in the MPLS network
in [RFC6790] is also 20 bits |ong.
Context Type (CT): This 4-bit field that defines the interpretation

of the Flow ID field. Pl ease see the | ANA considerations in
Section 6.3. This docunent defines these CT val ues:

0x0: 20-bit IPv6 Flow Label in [ RFC8200]. See Figure 11

Ox1: 20-bit entropy label in the MPLS network in [RFC6790]. See
Figure 12.



Reserved: These bits in the context fields MJST be sent as zero and
i gnored on receipt.

4.6. Source and/or Destination G oups

I ntent-based systens can use this data to express the |ogica
groupi ng of source and/or destination objects. [QpenStack] and

[ OpenDayl i ght] provi de exanpl es of such a system [Each is expressed
as a 32-bit opaque object.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Met adata O ass = 0x0000 | Type = 0x09 | U Length=8 |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Source G oup |
i T s i o S i i S R I S I S S S M
| Destinati on Goup |
B T S i T s i i e e SEI S

Fi gure 13: Source/Destination G oups

If there is no group information specified for the Source G oup or
Destination Group field, the field MIST be sent as zero and ignored
on receipt.

4.7. Policy ID

Traffic handling policies are often referred to by a system generated
identifier, which is then used by the devices to | ook up the policy’s
content locally. For exanple, this identifier could be an index to
an array, a |lookup key, or a database ID. The identifier allows
enforcenment agents or services to |look up the content of their part
of the policy.

0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i

| Met adata Cl ass = 0x0000 |  Type = Ox0A | U Lengt h

R et e s i o e s i i
~ Policy ID ~
B i s T T i i o S o T Ji I

Figure 14: Policy ID
The fields are described as foll ows:

Length: Indicates the length of the Policy IDin octets (see
Section 2.5.1 of [RFC8300]).

Policy ID: Represents an opaque value of the Policy ID.

This Policy IDis a general Policy ID, essentially a key to allow
Servi ce Functions (SFs) to know which policies to apply to packets.
Those policies generally will not have nuch to do with perfornmance
but rather with what specific treatnent to apply. It may, for
exanmple, select a URL filter data set for a URL filter or select a
video transcoding policy in a transcoding SF. The Perfornmance Policy
IDin [RFC8979] is described there as having very specific use and,
for exanple, says that fully controlled SFPs would not use it. The
Policy IDin this docunent is for cases not covered by [ RFC8979].

5. Security Considerations

A m sbehaving node fromw thin the SFC enabl ed domain may alter the



content of the Context Headers, which may |lead to service disruption
Such an attack is not unique to the Context Headers defined in this
docunent. Measures discussed in Section 8 of [RFC8300] describes the
general security considerations for protecting the NSH [ RFC9145]
speci fies methods of protecting the integrity of the NSH netadat a.

If the NSH includes the Message Authentication Code (MAC) and
Encrypt ed Metadata Context Header [RFC9145], the authentication of
the packet MJUST be verified before using any data. |If the
verification fails, the receiver MJST stop processing the Variabl e-
Lengt h Context Headers and notify an operator

The security and privacy considerations for the 7 types of Context
Headers specified above are discussed below. Since NSH-ignorant SFs
will never see the NSH, then even if they are nmalign, they cannot
conprom se security or privacy based on the NSH or any of these

Cont ext Headers; however, they coul d cause conpronm se based on the
rest of the packet. To the extent that any of these headers are

i ncl uded when they woul d be unneeded or have no effect, they provide
a covert channel for the entity adding the Context Header to
communicate a limted anount of arbitrary information to downstream
entities within the SFC enabl ed domai n.

5.1. Forwardi ng Context

Al'l of the Forwardi ng Context variants specified in this docunent
(those with CT values between 0 and 4) nerely repeat a field that is
avail abl e in the packet encapsul ated by the NSH.  These variants
repeat that field in the NSH for convenience. Thus, there are no
special security or privacy considerations in these cases. Any
future new val ues of CT for the Forwardi ng Context must specify the
security and privacy considerations for those extensions.

5.2. Tenant |ID

The Tenant ID indicates the tenant to which traffic bel ongs and ni ght
be used to tie together and correl ate packets for a tenant that sone
moni toring function could not otherw se group, especially if other
possible identifiers were being random zed. As such, it may reduce
security by facilitating traffic analysis but only within the SFC
enabl ed domain where this Context Header is present in packets.

5.3. Ingress Network Node | nformation

The SFC-enabl ed donai n manager normally operates the initial ingress/
classifier node and is thus potentially aware of the information
provided by this Context Header. Furthernore, in many cases, the SP
that will be present in the NSH identifies or closely constrains the
i ngress node. Also, in nost cases, it is anticipated that nmany
entities will be sending packets into an SFC-enabl ed domai n through
the sane ingress node. Thus, under nobst circunstances, this Context
Header is expected to weaken security and privacy to only a m nor
extent and only within the SFC enabl ed donain.

5.4. Ingress Node Source Interface

This Context Header is likely to be neaningless unless the Ingress
Net wor k Node | nformation Context Header is also present. Wen that
node i nformati on header is present, this source interface header
provides a nore fine-grained view of the source by identifying not
just the initial ingress/classifier node but also the port of that
node on which the data arrived. Thus, it is nore likely to identify
a specific source entity or at least to nore tightly constrain the
set of possible source entities than just the node infornmation
header. As a result, inclusion of this Context Header with the node
i nformati on Context Header is potentially a greater threat to
security and privacy than the node information header alone, but this
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threat is still constrained to the SFC enabl ed donmi n.
5 FlowID

The variations of this Context Header specified in this docunent
simply repeat fields already available in the packet and thus have no
special security or privacy considerations. Any future new val ues of
CT for the Flow I D nust specify the security and privacy

consi derations for those extensions.

6. Source and/or Destination G oups

Thi s Context Header provides additional information that m ght help
identify the source and/or destination of packets. Depending on the
granularity of the groups, it could either (1) distinguish packets as
part of flows fromand/or to objects where those flows coul d not

ot herwi se be easily distingui shed but appear to be part of one or
fewer flows or (2) group packet flows that are fromand/or to an

obj ect where those flows could not otherw se be easily grouped for
anal ysi s or another purpose. Thus, the presence of this Context
Header with non-zero source and/or destination groups can, within the
SFC- enabl ed dormai n, erode security and privacy to an extent that
depends on the details of the grouping.

7. Policy ID

Thi s Context Header carries an identifier that nodes in the SFC
enabl ed domain can use to look up policy to potentially influence

their actions with regard to the packet carrying this header. |If
there are no such decisions regarding their actions, then the header
shoul d not be included. |[If there are such decisions, the information

on which they are to be based needs to be included sonewhere in the
packet. There is no reason for inclusion in this Context Header to
have any security or privacy considerations that would not apply to
any ot her plaintext way of including such information. It may
provi de additional information to help identify a flow of data for
anal ysi s.

I ANA Consi derati ons
1. MDD Type 2 Context Types
| ANA has assigned the follow ng types (Table 1) fromthe "NSH | ETF-

Assi gned Optional Variable-Length Metadata Types" registry avail abl e
at [ ANA- NSH MD2] .

| Value | Descri ption | Reference

[ gttty e ——(—————(——(————————————————— s ppp—p—r
| 0x04 | Forwar di ng Cont ext | RFC 9263

S D e S +
| 0x05 | Tenant 1D | RFC 9263 |
Fommma - e T Y S IR +
| Ox06 | I ngress Network Node ID | RFC 9263
R, T R +
| 0x07 | Ingress Network Interface | RFC 9263

S D N S +
| 0x08 | Flow I D | RFC 9263 |
Fommma - e T Y S IR +
| Ox09 | Source and/or Destination Goups | RFC 9263 |
R, T R +
| OxO0A | Policy ID | RFC 9263 |
S D e S +

Table 1: Type Val ues



6.2. Forwardi ng Context Types

| ANA has created a new subregistry for "Forwardi ng Context Types"
[ 1 ANA- NSH MD2] as fol | ows.

The registration policy is | ETF Revi ew.

[ s umfemsfumetey oo s sl e e
| Val ue | Description | Reference
| 0x0 | 12-bit VLAN identifier | RFC 9263

B o e e e e e e e e e e e e e e e e e e e e memao o N
| Ox1 | 24-bit double tagging identifiers | RFC 9263
R T S
| Ox2 | 20-bit MPLS VPN | abel | RFC 9263
S o m e e e e e e e e e e e e e e e e eeoe—o - Fom e oo
| 0x3 | 24-bit virtual network identifier (VNI) | RFC 9263

B o e e e e e e e e e e e e e e e e e e e e memao o N
| Ox4 | 32-bit Session ID | RFC 9263
R T S
| Ox5-0xE | Unassi gned |

S o m e e e e e e e e e e e e e e e e eeoe—o - Fom e oo
| OxF | Reserved | RFC 9263

B o e e e e e e e e e e e e e e e e e e e e memao o N

Tabl e 2: Forwardi ng Context Types
6.3. Flow ID Context Types

| ANA has created a new subregistry for "Flow I D Context Types" at
[ 1 ANA- NSH MD2] as fol |l ows.

The registration policy is | ETF Revi ew.

| Val ue | Descri ption | Reference

[} gty e —p———_—_——(———————————————————————————————— Ll p—p—p—(———r L
| 0x0 | 20-bit 1 Pv6 Fl ow Label | RFC 9263

S TRy e S

| Ox1 | 20-bit entropy label in the MPLS network | RFC 9263
T T Yy S IR

| Ox2-0xE | Unassi gned |

S R T R

| OxF | Reserved | RFC 9263

S TRy e S

Table 3: Flow I D Context Types
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